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1.0 CHAIRPERSON’S FOREWORD

In exercise of powers conferred by Article 44(5) and section 109 of the Elections
Act. 2011, IEBC was required to make the Elections (Technology) Regulations.
Section 44 (5) of the Elections Act outlines specific arcas IEBC is supposed to
focus on while making Regulations while Section 109 (3) requires IEBC to first
submit to the National Assembly draft Regulations for approval before
publication and that this approval should be granted at least four (4) months
preceding a general election.

The Committee deliberated on the regulations with the Commission at sittings
held on 31° January 2017 at Parliament Buildings, 13" to 14" February, 2017 at
Windsor Golf and Hotel Country Club in Kiambu County and 13" to 14" March,
2017 at Pridelnn Paradise Hotel in Mombasa.

It should be noted that regulation making process is through delegated authority
by the National Assembly and cannot be taken away by the delegator. The role of
the Committee therefore in the scrutiny of Regulations is to ensure that they
conform to the constitution of Kenya, the Statutory Instruments Act, the National
Assembly Standing Orders and all other legal laws, rules and regulations in force
in Kenya before reporting to the House. For instance, the National Assembly
Standing Orders require that Regulations should not be in conflict with provisions
of the constitution of Kenya, the Act pursuant to which they are made, should not
infringe on fundamental rights and freedoms of the public and should not directly
or indirectly bar the jurisdiction of the courts.

Following the scrutiny, amendments were agreed on and are part and parcel of the
final draft Regulations submitted herewith to the House for approval for
publication by the regulation making authority.

The Committee considered and adopted its report at a sitting held on 28" March,
2017 in the Members’ Lounge, Main Parliament Building. There was no
dissenting voice to the adoption. Minutes of sittings of the Committee as well list
of Members present during adoption are annexed hereto as appendices 1 and 2.

The Committee wishes to express gratitude to the Speaker for the support and
direction his leadership has accorded Committees in the discharge of their
mandate. The Committee also wishes to record its appreciation to Office of the
Clerk of the National Assembly and the Directorates of Committees and Legal
Services for providing technical support which was vital in the execution of its
mandate and production of this report.

On behalf of the Committee on Delegated Legislation, and pursuant to Standing
Order No. 199, it is my pleasure and duty to present to the House the
Committee’s report on the final draft Elections (Technology) Regulations, 2017
for debate and approval by the House for publication.



HON WILLIAM CHEPTUMO, M.P.
CHAIRPERSON, SELECT COMMITTEE ON DELEGATED
LEGISLATION



2.0 EXECUTIVE SUMMARY

The draft Elections (Technology) Regulations were first submitted to the House
on 6" December, 2016 and immediately committed to the Committee for scrutiny
and report to the House. After deliberations on the Regulations with IEBC,
amendments were agreed on and a new document incorporating them dated 2017

produced by IEBC and resubmitted to the House for approval for publication.
The Regulations inter alia require IEBC to:-

(1) Regularly upgrade existing and acquire new election technology with a
view to enhancing integrity, efficiency and transparency of the election
process;

(i) Carry out timely testing of election technology before the election
process and conduct regular audit of the election technology to ensure
its credibility;

(iii)  Put in place mechanisms to ensure data availability, accuracy, integrity
and confidentiality. The data should also be retained for a period of
three (3) years after declaration of results.

(iv)  Publish on its official website details of any telecommunication
network service providers to be used in elections; and

(v)  Conduct continuous training on election technology for its staff and
stakeholders within sufficient time before an election day.

The scrutiny of the regulations was guided by section 44(5) and 109 of the
Elections Act, 2011, the Constitution of the Republic of Kenya, the Statutory
Instruments Act, 2013 and the National Assembly’s Standing Order 210.

Upon scrutiny, the Committee is satisfied that the Regulations conform to the
constitution of Kenya, the Elections Act, 2011, the Statutory Instruments Act,
2013 and the National Assembly Standing Orders and recommends to the House
to approve them for publication by the regulation making authority.
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3.0

34

PREFACE

Committee’s mandate

The Select Committee on Delegated Legislation is established pursuant to
provisions of Standing Order No. 210 and its mandate is to consider in respect of
any statutory instrument whether it:-

(a)

(b)
(c)

(d)
(e)
1
)
(h)
(i)
()
(k)
(1)

(m)
(n)

(0)
(p)

(q)

Is in accordance with the provision of the Constitution, the Act pursuant
to which it is made or other relevant written laws;

Infringes on fundamental rights and freedoms of the public,

Contains a matter which in the option of the Committee should more
properly be dealt with in an Act of the Parliament;

Contains imposition of Taxation,

Directly or indirectly bars the jurisdiction of the court;

Gives retrospective effect to any of the provision in respect (o which the
Constitution does not expressly give any such power;

Involves expenditure from the consolidated fund or other public
revenues,

Is defective in its drafiing or for any reason form or part of the statutory
instrument calls for any elucidation;

Appears to make some unusual or unexpected use of the power conferred
by the Constitution or the Act pursuant to which it is made,

Appears to have had unjustifiable delay in its publication or laying
before Parliament;

Makes rights, liberties or obligations unduly dependent upon non-
renewable decisions;

Makes rights, liberties or obligations unduly dependent insufficiently
defined administrative powers,

Inappropriately delegates legislative powers;

Imposes a fine, imprisonment or other penalty without express authority
having been provided for in the enabling legislation;

Appears for any reason to infringe on the rule of law,

Inadequately subjects the exercise of legislative power to Parliamentary
scrutiny, and,

Accords to any other reason that the Committee considers [it to examine.

Standing Order No. 210(4) provides that if the Committee:-

(a)

(b)

Resolves that the statutory instrument, be acceded to, the Clerk shall
convey that resolution to the relevant state department or the authority
that published the statutory instrument.

Does not accede to the statutory instrument, the Committee may
recommend to the House that the Assembly resolves that all or part of
the statutory instrument be annulled and if the instrument:-



(i) is not made under a legislation concerning counties and a
resolution is passed by the Assembly within twenty days on which
it next sits after the instrument laid before it under paragraph (2),
that all or part of the statutory instrument be annulled, the
instrument of part thereof shall henceforth stand annulled; and

(ii) is made under a legislation concerning counties the Clerk shall
within seven days of the resolution transmit a message o the
Senate.

Standing Order No. 210(5) provides that:-

The Clerk shall submit the resolution under paragraph 4(b) (i) to the relevant
state department or the authority that published the statutory instrument.

Section 109 (3) and (4) of the Elections Act, 2011 as amended however provides
as follows:-

“(3) The power to make regulations shall be exercised only afier a draft of
the proposed regulations has been approved by the National Assembly, at
least four months preceding a general election:

Provided that this applies to the first general election under this Act.

(4) The Commission shall publish in the Gazette, not later than sixty days
prior to the date of the general election, the regulations approved by the

National Assembly under subsection (3)"’

3.2 Committee Membership

The Committee was constituted on 21° May, 2013 and as at the time of adopting
this report comprised:-

Hon. William Cheptumo, M.P. - Chairperson
Hon. Joseph Gitari, M.P. - Vice Chairperson

Hon. Alfred Keter, M.P.

Hon. Hassan Aden Osman, M.P.
Hon. Timothy W. Wanyonyi, M.P.
Hon. George Theuri, M.P.

Hon. Elisha Busienei, M.P.

Hon. (Eng) Shadrack Manga, M.P.
Hon. Yusuf Hassan, M.P.

Hon. Michael Kisoi, M.P.

Hon. Mohamed Adan Huka, M.P.
Hon. John M. Waiganjo, M.P.
Hon. Paul K. Bii, M.P.

Hon. Charles Gimose, M.P.

Hon. Tom J. Kajwang’, M.P.



3.3

Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.

Simba Arati, M.P.

Rachael A. Ameso. M.P.
Vincent Musau. M.P.

William Kisang', M.P.

Neto Agostinho, M.P.

Paul Koinange, M P.

ibrahim Abdi Saney. M.P
Eusilah Ng'eny. M.P.
Nicholas Ngi’kor Nixon, M.P.
Bernard Shinali, M.P.
Kabando Wa Kabando, M.P.
Daniel Maanzo., M.P.

Junct Nuh Sheikh. M.P.
William Kamoti Mwamkale, M.P.

Committee secretariat

George Gazemba - Senior Clerk Assistant
Wilson Dima Dima - Senior Legal Counsel
Abdullahi Aden - First Clerk Assistant
Halima Hussein - Third Clerk Assistant



4.0 INTRODUCTION AND BACKGROUND INFORMATION

4.1 Making of the Regulations and Committal to the Select Committee on
Delegated Legislation

Following recommendations of a Joint Parliamentary Committee on matters
relating to IEBC, the Election Laws (Amendment) Act of 2016 was enacted on
20" September, 2016. The Act provided for several amendments including those
on use of election technology in the conduct of elections.

In exercise of powers conferred by Article 44(5) and section 109 of the Elections
Act, 2011, TEBC was required to make the Elections (Technology) Regulations.
The purpose of the Regulations is to establish a regulatory framework governing
the use of election technology as required by Sections 44(5) and 109 of the
Elections Act, 2011:-

Sections 44(5) of the Elections Act 2011 states as follows:-

44(5) “'The Commission shall, for purposes of this section and in
consultation with relevant agencies, institutions and stakeholders,
including political parties make regulations for implementation of this
section and in particular, regulations providing for:-

(a) The transparent acquisition and disposal of information and
communication technology assets and systems,

(b) testing and certification of the system;

(c) mechanism for the conduct of a system audit;

(d) data storage and information technology;

(e) data retention and disposal;

(f) access to electoral system sofiware source codes;

(g) capacity building of staff of the Commission and relevant
stakeholders on the use of technology in the electoral process,

(h) telecommunication network for voter validation and result
transmission;

(i) development, publication and implementation of a disaster recovery
and operations continuity plan, and

(j) the operations of the technical committee established under sub
section (7)"’

Section 109 of the Elections Act, 2011 states as follows:-

(1) The Commission may make regulations generally for the better
carrying out of the purposes and provisions of this Act, and in
particular, but without prejudice to the generality of the foregoing,
may make regulations (o:-

(ff) to prescribe anything which is required to be prescribed or is
necessary or desirable for the better giving effect to this Act’
10



Part 1 of the Regulations 1s on preliminary matters which include citation and
interpretation. Part II is on acquisition and deployment of technology and
provides for assessment, procurement. maintenance and disposal of assets. Part
I11 is on testing and certification while Part IV is on conduct of an audit.

Part V provides for information security and data storage, Part VI is on data
retention and disposal, Part VIl is on access to software codes, Part VIII 1s on
telecommunication network, Part IX is on data recovery and operations continuity
plan. Part X is on capacity building and training while Part XII is on
miscellaneous provisions.

The Regulations were accompanied an explanatory memorandum as required by
section 11(2) of the Statutory Instruments Act, 2013.

5.0 CONSIDERATION OF THE REGULATIONS

The Committee considered the Regulations at sittings held on 31™ January. 2017
at Parliament Buildings. 13" to 14" February, 2017 at Windsor Golf Hotel and
Country Club in Kiambu, and 13™ to 14" March, 2017 at PrideInn Paradise Hotel
in Moimbasa.

It should be noted that regulation making process 1s effected through delegated
authority by the National Assembly and the Assembly cannot take away this
authority from the regulation making authority. In this regard. the role of the
Committee in the scrutiny is to ensure that the Regulations adhere to the
constitution of Kenya. the Statutory Instrumcnts Act. the National Assembly
Standing Orders and all other legal laws in force in Kenya before reporting to the
House.

Upon consideration, the final draft Regulations are as follows -
THE ELECTIONS ACT, 2011
(No. 24 of 2011)
THE ELECTIONS (TECHNOLOGY) REGULATIONS, 2017
ARRANGEMENT OF REGULATIONS
PART I—PRELIMINARY

Regulation
1- Citation and commencement.

2- Interpretation.

PART II - ACQUISITION AND DEPLOYMENT

3-  Assessment.
4- Procurement



5- Deployment.
6- Maintenance.
7- Disposal of Assets.

PART III— TESTING AND CERTIFICATION

8- Testing.
9- Transparency.
10- Certification.

PART IV— CONDUCT OF AN AUDIT

11- Audit of technology.
12- Body to conduct audit.
13- Audit report.

PART V— INFORMATION SECURITY AND DATA STORAGE

14- Information security.
15- Data storage and access to information.
16- Request for information.

PART VI — DATA RETENTION AND DISPOSAL
17- Data retention and archive.
PART VII - ACCESS TO SOFTWARE SOURCE CODES
18- Accessibility and security.
PART VIII - TELECOMMUNICATION NETWORK

19- Disclosure of existing agreements.

20- Delivery of services.

21- Telecommunication network service availability.
22- Appropriate infrastructure.

23- Obligations for service providers.

PART IX — DATA RECOVERY AND OPERATIONS CONTINUITY PLAN

24- Operations continuity plan and testing.

25- Data recovery.

26- Suspension, termination and public notice.
27- Notice by individuals.

28- System support and maintenance agreement.



PART X — CAPACITY BUILDING AND TRAINING

29- Capacity building programs.
30- Training curriculum and trainers.

PART XI - THE ELECTIONS TECHNOLOGY ADVISORY COMMITTEE (ETAC)

31- Establishment of the Elections Technology Advisory Committee.
32- Mandate and functions.

33- Composition.

34- Engagement of experts, consultants and stafTf.

35- Chairperson and Secretariat,

36- Meetings.

37- Code of conduct.

PART XII - MISCELLANEOUS PROVISIONS

38- Duty to cooperate.
39- Non-disclosure agreement.
40- Voter education.

THE ELECTIONS ACT, 2011
(No. 24 of 2011)

IN EXERCISE of the powers conferred by section 44(5) and section 109 of the Elections A
2011, the Independent Electoral and Boundaries Commission makes the following Regulations—

THE ELECTIONS (TECHNOLOGY) REGULATIONS, 2017

PART I - PRELIMINARY

Citation and 1. These Regulations may be cited as the Elections (Technology) Regulations, 2017
commencement. P i 3 . % =
and shall come into effect upon publication in the Gazette.

Interpretation. 2. Inthese Regulations, unless the context otherwise requires—

“Systems audit” means an examination of all controls within informatio
technology systems and infrastructure including networks, applications, database
and processes

“biometric™ means unique identifiers or attributes including fingerprints, han
geometry, earlobe geometry, retina and iris patterns. voice waves, DNA, an
signatures:

“Commission” means the Independent Electoral and Boundaries Commissios
established under Article 88 of the Constitution;

“Controls™ means standard operating procedures, security measures, validatior

13



Cap. 411A.

Assessment.

Procurement.

No. 33 of 2015.

Deployment.

Maintenance.

Disposal of Assets.

rules, best practices, and other procedures and policies put in place by the
Commission to guide and support use of Election technology.

“data” means attribute to an entity recorded in a format in which can be processed
to produce information by equipment in response to instructions given for that
purpose, and includes representations of facts in form of quantities, characters,
symbols and images, transmitted in the form of electrical signals and stored on
magnetic, optical or mechanical recording media or as defined in the Kenya
information and Communication Act.

“clection technology™ refers to a system that includes biometric voter registration

system, biometric voter identification system, a system that enables the nomination
and registration of candidates and electronic results transmission system.

PART Il - ACQUISITION , STORAGE AND DEPLOYMENT

3. (1) The Commission shall regularly conduct a requirements analysis to determine the

specific requirements to upgrade or supplement existing election technology, or to
acquire new election technology with the purpose of enhancing the integrity,
efficiency and transparency of the election process.

(2) Based on the requirements analysis, the Commission will prepare a feasibility
report for any required upgrades or acquisitions.

4. (1) Based on the requirements analysis, solution design and feasibility report

n

T

conducted under sub regulation 3(1), the Commission shall develop specifications
for the procurement of new or updated election technology, in accordance with the
Public Procurement and Asset Disposal Act, 2015 and its regulations.

(2) The specifications developed under sub-regulation (1) shall ensure that the
clection technology is accessible and inclusive for all citizens, including persons
with disabilities and persons with special needs, to participate in the election
process.

Following the completion of the procurement process, the Commission shall initiate
the deployment and implementation of the election technology according to the
specifications and an approved deployment plan to be developed by the
Commission. The deployment plan may include installation and configuration of the
clection technology, description of activities, timelines and responsible persons.

The Commission shall carry out regular inspections and servicing of the election

technology. as well as establish a support and maintenance contract with a service
provider or providers to ensure the serviceability, reliability and availability of the
election technology.

The Commission shall comply with the Public Procurement and Asset Disposal Act.

14



[esting

I'ransparency

Certification

Audrt of
technology

Body o Conduct
Audit

2015 and its regulations during the disposal of election technology assets

PART HI - TESTING AND CERTIFICATION

8. The Commission shall carry out timely end-to-end testing of election technolc
before deployment for the election process.

9. (1) The Commission shall issue a public notice specifying the date, time and place
the testing and invite stakcholders to attend

(2) The Commussion may publish the information required under sub regulation (1)
(a) on its official website;

(b) through electronic and print media of national circulation:
(c) by posting the notice outside of the Commission’s offices: or

(d) through othet easily accessible medium.

10. (1) After the conduct of the necessary testing, the Commussion shall prepare a rep:
to determine that the clection technology meets the user requirements a
specifications developed under regulation 4. and 1s accessible.

(2) The Commission shall request assutance by a professional reputable firm
certify that the clection technology meets user requirements and spectficatio
devcloped under regulation 4.

PART IV - CONDUCT OF AN AUDIT

I1. The Commission shall conduct annual internal audits of the clection technology., ,

(a) guarantee data integrity;
(b) ensure that the technology functions effectively. and

(c) ensure that the internal controls of the technology are in place

12. (1} The Commission shall engage a professional reputable firm to conduct annu
audit of the election technology

(2) The Commission shall conduct systems reviews to evaluate the confidentialit
Integnity and availability of the election technology by assessing—

(a) the sccurity access to the system:

(b) the vulnerability of the system configurations.

(c) the accuracy and the completencss of the data; and

(d} any other mechanisms that may be detcrmined by the Comnussion.

(3) Where the Commission engages a professional 1eputable firm. the firm sha
present its audit findings to the Commussion. which findmgs shall be Incorporate
Into a report as set out in regulation 13.

[5
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Audit Report. 13,

Information 14.

security.

Data Storage and 15.

Access o
Information.

No. 31 of 2016

The Commission shall prepare an audit report which shall include—
(a) a statement on the principles set out in regulation 12 (2); and
(b) recommendations to reduce or climinate any risks that could affect the
functioning of the election technology.

PART V — INFORMATION SECURITY AND DATA STORAGE

(1) The Commission shall put in place mechanisms to ensure data availability,
accuracy, integrity, and confidentiality as set out in Schedule 1.

(2) For the purpose of sub regulation (1), the Commission shall adopt
tools to detect, prevent and protect against attacks and compromise of
the election technology.

(1) The Commission shall store and classify data in accordance with the principles
set out in the Access to Information Act, 201 6.

(2) An application to access information shall be made in writing in English or

Request for 16
Information.

No.9 of 2011.

Data Retention and 17
Archive.

Cap 19
No. 2 of 1998

Accessibility and 18
Security.
No. 3 of 2001

Kiswahili in Schedule 2 providing details and sufficient particulars for the Public
officer or any other official to understand what information is being requested.
(a) Where an applicant is unable to make a written request for access 10 information
in accordance with sub-regulation(2) because of illiteracy or disability, the
information officer shall take the necessary steps to ensure that the applicant
makes a request in manner that meets their needs.
(b) The information officer shall reduce to writing, the request made under sub-
regulation (2a) in Schedule 2 and the information officer shall then furnish the
applicant with a copy of the written request

. A person may request information from the Commission, in accordance with section

27 of the Independent Elections and Boundaries Commission Act, 2011.

PART VI — DATA RETENTION AND DISPOSAL

_All electronic data relating to an election shall be retained in safe custody by the

Commission for a period of three years after the results of the elections have been
declared. and shall, unless the Commission or the court otherwise directs, be
archived in accordance with procedures prescribed by the Commission subject to
the Public Archives and Documentation Service Act, 1990 and the Kenya
Information and Communications Act, 1998.

PART VII - ACCESS TO SOFTWARE SOURCE CODES

. (1) For proprietary software, the access to source codes shall be in accordance witt

the Industrial Property Act, 2001.

(2) For open source codes. the Commission shall ensure access to source code i1

accordance with procedures prescribed by the Commission under Regulation 15.
16



