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I.O CHAIR PERSON'S FOREWORD

ln exercise of powers cont'crred by Articte 44(5) and scction 109 ol the hlections

Act. 201 I , IIIBC was rcquirccl to makc thc filcctions (Tcchnology) Re gulations.

Secrion 44 (5) ol the F,lecrions Act outlines specific aroas lI'lllc is supposcd to

fbcus on while making Regulations while Section 109 (3) requires II]BC to first

subrnit to the National Asscmbly drall Regulations lbr approval belorc

publication and that this approval shoutd be grantcd at lcast lour (4) months

preceding a general clection.

J'he Comrnittec dcliberarcd on the regulations with the Cor-nmission at sittings

held on 3 l.t January 2017 at Parliatnent lluildings. I 3'r' to I 4'r' Fc'hruary..20l 7 at

Windsor Golf and I Iotel Country Club in Kiarnbu County and l3rh to 14"' March.

201'1 al Pridelnn Paradise I Iotel in Mombasa.

It should be noted that regulation making process is through dclegatcd authority

by the National Assembly and cannot be takcn away by thc dclegator.'I'he role of
the Cornrnittee therclbre in thc scrutiny of llcgulations is to cnsure that they

conlbrm to the constitution ol Kenya, the Slatutory Instrutnents Act, the National

Asscrnbly Standing Orders ancl all other legal laws, rulcs and rcgulations in lbrce

in Kenyi before icportirg to the I Iouse. For instanoe. the National Assembly

Standing orders require that Rcgulations should not be in conflict with provisions

ot'the cirnstitution of Kenya, the Act pursuant to rvhich they arc made, should not

inliinge on fundamcntal rights and liccdorns ol the public and should not directly

or indirectly bar tho iurisdiction of'the courts.

l:ollowing the scrutiny. alnendments were agrecd on and are part and parccl of the

I'inal draft Regulations subrnitted herewith 1o thc Flouse for approval lbr
publication by the rcgulation making authority'.

'[he Cor-nmittce considcred and adopted its report at a sitting held on 28'r'March.

2017 in the Mernbers' Lounge, Main Parliament Building. -fhcre was no

disscnting voicc 10 thc adoption. Minutcs ol sittings of the committcc as well list

olMctnbcrs present during adoption are annexed hercto as appendiccs I and 2.

-l'he Corrmittec wishes to express gratitudc 1o the Speaker for the support and

direction his leadorship has accorded Comrnittccs in the discharge of thcir

mandate. 'Ihe Cornmittee also wishes to record its appreciation to Offloe of the

Clerk ol'the National Asscmbly and the Directorates of Comtnittees and Lcgal

Serviccs for providing tcchnical support which was vital in the execution ol'its
mandate and production ol'this report.

On behatl of thc Cornrnittee on Delegatcd l-egislation, and pursuant to Standing

order No. 199, it is tny plcasurc and duty to prcsent to the llouse the

Comrnirtee's rcport on the llnal dral1 Elcctions (-l-echnology) I{egulations. 20 l7

lbr dcbate and approval by the IIouse lbr publicalion.
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2.0 EXECUTIVE SUMMARY

The drall I..lcctions (1'echnology) Rcgulations were flrst submitted to the House
on 6rn Decernbcr, 20 l6 antl irnrrediately cornrnitted to the Committec lbr scrutiny
and report to the House. Afler deliberations on thc Regulations with IEBC,
amendmcnts were agrecd on and a new document incorporating them dated 2017
produced by Il.)BC and resubmitted to the Housc for approval 'lbr publication.

The Regulations inter alia rcquire IEBC to:-

(i) Regularly upgradc existing and acquire new election teohnology with a
view to enhancing integrity. cfliciency and transparency of the clection
processl

(ii) Carry out tintely testing ol'eleotion technology bcfore thc clection
process and conduct regular audit of the clcction tcchnology to ensure
its credibility;

(iii) I)ut in place rnechanisrns to ensure data availability, accuracy, integrity
and confidenliality. l'hc data should also be retained for a period of
threc (3) years after dcclaration ol'results.

(iv) Publish on its ollicial websitc details of any tclecommunication
network scrvice providers to be used in elections; and

(v) Conduct continuous training on election tcchnology lbr its staff and
slakeholders within suflicient time belore an eloction day.

-fhe scrutiny o[' thc regulations was guidcd by section 44(5) and 109 of the
Elections Act. 201 l, the Constitution o1' the Republic ol Kenya, the Statutory
Instrurnents Act. 2013 ar-rd thc National Assembly's Standing Ordcr 210.

Upon scrutiny. the Corrrnittee is satis ficd that tho ltegulations conform to the
constitution of Kcnya, the E,lections Act. 201 l, the Statutory Instruments Act.
2013 and the National Asscmbly Standing Orders and recommcnds [o the House
to approvc thcrn I'or publication by tho rcgulation rnaking authority.
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3.0 PREFACE

3.1 Committee's mandate

The Select Committee on Delegated Legislation is established pursuant to

provisions of Standing Order No. 210 and its rrandate is to consider in respect of
any statutory instrument whether it:-

(a)

(b)

k)

(d)
(e)

a

k)

(h)

(,

(i)

(k)

Is in occordance wilh the provision of the Constitution, the Act pursuanl

to which il is made or other relevant writlen laws:

Infringes onfundamental rights andfreedoms of the public:

ionroint a matter which in lhe option of the Committee should more

properly be dealt with in an Act of the Parliament,'

Contains imposition of Toxation;
Direclly or indirectly bors the iurisdiction of the court:

Gives refrospeclive effecl to any of the provision in respecl to which the

Conslitution does nol expressly give any such power,'

Involves expenditure from the consolidated fund or other public

revenues;
Is defective in its drafting or for any reason form or part of the statutory

instrumenl calls for any elucidation,'
Appears to make some unusual or unexpected use of the power conferred

by the Conslitution or the Act pursuant to which it is made;

)pprort to have had unjustifiable deloy in it.s publication or laying

before Parliament:
Makes rights, liberties or obligations unduly dependent upon non'

renewable decisions:
(l) Makes rights, liberties or obligations unduly dependent insufficiently

defined adminislrat ive Powers:
(m) Inappropriately deIegates Iegislative powers;

(n) Imposes a fine, imprisonment or otlrcr penalty without express authority

having been provided for in lhe enabling legislation;

(o) Appears for any reason to infringe on the rule of law:

(p) lnidequatellt subjects lhe exercise of legislative power to Parliomentory

scrutiny; and,
(q) Accorcls to any other reason lhat the Committee considers.fil lo examine.

Standing Order No. 210(4) provides that if the Cornmittee:-

(a) Resolves that the slatulory in.ttrumenl, be acceded lo, the Clerk shall

convey thal resolulion to the relevont slate deporlment or lhe aulhorily

that published the slatutorv inslrumenl.

Does not accede lo the slotulory instrument, tlle Commillee may

recommend lo the House that the Asse mbly resolve.s thal oll or part of
the slalutory instrumenl be annulled and if the instrument:-

7
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(i) is not made under a legislation concerning counties and a

resolution is passed by the Assembly wilhin tteenty days on which
it next sits after lhe instrumenl laid be.fore it under paragraph (2),

thal all or part of the slatutory instrument be onnulled, the

instrumenl of part thereoJ'shall hence.forth stand annuLled; and
(ii) is made under a legi.slalion concerning counties the Clerk shalL

within seven days oJ the resolution tronsmit o message lo the
Senote.

Standing Order No. 2 l0(5) provides that:-

The Clerk shall submit the resolution under paragraph 4(b) (i) to the relevant
state deparlmenl or lhe authority that published the stalutory instrument.

Section 109 (3) and (4) of the E,lcctions Act, 201 I as amended however provides

as fbllows:-

"(3) The power to make regulations sltall be exercised only after a draft of
the proposed regulations has been approved by the National Assembly, at
least four months preceding a general election:

Provided that this applies lo the firsl general eleclion under this Act

(4) The Commission shall publish in the Gazette, not later than sixty days
prior to the date of the general election, the regulalions approved by the

National Assembly under subsection (3) "

3.2 CommitteeMembership

The Commitlee was constitutcd on 2l't May, 2013 and as at the tirne of adopting
this reporl comprised:-

I lon.
Ilon.
I Ion.
Ilon.
Hon.
I'lon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
I-Ion.
Ilon.
IIon.

William Cheptumo. M.P.
Joseph Gitari, M.P.
All'red Keter- M.P.
I-lassan Aden Osrnan, M.P.
Timothy W. Wanyonyi, M.P.
George Theuri, M.l).
lllisha llusicnci, M.I'}.
(ting) Shadrack Manga. M.[).
Yusuf Ilassan. M.l).
Michael Kisoi, M.l).
Moharncd Adan Huka, M.l).
John M. Waiganjo. M.I'].
Paul K. Bii. M.P.
Charles (iirnose, M.P.
'l'orn J. Ka.lwanS', M.P.

Cltairperson
Vice Chairperson
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Simba Arati, M.P.
Rachael A. Ameso. M.P.
Vincent Musau. M.P.
Wrlliaur Kisang', M.P.
Neto Agostrnho. M.P.
Paul Koinange, M P.

lbrahirn Abdi Saney. M.P
Eusilah Ng'eny. M.I'].
Nicholas Ngi'kor Nixon, M.P.
Bernard Shinali. M.P.
Kabando Wa Kabando, M.P.
Daniel Maanzo. M.P.
Junct Nuh Sheikh. M.P.
Williarn Kamoti Mwamkale, M.P

3.3 Committeesecretariat

George Gazemba
Wilson Dirna Dirna
Abdullahi Aden
Halima I lussein

Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
Hon.
I-Ion.
llon.
I-l on.
Ilon.
I lon.

Senior CIerk Assistant
Senior Legal Counsel
First Clcrk Assistant
Third Clerk Assistant
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4.0 INTRODUCTION AND BACKGROUN D INFORMATION

4.1 Makins of the Resulations and Committal to the Select Committee on

|ollowing recornmcndations ol a Joint Parliamentary committco on matters

relating to tr.:gc, the Elcction l-aws (Amcndrncnt) Act of 2016 was enacted on

20,r' SJpternber, 20,l6. -l-he Act provided lor scveral amcndments including those

on use of election technology in the conduct ol'elcctions.

ln exercisc ol'powers conl'erred by Articlc 44(5) and section 109 ofthe Elcctions

Act, 201 l, IE,BC was requircd to rnake thc I:lcctions (Technology) Regulations.

1-he purpose ol the I{egulations is to establish a regulatory liamework govcrning

the use ol election technology as required by Sections 44(5) and 109 of the

Elections Act. 201 I :-

Delesated Lesislation

Sections 44(5) of the lllections Act 201 I states as Ibllows:-

44(5) "The Commission shall, for purposes of this section and in
consultatktn with relevont aEiencies, institulions and'slakeholders,

including political porties make regulations for implementalion of this

section and in particular, regulations providingfor"-

(a) The transparent acquisition and disposal of information and

communication technology osscls and syslems;

(b) testing and certiJication of the system:

(c) mechanism for the conduct of a system audit:
(d) dala storage and inJbrmalion techrnloqgt;
(e) data relention and disPosal:
(fl access to elecloral system sofiware source codes:

(g) capacity buitding of sta/J o./ the Commis'sion and relevant

stakeholders on the use of technologv in the elecbral process:

(h) telecommunicotion network .fbr v<tter validalion and result

lransmission.
(i) tlevelopmenl, publication and implementalion ofa disaster recovery

and operalions continuily plon: and

Q ) the iperat ions o.f the lechnical commitlee e.ttablished under sub

section (7)"

Section 109 of the Illections Act, 201 I states as lollows:-

(l) The Commission may make regulalions g:enerally for the better

carrying out o/' ll're purposes and provisions of this Act, and in
particular, bul h,ilhoul prejudice to lhe generality of the foregoing'
nay make regulal ion.s to:-

ffi lo prescribe anltthing which is required to be prescribed or is

necessdry or desirable.for lhe belter giving ffict to lhis Acl' '

l0



Part I of the Regulations rs on preliminary matters whrch include citation and
interpretation. Part II is on acquisition and dcployment ol technology and
provides for assessment. procurcrnent. rnaintenancc and disposal of assets. Part
III is on testing and certification while Part IV is on conduct ofan audit.

Part V provides fbr inforrnation security and data storage. Part VI is on data
retention and disposal. Part Vll is on access to soliware codcs. Part VIII rs on
telecornmunication network, Part IX is on data recovcry and operations contrnuity
plan. Part X is on capacity building and trarning rvhile Part XII is on
miscellaneous provisions.

The Regulations were accompanied an explanatory rnerrorandum as required by
section I l(2) of thc Statutory Instrumcnts Act, 2013.

5.0 CONSIDERATION OF THE REGULATIONS

'fhe Comrnittee considered the Regulations at sittings held on 31" lanuary.2017
at Parliarnent Buildings. I 3tr' to l4rr' Ircbruary. 2017 at Windsor Gotf Flotel and
Country Club in Kiambu, and l3'r' to l4tr' March, 2017 at Pride Inn Paradise Hotel
in Mombasa.

It should be noted that regulation making proccss rs eflected through delegated
authority by the National Assembly and the Assernbly cannot take away this
authority fiorn the regulation rnaking authority. ln this regard, the role of the
Committee in the scrutiny is to ensure thal the Regulations adhere to the
constitution of Kenya. the Statutory Instrumcnts Act. the National Assernbly
Standing Orders and all other legal larvs rn fbrce in Kenya belbre reporting to the
House.

Upon consideration, thc final draft Regulatrons are as lirllorvs -

THE ELECTIONS ACT,20I I
(No. 2a ol20l l)

THE ELIiCTIONS (TIICHNOLOGY) RE,GULATIONS, 20I7

ARRANGIiMENT oF ITIiGI.] LATIONS

PART I-PRELIMINARY
Regulolion
l- Citation and commcncenrent

2- Intcrprelatlon.

PART rr - ACQLTIS|TION ANr) DEPLOYMENT

j- Assessmcnt

4- Procurement

ll



, 5- Deployment

6- Maintenance.

7- Disposal of Assets.

PART III- TESTING AND CERTIFICATION

8- Testing.

9- Transparency.

10- Certification.

PART IV_ CONDUCT OF AN AUDIT

I 1- Audit of technology.

12- Body to conduct audit.

13- Audit report.

PART V- INFORMATION SECURITY AND DATA STORAGE

1 4- Information security .

l5-Data storage and access to information'

16- Request for information.

PART VI _ DATA RETEI{TION AND DISPOSAL

17- Data retention and archive.

PART VII - ACCESS TO SOFTWARE SOURCE CODES

i 8- Accessibility and securitY.

PART VIII - TELECOMMUNICATION NETWORK

19- Disclosure of existing agreements.

20- Delivery of services.

21 - Telecommunication network service availabiliry.

22- Appropriate infrastructure.

23- Obligations for service providers.

PART IX - DATA RECOVERY AND OPERATIONS CONTINUITY PLAN

24- Operations continuity plan and testing.

25- Data recovery.

26- Suspension, termination and public notice.

27- Notice by individuals.

28- System support and maintenance agreement

t2



PART X - CAPACITY BUILDING AND TRAINING

29- Capacity building programs.

30- Training curriculum and trainers.

PART Xr -THE ELECTTONS TECHNOLOGY ADVTSORY COMMTTTEE (ETAC)

3 I - Establishment of the Elections Technology Advisory Commirtee
32- Mandate and functions.

33- Composition.
34- Engagement of experts, consultants and staff.

35- Chairperson and Secretariat.

36- Meetings.

37- Code ofconduct.

PART XII - MISCELLANEOUS PROVISIONS

38- Duty to cooperate.

39- Non-disclosure agreement.

40- Voter education.

THE ELECTIONS ACT,2011
(No. 21 of201l)

IN EXERCISE of the powers conferred by section 44(5) and section 109 of the Elections A
201l, the Independent Electoral and Boundaries Comnrission makes the fbllowing Regulations-

THE ELECTIONS (TECHNOLOGY) REGULATIONS, 2017

PART I - PRELIMINARY

Citation and
commencement.

lntcrprctation

1. These Regulations may be cited as the Elections (Technology) Regulations, 201 7

and shall come into effect upon publication in the Gazette.

2. In these Regulations, unless the contexl olherwise requires-

"Systems audil" means an examination of all controls within informatio
technology systems and infrastructure including networks, applications, database
and processes

"biometric" means unique identifiers or attributes including fingerprints, hanr
geometry, earlobe geometry, retina and iris pattems, voice waves, DNA, anr
signatures;

"Commission" means the Independent Electoral and Boundaries Commissror
established under Article 88 of the Constitution;

"Controls" means standard operating procedures, security measures, validatior

l3



( irp. .l I lA

Itrocurcnlcnt

No. -11 of :o l5

l)cplo) mcnl

M:tintenancc

PART II _ ACQUISITION , STORAGE AND DEPLOYMENT

3. (l ) 'l'he Commission shall regularly conduct a requircments analysis to deternrine the

specific requirements to upgrade or supplemcnt existing clection technology' or to

a"quire n"w election tcchnology with the purpose of' enhancing the integrity'

efliciency and transparency of the eleclion process'

(2) Bascd on the requirements analysis, thc Conrmission will prepare a feasibility

rcport lbr any requircd upgrades or acqttisitions'

rules, bcst practiccs. ar.rd other procedures and policics put in place by the

Commission to guide and suppofl use of I:'lection technology'

"data" means attributc to an cntily recorded in a lbrmat.in which can be processed

b produce inlormation by equiirnent in respotlsc..to instructions given for that

purpose, and includes representations ol facts in lbnr of quantilies' -characters'
iy.U"ft and images, traismitted in the lbnn of electrical signals and stored on

magneti", optical or mechanical recording me<Jia or as defined in the Kenya

information and Clonrmunication Act.

,.election technology" refers to a system that ir.rcludes biometric voter registration

,vri.rn, Uin.*tic ioter identification system, a system thal enables the nomination

and registration of candidates and electronic results tl ansmission system'

4. (l) Ilased on the requircmenls analysis' solution design and i'casibility report

conductedundersubregulation3(1),theConrtnissionshalldcvelopspecifications
Ibr thc procuremcnt of new or updated clcction technology' in accordanoe with the

Public Procurcmcnt and Asset Disposal Act,20l5 and its regulations'

(2) 'fhe speoificalions developcd under sub-regulation (l) shall ensure that the

elcction technology is accessitle and inclusivc lbr all oitizens, including persons

with disabilitics ancl persons with spccial Ilecds' to pafiicipate in thc clection

process.

5. Following thc completion of thc procurement proccss, the commission shall initiate

the deployntent and ir.nplementation of thc elcction technology according to the

specifications and an approved deploynrcnt plan to be developed by the

CoInmission..I-lrcdcploynrentplanmayincludeinstallationandconfigurationofthe
olection teclrtrology, description of activities, tinlelines and responsible persons

6, 'l'he Commission shall oarry out regular inspections and servicing of the election

tcchnology,aswcllascstablishaSupportandtnaintenancecontractwithaservioe
provider or providers to ensure the scrviceability' reliability and availability of the

election technologY.

7..fhcC]omnrissionsliallcomplywiththe[)ublicl)rocurenrentandAssetDisposalAct.l)tsp,)sal rrl As\cls

t4



Ic\tlng

Iransparcncy

Ccrtrficatron

201 5 and its regulations during the disposal of election technology assets

PART III - TESTING AND CERTIFICATION

8. The commission shall carry out timely end-to-end testrng of election technol(
bclore deployment fbr the elcction process.

9. (1) The con.rmission shall rssue a public notrcc spcciryrng the date, time and place
the testing and invite stakcholders to attend

(2) The Commrssion nrav publish the rnformation requrred under sub regutation (l)
(a) on its oflicial wcbsite;

(b) through electronic and print media of national circulationl

(c) by postirrg the nollce outside of the Commissron's officesl or

(d) through othcr easily accessrble nredium.

10. (1) Alter thc conduct of the necessary testrng, the cornmrssion shall prepare a rep,
to determrne that the clection technology meets the user requtrements a
specifications dercloped under regulation 4. and rs accessrble.

(2) The Commission shall rcquest assulance by a professronal reputable firm
certify that the clectron technology meets uscr requirements and specificatro
devcloped under regulation 4.

PART IV - CONDUCT OF AN AUDIT
n udr( ol'
tcchnology

Il. The Commission shall conduct annual internal audits of'the electron technology, ,

(a) guarantec data inlcgrrty;

(b) ensure that the tcchnology Iunctrons cflcctiveiy. and

(c) ensure that the rnternal controls of tlrc technology are rn place

Ilody to Conduct
n ud,l

12. (l) The Conrmission shall cngage a prol'essional .eputable flrm 1o conduct annu
audrt of the clection technology

(2) Thc conrnrissron shall conduct systcrrs rcvicrvs t. evaluatc the confidentialrt
Intogrrty and availabilrtl, ol'the elcction technology by assessirrg-

(a) the sccurity acccss to thc system:

(b) the vulncrabrhty ol'the systcnt conljgurattous.

(c) the accuracy and thc cornpletcncss of tlre data; and

(d) any othel r.nechanisms tlrat ma),bc dctcrmrned b1,the Comn.rrssion.

(3) whcre the commissro, cngagcs a profcssurnal reputable tirrn. thc ilrm sha
prcscnt its audit findrngs k) the ('omnrrssion. whrch linclngs shall bc rncorporatc
into a report as set out in rcgulation l.i.

l5



Audit ItePort 13. The Commission shall prepare an audit rcport which shall includc-

(a) a statement on the principles set out itr regulation l2 (2); and

(b) recommendations to rcduce or eliminate any risks that could aft'ect the

functioning ol thc clection tcchnology'

PART V _ INF-ORMATION SECURITY AND DATA STORAGE

14. (1) The Commission shall pu1 in plaoe mechanisms to cnsure data availability'

u""uru"y, integrity, and confidentiality as set out in Schcdule I '

(2) For the purpose of sub regulation (l)' thc Commission shall adopt

tools to detect' p."u"nt und'f'-ntect against attacks and compromise of

the election technologY'

lnlbrmatron
securitl'.

Dala Storagc and

lnlbrmation

No. 3l of20!6

l{cqucst li)r
lnlbnnation.

No.9 ol'2011

Data Rctcntion and

Archive.

Cap 19

No.2 ol l998

Acccssibilil) and

Sccrrily.
No. I ol'200I

(2) An application ltl acccss inlormation shall hc madc in writine in English or

Kiswahili in Schcdulc 
= ;;;;;i;; Jctails and sufficient nariiculars for the Public

officer or any or'cr "tfi;;i 
i;';;i"*and what inlormaiion is being requested'

(a) Where an applicant it unuttt tt' make a written request for access to information

in accordancc *i1h til-;;;;i;iionizj t'""uut' of illiteracv or disabilitv' the

informationoffioershallta'kcthenecessaryslepstoensurcthattheapplicant
muk"s u requcst in manner that meets thcir necds'

(b) 1'he information on'"t'' 'n"ii;';; 
io wriring' 1hc reoucst made under sub-

regulation (2a) in Scheduit i'-"Jifl" i"lormatio]n officer shall then fumish the

uppli.un, with a copy of the written rcquest

16. A pcrson may request t"t";t;;i;;;;t th" Cnn.'mis'ion' in accordancc with section

27 ofrhc tndcpendcnt Elections and Boundaries Commission Act' 201 1'

PART VI - DATA RETENTTON AND DISPOSAL

17. All electlonic data rclating to an election shall be retained in safe custody by the

Commission lbr a period If tht"" ,"ut' alter thc results of the elections have been

declared, and shall, unless the Comrnission or thc court otherwise directs' be

archived in accordance withprocedurcs prescribcd by thc Commission subject to

the Public Archives and Documentation Service Act' 1990 and the Kenya

Information and Comnrunications Act' 1998'

15. (l) The Commission shall store and classify data in accordancc with the principles

set out in the Access to Intbrmation Act' 201 6'

PART VII - ACCESS TO SOFTWARE SOURCE CODF]S

18. (l) For proprietaly sollware, thc access to source codes shall be in aocordance wit!

the lndustrial ProPertY Act,200l '

(2) For opcn source codcs' the Comr-nission shall ensure access to source code il

accordancc *ith p.oceau'es ;;;t;tibt; by the oommission under Regulation l5'

l6


