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Dear f,
STATUTORY INSTRUMENTS UNDER THE DATA PROTECTION ACT, 2OL9

Article 31 of the Constitution of Kenya gives every citizen the right to privacy,
which includes the right not to have information relating to their family or private
affairs unnecessarily required or revealed or the privacy of their communications
infringed.

The Data Protection Act, 20L9 gives effect to Articles 31(c) and (d) of the
Constitution to establish the Office of the Data Protection Commissioner; to make
provision for the regulation of the processing of personal data; to provide for the
rights of data subjects and obligations of data controllers and processors; and for
connected purposes.

On 7th January 202L, the Cabinet Secretary for ICT, Innovation and Youth affairs
appointed a Taskforce for the development of Data Protection Regulations.
Consequently, the following statutory instruments were formulated:

1. Data Protection (General) Regulations, 202L
2. The Data Protection (Registration of Data Controllers and Data Processors)

Regulations, 202L
3. The Data Protection (Compliance and Enforcement) Regulations, 202I

I

\--{ 5,",,l.*

I r,; t-r(
I,^-

uLt)TRti
BY: ISTRY OF ICT



I
It is expected that the Regulations will benefit Government in the following ways:

1. planning: The processing of personal data for specific lawful purposes such

as the design of policies, planning of interuentions, anticipation of possible

change and the forecasting of needs.

Z. Delivery: Use of personat data to inform and improve the implementation of
policy, responsiveness of government and provision of public services.

3. Evaluation and monitoring: Anonymization of personal data involved in

measuring impact, auditing decisions and monitoring performance.

The anticipated benefits to the private sector include the following:

1. Assist the private sector to meet compliance requirements;

2. Prevent breaches that hurt companies and other entities;

3. Prevent breaches that hurt data subjects;

4. Maintain and improve brand value;

5. Strengthen and grow businesses seen to comply with privacy legislation;

6. Support business ethics;
7. Maintain public investor and consumer trusfi and

B. Build customer loYaltY.

The Ministry therefore encloses the necessary documentation herewith for tabling

before Parliament.

We thank you for your continued support and collaboration.

Yours

JOE M
CABINET

Copy to: Jerome hieng, CBS
Principal Secretary
State Department of ICT and Innovation
Ministry of ICT, Innovation and Youth Affairs
NAIROBI

Immaculate Kassait, MBS
Data Commissioner
Office of the Data Protection Commissioner
CA Centre, Waiyaki Way
NAIROBI
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REPUBLIC OF KENYA
MINISTRY OF ICT, INNOVATION AND YOUTH AFFAIRS

SCHEDULE OF DOCUMENTS SUBMIfiED TO THE
NATIONAL ASSEMBLY FOR STATUTORY INSTRUMENTS
UNDER THE DATA PROTECTION ECT, 2OI9 PURSUANT TO
SECTION 5A OF THE STATUTORY INSTRUMENTS ACT 2OI9
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SCHEDULE OF DOCUMENTS

l. Explanatory Memorandum (Annex 1)

a. The Data Protection (Ceneral) Regulations.2O2l
b. The Data Protection (Compliance and Enforcement) Regulations, 2O21

c. The Data Protection (Compliance and Enforcement) Regulations, 2O2l

2. Statutory lnstruments (Annex 2)

a. The Data Protection (General) Regulations,2O2l
b. The Data Protection (Compliance and Enforcement) Regulations, 2O2l
c. The Data Protection (Compliance and Enforcement) Regulations, 2O2l

3. Data Protection Act (Annex 3)

The parent law, being the Data Protection Act No. 24 of 2019

4. Evidence of public participation as required by Section 5 of the Statutory
Instruments Act, 2013.

a) The Taskforce on 13'h April 2021 issued a Public Notice on the call for
comments on the draft regulations, requiring that memoranda on the draft
regulations be submitted to the Taskforce by 27th April 2021 on Annex 4.

b) Following various requests from the Stakeholder on the extension of the
period for submission of comments, the Taskforce on 27th April 2021 issued

another Public Notice extending the period of submission of the written
memordanda from 27th April 2021 to llth May 2021. Annex 5

c) On l3th May 2021, the Taskforce published in the Kenya Gazette via Gazette
Notice No 4697 the notice informing the members of the public of the
Regulatory lmpact assessment on the Data Protection (Registration of Data
Controllers and Data Processors) Regulations. Annex 6

d) Subsequently, on lSth May 2021, a Public Notice was published in My 6ov
notifying the general public of the Regulatory lmpact Assessment statement
for the Data Protection (Registration of Data Controllers and Data
Processors) dated 1Sth May 2021. Annex 7.

e) Based on the public notices issued, the Taskforce was able to receive and
review various memoranda submitted on the draft regulations, attached is a

scheduled of all the memoranda submitted. Annex 8.
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0 The Taskforce undertook the review of the comments received from the
public from 23'd May 2021 to 8th June 202L A schedule of the compiled
comments for the 3 sets of regulations is available for review.

d Due to the restriction imposed by the COVID-l9 Pandemic, the Taskforce
conducted all its consultative meetings with both stakeholders and the public
virtually. The Taskforce conducted its public consultations two fold. lt
engaged targeted stakeholder and the public for a period of two weeks from
19th April 2O2l to 3.d April 2021. The schedule of engagement of the
stakeholders as well as the attendance for the engagement have been
attached as Annex 9

h) The Public consultation forums were held on dates outline below:

i. 27th April 2021 the public was taken through the Data Protection
(General) Regulation 202 l.

ii. 28th April 2021 the Public was taken through the Data Protection
(Comp lia n ce a n d En forcem en t) Regu la tions, 2 02 I

iii. 29th April 2O2l the public was taken through the Data Protection
(Registration of Data Controllers and Data Processors) Regulations,2O2l.

Both the registration and attendance schedule for the stakeholder
engagement and public participation have been attached as Annex lO.
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EXPLANATORY MEMORANDUM TO THE DATA PROTECTION

(GBNERAL) REGULATION S, 2021

PART I

Name of the Statutory Instrument: Data Protection (General) Regulations,202l

Name of the Parent Act: Data Protection Act, 2019

Enacted Pursuant to: Section 7l of the Data Protection Act, 2021

Name of the Ministry: Ministry of ICT, Innovation and Youth Affairs

Department: State Department of ICT and Innov
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Gazetted on:

Tabled on

PART II
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l.1.The purpose of the statutory instrument is to give effect to the Data Protection Act and for

prescribing anything required or necessary to be prescribed by or under the Act.

l.2.The Regulations prescribe and guide on data protection prerequisites such as: requirement of

consent of the data subject for processing of personal data; collection of personal data;

actualization of the rights of data subjects; commercial use of personal data; obligations of data

controllers and data processors; data protection by design or default; notification ofpersonal

data breaches; transfer of personal data outside Kenya; and the process of undertaking data

protection impact assessments.



2, Legislative Context

2.1 .The Constitution of Kenya gives every citizen the right to privacy, which includes the right not

to have information relating to their family or private affairs unnecessarily required or revealed

or the privacy of their communications infringed.

2.2.The Data Protection Act,2019, is the principal legislation under which these Regulations are

anchored, seeks to provide a framework for the processing of personal data, and provides for

the rights of data subjects and obligations of data controllers and processors. The Act applies

to the processing ofpersonal data entered in a record, by or for a data controller or processor,

by making use of automated or non-automated means.

2.3.The object and purpose of these Regulations is to operationalizeDataProtection Act,20l9, on

the regulation of the processing of personal data to ensure that the privacy of individuals is

protected.

PART III

3. Policy Background

3.1 On 7th January 2021, the Cabinet Secretary for ICT, Innovation and Youth affairs appointed a

Taskforce for the development of Data Protection Regulations.

3.2The Taskforce made several recommendations one of which was the formulation of General

Regulations to give effect to the provisions of the Data Protection Act,2019 pursuant to section

7l of the Act.
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4. Consultation outcome

4.l.Pursuant to Article 10 of the Constitution, the Ministry of ICT, lnnovation and Youth Affairs

held extensive public consultations as well as stakeholder consultations on the draft Data

Protection (General) Regulations.

4.2.A Public notice calling for comments from the members of the public on the draft Data

Protection (General) Regulations dated l3th April 2021 was published in My Gov.The notice

invited the members of the public to review the regulations and submit their written

memorandums though the offices of the Data Protection Commissioner. Further an email

address: dataprotectionregulations@odpc.go.ke was provided. Tens of Kenyans emailed their

submissions. A subsequent public notice extending the deadline for submission of comments

from}Tth April202l to l lth May 2021was published on 27th April202l in My Gov.

4.3.The Taskforce also held virtual meeting with the identified stakeholders from lgth Aprit 2021

to 3'd May 2O2l on the draft Data Protection (General) Regulations, keeping in line with the

Ministry of Health Protocols on the Covid-l9 Pandemic

4.4.Additionally, the Ministry held the public virtual hearings from the 27th April202l to 9291h

April202l in line with the Ministry of Health Protocols on the Covid-l9 pandemic:

4.5.In this process of public consultations, members of the public acknowledged that the

formulation of the Data Protection (General) Regulations would protect the privacy ofpersonal

data for Kenyans. Further, valuable input and recommendations were made during oral hearing

and through the written memorandum.

4.6.To sufficiently consider these views, the Ministry, in collaboration with the Offrce of the Data

Commissioner, the Office of the Attorney General, the Kenya Law Reform Commission, The

Commission on Administrative Justice, the Communications Authority of Kenya and

representatives from other relevant govemment agencies, held a workshop on23'd -29th May

2021 in Nakuru. All the views were analyzed and the draft was substantially amended to reflect



them. A Matrix on some of the concerns raised and how they were incorporated is annexed to-

this explanatory memorandum.
?

5. Guidance

The Ministry and the Office of the Data Commissioner will continue to proactively sensitize and

build capacity for national and county government institutions, data controllers and data processors

as well as the public on the provisions and implementation of the Data Protection (General)

Regulations in order to ensure that the Regulations serve the public good.

6. Impact

6.l.The Impact on Fundamental Rights and Freedoms: These Regulations do not limit

fundamental rights and freedoms

6.2.The impact on the Private Sector: The private sector will substantially benefit from positive

externalities emanating from the protection of the right to privacy. The benefits of the

Regulations will inter alia:

a)

b)

c)

d)

e)

f)

g)

h)

Assist the private sector to meet compliance requirements;

Prevent breaches that hurt companies and other entities;

Prevent breaches that hurt data subjects;

Maintain and improve brand value;

Strengthen and grow businesses seen to comply with privacy legislation;

Support business ethics;

Maintain public investor and consumer trust; and

Build customer loyalty.

6.3.The impact on the Public Sector: The implementation of data protection principles will

benefit Government in the following ways:



a) Anticipation and planning: The processing of personal data for specific lawful purposes

such as the design of policies, planning of interventions, anticipation of possible change

and the forecasting ofneeds.

b) Delivery: Use of personal data to inform and improve the implementation of policy,

responsiveness of govemment and provision of public services.

c) Evaluation and monitoring: Anonymization of personal data involved in measuring impact,

auditing decisions and monitoring performance.

7. Monitoring and review

7.1 The Ministry shall monitor the implementation of the Regulations.

8. Contact

The contact person at the Ministry of ICT, Innovation and Youth Affairs are:

Joe Mucheru, EGH
Cabinet Secretary
Ministry of ICT, Innovation and Youth Affairs
P.O. Box 30025-00100
NAIROBI
Telephone : 020-4920002
Email : j oe.mucheru@,ict. eo. ke

Or
Jerome Ochieng, CBS,
Principal Secretary
State Department of ICT and Innovation
1Oth floor Telposta Towers
P.O. Box 30025-00100
NAIROBI
Telephone : 020-4920000
Email: ps@ict.go.ke



EXPLANATORY MEMORANDUM TO THE DATA PROTECTION (COMPLIANCE

AND ENFORCEMENT) REGULATIONS, 2021

PART I

Name of the Statutory Instrument: The Data Protection (Compliance and Enforcement)

Regulations,202l.

Name of the Parent Act: The Data Protection Act, No. 24 of 2019.

Enacted Pursuant to: Section 71 of the Data Protection Act, No. 24 of 2019.

Name of the Ministry/ Department: Ministry of Information, Communications, Technology,

Innovation and Youth Affairs.

Gazetted on:

Tabled on:

PART II

l. Purpose of the Statutory instrument the Data Protection (Compliance and

Enforcement) Regulations, 2021.

l.l.The purpose of these Regulations is to is to give effect to section 56 of the Data

Protection Act, No.24 of 2019 of the Laws of Kenya.

1.2. The Regulations provide for, among other things, the manner of lodging of a

complaint, criteria for admission of complaints, discontinuation of a complaint,

withdrawal of a complaint,

proceedings before the Data

consideration of complaints and the language of
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2. Legislative Context

2. I . The Data Protection Act, No.24 of 2019, was assented to on the 8th November, 0l 9

and came into force on the 25th November,2019.

2.2.Section 7l(l) of the Data Protection Act, No.24 of 2019 provides that the Cabinet

Secretary may make regulations to give effect to the Act, and for prescribing anything

required or necessary to be prescribed by or under the Act.

3. Policy Background.

3.1. Parliament enacted the Data Protection Act, No.24 of 2019 in November,2019 and

over the past two years and Data Controllers have been complying with the provisions

of the Act. The Act on its own, however, is not sufficient since it does not provide

guidelines on all matters relating to lodging of complaints with the Data

Commissioner pursuant to section 56 of the Act and the manner of determining the

complaints. In order to provide further clarity on various aspects of complaints

management, it is therefore necessary to have regulations to govern complaints lodged

by any person or by a data subject in accordance with section 56 of the Data Protection

Act, No.24 of 2019.

3.2.These Regulations have been divided into three parts namely: -Part I: Preliminary;

Part II: Complaint Handling Procedure; and Part III: Enforcement Provisions.

4. Consultation outcome

4.l.The Data Protection (Compliance and Enforcement) Regulations,202l, have taken

into account the views of key stakeholders such as the key data holders, the academia,

the Judiciary, international organizations, government ministries, departments and

agencies, the civil society organization involved in activities of personal data

processing in the country, the general public among others.

5. Guidance

5.1. The Ministry of Information, Communications, Technology, Innovation and Youth

Affairs will sensitize stakeholders including Parliament, key data handlers and the

general public, on the provisions ol the Data Protection (Compliance and

2



Enforcement) Regulations, 2021, and the monitoring and evaluating mechanism, to

ensure that the Regulation serve the purpose for which they have been made.

6. Impact

6.l.The Impact on Fundamental Rights and Freedoms: Alternative Dispute Resolutions

are necessary in order to dispose of disputes to avoid participating in lengthy and

traumatizing court trials. These Regulations therefore do not limit fundamental rights

and freedoms.

6.2.The impact on the Private Sector: Alternative Dispute Resolution Mechanisms

expedite the disposal of disputes involving the private sector, allowing private sector

actors to speedily return to their business and economic activities. This will have a

positive impact on national economic growth and performance.

6.3.The impact on the Public Sector: Alternative Dispute Resolution Mechanisms iue a

good avenue to save on public resources. When parties have entered into the

agreements, the same reduces the time and cost of trial and saves resources that can be

utilized in other more complex and convoluted trials.

7. Monitoring and review

7.1.The Ministry of Information, Communications, Technology, Innovation and Youth

Affairs shall monitor the implementation of the Data Protection (Compliance and

Enforcement) Regulations, 2021 and this shall be done through quarterly reports from

the Office of the Data Commissioner.

8. Contact.

The contact person at the Ministry of ICT, Innovation and Youth Affairs are

Joe Mucheru, EGH
Cabinet Secretary
Ministry of ICT, Innovation and Youth Affairs
P.O. Box 30025-00100
NAIROBI
Telephone : 020 - 4920002

3



Email: ioe.muche rDict.go.ke
Or

Jerome Ochieng, CBS,
Principal Secretary
State Department of ICT and Innovation
IOth floor Telposta Towers
P.O. Box 30025-00100
NAIROBI
Telephone: 020-4920000
Email: ps(4tict.qo.ke

4
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PART I: PARTICULARS OF THE STATUTOR

Gazetted on

Tabled on:

PART II: OBJECTS AND PURPOSE OF STATUTORY INSTRUMENT

l. Purpose of the Statutory instrument

1.1. The purpose of the Statutory Instrument is to give effect to section l8 (2) of the Data

Protection Act, 2019 which provides for the requirement for registration of data

controllers and data processors by the Office of the Data Commissioner. The

Regulations stipulates the procedure for registration of data controllers and data

processors by the Office of the Data Commissioner and specifically specify the

categories of data controllers and data processors required for mandatory registration

Name of the
Instrument:

Statutory The Data Protection (Registration of Data Controllers and Data
Processors) Regulatio ns, 2021

Name of the Parent Act: Data Protection Act, No. 24 of 2019

Enacted Pursuant to: Sections 1 8 (2) of the Data Protection Act, No. 24 of 2019

Name of the Ministry Ministry of ICT, Innovation and Youth Affairs

Department State Department for ICT & Innovation

llPage



4'7' Another concern that arose during the consultations was, the registration renewal period'
which had been suggested to be annually. This too was revised and proposed to be every two .(2) years.

4'8' ultimately the public participation acknowledged that the public and Kenya at large is ripe
and ready to tap into the opportunities that come with being on the digital map at the same
time cogni zant of the conversation around the world on the use and protection of personal
data.

4'9' rn this regard' it is summed that the proposed Regulations have been exposed to anextensive public participation program and attains the public participation threshold as
required by the Statutory Instruments Act, ZOl3.

5. Guidance

The Ministry of Information, Colnnturications, fechnorogy, Innovation and youth Affairs wi,sensitize key stakeholders including public and private bodies, Nationar Government Mi'istries
and Independent oftices on the provisions of the regulations and the imprementation mechanism,
to ensure that the Act and Regulations serve the purpose for which they have been made.

6. Impact

6' l' The Impact on Fundamental Rights and Freedoms: These Regulations do not limit any
fundamental rights and freedoms. The draft Regulations are not expected to have a negative
impact on fundamental rights of persons or institutions that are subject to it. The
Regulations seeks to ensure actualization of the Bill of Rights, particularly on the right toprivacy under Article 3 I of the Constitution.

6'2' The Regulations do not have any possible negative impact on the environment or
envrrorurental rights of the people.

6lPage
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6.3. The draft Regulations does not contain any provisions that are likely to impair or prejudice

the right to any fair administrative action of an individual.

6.4. The impact on the Private Sector: The Regulations imposes additional costs on the private

sector by requiring registration and the renewal fees in registering as data controllers or data

processors. The fees payable are set out under the Second Schedule to the draft Regulations.

6.5. However, despite these additional costs, it is expected the registration of data controllers

and data processors would motivate the legal compliance of all entities that are processing

personal data. This will consequently enhance the business management aspect of

processing personal data by behooving a better management and storage of personal data,

leading to better business practices.

6.6. The requirement to register, which attracts this cost, would equally enhance customer

security given that all persons processing personal data would register. This would ensure

personal data of citizens is handled in accordance with the Law.

6.7. The impact on the Public Sector: The Regulation imposes additional costs on the public

sector by requiring entities within the public sector to register either as data controllers or

data processors. The Regulations imposes registration and renewal fees set out in the

Second Schedule. These costs are additional compliance costs that would be borne by the

public sector.

6.8. The anticipated benefit for the public sector gains is the assurance to the general public

and business corrmunity that the public sector entities have committed to handling

personal data of data subjects in compliance with the Data Protection Act specifically in

adherence to the principles of data protection. A positive externality will flow from this

imposition to extent that it would directly create demand for more business, hence

contributing to the growth of the gross domestic product (GDP). Additionally, simplified

provisions of registration reduce the compliance costs.

TlPage



7. Monitoring and review

a

The Office of the Data Commissioner shall monitor the implementation of these Regulations. This

shall be done through periodic audits of compliance with the law. The Office of the Data

Commissioner shall prepare annual reports on its activities an up to date register and checking the

compliance of data controllers and data processors to the Ministry and National Assembly.

8. Contact

The contact person at the Ministry of ICT, Innovation and Youth Affairs are:

Joe Mucheru, EGH
Cabinet Secretary
Ministry of ICT, Innovation and Youth Affairs
P.O. Box 30025-00100
NAIROBI
Telephone: 020-4920002
Email: ir'e rtrtr,,'lrer'u''t ie I ,:,: l.:

Or

Jerome Ochieng, CBS,
Principal Secretary
State Department of ICT and Innovation
l0tl' floor Telposta Towers
P.O. Box 30025-00100
NAIROBI
Te lephone: 020 -4920000
Email: trs,ri, ict.go. kc
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SPECIAL ISSTIE

Kenya Gazette Supplement No. 236

(Legislative Supplement No. 106)

LecAL NoncE No.263

THE DATA PROTECTION ACT

(No.24 of20t9)

THE DATA PROTECTION (GENERAL) REGLILATIONS, 2021

ARRANGEMENT OF REGULATIONS

Regulation

PART I_PRELIMINARY

l---Citation.

2-Interpretation.

3-Exemption.

PART tr_ENABLING TIIE RIGHTS OF A DATA SUBJECT

4-Processing on the basis of conscnt.

$-Lawful basis for processing.

5-Mode of collection of personal data.

7-Restriction to processing.

8-Objection to processing.

9-Data access request.

lG-Rectification of personal data.

I l-Data portability request.

l2-Right of erasure.

l3-Exercise of rights by others.

PART III_RESTRICTIONS ON THE COMMERCIAL USE OF
PERSONALDATA

I 4-Interpretation of commercial purpose.

l!-Perrnitted commercial use of personal data.

lG--Features ofan opt out message.

l7-Mechanisms to comply with opt out requkement.

18-Requests for restriction of further direct marketing

PART ry_OBLIGATIONS OF DATA
DATA PROCESSORS

l9-Retention of personal data.

1977

3lst December, 2021
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t978 Ke nya Subs idiary I* g i s lation, 202 I

2G-Requests to deal anonymously or pseudonymously.

2l-Sharing of personal data.

22-Automated individual decision making.

23-Data protection policy.

24-{ontract between data conholler and data processor

25-Obligations of a data processor.

26-Requirement for specified processing data to be done in Kenya.

PART V- ELEMENTS TO MPLEMENT DATA PROTECTION
BY DESIGN OR BY DEFAI.'LT

Z7-Data protection by design or default.

28-Elements of data protection by design or default.

29-Elements for principle of lawfulness.

30-Elements for principle of transparency.

31-Elements for principle of purpose limitation.

32-Elements for principle of integrity, confidentiality and availability.

33-Elements for principle of data minimization.

3zl-Elements for principle of accuracy.

35-Elements for principle of storage limitation.

36-Elements for principle of fairness

PART VI-NOTIFICATION OF PERSONAL DATA BREACHES

37-Categories of notifiable data breach.

38-Notification to Data Commissioner.

PART VII-TRANSFER OF PERSONAL DATA OUTSIDE
KENYA

39-Interpretation of Part VII.

4O-General principles for transfers of personal data out of the country.

4l-Transfers on the basis of appropriate safeguards.

42-Deeming of appropriate safeguards.

43-Binding corporate rules.

42l--Transfers on the basis ofan adequacy decision

45-Transfers on the basis of necessity.

46-Transfer on basis of consent.

47-Subsequent kansfers.

48-Provisions for the agreement to cross boarder transfer.

PART VIII-DATA PROTECTION IMPACT ASSESSMENT



a
Kenya Subsidiary lzgislation, 202 I 1979

49-Processing activities requiring data protection impact assessment.

50-Conduct of data protcction impact assessment.

5 l-Prior consultation.

52---Consideration of data protection impact assessment report.

53-Audit of compliance with assessment report.

PART D(_PROVISIONS ON E)GMPTIONS UNDERTHEACT

5,f--Excmption for national security.

55-Exemptions for public interest.

56-Permitted general situation.

5 7-Perrnitted hcalth situation.

PART X---GENERAL PROVISIONS

58- Complaints against Data Controller and Data Proccssor.

SCHEDULES
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1980 Kenya Subsidiary lzgislation, 202 1

THE DATA PROTECTION ACT, 2OI9

(No.24 of 2019)

IN EXERCISE of the powers conferred by section 7l of the Data
Protection Act, 2019, the Cabinet Secretary for Information,
Communication, Technology, Innovation and Youth Affairs makes the
following Regulations-

THE DATA PROTECTION (GENERAL) REGULATIONS, 2021

PART I-PRELMINARY
l. These Regulations may be cited as the Data Protection

(General) Regulations, 202 l.
2. In these Regulations, unless the context otherwise requires-

"Act" means the Data Protection Act, 2019;

"Data Commissioner" means the person appointed as such
pursuant to section 6 of the Act; and

"Office" has the meaning assigned to it under the Act.

3. These Regulations shall not apply to civil regishation entities
specified under the Data Protection (Civil Registration) Regulations,
2020.

PART II- ENABLING THE RIGHTS OF A DATA SUBJECT

4. (l) Where processing is based on consent in accordance with
section 32 of the Act, a data controller or data processor shall, in
seeking consent prior to the processing, inform the data subject of-

(") the identity ofthe data conholler or data processor;

(b) the purpose of each of the processing operations for which
consent is sought;

(c) the type ofpersonal data that is collected and used;

(d) information about the use of the personal data for
automated decision-making, where relevant;

(e) the possible risks of data transfers due to absence of an
adequacy decision or appropriate safeguards;

(f) whether the personal data processed shall be shared with
third parties;

(g) the right to withdraw consent; and

(h) the implications of providing, withholding or withdrawing
consent.

(2) The information under sub-regulation (1) may be presented to
the data subject through a written notice, oral statement, audio or video
message.

(3) In obtaining consent from a data subject, a data controller or
a data processor shall ensure that the-

(a) data subject has capacity to give consent;
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(b) data subjectvoluntarily gives consent; and

(c) consent is specific to the purpose ofprocessing.

(4) Pursuant to section 32(4) of the Act, consent shall be
considered to have been given freely, unless where -

(a) it is presumed on the basis that the data subject did oot object
to a proposal to processing of their personal data in a

particular manner;

(b) it is presented as a non-negotiable part of the terms and
conditions for processing;

(c) the data subject is unable to refuse or withdraw their consent
without detiment;

(d) the data controller or data processor merges several purposes
for processing without seeking specific consent for each
purpose; or

(e) the intention of the data subject is ambiguous.

(5) Where the data subject withdraws consent to any part of the
processing, the data controller or data processor shall restrict the part of
the processing in respect of which consent is withdrawn, subject to
section 34 of the Act.

5.(l) A data conEoller or data processor may process data
without consent ofa data subject ifthe processing is necessary for any
reason set out in section 30(1) O) of the Act.

(2) Processing under sub-regulation (1) shall only rely on one
legal basis for processing at a time, which shall be established before
the processing.

(3) The legal basis relied on under sub-regulation (l) shall be
demonstrable at all times and where a data confroller uses multiple
bases for different processing, the data controller shall-

(a) distinguish between the legal bases being used; and

(b) respond to any data subject rights requests.

6. (l) Pursuant to section 28(2) of the Act, a data controller or
data processor may collect personal data indirectly from-

(a) any person other than the data subject;

(b) publications or databases;

(c) surveillance cameras, where an individual is identifiable or
reasonably identifiable;

(d) information associated with web browsing; or

(e) biometric technology, including voice or facial recognition.

(2) A data conholler or data processor shall, in collecting
personal data-

(a) ensure that processing is limited to personal data which the
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data subject has permitted the data controller or data
processor to collect;

(b) undertake steps to ensure that personal data is accurate, notin
excessive and up to date;

(c) undertake processes to secure personal data; and

(d) comply with the lawful processing principles set out under
part IV of the Act.

(3) Where a data conholler or data processor collects personal
data indirectly, the data controller or data processor shall within
fourteen days inforrr the data subject ofthe collection.

(4) Where a data controller or data processor intends to use

personal data for a new purpose, the data controller or data processor
shall ensure that the new purpose is compatible with the initial purpose

for which the personal data was collected.

(5) Where the new purpose is not compatible with the initial
purpose, a data controller or data processor shall seek fresh consent
from the data subject in accordance with regulation 4.

7. (1) Pursuant to section 34 of the Act, a data subject may
request a data controller or data processor to restrict the processing of
their personal data on grounds that-

(a) the data subject contests the accuracy oftheir personal data;

(b) the personal data has been unlawfully processed and the data
subject opposes the erasure and requests restriction instead;

(c) the data subject no longer needs their personal data but the
data controller or data processor requires the personal data to
be kept in order to establish, exercise or defend a legal claim;
or

(d) a data subject has objected to the processing oftheir personal
data under regulation 8 and a data controller or data
proc€ssor is considering legitimate grounds that override
those ofthe data subject.

(2) A request for restriction to processing of personal data on any
of the grounds provided under section 34 of the Act may be made in
Form DPG I set out in the First Schedule.

(3) A data conkoller or data procossor shall within fourteen days
ofthe request for restriction pursuant to sub-regulation (2), and without
charging any fee-

(a) admit and implement the request;

(b) indicate on the data controller or data processors system that
the processing ofthe personal data has been restricted; and

(c) notifr any relevant third party of the restriction where
personal data, subject to such restriction, may have been
shared.

(4) A data controller or a data processor may implement a
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restriction to processing request by-
(a) temporarily moving the personal data to another processing

system;

(b) making the personal data unavailable to third parties; or

(c) temporarily removing published data specific to the data
subject from its weo-site or other public medium in its
control.

(5) A data conholler or data processor may decline to comply
with a request for restriction in processing, where such request is
manifestly unfounded or excessive.

(6) Where a data controller or data processor declines a request
on any of the grounds provided under section 34(2) of the Act, the data
controller or data processor shall within fourteen days of the refixal,
notifr the data subject of the refusal, in writing, and shall provide the
reasons for the decision.

(7) A data controller or data processor shall not process personal
data that has been restricted, except to store the personal data, in
accordance with section 3aQ)@) of the Act.

8. (1) Pursuant to section 36 of the Act a data subject may
request a data controller or data processor not to process all or part of
their personal data, for a specified purpose or in a specified manner.

(2) A request to object the processing may be made in Form DPG
I set out in the First schedule.

(3) A data controller or data processor shall, without charging
any fee, comply with a request for objection under sub-regulation (2)
within fourteen days of the request.

(a) The right to object to processing applies as an absolute right
where the processing is for direct marketing purposes which includes
profiling to tlre extent that it is related to such direct marketing.

(5) Where the data subject objects to processing for direct
marketing pulposes, the personal data shall not be processed for such
purposes.

(6) Where the right to object to processing is not absolute and the
request by a data subject has been declined, the data controller or data
processor shall inform the data subject of-

(a) the reasons f61 dsslining the request for objection; and

(b) the right to lodge a complaint to the Data Commissioner
where dissatisfied.

(7) Where a data conholler or data processor demonstrates
compelling legitimate interest for the processing which overrides the

data subject's interests, or for the establisbment, exercise or defence of
a legal claim, the data controller or data processor shall inform the data
subject of-

(a) the reasotrs fe1 ds6tining the request for objection; and
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(b) the right to lodge a complaint to the Data Commissioner
where dissatisfied.

9. (l) A data subject has a right to obtain from the data controller
or data processor confirmation as to whether or not personal data
concerning them is being processed, and, where that is the case, access
to the personal data and the information as to-

(a) the pulposes ofthe processing;

(b) the categories ofpersonal data concerned;

(c) the recipients or categories ofrecipient to whom the personal
data have been or will be disclosed, including recipients in
other countries or territories;

(d) where possible, the envisaged period for which the personal
data may be stored, or, if not possible, the criteria used to
determine that period; and

(e) where the personal data is not collected from the data
subject, any available information as to the source of
collection.

(2) A data subject may request to access their personal data in
Form DPG 2set out in the First Schedule.

(3) A data controller or data processor shall-
(a) on request, provide access to a data subject of their

personal data in its possession;

(b) put in place mechanisms to enable a data subject to
proactively access or examine their personal data; or

(c) provide the data subjectwith a copy oftheirpersonal data.

(4) A data controller or a data processor shall comply with a
request by a data subject to access their personal data within seven days
of the of the request.

(5) Where the data subject makes the request by electronic
means, and udess otherwise requested by the data subject, the
information shall be provided in a commonly used electronic form.

(6) Compliance with a request for access to personal data shall be
free of charge.

10. (l) Pursuant to section 40 of the Act, a data subject may
request a data conholler or data processor to rectiff their personal data,
which is untrue, inaccurate, outdated, incomplete or misleading.

(2) A request for rectification may be made in Form DPG 3 set
out in the First Schedule.

(3) An application for rectification of personal data may be
supported by such documents as may be relevant to the rectification
sought.

(4) A data controller or data processor shall within fourteen days

Data acccs rcqucst,

Roctifietioo of
p6on8l dat!.



a

Kenya Subsidiary lzgislation, 202 I 1985

of the request, rectiff an entry of personal data in the database where
the data controller or data processor is satisfied that a rectification is
necessary.

(5) Where a request for rectification is declined, a data contoller
or data processor shall, in writing, notiff a data subject ofthat refusal
within seven days and shall provide reasons for refusal.

(6) A request for rectification shall made free ofcharge.

ll. (l) Pursuant to section 38 of the Act, a data subject may
apply to port or copy their personal data from one data controllcr or
data processor to another.

(2) A request for data portability may be made in Fonn DPG 4set
out in the First Schedule.

(3) A data controller or data processor shall within thirty days of
the request and upoo payment ofthe prescribed fees port pcrsonal data
to the data subject's choice ofrecipient.

(4) Where fee is charged under sub-regulation (2), the fee shall be
reasonable and not exceed the cost incurred to ach.ralize the request.

(5) A data controller or data processor who receives personal data
that has bcen ported shall, with rcspect to such data, comply with the
requirement of the Act and these Regulations.

(6) Where a data controller or data processor declines the
portability request, a data controller or data processor shall, within
seven days, notif the data subject of the decline and the reasons for
such decline in writing.

(7) Thc cxercise ofthc right to data portability by a data subject
shall uot negate the rights ofa data subject provided under the Act.

12. (l) Pursuant to section 40 (l) O) of the Act, a data subject
may, request a data controller or data processor to erase or destroy
personal data held by the data controller or data processor where -

(a) the personal data is no longer neccssary for the purpose
which it was collected;

(b) the data subject withdraws their consent that was the lawful
lasis fq1 lstaining the personal data;

(c) the data subject objects to the processing of thcir data and
thcre is no overridirg legitimate interest to continue the
processing;

(d) the processing of personal data is for direct marketing
purposes and the individual objects to that processing;

(e) the processing of personal data is unlawful including in
breach of the lawfulness requirement; or

(f) the erasure is necessary to comply with a legal obligation.

(2) A data subject may request for erasure of their personal data
held by a data controller or data processor in Form DPG5 set out in the
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First Schedule.

(3) A data controller or data processor shall respond to a request
for erasure under sub-regulation (2) within fourteen days of the request.

(4) A right of erasure does not apply if processing is necessary
for one of the following reasons-

(a) to exercise the right of freedom of expression and
information;

(b) to comply with a legal obligation;

(c) for the performance ofa task carried out in the public interest
or in the exercise ofofficial authority;

(d) for archiving purposes in the public interest, scientific
research, historical research or statistical purposes where
erasure is likely to render impossible or seriously impair the
achievement ofthat processing; or

(e) for the establishment, exercise or defence of a legal claim.

(5) A request for erasure shall be free ofcharge.

13. (l) Subject to section 27 of the Act, where a person duly
authorised by a data subject seeks to exercise the rights on thcir behalf,
the data controller or data processor shall act in the best interests ofthe
data subject.

(2) Where the data subject is a child, a data controller or data
processor shall ensure that-

(a) a person exercising the right is appropriately identified;

(b) profiling of a child that is related to direct marketing is
prohibited; and

(c) the parent or guardian is inforrned of the inherent risks in
processing and the safeguards put in place.

(3) Where a data controller or a data processor is uncertain as to
the existence of a relationship between the duly authorised person and
the data subject, the data controller or data processor may restrict the
request ofexercising a right on behalfofthe data subject until evidence
to the contrary is adduced.

PART III-RESTRICTIONS ON THE COMMERCIAL USE
OF PERSONAL DATA

14. (1) For the purposes of section 37 (l) of the Act, a data
controller or data processor shall be considered to use personal data for
commercial purposes where personal data of a data subject is used to
advance commercial or economic interests, including inducing another
person to buy, rent, lease, join, subscribe to, provide or exchange
products, property, information or services, or enabling or effecting,
directly or indirectly, a commercial transaction.

(2) A data controller or data processor is considered to use
personal data to advance commercial interests where personal data is
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used for direct marketing through-

(a) sending a catalogue tbrough any medium addressed to a data
subject;

(b) displaying an advertisement on aD online media site where a
data subject is logged on using their personal data; or

(c) sending an electronic message to a data subject about a sale,
or other advertising material relating to a sale, using personal
data provided by a data subject.

(3) Marketing is not direct where personal data is not used or
disclosed to identiff or target particular recipients.

15. (l) A data controller or data processor may use personal data,
other than sensitive personal data, conceming a data subject for the
purpose of direct marketing where-

(a) the data controller or data processor has collected the
personal data from the data subject;

(b) a data subject is notified that direct marketing is one of the
purposes for which personal data is collected;

(c) the data subject has consented to the use or disclosure ofthe
personal data for the purpose of direct marketing;

(d) the data controller or data processor provides a simplihed opt
out mechanism for the data subject to request not to receive
direct marketing communications; or

(e) the data subject has not made an opt out request.

(2) A data controller or data processor shall not kansmit, for the
purposes of direct marketing, messages by any means unless the data
controller or data processor indicates particulars to which a data subject
may send a request to reskict such communications without incurring
charges.

(3) A person shall neither fransmit, nor instigate the tansmission
of, a communication for the purposes of direct marketing by means of
electronic mail-

(a) where the identity of the person on whose behalf the
communication has been sent has been disguised or
concealed;

(b) where a valid address to which the recipient of the
communication may send a request that such
communications cease has not been provided; or

(c) where there is use of automated calling systems without
human intervention.

(4) A data controller or data processor who uses personal data for
commercial purposes without the consent of the data subject commits
an offence and is liable, on conviction, to a fine not exceeding twenty
thousand shillings or to a term of imprisonment not exceeding six
months, or to both fine and imprisonment.
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16. (l) An opt out mechanism contemplated under regulation
l5(l)(d) shall-

(a) have a visible, clear and easily understood explanation of
how to opt out;

(b) include a process for opting out that requires minimal time
and effort;

(c) provide a direct and accessible communication channel;

(d) be free ofcharge or where necessary involve a nominal cost
to a data subject; and

(e) be accessible to persons with a disability.

(2) Where a data subject has opted out, a data controller or data
processor shall not use or disclose their personal data for the purpose of
direct marketing, in accordance with the data subject's request.

17. (l) In communicating with a data subject on direct marketing,
a data controller or data processor shall include a statement which is
prominently displayed, or otherwise draws the attention of the data
subject to the fact that the data subject may make an opt out request.

(2) A data controller or data processor may, in complying with an
opt out requirement-

(a) clearly indicate, in each dircct marketing message, that a data
subject may opt out of receiving future messages by replying
with a single word instruction in the subject line;

(b) ensure that a link is prominently located in the email, which
takes a data subject to a subscription control centre;

(c) clearly indicate that a data subject may opt out of future
direct marketing by replying to a direct marketing text
message with a single word instruction;

(d) inform the recipient of a direct marketing phone call that
they can verbally opt out from any future calls; and

(e) include instructions on how to opt out from future direct
marketing, in each message.

(3) A data controller or a data processor may use an opt out
mechanism that provides a data subject with the opportunity to indicate
their direct marketing communication preferences, including the extent
to which they wish to opt out.

(4) Despite sub-regulation (3), a data controller or data processor
shall provide a data subject with an option to opt out of all future direct
marketing communications as one of outlined preferences.

18. (l) A data subject may request a data controller or data
processor to restrict use or disclosure of their personal data, to a third
party, for the purpose of facilitating direct marketing.

(2) No fee shall be charged to a data subject for making or giving
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effect to a request under this Part.

(3) A data controller or data processor shall restrict use or
disclosure of personal data for the purpose of facilitating direct
marketing by a third party within seven days of the request.

PART TV-OBLIGATIONS OF DATA CONTROLLERS AND
DATA PROCESSORS

19. (1) Pursuant to section 39 ofthe Act, a data controller or
data processor shall retain personal data processed for a lawfi.rl pupose,
for as long as may be reasonably necessary for the purpose for which
the personal data is processed.

(2) A. datz conkoller or data processor shall-
(a) establish personal data retention schedule with appropriate

time limits for the periodic review of the need for the
continued storage ofpersonal data that is no longer necessary
or where the retention period is reached; and

(b) erase, delete anonymise or pseudonymise personal data upon
the lapse of the purpose for which the personal data was
collected.

(3) A personal data retention schedule established under
paragraph (2)(a) shall outline the -

(a) purpose for retention;

(b) the retention period;

(c) provision for periodic audit of the personal data retained; and

(d) actions to be taken after the audit of the personal data
retained.

(a) An audit of the retained data under paragraph (3)(c), shall
seek to-

(a) review records with a view of identifring personal data that
no longer requires to be retained and permanently delete the
personal data;

(b) ensure the retained data is accurate and up-to-date;

(c) speciff the purpose for retention ofpersonal data;

(d) ensure that the personal data security measures are adequate;
and

(e) identiff the best cause of action where personal data
retention period lapses.

(5) A data controller or data processor shall establish appropriate
time limits for the periodic review of the need for the continued storage
ofpersonal data for any ofthe law enforcement purposes.

(6) The personal data storage limitation period and data retention
schedule outlined under paragraph (2Xa) may be included as part of the
policy envisaged in regulation 23.
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20. (l) A data subject may request a data controller or data
processor to process their personal data anonymously or
pseudonymously where the data subject wishes-

(a) not to be identified;

(b) to avoid subsequent contact such as direct marketing from an
entity or third parties;

(c) to enhance their privacy on the whereabouts of a data
subject;

(d) to access services such as cortnselling or health services
without it becoming known to others;

(e) to express views in a public arena without being personally
identified; or

(f) to minimise the risk of identity fraud.

(3) A data controller or data processor may accede to the request
where satisfied that the request is based on any ofthe reasons specified
under sub-regulation (l) and where the request is in the best interests of
the data subject.

21. (l) Subject to section 25 of the Act, a data controller or data
processor may share or exchange personal data collected, upon request,
by another data controller, data processor, third party or a data subject.

(2) A data conholler or data processor shall determine the
purpose and means ofsharing personal data from one data controller or
data processor to another.

(3) Data sharing outlined under this regulation may include-

(a) providing personal data to a third party by whatever means
by the data controller or data processor;

(b) receiving personal data from a data controller or data
processor as joint participant in a data sharing arrangement;

(c) exchanging or transmission ofpersonal data;

(d) providing third party with access to personal data on the data
conkoller's information systems;

(e) separate or joint initiatives by data controllers or data
processors to pool personal data making the data available to
each other or a third-party subject to entering into an
agleement, as may be applicable; or

(f) routine data sharing between data controllers on a regular or
pre-planned basis.

(4) In carrying out any routine data sharing as contemplated
under paragraph (3)(f), a data controller shall enter into agreements
prior to data sharing.

(5) For the avoidance of doubt, the sharing of data within the
organizational structures of a data controller or data processor is not
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considered as a data sharing.

(6) A request for sharing personal data under this regulation shall
be in writing, and shall speciff-

(a) the purpose for which personal data is required;

(b) the duration for which personal data shall be retained; and

(c) proof of the safeguards put in place to secure personal data
from unlawfu I disclosure.

22. (l)ln this regulation-

"an automated individual decision-making" means a decision
made by automated means without any human involvement.

(2) Pursuant to section 35 of the Act a data contoller or data
processor shall-

(a) inform a data subject when engaging in processing based on
automated individual decision making;

(b) provide meaningful information about the logic involved;

(c) ensure-

(D specific transparetrcy and fairness requirements are in
place;

(ii) rights for a data subject to oppose profiling and
specifically profiling for marketing are present; and

(iii) where conditions specified under section 3l of the Act
arise, a data protectioa impact assessment is carried
out;

(d) explain the significance and envisaged consequences of the
processing;

(e) ensure the prevention of errors;

(f) use appropriate mathematical or statistical procedures;

(g) put appropriate technical and organisational measures in
place to correct inaccuracies and minimise the risk of errors;

(h) process personal data in a way that eliminates discriminatory
effects and bias; and

(i) ensure that a data subject can obtain human intervention and
express their point of view.

23. (l) A data controller or data processor shall develop, publish
and regularly update a policy reflecting their personal data handling
practices.

(2) A policy under sub-regulation (l) may include-

(a) the nature ofpersonal data collected and held;

(b) how a data subject may access their personal data and
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exercise their rights in respect to that personal data;

(c) complaints handling mechanisms;

(d) lawful purpose for processing personal data;

(e) obligations or requirements where personal data is to be
hansferred outside the country, to third parties, or other data
controllers or data processors located outside Kenya and
where possible, specifu such recipients;

(f) the retention period and schedule contemplated under
regulation 19; and

(g) the collection ofpersonal data from children, and the criteria
to be applied.

24. (l) Subject to section 42(2)(b) of the Act, a data controller
shall engage a data processor, through a written contract.

(2) The contract envisaged under sub-regulation (l) shall include
the following particulars-

(a) processing details including-

(i) the subject matter ofthe processing;

(ii) the duration ofthe processing;

(iii) the nature and purpose of the processing;

(iv) the type of personal data being processed;

(v) the categories ofdata subjects; and

(vi) the obligations and rights of the data controller;

(b) inskuctions ofthe data controller;

(c) duty on the data processors to obtain a commitment of
confidentiality from any person or entity that the data
processors allows to process the personal data;

(d) security measures subjecting the data processor to
appropriate technical and organizational measures in relation
to keeping personal data secure;

(e) provision stipulating that all personal data must be
permanently deleted or returned on termination or lapse of
the agreement, as decided by the data conholler; and

(f) auditing and inspection provisions by the data controller.

25. (l) A data processor shall not engage the services of a third
party without the prior authorisation ofthe data controller.

(2) Where authorisation is given, the data processor shall enter
into a contract with the third party.

(3) The contract contemplated under sub-regulation (l) shall
include such particulars as provided for under sub-regulation 24(2).
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(4) A data processor shall remain liable to the data controller for
the compliance ofany third party that they engage.

26. (l) Pursuaht to section 50 ofthe Act, a data controller or data
processor who processes personal data for the purposeof strategic
interest ofthe state outlined under sub-regulation (2) shall -

(a) process such personal data through a server and data centre
located in Kenya; or

(b) store at least one sery;ng copy of the concemed personal
datain a data cente located in Kenya.

(2) The purpose contemplated under sub-regulation (l) includes
the processing ofpersonal data for the purpose of-

(a) administering of the civil registration and legal identity
management systems;

(b) facilitating the conduct of elections for the representation of
the people under the Constitution;

(c) overseeing any system for administering public finances by
any state organ;

(d) running any system designated as a protected computer
system in terms of section 20 of the Computer Misuse and
Cybercrime Act, 2018;

(e) offering any form of early childhood education and basic
education under the Basic Education Act, 2013; or

(f) provision of primary or secondary health care for a data
subject in the counky.

(3) Despite (2), the Cabinet Secretary may require a data
controller who processes personal data outside Kenya to comply with
sub-regulation (l), where the data conkoller-

(a) has been notified that personal data outside Kenya has been
breached or its services have been used to violate the Act and
has not taken measures to stop or handle the violation; and

(b) resists, obstructs or fails to comply with requests of the Data
Commissioner or any other relevant authority in-
(i) cooperating to investigate and handle such violations; or

(ii) neutralising and disabling the effect of cyber security
protection measures.

PART V-ELEMENTS TO IMPLEMENT DATA
PROTECTION BY DESIGN OR BY DEFAULT

27. A data conkoller or data processor shall in processing of
personal data 

-
(a) establish the data protection mechanisms set out under the

Act and these Regulations are embedded in the processing;
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and

(b) design technical and organisational measures to safeguard
and implement the data protection principles.

28. The elements for the protection ofpersonal data by design or
by default that are necessary to implement the data protection
principles outlined under section 25 of the Act are as set out in this
Part.

29. The elements necessary to implement the principle of
lawfulness includo--

(a) appropriate legal basis or legitimate interests clearly
connected to the specific purpose ofprocessing;

(b) processing that is necessary for the purpose;

(c) the data subject being granted the highest degree of
autonomy possible with respect to conffol over their personal
data;

(d) a data subject knowing what they consented to and a

simplified means to withdraw consent; and

(e) reshiction of processing where the legal basis or legitimate
interests ceases to apply.

30. The elements necessary to implement the principle of
transparency include-

(a) the use of clear, simple and plain language to communicate
with a data subject to enable a data subject to make decisions
on the processing of their personal data;

(b) making the information on the processing easily accessible
to the data subject;

(c) providing the information on the processing to the data
subject at the relevant time and in the appropriate form;

(d) the use of machine-readable language to facilitate and
automate readability and clarity;

(e) providing a fair understanding of the expectation with
regards to the processing particularly for children or other
vulnerable groups; and

(f1 providing details of the use and disclosure of the personal
data of a data subject.

31. The elements necessary to implement the principle of
purpose limitation include--

(a) speciffing the purpose for each processing ofpersonal data;

(b) determining the legitimate purposes for the processing of
personal data before designing organisational measures and
safeguards;

(c) the purpose for the processing being the determinant for
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personal data collected;

(d) ensuring a new purposc is compatiblc wittr the original
purpose for which the data was collected;

(e) regularly reviewing whether the processing is necessary for
the purposes for which the data was collected and test the
design against purpose limitation; and

(0 tU" usc of technical measures, including hashing and
cryptography, to limit thc possibility of repurposing personal
data.

32. The elemcnts necessary to implement the principle of
integrity, confidentiality and availability includq-

(a) having an operative means of managing policics and
procedures for information security;

(b) assessing the risks against the security of personal data and
putting in place measures to counter identified risks;

(c) processing that is robust to withstand changcs, rcgulatory
demands, incidcnts, and cyber-attacks;

(d) ensuring only authorised personnel have access to the data
necessary for their processing taslcs;

(e) securing transfers shall be secured against unauthorised
access and changes;

(f) securing data storage from use, unauthorised access and
alterations;

(g) keeping back-ups and logs to the extent necessary for
information security;

(h) using audit trails and event monitoring as a routine security
control;

(i) protecting scnsitivc personal data with adequatc measures
and, where possible, kept separate from the rest of the
personal data;

O having in place routines and procedures to detect, handle,
report, and learn from data breaches; and

(k) regularly reviewing and testing softwarc to uncover
vulnerabilities of the systems supporting the processing.

33. The elements necessary to implement the principle of data
minimization includo--

(a) avoiding the processing of personal data altogether when this
is possible for the relevant purpose;

(b) limiting the amount of personal data collected to what is
necessary for the purpose;

(c) ability to demonshate the relevance of the data to the
processing in question;
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(d) pseudonymising personal data as soon as the data is no
longer necessary to have directly identifiable personal data,
and storing identification keys separately;

(e) anonymizing or deleting personal data where the data is no
longer necessary for the purpose;

(f) making data flows effrcient to avoid the creation of more
copies or entry points for data collection than is necessary;
and

(g) the application of available and suitable technologies for data
avoidance and minimization.

34. The elements necessary to implement the principle of
accuracy include--

(a) ensuring data sources are reliable in terms ofdata accuracy;

(b) having personal data particulars being accurate as necessary
for the specified purposes;

(c) verification of the correctness of personal data with the data
subject before and at different stages of the processing
depending on the nature of the personal data, in relation to
how often it may change;

(d) erasing or rectifying inaccurate data without delay;

(e) mitigating the effect of an accumulated error in the
processing chain;

(f) giving data subjects an overview and easy access to personal
data in order to control accruacy and rectiff as needed;

(g) having personal data accurate at all stages of the processing
and carrying out tests for accuracy at critical steps;

(h) updating personal data as necessary for the purpose; and

(i) the use oftechnological and organisational design features to
decrease inaccuracy.

35. The elements necessary to implement the principle of storage
limitation include-

(a) having clear intemal procedures for deletion and destruction;

(b) determining what data and length of storage of personal data
that is necessary for the purpose;

(c) formulating intemal retention statements of implementing
them;

(d) ensuring that it is not possible to re-identiff anonymised data
or recover deleted data and testing whether this is possible;

(e) the ability to justiff why the period of storage is necessary
for the purpose, and disclosing the rationale behind the
retention period; and

(0 determining which personal data and length of storage is
necessary for back-ups and logs.
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36. The elements necessary to implement the principle of
faimess include-

(a) granting the data subjects the highest degree of autonomy
with respect to conEol over their personal data;

(b) enabling a data subject to communicate and exercise their
rights;

(c) elimination of any discrimination against a data subject;

(d) guarding against the exploitation of the needs or
vulnerabilities ofa data subject; and

(e) incorporating human intervention to minimize biases that
automated decision-making processes may create.

PART VI-NOTIFICATION OF PERSONAL DATA
BREACHES

37 . (l) For the purpose of section 43 of the Act, a data breach is
taken to result in real risk ofharm to a data subject ifthat data breach
relates to -

(a) the data subject's full name or identification number and any
of the personal data or classes of persoml data relating to the
data subject set out in the Second Schedule; or

(b) the following personal data relating to a data subject's
account with a data conkoller or data processor-

(i) the data subject's account identifier, such as an account
name or number; and

(ii) any password, security code, access code, response to a
security question, biometric data or other data that is
used or required to allow access to or use of the
individual's account.

(2) A breach of any personal data envisaged under sub-regulation
(l) amounts to notifiable data breach under section 43 of the Act.

(3) The personal data or classes of personal data set out in the
Second Schedule excludes -

(a) any personal data that is publicly available; or

(b) any personal data that is disclosed to the extent that is
required or permitted under any written law.

(a) The personal data referred to in sub-paragraph (3) (a) shall
not be publicly available solely because ofany data breach.

38. (l) A notification by data controller to the Data
Commissioner of a notifiable data breach under section 43 of the Act
shall include-

(a) the date on which and the circumstances in which the data
controller or data processor first became aware that the data
breach had occured;

(b) a chronological account of the steps taken by the data
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conholler or data processor after the data conkoller or data
processor became aware that the data breach had occtured,
including the data controller or data processor's assessment
that the data breach is a notifiable data breach;

(c) details on how the notifiable data breach occurred, where
applicable;

(d) the number of data subjects or other persons affected by the
notifiable data breach;

(e) the personal dala or classes of personal data affected by the
notifiable data breach;

(f) the potential harm to the affected data subjects as a result of
the notifiable data breach;

(g) information on any action by the data controller or data
processor, whether taken before or to be taken after the data
controller or data processor notifies the Data Commissioner
ofthe occurrence ofthe notifiable data breach to-
(i) eliminate or mitigate any potential harm to any affected

data subject or other person as a result of the notifiable
data breach; or

(ii) address or remedy any failure or shortcoming that the
data controller or data processor believes to have
caused, or enabled or facilitated the occurrence of, the
notifiable data breach;

(h) the affected individuals or the public that the notifiable data
breach has occurred and how an affected data subject may
eliminate or mitigate any potential harm as a result of the
notifiable data breach; or

(i) contact information of an authorized representative of the
data controller or data processor.

(2) Where the data conkoller intends not to communicate a
notifiable data breach to a data subject affected by such breach, under
the conditions set out in section 43(l) (b) of the Act, the uotification to
the Data Commissioner under sub-regulation (l) shall additionally
specify the grounds for not notiffing the affected data subject.

PART VII-TRANSFEROF PERSONAL DATA OUTSIDE
KENYA

39. In this Part, unless the context otherwise requires -
(a) "data in transit" means personal data hansferred through

Kenya in the course of onward transportation to a country
or territory outside Kenya, without the personal data being
accessed or used by, or disclosed to, any entity while in
Kenya, except for the purpose of such hansportation;

(b) "recipient" means an entity that receives in a country or
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territory outside Kenya the personal data transferred to the
recipient by or on behalf of the transferring entity, but does
not include an entity that receives the personal data solely
as a network service provider or carrier;

(c) "transferring entity" means an entity that transfers personal
data from Kenya to a country or a territory outside Kenya
but does not include an entity dealing with data in transit;
and

(d) "relevant international organisation" means an international
organisation that carries out functions for any of the law
enforcement purposes.

40. A data controller or data processor who is a transferring
entity shall before transferring personal data out ofKenya ascertain that
the transfer is based on-

(a) appropriate data protection safeguards;

(b) an adequacy decision made by the Data Commissioner;

(c) transfer as a necessit5r; or

(d) consentofthe data subject.

41. (l) A transfer of personal data to a another coutrEy or a
relevant international organisation is based on the existence of
appropriate safeguards where-

(a) a legal instrument containing appropriate safeguards for the
protection of personal data binding the intended recipient
that is essentially equivalent to the protection under the Act
and these Regulations; or

(b) the data controller, having assessed all the circumstances
surrounding transfers of that type of personal data to another
country or relevant intemational organisation, concludes that
appropriate safeguards exist to protect the data.

(2) Where a transfer of data takes place in reliance on sub-
regulation (l!-

(a) the transfer shall be documented;

(b) the documentation shall be provided to the Commissioner on
request; and

(c) the documentation shall include--

(i) the date and time of the hansfer;

(ii) the name of the recipient;

(iii) thejustification for the transfer; and

(iv) a description ofthe personal data transferred.

42. For the purpose of confirming the existence of appropriate
data protection safeguards anticipated under section 49 (l) of the Act
and these Regulations, any country or a territory is taken to have such
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safeguards if that country or territory has-
(a) ratified the African Union Convention on Cyber Security and

Personal Data Protcction;

(b) a reciprocal data protection agreement with Kenya; or

(c) a contractual binding corporate rules among a concerned
group of undertakings or enterprises.

43. (l) The contractual binding corporate rules contemplated
under regulation 4 I shall be valid if they-

(a) are legally binding and apply to and are enforced by every
member concerned of the group of undertakings, or group of
enterprises engaged in a joint economic activity, including
their employees;

(b) expressly confer enforceable rights on data subjects with
regard to the processing of their personal data; and

(c) fulfil the requirements laid down in sub-regulation (2).

(2) The binding corporate rules referred to in sub-regulation (1)
shall speciff-

(a) the structure and contact details of the group of undertakings,
or group of enterprises engaged in a joint economic activity
and of each of its members;

(b) the data transfers or set of transfers, including the categories
of personal data, the type of processing and its purposes, the
type of data subjects affected and the identification of
another country or countries in question;

(c) their legally binding nature, both intemally and externally;

(d) the application ofthe general data protcction principles;

(e) the rights of data subjects in regard to processing and the
means to exercise those rights;

(0 the complaint procedures; and

(g) the mechanisms within the group of undertakings, or group
of enterprises engaged in a joint economic activity for
ensuring the verification of compliance with the binding
corporate rules.

44. (l) A transfer of personal data to another country or a
relevant intemational organization is based on an adequacy decision
where the Data Commissioner makes a decision that-

(a) the other country or a territory or one or more specified
sectors within that other country, or

(b) the intemational organization, ensures an adequate level of
protection of personal data.

(2) The Data Commissioner may publish on its website a list of
the countries, territories and specified sectors within that other country
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aud relevant intemational organisation for which the Data
Commissioner has made a decision that an adequate level of protection
is ensured.

45. (l) Personal data may be transferred to another country or
territory on the basis of necessity is such a transfer is necessary for any
ofthe purpose outlined under section 48 (c) ofthe Act.

(2) Prior to making a transfer under sub-regulation (l), a
tansferring entity shall ascertain that-

(a) that the transfer is strictly necessary in a specific case
outlined under section 48(c) ofthe Act;

(b) there are no fundamental rights and freedoms of the data
subject concerned that override the public interest
necessitating the transfer.

(3) This section does not affect the operation ofany intemational
agreement in force between Kenya and other countries in the field of
judicial co-operation in criminal matters and police co-operation.

46. (l) In accordance with section 25 (g) of the Act, in the
absence of an adequacy decision, appropriate safeguards or
prerequisites for tansfer as a necessity, a transfer or a set offansfers of
personal data to another country shall take place only on the condition
that the data subject-

(a) has explicitly consented to the proposed trausfer; and

(b) has been informed ofthe possible risks ofsuch transfers.

(2) Without limiting the generality of sub-regulation (l), a data
controller or processor must seek consent from a data subject for the
tansfer of sensitive personal data, in accordance with section 49 of the
Act.

47. (l) Where personal data is transferred in accordance with
this Part, the entity effecting the transfer shall make it a condition of the
transfer, that the data is not to be further transferred to another country
or territory without the authorisation of the transferring entity or
another competent authority.

(2) A competent authority may give an authorisation under sub-
regulation (l) only where the further transfer is necessary for a law
enforcement purpose.

48. A transferring entity may enter into a written agreement with
the recipient of personal data, which shall contain provisions relating
to-

(a) unlimited access by the transferring ontity to ascertain the
existence ofa robust information system ofthe recipient for
storing the personal data; and

(b) the countries and territories to which the personal data may
be transfened under the contract.
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PART VIII-DATA PROTECTION IMPACT ASSESSMENT

49. (l) For the purpose of section 31 (l) of the Act, processing
operations considered to result in high risks to the rights and freedoms
of a data subject include 

-
(a) automated decision making with legal or similar significant

effect that includes the use of profiling or algorithmic means
or use of sensitive personal data as an element to determine
access to services or that results in legal or similarly
significant effects;

(b) use ofpersonal data on a large-scale for a purpose other than
that for which the data was initially collected;

(c) processing biometric or genetic data;

(d) where there is a change in any aspect of the processing that
may result in higher risk to data subjects;

(e) processing sensitive personal data or data relating to children
or vulnerable groups;

(f) combining, linking or cross-referencing separate datasets
where the data sets are combined from different sources and
where processing is carried out for different purposes;

(g) large scale processing ofpersonal data;

(h) a systematic monitoring of a publicly accessible area on a

large scale;

(i) innovative use or application of new technological or
organizational solutions; or

() where the processing prevents a data subject from exercising
a right.

(2) A data processor or data controller shall, prior to processing
data under sub-regulation (1) conduct a data protection impact
assessment.

50. (l) Where a data protection impact assessment is required, a

data controller or data processor may conduct the assessment tfuough a
template set out in the Third Schedule.

(2) Despite sub-regulation (l), a format of the data protection
impact assessment may be varied by the Data Commissioner through
guidance notes as may be issued from time to time.

5 l. (l) In accordance with section 3 I (3) of the Act, where a data
controller or a data processor is required to consult the Data
Commissioner on the data protection impact assessment prior to
processing, such consultations shall be done within sixty days from the
date of the receipt of the impact statement report.

(2) In making a request under sub-regulation (l), the data
controller or data processor shall provide-

(a) the data protection impact assessment prepared under section
3 I ( 1) of the Act; and
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(b) where applicable, the respective responsibilities of the data
conholler or data processors involved in the processing.

(3) Where the Data Commissioner considers that the intended
processing is likely to infringe on the Act or these Regulations, the
Data Commissioner may issue such advice to the data controller or the
data processor, in writing.

52. (l) In conducting a data protection impact assessment, a data
controller or a data processor may consult the Oflice for advice on
whether risks identified and mitigation measures suggested are viable
in the outlined circumstances.

(2) In reviewing the data protection impact assessment report, the
Data Commissioner may make any recommendations to be
incorporated prior to commencing the processing operations.

(3) Where a data controller or data processor, upon submitting
the data protection impact assessment report to the Data Commissioner,
does not receive any communication within sixty days of submission,
may commence processing operations and the assessment report shall
be taken to have been approved.

(4) A data controller or data processor may publish on its website
the data protection impact assessment Report.

53. Pursuant to section 23 of the Act, the Data Commissioner
may carry out periodic audits to monitor compliance with the
Assessment Report and atry recommendations that may have been
provided by the Data Commissioner.

PART IX- PROVISIONS ON EXEMPTIONS UNDER THE
ACT

54. (l) For the purposes of section 5l(2) (b) of the Act, the
processing of personal data by a national security organ referred to in
Article 239 (l) of the Constitution in furtherance of their mandate
constitutes a processing for national security.

(2) Despite sub-regulation (1), a data controller or data processor
who processes personal data for national security and wishes to be
exempt on that ground shall apply to the Cabinet Secretary for an
exemption.

(3) The Cabinet Secretary shall, upon being satisfied that the
grounds supporting the application are sufficient, issue a certificate of
exemption.

(4) The Cabinet Secretary may revoke a certificate of exemption
issued, at any time, where the grounds on which the certificate was
issued no longer apply.

55. For the purposes of section 5l(2) (b) of the Act, the
processing ofpersonal data is exempted from the Act on the grounds of
public interest where such processing exists as a-

(a) permitted general situation; or

(b) permitted health situation.
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56. A permitted general situation referred to under regulation 55
(a)relates to the collection, use or disclosure by a data controller or data
processor ofpersonal data about data subject including for-

(a) lessening or preventing a serious threat to the life, health or
safety of any data subject, or to public health or safety;

(b) taking appropriate action in relation to suspected unlawful
activity or serious misconduct;

(c) locating a person reported as missing;

(d) asserting a legal or equitable claim;

(e) conducting an altemative dispute resolution process; or

(f) performing diplomatic or consular duties.

57. (1) A permitted health situation referred to under regulation
55 (b) relates to the collection, use or disclosure by a data controller or
data processor ofpersonal data about a data subject, including for-

(a) the collection of health information to provide a health
service;

(b) the collection, use, or disclosure of health data is for health
research and related purposes;

(c) the use or disclosure ofgenetic information where necessary
and obtained in course ofproviding a health service;

(d) the disclosure ofhealth information for a secondary purpose
to a responsible person for a data subject.

(2) A permitted health situation under sub-regulation (l) applies
where a data controller or data processor discloses health data about a

data subject, and-
(a) they provide a health service to the data subject;

(b) the recipient of the personal data is a responsible person for
the data subject;

(c) a data subject is either physically or legally incapable of
giving consent to the disclosure, or physically cannot
communicate consent to the disclosure;

(d) the disclosure is necessary to provide appropriate care or
treatment of a data subject, or the disclosure is made for
compassionate reasons;

(e) the disclosure is not contary to any wish expressed by the
data subject before the data subject became unable to give or
communicate consent of which the carer is aware or of
which the carer coutd reasonably be expected to be aware;
and

(f) the disclosure is limited to the extent reasonable and
necessary to provide appropriate care or heahnent of the
individual or to fulfil the purpose of making a disclosure for
compassionate reasons.
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PART X _GENERAL PROVISIONS

58. A person aggrieved by a decision of a data controller or a
data processor under this Regulation or non-compliance with any
provision may lodge a complaint with the Data Commissioner in
accordance with the Act and regulations on complaints handling made
thereunder.
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FIRST SCHEDULE

FORM DPG I (r.7 (2) & (r.8 (2))
REQUEST FOR RESTRICTION OR OBJECTION
TO THE PROCESSING OF PERSONAL DATA

Note
(i) A documentary evidence in support ofthe objection may be required.
(ii) lVhere the space providedfor in this Form is inadequate, submit information as an

Annexure

A. NATUREOFREQUEST
Mark the appropriate box with an "x". Request for:

RESTRICTION NLI

B. DETAILS OF THE DATA SUBJECT

Name:
Identity Number:
Phone number;
E-mail address
(Your details below where initiating the request for a minor or a person who has no
capacity)
Name
Relationship with the Data Subject
Contact Information:
C. REASONS FORTHEREQUEST
(Please provide detailed reasons for the restriction or objection)

D. DECLARATION
I certify that the information given in this application is true

Signature Date

DPG 2 (r. 9(2))

REQUEST FOR ACCESS TO PERSONAL DATA

Note:
(i) Documentary evidence in support of this request may be required.

(ii) llhere the space providedlor in this Form is inadequate, submit information as an

annq.ure
(iii) AllJields marked as * are mandatory

A. DETAILS oF THE DATA SUBJECT
(This section is to provide the details of the Data Subject).

Name*:

OBJECTION
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Identity Number*

Phone number*

e-mail address:

(Provide the following details where making a request on behalf of a minor or a person
who has no capacity)
Name*

Relationship with the Data Subject*

Contact Information*

B. onters oF THE rERSoNAL DATA REeUESTED

(Descibe the personal data requested)

MODE OF ACCESS

I would like to: (check all that apply)

[ ] Inspect the record

[ ] Listen to the record

[ ] Have a copy of the record made available to me in the following forrnat:

[ ] photocopy (Please note that copying costs will apply)

number of copies required:

[ ] electronic

[ ] transcript (Please note that transciption charges may apply)

[ ] Other (specify)

C. Delivery Method

[ ] collection in person

[ ] by mail (provide address where different / in addition to details provided above)

Town/City:

[ ] by e-mail (provide email address where different / in addition to details provided
above)



2008 Kenya Subsidiary Legislation, 202 1

DECLARATION
Note any attempt to access personal data through misrepresentation may result in
prosecution.
l' i I certify that the information given in this application is true.

Signature Da

t
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FORM DPG 3 G.10 (2)

REQUEST FOR RECTIFICATION
Fill as appropriate
Note:
(i) Documentary evidence in support of this request may be required.

(ii) Where the space provided for in this Form is inadequate, submit information as an

annexure

(iii) Allfields marked as * are mandatory

A. DETAILS oF THE DATA SI.,BJECT

(This section is to provide the details of the Data Subject).
Name+:
Identity Number+:
Phone number*:
e-mail addrcss:
(Provide the following details where making a request on behalf of a minor or a Person
who has no capacity)
Name*

Relationship with the Data Subject*

Contact Information+

Signature Date
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PROPOSED CHANGE (S)

B. DECLARATIoN

Note any attempt to rectiff personal data through misrepresentation may result in
prosecution.

l-l I confirm that I have read and understood the terms of this request form and

- certiS that the information given in this application is kue.

Signature Date

Personal data to be corrected e.g.
name, residential status, and mobile

number, email address.

Proposed change Reasonfor the proposed
change

I

2_

3.

4.

5.
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FORMDPG4 (r.ll (2))

REQUEST FOR DATA PORTABILITY

Note:
(if Documentary evidence in support ofthis request may be required.
(u) Where the space provided for in this Form is inadequate, submit information as an

(vi) Allfields marked as * are mandatory

A. o TAITS OF THE DATA SI.,BJECT
(This section is to provide the details of the Data Subject).

Nnme*:

Identity

Phone number*

e-mail address:

@rovide the following details where maHng a request on behalf of a minor or a person
who has no capacity)

Name*

Relationship with the Data Subject*

Contact Information+

B. DETAILS oF THE REQIJEST

Please transfer a copy ofmy personal data to *

By either:

. Emailing a copy to them at

Mailing to:

Others (Please specifl)
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DECLARATION

Note, any attempt to port personal data through misrepresentation may result in
prosecution.

I certiff that the information given in this application is accurate to the best of
i my knowledge

Signature Date
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FORM DPG 5 (r.12(2))

REQI.IEST FOR ERASURE OF PERSONAL DATA
Fill as appropriate

Note:

(i) Documentary evidence in support ofthis request may be required.

(ii) Where the space provided for in this Form is inadequate, submit information as an
annexure

(iii) Allfields marked as * are mandatory

i. DETAILS OF THE DATA SUBJECT

(This section is to provide the details of the Data Subject).

Name*:

Identity Number*:

Phone number*

e-mail address:

(Provide the following d.etails where maHng d request on behalf of a minor or a person
who has no capacity)

Name*

Relationship with the Data Subject*

Contact Information*

ii. REASON FOR ERASLIRE REQUEST

(Tick the appropriate box)

(a) Your personal data is no longer necessary for thr
purpose for which it was originally collected;

(b) You have withdrawn consent that was the lawful basis

for retaining the personal data;

(c) You object to the processing of your personal data ancj

there is no overriding legitimate interest to continue the

processing;

(d) the processing of your personal data has been unlawful

(e) Required to comply with a legal obligation.
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PERSONAL DATA TO BE ERASED
Describe the personal data you wish to have erased.



ut.
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Declaration
Note any attempt to erase personal data through misrepresentation may result in
prosecution.

I confirrr that I have read and understood the terms of this request form and

certiff that the information given in this application is true.

Sipahre Date
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SECOND SCFIEDULE G.37 (l)& (3))

The following personal data or circumstances amount to a notifiable data breach-

l. The amount of any wages, salary, fee, commission, bonus, gratuity, allowance
or other remuneration paid or payable to the data subject by any person, whether under a

contract of service or a contract for services.

2. The income of the data subject from the sale of any goods or property.

3. The number ofany credit card, charge card or debit card issued to or in the name
ofthe data subject.

4. The number assigned to any account the data subject has with any entity that is a
bank or finance company.

5. Any information that identifies, or is likely to lead to the identification of, the
data subject who is a child in conflict with the law or in need of care and protection.

6. Any private key of or relating to a data subject that is used or may be used -
(a) to create a secure electronic record or secure electronic sigaafure;

(b) to verify the integrity ofa secure electronic record; or

(c) to veriff the authenticity or integrity of a secure electronic signature as
provided under the Kenya Information and Communications (Electronic
Certification and Domain Name Administration) Regulations, 2010 or any
other related law.

7. The net worth or credifworthiness of a data subject.

8. The deposit or withdraw of monies by a data subject with any entity.

9. The withdrawal by the individual of moneys deposited with any entity or a

payment system.

10. The granting by a person of advances, loans and other facilities by which the
data subject, being a customer ofthe entity, has acccss to funds or financial guarantees.

I I . The existence, and amount due or outstanding, of any debt 
-

(a) owed by the data subject to an entity; or

(b) owed by an entity to the data subject.

12. The incurring by the entity ofany liabilities on behalfofthe data subject.

13. The payment of any moneys, or transfer of any property, by any person to the
individual, including the amount of the moneys paid or the value of the property
transferred, as the case may be.

14. The data subject's investment in any capital markets products.

15. Any term and condition, premium or benehts payable, or any detail relating to
the condition ofhealth, from an accident, health, or life policy ofwhich the data subject
is the policy owner or a beneficiary.

16. The assessment, diagnosis, treatment, prevention or alleviation by a health
professional ofany ofthe following affecting the data subject-

(a) any sexually-transmitted diseases;
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(b) Human Irnmunodeficieucy Virus Infection;

(c) mental disorder;

(d) substance abuse and addiction.

17. The provision of treatment to the individual for or in respect of-
(a) the donation or receipt of a human egg or human spenn; or

O) any coutraceptive operation or procedure or abortion;

18. Any of the following-
(a) the donation and removal of any organ from the body of the deceased individual

for the purpose ofits transplartation into the body ofanother individual;

(b) the donation and removal of any specified organ from the individual, being a
living organ donor, for the purpose of its kansplantation into the body of another
individual;

(c) the transplantation ofany organ mentioned in paragraph (a) or (b) into th€ body
of the individual.

19. The suicide or attempted suicide of the individual.

20. Domestic abuse, child abuse or sexual abuse involving or alleged to involve
the data subject.

21. Any of the following-
(a) information that the individual is or had been adopted pursuant to an adoption

order made under the Children Act No 8 of 2001, or is or had been the subject
ofan application for an adoption order;

(b) the identiry of the natural father or mother of the data subj ect;

(c) the identity of the adoptive father or mother of the subject;

(d) the identity of any applicant for an adoption order;

(e) the identity of any person whose consent is necessary uader that Act for au
adoption order to be made, whether or not the court has dispensed with the
consent ofthat person in accordance with that Act.
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THIRD SCHEDULE (r.50 (l))
DATA PROTECTION IMPACT ASSESSMENT.TEMPLATE

Part I: Description ofthe processing operations

Name of Data Controller/ Data Processors:

felephone Number:

Postal Address:

Email Address:

l. Project Name

2. Assess the need for Data Impact Assessment

iAssess whether there is need for DPIA by determining if project involves personal data
;hat is likely to result in high risk, speciff risk where appropriate)

broadly what the project aims to achieve and what type of processing
volves)

4. Personal data

(e.g Upe ofpersonal data data being processed.)

5. Describe the Information Flow.

Describe the collection, use and deletion of personal data here, including; where you are
getting the datafrom; how is the data being collected; where the data will be stored; hov
long will the data be stored; where data could be transfened lo; and, how manl
individuals are likely to be allected by the project.

6. Describe how the data processing flow complies with the data protection
rrinciples- .)
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Part2: Anassessmentofthenecessityandproportionalityoftheprocessingoperationsin
relation to the purpose.

Require the assessment and provide the parameters of the assessment.

Describe compliance and proportionality, measures, in particular:

The lawful basis for processing

Methods of obtaining of consent.

Whether processing personal data is key to
achieving your purpose?

Is there another way to achieve the same
outcome without processing personal data?

Data quality and data minimization

Notification of the data subjects on the
processing activity

Exercising ofthe rights ofthe data subjects

The parties are involved in the processing and
their specific roles

Measures to ensure compliance by the parties
involved, if any

Processing safeguard ofthe personal data

Safeguard prior to and Cross border tansfers, if
any
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Part 3: The measures envisaged for addressing the risks and the safeguards, security

measures and mechanisms to ensure the protection of personal data and to demonstrate

compliance with the Data Protection Act

Risk Assessment - Identifring Privacy Risks and Evaluating Privacy Solutions

Rrrf
and

Identity

Description

Consequenc
e

Rrsk
Owner

Cuftent
internal
CONTROLS
(provide
details oJ

will
the

how you
manage

"isk)

Assessment ol Risk Describe what
further ACTIONS
you will take to
reduce the
(mpact/Likelihoo
d and mitigate the
risk
Stale who is the
risk owner for
each action

vI
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O69+
=6
-g .{

+
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ITEM DESCRIPTION NOTES/INSTRUCTIONS

Consultation with Offi ce

of the Data Protection
Commissioner (where
rpplicable)

Ihis DPIA will be kept
lnder review by:
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Part 5: Sign Of and Record Outcomes

Made on the 7th December, 2021
JOE MUCHERU,

Cabinet Secretary, Ministry of Information,
Communication, Technologt, Innovation and Youth Affairs.

LEGALNoTIcENo.264

THE DATA PROTECTIONACT

(No.24 of 2019)

THE DATA PROTECTION (COMPLAINTS HANDLING AND ENFORCEMENT
PROCEDTJRES) REGIJLATIONS, 202 I
ARRANGEMENT OF REGI.]LATIONS

Regulation

PART I_PRELIMINARY

l-Citation.
2-Interpretation.

3---Object and purpose ofthe Regulations.

PART II-PROCEDIIRE FOR LODGING, ADMISSION AND RESPONSE TO
COMPLAINTS

4-LodginC of a complaint.

$-Register of complaints.

6-Admission of a complaint.

7-Discontinuation of a complaint.

8-Withdrawal of a complaint.

9-Joint consideration of complaints.

lG-Language. (
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ll-Notification of a complaint
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l4--Outcome of investigation.
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I 5-Negotiation, mediation or conciliation.

PART III-ENFORCEMENT PROVISIONS

I 6-Issuance of enforcement notice.

l7-Service of enforcement notice.

l8-Review of enforcement notice.

19-Appeals against enforcement notice.

2O-Issuance of penalty notice.

2l-Enforcement of penalty notice.

SCHEDULE
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THE DATA PROTECTION ACT, 2OI9

(No.24 of 2019)

IN EXERCISE of the powers conferred by section 7l of Data
Protection Act, 2019, the Cabinet Secretary for lnformation,
Communications, Technology, Innovation and Youth Affairs makes the
following Regulations-

THE DATA PROTECTION (COMPLAINTS HANDLING
PROCEDURE AND ENFORCEMENT) REGULATIONS, 2021

PART I-PRELIMINARY

l. These Regulations may be cited as the Data Protection
(Complaints Handling Procedure and Enforcement) Regulations, 202 l.

2. In these Regulations, unless the context otherwise requires -
"Act" means Data Protection Act, 2019;

"complainant" means a data subject or a person who has
lodged a complaint pursuant to regulation 4;

"Data Commissioner" means the person appointed under
section 6 of the Act;

"Office" means the office of the Data Protection Commissioner;

"enforcement notice" means a notice issued by the Data
Commissioner under regulation 16;

"penalty" means a penalty imposed by a penalty notice;

'penalty notice" means a notice issued by the Data
Commissioner under regulation 20;

"respondent" means a person against whom a complaint is
lodged; and

"summons" means an order of the Data Commissioner, in
writing, directing a person to appear before the Office.

3. The object and purpose of these Regulations is to-
(a) facilitate a fair, impartial,just, expeditious, proportionate and

affordable determination of complains lodged with the Data
Commissioner in accordance with the Act and these
Regulations, without undue regard to technicalities of
procedure;

(b) provide for issuance ofenforcement notices as contemplated
under sectiou 58 ofthe Act;

(c) provide for issuance of issuance of penalty notices as

contemplated under section 62 of the Act;

(d) provide for the procedure for hearing and determining of
complaints; and

(e) provide for the resolution of complaints lodged with the Data
Commissioner by means of alternative dispute resolution
mechanisms as specified under section 9(1) (c) of the Act.

Citation.

Intcrprctation.

No.24 of20l9.

Objrct ud purposo of
thc Rcgulatim.
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PART II-PROCEDURE FOR LODGING, ADMISSION AND
RESPONSE TO COMPLAINTS

4. (l) Pursuant to section 56 of the Act, a data subject or any
person aggrieved on any matter under the Act may lodge a complaint
with the Data Commissioner.

(2) A complaint lodged under sub-regulation (l) may be lodged
in Form DPC I set out in the Schedule-

(a) orally, subject to section 56(3) ofthe Act;

(b) through electronic means, including email, web
posting, complaint management information system; or

(c) by any other appropriate means.

(3) A complaint under sub-regulation (l) may be lodged-
(a) by the complainant in person;

(b) by a person acting on behalfofthe complainant;

(c) by any other person authorized by law to act on behalf
ofa data subject; or

(d) anonymously.

(4) The Data Commissioner shall acknowledge receipt of the
complaint within seven days of receipt of the complaint under sub-
regulation (l).

(5) The complaint under sub-regulation (1) shall be lodged free of
charge.

5. (l) The Data Commissioner shall keep and maintain an up to
date Register of Complaints.

(2) An entry into the register of complaints shall state the
particulars of the complainant and the complaint filed with the Data
Commissioner.

(3) The Data Commissioner shall protect the identity of the
complainant where the request to protect the identity is sought by the
complainant.

6. (l) The Data Commissioner shall undertake a preliminary
review of a complaint, upon receipt of the complaint by the Office.

(2) The Data Commissioner may, upon undertaking a preliminary
review of the complaint-

(a) admit the complaint;

(b) where applicable, advise the complainaut in writing that the
matter is not within the mandate of the Data Commissioner;
or

(c) advise the complainant that the matter lies for determination
by another body or institution and refer the complainant to
that body or institution.

(3) Despite sub-regulation (2), the Data Commissioner may

Ildging ofa
complaiat.

Rcgistcr of
complaints.

Admision of
comploiot.
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decline to admit a complaint where the complaint does not raise any
issue under the Act.

(4) Upon admission of a complaint, the Data Commissioner
may-

(a) conduct an inquiry into the complaint;

(b) conduct investigations;

(c) facilitate mediation, conciliation ornegotiation in accordance
with the Act and these Regulations; or

(d) use any other mechanisms to resolve the complaint.

(5) Where a complaint is declined for admission under sub-
regulation (3), the complaint may be re-admitted within six months
from the date of decline, where the complaint raises new issues for
determination under the Act,

(6) A complaint under sub-regulation (5) shall be lodged in
accordance with regulation 4.

7. (l) The Data Commissioner may discontinue an existing
complaint in Form DPC 2 set out in the Schedule, where-

(a) a complaint does not merit firther consideration; or

(b) a complainant refuses, fails or neglects to communicate
without justifiable cause.

(2) The Data Commissioner shall provide the reasons for
discontinuation on any of the grounds specified under sub-regulation
(l) (a) or (b) and shall, in writing, notiff the complainant and
respondent within fourteen days from the date the decision to
discontinue a complaint is made.

(3) A complainant may, where a complaint has been discontinued
pursuant to these Regulations, re-institute a complaint upon providing
grounds for the restitution to the Data Commissioner.

8. (l) A complaint may be withdrawn at any stage during its
consideration but before a determination is made.

(2) A complainant may, at any time during the consideration of a
complaint lodged pursuant to regulation 4 and before its determination,
withdraw the complaint.

(3) An application for a withdrawal under sub-regulation (l) shall
be in Form DPC 2 set out in the Schedule.

(4) A withdrawn complaint under sub-regulation (l) may be re-
lodged, within six months from the date of withdrawal of such
complaint.

(5) A complaint reJodged under this regulation shall be
processed in accordance with the provisions of this Part.

9. (l) Where two or more complaints are lodged in which similar
issues are raised against a respondent, the Data Cornmissioner may
with the consent of the complainants-

Dimntinution of a
complaint

Withdmwal of a
complaint.

Joint couidcmtiotr of
complaiots.
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(a) consolidate the complaints and make a determination; or

(b) treat one complaint as a test complaint and stay further
action on the other complaints pending resolution of the test
complaint.

(2)The Data Commissioner shall, with necessary modifications,
apply the decision of a test complaint to all the complaints stayed under
sub-regulation (l )(b).

(3) The Data Commissioner shall, in writing, communicate to the
complainants and all the parties the decision made under this
regulation.

(4) Where complaints are consolidated in accordance with this
regulation, the complaint shall be treated as a single complaint and
shall be determined in accordance with the provisions of these
Regulations.

10. (l) Proceedings before the Office shall be conducted i1 Language.

Kiswahili, English or Kenyan Sign Language.

(2) The Office may ensure that a pafiy who cannot speak, hear
or understand the language of proceedings receives the services of an
interpreter provided for by the Office.

11. (1) Upon admission of a complaint, the Data Commissioner
shall notify the respondent of the complaint lodged against him, in
Form DPC 3 set out in the Schedule and shall require the respondent to
within twenty-one days 

-
(a) make representations and provide any relevant material or

evidence in support of its representations;

(b) review the complaint with a view of summarily resolving the
complaint to the satisfaction of the complainant; or

(c) provide a response with the required information.

(2) Where a respondent does not take any action as contemplated
under sub-regulation (l), the Data Commissioner shall proceed to
determine the complaint in accordance with the Act and these
Regulations.

(3) The notice referred to under sub-regulation (l) shall speciff
options available to resolve a complaint including determining the
complaint through altemative dispute resolution mechanisms specified
in the Act and these Regulations.

12. (l) Where it appears to the Data Commissioner, or by
an application by either the complainant or the respondent, that it is
necessary that a person becomes a party to a complaint, the Data
Commissioner may order that person to be enjoined as a party.

(2) A person who has sufficient interest in the outcome of a

complaint may apply to the Office for leave to be enjoined in the
proceedings prior to the hearing ofthe complaint.

(3) An application under sub-regulation (l) shall include 
-

Notification ofa
complaint to thc
rEspondcnt.

Joinder ofparties.
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(a) the names of the parties to which that application relates;

(b) the name and address for service of ttre person wishing to be
enjoined;

(c) the grounds the applicant relies on to be enjoined;

(d) a copy of any relevant document in support of the
application; and

(e) the reliefsought.

13. (1) In investigating a complaint, the Data Commissioner
may, subject to section 57 of the Act-

(a) issue sunmons in Form DPC 4 set out in the Schedule
requiring the attendance of any person at a specified date,
time and place for examination;

(b) examine any person in relation to a complaint;

(c) administer an oath or affirmation on any person during the
proceedings;

(d) require any person to produce any document or information
from a person or institution; and

(e) on obtaining warrants from the court, enter into any
establishment or premises and conduct a search and may
seize any material relevaut to the investigation,

(2) Upon completion of the investigation, the Data Cornmissioner
shall prepare an investigation report.

(3) In conducting investigations under this regulation, the Data
Commissioner shall be guided by the provisions of the Fair
Administrative Action Act, 201 5.

14. (l) The Data Commissioner shall, upon the conclusion of the
investigations, make a determination based on the findings of the
investigations.

(2) A determination under sub-regulation (l) shall be in writing
and shall state-

(a) the nature of the complaint;

(b) a summary of the relevant facts and evidence adduced;

(c) the decision and the reasons for the decision;

(d) the remedy to which the complainant is entitled; and

(e) any other relevant matter.

(3) The remedies contemplated under sub-regulation (2) (d) may
include-

(a) issuance of an enforcement notice to the respondent in
accordance with the Act and these Regulations;

(b) issuance of a penalty notice imposing an administrative fine

Inwstigatiom of a
omplaint.

No. 4 of20l5.

Outmmc of
invcstigation.
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where a respondent fails to comply with the enforcement
notice;

(c) dismissal of the complaint where it lacks merit;

(d) recommendation for prosecution; or

(e) an order for compensation to the data subject by the
respondent.

( ) The Data Commissioner shall within seven days from the date
of such determination, communicate the decision under sub-regulation
(3) to the parties, in writing.

(5) The decision of the Data Commissioner made under these
Regulations shall be-

(a) binding on the parties; and

(b) shall be enforced as an order ofthe Court.

15. (l) Where the complaint is to be determined through
negotiations, mediation or conciliation, the provisions of these
Regulations shall apply.

(2)Where parties to a complaint agree to negotiation, mediation
or conciliation, the Data Commissioner may in consultation with the
parties facilitate the process.

(3) During the negotiations, mediation or conciliation, the Data
Commissioner may apply such procedures as may, in the interest of the
parties, deem appropriate in the circumstances.

(4) At the conclusion of the negotiations, mediation or
conciliation process, the parties shall sign a negotiation, mediation or
conciliation agreement in the manner specified in Fomr DPC 5 set out
in the Schedule.

(5) A negotiation, mediation or conciliation agreement entered
into under this regulation shall be deemed to be a determination of the
Data Commissioner, and shall be enforceable as such.

(6) Despite this regulation, a party to dispute who is subiect to a

negotiation, mediation or conciliation may withdraw from the
proceedings at any stage and shall noti& the Data Commissioner and
other parties of such withdrawal within seven days from the date of
making such a decision.

(7) Parties to a dispute shall take all reasonable measures to
amicably determine a dispute and act in good faith.

(8) Where the complaint is not determined through negotiation,
mediation or conciliation, the Data Commissioner shall proceed to
determine the complaint as provided for in the Act and these
Regulations.

PART III-ENFORCEMENT PROVISIONS

16. (l) The Data Commissioner may pursuant these Regulations
or section 58 of the Act issue an enforcement notice.

Negotiation,

mcdiation or
conciliation.

lssuucc of
cnforccmcnt nolicc-
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(2) An enforcement notice shall speciff the consequences of
failure to comply with the notice including issuance of a penalty notice
as provided under section 62 (1) ofthe Act.

17. (l) An enforcement notice shall be deemed to have been
duly served on the concemed person where-

(a) an electronic copy of enforcement notice is sent to the
concerned person's last used email address; or

(b) the enforcement notice is posted or physically delivered to
the registered offices of the concerned person, in the absence
of ao elechonic address.

(2) The enforcement notice shall take effect from the date of
service specified under sub-regulation (l).

18, (l) A person to whom an enforcement notice is given may Rcvicwof

apply in Form DPC 6 set out in the Schedule to the Data Commissioner cnfotcmcntnoticc'

for a review ofthe enforcement notice.

(2) An application under sub-regulation (l) may be made -
(a) before the end of the period specified in the enforcement

notice; and

(b) on the ground that-
(i) a change of circumstances or new facts have arisen; or

(ii) one or more of the provisions of that notice need not be
complied with in order to remedy the failure identified
in the notice.

19. Subject to sections 58 (2) (d) and 64 of the Act, a person
may before the lapse of thirty days from the date of service of the
enforcement notice, appeal to the High Court against a decision arising
out ofthe enforcement ofthe notice.

20. (l) The Data Commissioner shall, where any of the
circumstances specified under section 62 of the Act and these
Regulations arises, issue a penalty notice for each breach identified in
the enforcement notice.

(2) A penalty notice shall contain-
(a) the name and address ofthe concerned person, to whom it is

addressed;

O) the reasons why the Data Commissioner proposes to impose
the penalty and the amount thereof;

(c) an administrative fine imposed as contemplated under
section 63 of the Act;

(d) details of how the penalty is to be paid; and

(e) details of the rights of appeal under section 64 of the Act.

(3) The administrative fine levied under sub-regulation (2)(c)
shall consider each individual case and have due regard to factors or
reasons outlined under section 62 (2) ofthe Act.

Scryie of u
cnfomcnt Boticc.
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(4) A penalty notice may impose a daily fine of not more rh'n ten
thousand shillings for each breach identified until the breach is
rectified.

(5) The daily fine imposed under sub regulation (4) shall be
managed in accordance with section 67 of the Act and the Public
Finance |yfanagement Act, 2012.

21. The Data Commissioner shall enforce or take action to Bnrmmatof
recover a penalty- pcnaltynoticc.

(a) upou the lapse of the period specified in the penalty notice
for payment of the penalty;

(b) on the frnal determinatiou ofany appeal against thc penalty
notice; or

(c) on the lapse ofthe period given to appeal against the penalty.
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SCIIEDTILE

FORM DPC I (r. a (2)(a)

COMPLAINT STJBMISSION FORM

Signature Date

Note

* If the space providedfor in this Form is inadequate, submit information as an annex.

* Ifyou have supporting documents to substantiate your claim, please annex copies to
thrs Form.

* The information submitted will be treated with the upmost confidentiality.

A. PARTICULARS OF THE COMPLAINANT/ REPRESENTATTYE

Iull Names

!{ational Identifi cation Card
{umber/ Passport Number

Contact information

(Phone number/ email address)

B. PARTICULARS OF THE COMPLAINT

Describe your complaint;

lndicate to whom the complaint is against;

When did you become aware of the alleged breach

C. REMEDYSOUGHT

Explain the remedy you are seekiug for the alleged breach;

D. Which other steps have you already taken in relation to the Complaint, if any

State any other institution contacted over the complaint, if any
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FORM DPC 2 (r. 7(l) & r.8(3))

REQI,EST TO DISCONTINUE OR WITHDRAW A COMPLIAI\T.I

Signature Date

Note:

*If the space providedfor in this Form is inadequate, submit information as an Annexure
to thisform
*Ifyou have supporting documents to substantiateyour claim, please annex copies to this
Form.

tThe information submitted will be treated with the upmost conJidentiality.

A. NATUREOFREQUEST

Mark the appropriate the box with an "x"

Request for:

DISCONTINUATION WITHDRAWAL

B. PARTICULARS OF THE COMPLAINANT/ REPRESENTATIVE

Full names

lational Identification Card Number/
?assport Number

Contact Information

(Phone Number/ Email Address)

C, NATURE OF THE COMPLATNT

Complaint Number/Reference
Number

D. STATE REASON FOR WITHDRAWAL/DISCONTINUATION OF
COMPLAINT
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FORMDPC (r.11 (1)

Date

Notification of a complaint to the Respondcnt

Signature

Details of the Respondeut

Full names

Complaints Register entry
number

Emsil
address

Details of the Complainant

Full Namcs

National Identifi cation
CardNumber/ Passport
Number

Contact information

Particulars of the Complaint

Representations to be made to the Data Commissioner by:
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FORM DPC 4 (r.13 (l) (a))

. SummoDs to Enter Appearancc

OFFICE OF THE DATA PROTECTION COMMISSIONER

COMPLAINTNO.

Complainant

AGAINST

Respondent

TO:

WHEREAS the above-named Complainant has instituted a Complaint against you, the
Respondent particulars of which are set out in the copy of Complaint annexed herewith.

YOU ARE HEREBY REQUIRED to attend to the Olficc of the Data Commissioner on

Yenue) At
_(Tine) (ar/pm)

Should you fail to attend to the above mentioncd summons, you may bc liable to an
offence under section 57 of the Data Protection Act, 2019.

Dated.. ........20.....

Data Commissioner

OF

)

)

Person required to attend
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Form DPC 5 G. ls (a))

ALTERNATIVE DISPUTE RESOLUTION SETTLEMENT AGREEMENT

The undcreigped parties, on this _ day of
following settlement of

, have agreod to the
concemingtheir dispute

.and hereby memorializo such agreemcnt according to
the following temrs:

The Settlcment Agrcement is binding on the parties and is admissible in court for
caforccmont purposes.

In order to facilitate the above-specified terms of settlement the parties fiuther agree that
on or before the day of 20- they will

Respondent:

Complainant:

Signature Date

Rcepoodent:

Signature Date
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Form DPC 6 G. r8 (1))

REVIEW OF ENFORCEMENT NOTICE

Note:

*Ifthe space providedfor in this Form is inadequate, submit information as an Annex to
this Form

*Ifyou have supporting documents to subslantiate your claim, please annex copies to this
Form.

*The information submitted will be treated with the upmost confidentiality.

Made on the 7th December,Z0Zl.

JOE MUCHERU,
Cabinet Secretary, Ministry of Information,

Communications, Technologt, Innova.tion and Youth Alfairs.

A. PARTICULARS OF THE PERSON ISSUED WITH THE ENFORCEMENT
NOTICE

Full Names

Registration Number/ Identification Number

3ontact information

iPhone number/ email address)

B. REFERENCE NUMBER OF THE ENFORCEMENT NOTICE

C. GROT'NDS FOR REVIEW OF THE ENFORCEMENT NOTICE

(tick as appropriate)

(D Change of circumstances or ne\r
facts have arisen; or

(iD One or more of the provisions ol
that notice need not be

complied with in order tc
remedy the failure identified in
the notice.
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7-Processing of an application for registration.
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THE DATA PROTECTION ACT

(No.24 of20t9)

IN EXERCISE of the powers conferred by section 7 I of the Data
Protection Act, 2019, the Cabinet Secretary for Information,
Communication, Technology, Innovation and Youth Affairs, makes the
following Regulations-

THE DATA PROTECTION (REGISTRATION OF DATA
CONTROLLERS AND DATA PROCESSORS) REGULATIONS,

202t

l. (l) These Regulations may be cited as the Data Protection
(Registration of Data Controllers and Data Processors) Regulations,
2021.

(2) The provisions of these Regulations shall come into effect six
months from the date of publication.

2. In these Regulations, unless the context otherwise requires-

"Act" means the Data Protection Act, 2019;

"Data Commissioner" means t}re person appointed under section
6 of the Act;

"data controller" has the meaning assigned to it under the Act;

"data processor" has the meaning assigned to it under the Act;

"register" has the meaning assigned to it under the Act;

"Office" has the meaning assigned to it under the Act;

"establishment documents" include-
(a) a Statute, Charter or statutory instrument in which a body is

established;

(b) registration certificate;

(c) trust deeds in which a trust has been established; and

(d) other inskuments by which a body is established including
its goveming and administrative structure.

3. (l) These Regulations provide for the procedure for
registration of data controllers and data processors as provided under
section I 8 of the Act.

(2) These Regulations shall not apply to civil registration entities
specified under the Data Protection (Civil Registration) Regulations,
2020.

Citstion ud
@mencmcnt.

Intcrpretation
No.24 of2019.

Scopc ofRegulatiotrs.

L.N. No. 100 of2020.

4, (l) Subject to regulation 13 (l), every data controller and data Rcquircmcnrrfor

processoi siiall be require-d to registerin accordance with the provisions rcgistration'

of the Act and these Regulations.

(2) For purposes ofregishation, a person shall register as a-
(a) data controller, where the person determines the purpose

and means for processing personal data; or
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(b) data processor, where the person processes personal data on
behalf of the data controller but excludes employees of the
data confroller and has-
(i) a contractual relationship with the data controller; aod

(ii) no decision making power on the purpose and means
of processing personal data.

(3) Despite sub-regulation (2) (a), a data controller may apply for
registration as both a data confroller and a data processor with regards
to any processing operations and shall be required to pay the requisite
fees applicable for both a data controller and a data processor thereto.

(4) Despite sub-regulation (2) (b), where a data processor
processes personal data other than as instructed by the data controller,
thedata processor shall be considered to be a data contoller in respect
ofthat processing activity, for purposes ofassessing liability.

5. (l) An application for registration ofa data controller or data
processor shall-

(a) be in Form DPRI set out in the First Schedule; and

(b) be accompanied by the registration fees specified in the
Second Schedule.

(2) An application for registration under sub-regulation (l) shall
be accompanied by-

(a) a copy of the establishment documents;

(b) particulars of the data controllers or data processors
including name and contact details;

(c) a description of the purpose for which personal data is
processed; and

(d) a description irfcategories ofpersonal data being processed.

6. (l) A state deparhent or county department shall regilter and
pay the fees on behalf of their respective entities.

(2) The entities referred to under sub-regulation (l) shall be the
public entities at national or county government which-

(a) operates within a state department or county department;

ft) is wholly funded from the Consolidated Fund; aud

(c) provides a public service.

(3) The fees paid by the state department or county department
under sub-regulation (l) shall cater for the specified entities registered
under the concerned state departnrent or county department.

(4) Despite this regulation, a State Corporation or a County
Corporation shall be required to register as a data controller or a data
processor in respect oftheir processing activity, in the manner specified
under these Regulations.

Applietion for
rcgirtrrtion.

P8)mcnt of
rcgistratioo fer by
rpeiEcd public
bodiq.
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7.The Data Commissioner shall undertake a verification process
of the details provided in the application for registration.

8.Where the Data Commissioner is satisfied that the applicant
fulfills the requirements for registration under these Regulations, the
Data Commissioner shall, within fourteen days-

(a) issue the applicant with a certificate of regiskation for the
duration specified under regulation 9; and

(b) enter the particulars of the successful applicant in the
register.

9. A certificate ofregistratiou issued under regulation 8 (a) shall
be valid for a period of twenty-four months from the date of issuance.

10. (l) Where the Data Commissioner declines to approve an
application for registration, the Data Commissioner shall within
twenty-one days from the date ofsuch decision-

(a) notify, in writing, the applicant of the refusal; and

(b) provide reasons for such refusal.

(2) The Data Commissioner may decline to grant an application
for registration, where thc-

(a) particulars provided for inclusion in an entry in the register
are insuflicient;

(b) appropriate safeguards for the protection of the privacy of
the data subject have not been provided by the data
controller or a data processor; or

(c) the data controller or data processor is in violation of any
provisions of the Act and these Regulations.

(3) A data controller or data processor whose application for
registration has been declined under these Regulations may make a
fresh application upon complying with the requirements specified in the
refusal notice.

(4) An application under sub-regulation (3) shall be processed as
any other application and in the manner specified under these
Regulations.

ll. (l) Pursuant to section 20 of the Act, a registered data
controller or data processor shall apply for a renewal ofregistation as a
data controller or data processor, after the expiry of the certificate of
regishation.

(2) An application for renewal of a certificate of registration shall
be-

(a) made in Form PR 2 set out in the First Schedule; and

(b) accompanied by the appropriate renewal fee specified in the
Second Schedule.

(3) The Data Commissioner shall, upon receipt of the application,

Prm*sing ofau
applicatiotr for
rcgistration.

Apprcvrl md
issMcc of certifiote
o f rcgistr8tiotr.

Dmtion of ccrtiEstc
of rcgistration.

Rcfusal of
rcgistntion.

Reacwsl of
rcgirtralion.
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and where satisfied that the applicant complies with the requirements
for registration, renew the certificate ofregistration.

(4) Despite sub-regulation (2), where renewal is for a distinct
purpose or categories of data other than that for which the data
controller or data processor had been registered for, the Data
Commissioner shall undertake a verification process in the manner
provided under regulation 7.

12. (1) Where the Data Commissioner declines to renew an
application for registration, the Data Commissioner shall within
twenty-one days from the date ofsuch decision-

(a) notify, in writing, the applicant of the refusal; and

(b) provide reasons for such refusal.

(2) The provisions of regulation l0 shall, with necessary
modifications, apply where refusal to renew notice is to be or has been
issued.

13. (l) Forpurposes ofthis regulation-

"revenue" means the total income of profit-making data
controllers or data processors for the year immediately preceding the
year ofregistration;

"turnover" means the utilized annual budget of non-profit making
data controllers or data processo$ for the year immediately preceding
the year of registration;

"non-profit making data controller or data processors" means an
entity whose core mandate excludes the generation of profit and
includes non-govenrmental organizations, charitable and religious
institutions, multi-lateral agencies or civil society organizations.

(2) A data controller or data processor is exempt from mandatory
registration under these Regulations where the data controller or data
processor-

(a) has an annual hmover of below five million shillings or
annual revenue of below five million shillings; and

(b) has less than ten employees.

(3) Despite the provisions of sub-regulation (2), the data
controller and data processor exempt under sub-regulation (2) shall be
required to comply with the provisions of the Part IV and Part VI of the
Act.

(4) The exemption provided under sub-regulation (l) shall not
apply to a data controller or data processor whose annual turnover is
below five million shillings and processes personal data for the
purposes specified under the Third Schedule.

(5) The data controllers and data processors contemplated under
sub-regulation (2), shall be required to undertake mandatory
registration in accordance with Part III of the Act and these
Regulations.

Rcfiral ofrcncwal.

Excmption from
mmdatory
rcgisFrtioo.
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14. (l) Subject to section 2l of the Act, the Data Commisslelsl Rogistcr.

shall keep and maintain an up to date register which shall contain-
(a) the names and particulars of registered data controllers and

data processors;

(b) categories of personal data being processed by the data
conhollers and data processors;

(c) the address of the principal places of business of the data
controllers and data processors;

(d) where applicable, details ofdataprotection officers; and

(e) any other relevant particular.

(2) The Office shall, once every thirty days, publish on the
official website a list ofregistered data conhollers or data processors.

15. (1) Subject to section 19(2) of the Act, a data controller or chmscofparticulus.

data processor shall, within fourteen days of the occurrence of any
changes in the particulars of a data controller or a data processor, noti$
the Data Commissioner in writing.

(2) The Data Commissioner shall, on receiving the notification
make the necessary changes on the register, where necessary.

(3) The Data Commissioner may prior to making any change on
the register, request for any necessary documents or proofthereof.

(4) A data controller or data processor who contravenes this
regulation commits an offence and shall, on conviction, be liable to the
penalty specified under section 73 of the Act.

16. (l) Subject to section 22 of the Act, the Data Commissioner
may cancel a certificate of registration or vary the conditions for
registration, where -

(a) the data controller or data processor applies for cancellation
or variation;

(b) the Data Commissioner establishes that the data controller or
data processor provided false or misleading information in
relation to any registration particulars; or

(c) the data controller or data processor willfully or negligently,
fails to comply with provisions of the Act and any
Regulations made thereunder.

(2) The Data Commissioner shall, before cancelling or varying
the conditions of registration, be guided by the provisions of the Fair
Administrative Actions Act, 2015.

17. An application made under these Regulations shall be
submitted through electronic means provided for on the Office website.

18. A data controller or a data processor who-
(a) processes personal data without registering in accordance

with these Regulations;

Canccllation or
vuiation of
rcgistrstion.

No. 4 of20l5.

Elwtronic
rcgistration.

Offcnccs.
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(b) provides false or misleading information for the purpose of
registration; or

(c) fails to renew a certificatc of registration and continues to
process personal data after the expiry ofthe certificate,

commits an offence and shall, upon conviction, be liable to
penalty specified under section 73 of the Act.
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FIRST SCHEDULE

FORM DPR I (r.5(l(a))

REGISTRATION FORM FOR DATA CONTROLLERS AND DATA PROCESSORS

SECTION I - BASIC
DETAILS

Indicate if you are registering as a

Data Controller Data Processor

Name:

Postal

Address:

felephone

!,lumber:

Email

Address:

3ounty:

Countr:

Sector:

-.egal establishment:

For

public

body:

(Specify the state department or county

department)
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SECTION 3 -SENSITIVE PERSONAL DATA
Applicable( ) NotApplicable( )

If , please fill in the below details, otherwise please proceed to section 4

SECTION 2_ PERSONAL DATA
personal data being processed and the

of
vanous subsets

CATEGORY OF
A SUBJECTS

employee,
client, students,
supplier,
shareholder etc

DESCRIPTIONOF
PERSONAL DATA TO BE

PROCESSED
(E.g. name, address,
Identification number etc.)

OF

, Know Your
(KYC),

for payroll,

Please select the type(s) of
sensitive categories of personal

data you process

Specify purpose(s) for processing sensitive personal

data:

Racial or ethnic origin

Political opinion or adherence

Religious or philosophical beliefs

Mfiital status and family details

Physical or mental health or
condition

Sexual orientation, practices or
preferences

biometric data
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SECTION 4_TRANSFER OF DATA OUTSIDE KENYA
Applicable( ) otApplicable( )

If applicable, please fill in the below details, otherwise please proceed to section 5.

List the country/(ies)

SECTION 5 - MEASURES FOR PROTECTION OF PERSONAL DATA
No tdentify risks to personal data

(8.g. unauthorized
access/disclosure, theft, etc.)

lafeguards, security measures and mechanisms
mplemented to protect personal data (E.g.
{.ccess control, visitors' logbook, privacy policy,
nformation security policy, etc.)

I
2

3

4

5

SECTION 6: NUMBER OF EMPLOYEES (INDICATE BY TICKINC)
Organization with l-9 employees

Organization with 10-49 employees

Organization with 50-99 employees

Organization with more than 99 employees

SECTION 7: PREVIOUS YEAR ANNUAL TTIRNOVER (INDICATE BY TICKING)
Organization has less than KES 2,000,000

annual turnover

Organization has KES 2,000,000-5,000,000

annual turnover

Organization has KES 5,000,000-

10,000,000 annual turnover

Organization has KES 10,000,000-

50,000,000 annual turnover

Organization with more than KES

50,000,000 annual turnover

I certify that the particulars provided are correct and complete and hereby apply to be
registered as Data Controller or a data Processor.

Signature:

N
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FORMDPR 2 (r. 1l (2Xa))

RENEWAL FORM FOR DATA CONTROLLERS AND DATA PROCESSORS

lndicate if you are registering as a-

Data Controller Data Processor

SECOND SCHEDIILE

Fees charged by office(r. 5(2Xb)

SECTION I _ BASIC DETAIIS
Name:

Postal Address:

Ielephone Number:

Bmail Address:

3ountry:

Sector

Legal Establishment

3or public body:

,Specrfy the state departrnent or count,

tepartnent)

TECTION 2: DISTINCT PURPOSE

whether renewal is for a distinct purpose or categories of data other thaa that

forhad beenthe data controller or data

Category Description Registrationfee in
Kshs. per Data

C ontro ll er/P ro c es s or)
bavable Once)

Renewalfee in Kshs.
per Data

C on tr o I I er/ P ro c es s o r)
fafter everv 2 vears)

Micro and
Small Data
Controllers
/Processors

A data controller/ processor
with between I and 50
employees and an annual
tumover/revenue of a

maximum of Kshs 5Million 4.000 2.000
Medium
Data
Controllers
/Processors

A data controller/ processor

with between 5l aod 99
employees and an annual
turnover/revenue of between
Kshs 5,000,001 and
maximum of rihs
50.000.000 16.000 9.000

Large Data
Controllers
/Processors

Data controller/processor
with more than 99
employees and an annual
turnover/revenue of more
than Kshs 5OMillion 40.000 25.000
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Public
enlities

Data
offering

(Regardless

of employees
functions

4.000 2.000
Chaities
and
Religious
entitles

controller or
offering charity

functions

4.000 2,000
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THIRD SCHEDULE

THRESHOLDSFORMANDATORYREGISTRATION (r. l3(j)
A data contoller or data processor processing personal data for the following

purposes shall register as a data controller or a data processor as provided for under these
Regulations-

l. Canvassing political support among the electorate.

2. Crime prevention andprosecution ofoffenders (including operating security
CCTV systems).

3. Gambling.

4. Operating an educational institution.

5. Health administration and provision of patient care.

6. Hospitality industry firrns but excludes tour guides.

7. Properly management including the selling of land.

8. Provision offinancial services.

9. Telecommunications network or service providers.

10. Businesses that are wholly or mainly in direct marketing.

I l. Transport services firms (including online passenger hailing applications)

12. Businesses that process genetic data.

Made on the 7th Decembe4?O?l

JOE MUCHERU,
Cabinet Secretary, Ministry of Information,

Communication, Technologt, Innovotion and Youth Alfairs.

PRINTED AND PUBLISHED BY T}IE GOVERNMENT PRINTER, NAIROBI
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NO.24 0F 2019

DATA PROTECTION ACT

[Dafe of assent: 9th November, 2019.1

lDate of commencement: 25th November, 2019.1

AN ACT of Parliament to give effect to Article 31(c) and (d) of the Constitution;
to establish the Office of the Data Protection Commissioner; to make
provision for the regulation of the processing of personal data; to provide
for the rights of data subjects and obligations of data controllers and
processors; and for connected purposes

[Act No.24ot2019.1

PART I_ PRELIMINARY

1. Short title

This Act may be cited as the Data Protection Act, 2019.

2. lnterpretation

ln this Act, unless the context otherwise requires-

"anonymisation" means the removal of personal identifiers from personal
data so that the data subject is no longer identifiable;

"biometric data" means personal data resulting from specific technical
processing based on physical, physiological or behavioural characterisation
including blood typing, flngerprinting, deoxyribonucleic acid analysis, earlobe
geometry, retinal scanning and voice recognition;

"Cabinet Secretary" means the Cabinet Secretary responsible for matters
relating to information, communication and technology;

"consent" means any manifestation of express, unequivocal, free, specific
and informed indication of the data subject's wishes by a statement or by a
clear affirmative action, signifying agreement to the processing of personal data
relating to the data subject;

"data" means information which-
(a) is processed by means of equipment operating automatically in

response to instructions given for that purpose;

(b) is recorded with intention that it should be processed by means of
such equipment;

(c) is recorded as part of a relevant filing system;
(d) where it does not fall under paragraphs (a), (b) or (c), forms part

of an accessible record; or
(e) is recorded information which is held by a public entity and does

not fall within any of paragraphs (a) to (d).

"Data Commissioner" means the person appointed under section 6;

"data controller" means a natural or legal person, public authority, agency
or other body which, alone or jointly with others, determines the purpose and
means of processing of personal data;

7
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"data processor" means a natural or legal person, public authority, agency
or other body which processes personal data on behalf of the data controller;

"data subject" means an identified or identifiable natural person who is the
subject of personal data;

"encryption" means the process of converting the content of any readable
data using technical means into coded form;

"filing system" means any structured set of personal data which is readily
accessible by reference to a data subject or according to specific criteria,
whether centralised, decentralised or dispersed on a functional or geographical
basis;

"health data" means data related to the state of physical or mental health
of the data subject and includes records regarding the past, present or future
state of the health, data collected in the course of registration for, or provision
of health services, or data which associates the data subject to the provision
of specific health services;

"identifiable natural person" means a person who can be identified directly
or indirectly, by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific
to the physical, physiological, genetic, mental, economic, cultural or social or
social identity;

"national security organs" has the meaning assigned to it under Article
239 of the Constitution;

"Office" means the office of the Data Protection Commissioner;

"person" has the meaning assigned to it under Article 260 of the
Constitution;

"personal data" means any information relating to an identified or
identifiable natural person;

"personal data breach" means a breach of security leading to the
accidental or unlawful destruction, loss, alteration, unauthorised disclosure of,
or access to, personal data transmitted, stored or otherwise processed;

"processing" means any operation or sets of operations which is performed
on personal data or on sets of personal data whether or not by automated
means, such as

(a) collection, recording, organisation, structuring;
(b) storage, adaptation or alteration;
(c) retrieval, consultation or use;
(d) disclosure by transmission, dissemination, or othenvise making

available; or
(e) alignment or combination, restriction, erasure or destruction.

"profiling" means any form of automated processing of personal data
consisting of the use of personal data to evaluate certain personal aspects
relating to a natural person, in particular to analyse or predict aspects
concerning that natural person's race, sex, pregnancy, marital status, health
status, ethnic social origin, colour, age, disability, religion, conscience, belief,

8
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culture, dress, language or birth; personal preferences, interests, behaviour,
Iocation or movements;

"pseudonymisation" means the processing of personal data in such
a manner that the personal data can no longer be attributed to a specific
data subject without the use of additional information, and such additional
information is kept separately and is subject to technical and organisational
measures to ensure that the personal data is not attributed to an identified or
identifiable natural person;

"register" means the register kept and maintained by the Data
Commissioner under section 21;

"restriction of processing" means the marking of stored personal data
with the aim of limiting their processing in the future;

"sensitive personal data" means data revealing the natural person's race,
health status, ethnic social origin, conscience, belief, genetic data, biometric
data, property details, marital status, family details including names of the
person's children, parents, spouse or spouses, sex or the sexual orientation of
the data subject; and

"third Party" means natural or legal person, public authority, agency or
other body, other than the data subject, data controller, data processor or
persons who, under the direct authority of the data controller or data processor,
are authorised to process personal data.

3. Object and purpose of this Act

The object and purpose of this Act is -(a) to regulate the processing of personal data;

(b) to ensure that the processing of personal data of a data subject is
guided by the principles set out in section 25;

(c) to protect the privacy of individuals;

(d) to establish the legal and institutional mechanism to protect personal
data;and

(e) to provide data subjects with rights and remedies to protect their
personal data from processing that is not in accordance with this Act.

4. Application

This Act applies to the processing of personal data-
(a) entered in a record, by or for a data controller or processor, by making

use of automated or non-automated means:

Provided that when the recorded personal data is processed by non-automated
means, it forms a whole or part of a filing system;

(b) by a data controller or data processor who-
(i) is established or ordinarily resident in Kenya and processes

personal data while in Kenya; or

(ii) not established or ordinarily resident in Kenya, but processing
personal data of data subjects located in Kenya.
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PART II- ESTABLISHMENT OF THE OFFICE
OF DATA PROTECTION COIVIUISSIONER

5. Establishment of the Office
(1) There is established the office of the Data Protection Commissioner which

shall be a body corporate with perpetual succession and a common seal and shall
in its corporate name, be capable of-

(a) suing and being sued;
(b) taking, purchasing or otherwise acquiring, holding, charging or

disposing of movable and immovable property;

(c) entering into contracts; and

(d) doing such other legal acts necessary for the proper performance of
the functions of the Office.

(2) The Office is designated as a State Office in accordance with Article 260
(q) of the Constitution.

(3) The Office shall comprise the Data Commissioner as its head and
accounting officer, and other staff appointed by the Data Commissioner.

(4) The Office shall ensure reasonable access to its services in all parts of the
Republic.

(5) The Data Commissioner shall in consultation with the Cabinet Secretary,
establish such directorates as may be necessary for the better carrying of the
functions of the Office.

6. Appointment of the Data Commissioner
(1) The Public Service Commission shall, whenever a vacancy arises in the

position of the Data Commissioner, initiate the recruitment process.

(2) The Public Service Commission shall, within seven days of being notified
of a vacancy under subsection (1), invite applications from persons who qualify for
nomination and appointment for the position of the Data Commissioner.

(3) The Public Service Commission shall within twenty-one days of receipt of
applications under subsection (2)-

(a) consider the applications received to determine their compliance with
this Act;

(b) shortlistqualifiedapplicants;
(c) publish and publicise the names of the applicants and the shortlisted

applicants;

(d) conduct interviews of the shortlisted persons in an open and
transparent process;

(e) nominate three qualified applicants in the order of merit for the position
of Data Commissioner; and

(f) submit the names of the persons nominated under paragraph (e) to
the President.

( ) The President shall nominate and, with approval of the National Assembly,
appoint the Data Commissioner.

7. Qualifications of Data Commissioner
(1) A person shall be qualified for appointment as the Data Commissioner if

that person-
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(a) holds a degree from a university recognized in Kenya in-
(i) data science;
(ii) law;

(iii) information technology; or
(iv) any other related field;

(b) has knowledge and relevant experience of not less than ten years;

(c) meets the requirements of Chapter Six of the Constitution; and

(d) holds a master's degree.

(2) The Data Commissioner shall be appointed for a single term of six years
and shall not be eligible for a reappointment.

8. Functions of the Office
(1) The Office shall-

(a) oversee the implementation of and be responsible for the enforcement
of this Act;

(b) establish and maintain a register of data controllers and data
processors;

(c) exercise oversight on data processing operations, either of own
motion or at the request of a data subject, and verify whether the
processing of data is done in accordance with this Act;

(d) promote self-regulation among data controllers and data processors;

(e) conduct an assessment, on its own initiative of a public or private
body, or at the request of a private or public body for the purpose
of ascertaining whether information is processed according to the
provisions of this Act or any other relevant law;

(f) receive and investigate any complaint by any person on infringements
of the rights under this Act;

(g) take such measures as may be necessary to bring the provisions of
this Act to the knowledge of the general public;

(h) carry out inspections of public and private entities with a view to
evaluating the processing of personal data;

(i) promote international cooperation in matters relating to data
protection and ensure country's compliance on data protection
obligations under international conventions and agreements;

O undertake research on developments in data processing of personal
data and ensure that there is no significant risk or adverse effect of
any developments on the privacy of individuals; and

(k) perform such other functions as may be prescribed by any other law
or as necessary for the promotion of object of this Act.

(2) The Office of the Data Commissioner may, in the performance of its
functions collaborate with the national security organs.

(3) The Data Commissioner shall act independently in exercise of powers and
carrying out of functions under this Act.

9. Powers of the Office
(1) The Data Commissioner shall have power to-
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(a) conduct investigations on own initiative, or on the basis of a complaint
made by a data subject or a third party:

(b) obtain professional assistance, consultancy or advice from such
persons or organisations whether within or outside public service as
considered appropriate ;

(c) facilitate conciliation, mediation and negotiation on disputes arising
from this Act;

(d) issue summons to a witness for the purposes of investigation;
(e) require any person that is subject to this Act to provide explanations,

information and assistance in person and in writing;

(f) impose administrative fines for failures to comply with this Act;
(S) undertake any activity necessary for the fulfilment of any of lhe

functions of the Office; and

(h) exercise any powers prescribed by any other legislation.

(2) The Data Commissioner may enter into association with other bodies or
organisations within and outside Kenya as appropriate in furtherance of the object
of this Act.

10. Delegation by the Data Commissioner

The Data Commissioner may, subject to such conditions as the Data
Commissioner may impose, delegate any power conferred under this Act or any
other written law to a regulator established through an Act of Parliament

11. Vacancy in the Office of the Data Commissioner

The Office of the Data Commissioner shall become vacant, if the Data
Commissioner-

(a) dies;

(b) resigns from office by notice in writing addressed to the President;
(c) is convicted of an offence and sentenced to imprisonment for a term

exceeding six months without the option of a fine;

(d) is removed from office on the grounds of-
(i) inability to perform the functions of office arising from mental or

physical infirmity,

(ii) non-compliance with Chapter Six of the Constitution;
(iii) bankruptcy;

(iv) incompetence; or

(v) gross misconduct.

12. Removal of the Data Commissioner
(1) A person desiring the removal of Data Commissioner on any ground

specified under section 11(d) may present a complaint to the Public Service
Commission setting out the alleged facts constituting that ground.

(2) Subject to Article 47 of the Constitution, the Public Service Commission
shall consider the complaint and, if satisfied that the complaint discloses a ground
under section 11(d), shall-

(a) investigate the matter expeditiously;
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(b) report on the facts; and

(c) make a recommendation to the Cabinet Secretary.

(3) Prior to any action under sub-section (2), the Data Commissioner shall be-
(a) informed, in writing, of the reasons for the intended removal; and

(b) offered an opportunity to put in a defence against any such

allegations.

13. Staff of the Office

The Data Commissioner shall in consultation with the Public Service

Commission, appoint such number of staff as may be necessary for the proper and

efficient discharge of the functions under this Act or any other relevant law.

14. Remuneration of the Data Commissioner and staff

The Data Commissioner and staff of the Office shall be paid such remuneration
or allowances as the Salaries and Remuneration Commission may advise,

15. Oath of office

The Data Commissioner shall take the oath set out in the First Schedule on

appointment.

1 6. Confidentiality agreement

The Data Commissioner, or any staff of the Office, shall not, unless with lav'rful

authority, disclose any information obtained for the purposes of this Act'

17. Protection from personal liability

The Data Commissioner or any staff of the Office shall not be held liable for

having performed any of their functions in good faith and in accordance with this

Act.

PART III- REGISTRATION OF DATA

CONTROLLERS AND DATA PROCESSORS

18. Registration of data controllers and data processors

(1) Subject to sub-section (2), no person shall act as a data controller or data
processor unless registered with the Data Commissioner.

(2) The Data Commissioner shall prescribe thresholds required for mandatory
registration of data controllers and data processors, and in making such

determination, the Data Commissioner shall consider-
(a) the nature of industry;

(b) the volumes of data Processed;
(c) whether sensitive personal data is being processed; and

(d) any other criteria the Data Commissioner may specify.

19. Application for registration
(1) A data controller or data processor required to register under section 18

shall apply to the Data Commissioner.

(2) An application under sub-section (1) shall provide the following particulars-

(a) a description of the personal data to be processed by the data

controller or data processor;
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(b) a description of the purpose for which the personal data is to be
processed;

(c) the category of data subjects, to which the personal data relates;
(d) contact details of the data controller or data processor;
(e) a general description of the risks, safeguards, security measures and

mechanisms to ensure the protection of personal data;
(f) any measures to indemnify the data subject from unlawful use of data

by the data processor or data controller; and
(s) any other details as may be prescribed by the Data commissioner.

(3) A data controller or data processor who knowingly supplies any false or
misleading detail under sub-section ('l)commits an offence.

(4) The Data Commissioner shall issue a certificate of registration where a data
controller or data processor meets the requirements for registration.

(5) A data controller or data processor shall notify the Data Commissioner of a
change in any particular outlined under subsection (2).

(6) on receipt of a notification under sub-section (5), the Data commissioner
shall amend the respective entry in the Register.

(7) A data controller or data processor who fails to comply with the provisions
of this section commits an offence.

20. Duration of the registration certificate

A registration certificate issued under section 19 shall be valid for a perrod
determined at the time of the application after taking into account the need for the
certificate, and the holder may apply for a renewal of the certificate after expiry of
the certificate.

21. Register of data controllers and data processors
(1) The Data Commissioner shall keep and maintain a register of the registered

data controllers and data processors
(2) The Data commissioner may, at the request of a data controller or data

processor, remove any entry in the register which has ceased to be applicable.
(3) The register shall be a public document and available for inspection by any

person.

(4) A person may request the Data commissioner for a certified copy of any
entry in the register.

22. Cancellation or variation of the certificate

The Data commissioner may, on issuance of a notice to show cause, vary terms
and conditions of the certificate of registration or cancel the registration where-

(a) any information given by the applicant is false or misleading; or
(b) the holder of the registration certificate, without lawful excuse, fails to

comply with any requirement of this Act.

23. Compliance and audit

The Data commissioner may carry out periodical audits of the processes and
systems of the data controllers or data processors to ensure compliance with this
Act.
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24. Designation of the Data Protection Officer

(1) A data controller or data processor may designate or appoint a data
protection officer on such terms and conditions as the data controller or data
processor may determine, where-

(a) the processing is carried out by a public body or private body, except
for courts acting in their judicial capacity;

(b) the core activities of the data controller or data processor consist of
processing operations which, by virtue of their nature, their scope
or their purposes, require regular and systematic monitoring of data
subjects; or

(c) the core activities of the data controller or the data processor consist
of processing of sensitive categories of personal data.

(2) A data protection officer may be a staff member of the data controller or
data processor and may fulfil other tasks and duties provided that any such tasks
and duties do not result in a conflict of interest.

(3) A group of entities may appoint a single data protection officer provided that
such officer is accessible by each entity.

(4) Wrere a data controller or a data processor is a public body, a single data
protection officer may be designated for several such public bodies, taking into
account their organisational structures.

(5) A person may be designated or appointed as a data protection officer, if
that person has relevant academic or professional qualifications which may include
knowledge and technical skills in matters relating to data protection.

(6) A data controller or data processor shall publish the contact details of
the data protection officer on the website and communicate them to the Data
Commissioner who shall ensure that the same information is available on the
official website.

(7) A data protection officer shall-
(a) advise the data controller or data processor and their employees on

data processing requirements provided under this Act or any other
written law;

(b) ensure on behalf of the data controller or data processor that this Act
is complied with;

(c) facilitate capacity building of staff involved in data processing
operations;

(d) provide advice on data protection impact assessment; and

(e) co-operate with the Data Commissioner and any other authority on
matters relating to data protection.

PART IV _ PRINCIPLES AND OBLIGATIONS
OF PERSONAL DATA PROTECTION

25. Principles of data protection

Every data controller or data processor shall ensure that personal data is-
(a) processed in accordance with the right to privacy of the data subject;

(b) processed lawfully, fairly and in a transparent manner in relation to
any data subject;
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(c) collected for explicit, specified and legitimate purposes and not further
processed in a manner incompatible with those purposes;

(d) adequate, relevant, limited to what is necessary in relation to the
purposes for which it is processed;

(e) collected only where a valid explanatlon is provided whenever
information relating to family or private affairs is required;

(f) accurate and, where necessary, kept up to date, with every
reasonable step being taken to ensure that any inaccurate personal
data is erased or rectified without delay;

(g) kept in a form which identifies the data subjects for no longer than is
necessary for the purposes which it was collected; and

(h) not transferred outside Kenya, unless there is proof of adequate data
protection safeguards or consent from the data subject.

26. Rights of a data subject

A data subject has a right-
(a) to be informed of the use to which their personal data is to be put;
(b) to access their personal data in custody of data controller or data

processor;

(c) to object to the processing of all or part of their personal data;
(d) to correction of false or misleading data; and
(e) to deletion of false or misleading data about them.

27. Exercise of rights of data subjects

A right conferred on a data subject may be exercised-
(a) where the data subject is a minor, by a person who has parental

authority or by a guardian;

(b) where the data subject has a mental or other disability, by a person
duly authorised to act as their guardian or administrator; or

(c) in any other case, by a person duly authorised by the data subject.

28. Collection of personal data
(1) A data controller or data processor shall collect personal data directly from

the data subject.

(2) Despite sub-section (1), personaldata may be collected indirectly where-
(a) the data is contained in a public record;
(b) the data subject has deliberately made the data public;
(c) the data subject has consented to the collection from another source;
(d) the data subject has an incapacity, the guardian appointed has

consented to the collection from another source:
(e) the collection from another source would not prejudice the interests

of the data subject;
(f) collection of data from another source is necessary-

(i) for the prevention, detection, investigation, prosecution and
punishment of crime;

(ii) for the enforcement of a law which imposes a pecuniary
penalty; or
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(iii) for the protection of the interests of the data subject or another
person.

(3) A data controller or data processor shall collect, store or use personal data
for a purpose which is lav'rful, specific and explicitly defined.

29. Duty to notify

A data controller or data processor shall, before collecting personal data, in so
far as practicable, inform the data subject of-

(a) the rights of data subject specified under section 26;

(b) the fact that personal data is being collected;

(c) the purpose for which the personal data is being collected;
(d) the third parties whose personal data has been or will be transferred

to, including details of safeguards adopted;

(e) the contacts of the data controller or data processor and on whether
any other entity may receive the collected personal data;

(f) a description of the technical and organizational security measures
taken to ensure the integrity and confidentiality of the data;

(g) the data being collected pursuant to any law and whether such
collection is voluntary or mandatory; and

(h) the consequences if any, where the data subject fails to provide all or
any part of the requested data.

30. Lawful processing of personal data
(1) A data controller or data processor shall not process personal data, unless-

(a) the data subject consents to the processing for one or more specified
purposes; or

(b) the processing is necessary-
(i) for the performance of a contract to which the data subject is a

party or in order to take steps at the request of the data subject
before entering into a contract;

(ii) for compliance with any legal obligation to which the controller
is subject;

(iii) in order to protect the vital interests of the data subject or
another natural person,

(iv) for the performance of a task carried out in the public interest
or in the exercise of official authority vested in the controller;

(v) the performance of any task carried out by a public authority,

(vi) for the exercise, by any person in the public interest, of any
other functions of a public nature;

(vii) for the legitimate interests pursued by the data controller or data
processor by a third party to whom the data is disclosed, except
if the processing is unwarranted in any particular case having
regard to the harm and prejudice to the rights and freedoms or
legitimate interests of the data subject; or

(viii) for the purpose of historical, statistical, journalistic, literature
and art or scientific research.

17



No.24 ot 2019
Data Protection

(2) Further processing of personal data shall be in accordance with the purpose
of collection.

(3) A data controller who contravenes the provisions of sub-section (1) commits
an offence.

31. Data protection impact assessment
(1) Where a processing operation is likely to result in high risk to the rights and

freedoms of a data subject, by virtue of its nature, scope, context and purposes,
a data controller or data processor shall, prior to the processing, carry out a data
protection impact assessment.

(2) A data protection impact assessment shall include the following-
(a) a systematic description of the envisaged processing operations and

the purposes of the processing, including, where applicable, the
legitimate interest pursued by the data controller or data processor;

(b) an assessment of the necessity and proportionality of the processing
operations in relation to the purposes;

(c) an assessment of the risks to the rights and freedoms of data subjects;
(d) the measures envisaged to address the risks and the safeguards,

security measures and mechanisms to ensure the protection of
personal data and to demonstrate compliance with this Act, taking into
account the rights, and legitimate interests of data subjects and other
persons concerned.

(3) The data controller or data processor shall consult the Data Commissioner
prior to the processing if a data protection impact assessment prepared under this
section indicates that the processing of the data would result in a high risk to the
rights and freedoms of a data subject.

(4) For the purposes of this section, a "data protection impact assessment"
means an assessment of the impact of the envisaged processing operations on
the protection of personal data.

(5) The data impact assessment reports shall be submitted sixty days prior to
the processing of data

(6) The Data Commissioner shall set out guidelines for carrying out an impact
assessment under this section.

32. Conditions of consent
(1) A data controller or data processor shall bear the burden of proof for

establishing a data subject's consent to the processing of their personal data for
a specified purpose.

(2) Unless otherwise provided under this Act, a data subject shall have the right
to withdraw consent at any time.

(3) The withdrawal of consent under sub-section (2) shall not affect the
Iawfulness of processing based on prior consent before its withdrawal.

(4) ln determining whether consent was freely given, account shall be taken of
whether, among others, the performance of a contract, including the provision of
a service, is conditional on consent to the processing of personal data that is not
necessary for the performance of that contract.
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33. Processing of personal data relating to a child
(1) Every data controller or data processor shall not process personal data

relating to a child unless-
(a) consent is given by the child's parent or guardian; and
(b) the processing is in such a manner that protects and advances the

rights and best interests of the child.

(2) A data controller or data processor shall incorporate appropriate
mechanisms for age verification and consent in order to process personal data of
a child.

(3) Mechanisms contemplated under sub-section (2) shall be determined on
the basis of-

(a) availabletechnology;

(b) volume of personaldata processed;

(c) proportion of such personal data likely to be that of a child;

(d) possibility of harm to a child arising out of processing of personal data;
and

(e) such other factors as may be specified by the Data Commissioner.

(4) A data controller or data processor that exclusively provides counselling or
child protection services to a child may not be required to obtain parental consent
as set out under sub-section (1).

34. Restrictions on processing

(1) A data controller or data processor shall, at the request of a data subject,
restrict the processing of personal data where-

(a) accuracy of the personal data is contested by the data subject, for a
period enabling the data controller to verify the accuracy of the data;

(b) personal data is no longer required for the purpose of the processing,
unless the data controller or data processor requires the personal data
for the establishment, exercise or defence of a legal claim;

(c) processing is unlawful and the data subject opposes the erasure of
the personal data and requests the restriction of their use instead; or

(d) data subject has objected to the processing, pending verilication
as to whether the legitimate interests of the data controller or data
processor overrides those of the data subject.

(2) \Mere processing of personal data is restricted under this section-
(a) the personal data shall, unless the data is being stored, only be

processed with the data subject's consent or for the establishment,
exercise or defence of a legal claim, the protection of the rights of
another person or for reasons of public interest; and

(b) the data controller shall inform the data subject before withdrawing
the restriction on processing of the personal data.

(3) The data controller or data processor shall implement mechanisms to
ensure that time limits established for the rectification, erasure or restriction of
processing of personal data, or for a periodic review of the need for the storage of
the personaldata, is observed.
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35. Automated individual decision making
(1) Every data subject has a right not to be subject to a decision based solely on

automated processing, including profiling, which produces legal effects concerning
or significantly affects the data subject.

(2) Sub-section (1) shall not apply where the decision is-
(a) necessary for entering into, or performing, a contract between the data

subject and a data controller;
(b) authorised by a law to which the data controller is subject and which

lays down suitable measures to safeguard the data subject's rights,
freedoms and legitimate interests; or

(c) based on the data subject's consent.

(3) Where a data controller or data processor takes a decision, which produces
legal effects or significantly affects the data subject based solely on automated
processing-

(a) the data controller or data processor must, as soon as reasonably
practicable, notify the data subject in writing that a decision has been
taken based solely on automated processing; and

(b) the data subject may, after a reasonable period of receipt of the
notification, request the data controller or data processor to-
(r) reconsider the decision; or
(ii) take a new decision that is not based solely on automated

processrng.

(4) A data controller or data processor, upon receipt of a request under sub-
section (3), shall within a reasonable period of time -(a) consider the request, including any information provided by the data

subject that is relevant to it;
(b) comply with the request; and
(c) by notice in writing inform the data subject of-

(i) the steps taken to comply with the request; and
(ii) the outcome of complying with the request.

(5) The Cabinet Secretary may by Regulations make such further provision
to provide suitable measures to safeguard a data subject's rights, freedoms and
legitimate interests in connection with the taking of decisions based solely on
automated processing.

36. Objecting to processing

A data subject has a right to object to the processing of their personal data,
unless the data controller or data processor demonstrates compelling legitimate
interest for the processing which overrides the data subject's interests, or for the
establishment, exercise or defence of a legal claim.

37. Commercial use of data
(1) A person shall not use, forcommercial purposes, personal data obtained

pursuant to the provisions of this Act unless the person-
(a) has sought and obtained express consent from a data subject; or
(b) is authorised to do so under any written law and the data subject has

been informed of such use when collecting the data from the data
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subject.

(2) A data controller or data processor that uses personal data for commercial
purposes shall, where possible, anonymise the data in such a manner as to ensure
that the data subject is no longer identifiable.

(3) The Cabinet Secretary, in consultation with the Data Commissioner, may
prescribe practice guidelines for commercial use of personal data in accordance
with this Act.

38. Right to data portability
(1) A data subject has the right to receive personaldata concerning them in a

structured, commonly used and machine-readable format.

(2) A data subject has the right to transmit the data obtained under sub-section
(1), to another data controller or data processor without any hindrance.

(3) Vlhere technically possible, the data subject shall have the right to have the
personal data transmitted directly from one data controller or processor to another.

(4) Where data controller or data processor declines to comply with a request
under sub-section (3), the Data Commissioner may make a determination on the
technical capacity of the data controller or data processor.

(5) The right under this section shall not apply in circumstances where-
(a) processing may be necessary for the performance of a task carried

out in the public interest or in the exercise of an official authority; or
(b) it may adversely affect the rights and freedoms of others.

(6) A data controller or data processor shall comply with data portability
requests, at reasonable cost and within a period of thirty days.

(7) ffiere the portability request is complex or numerous, the period under
sub-section (6) may be extended for a further period as may be determined in
consultation with the Data Commissioner.

39. Limitation to retention of personal data

(1) A data controller or data processor shall retain personal data only as long
as may be reasonably necessary to satisfy the purpose for which it is processed
unless the retention is-

(a) required or authorised by law;

(b) reasonably necessary for a lawful purpose;

(c) authorised or consented by the data subject; or
(d) for historical, statistical, journalistic literature and art or research

purposes.

(2) A data controller or data processor shall delete, erase, anonymise or
pseudonymise personal data not necessary to be retained under sub-section ('1)

in a manner'as may be specified at the expiry of the retention period.

40. Right of rectification and erasure
(1) A data subject may request a data controller or data processor-

(a) to rectify without undue delay personal data in its possession or under
its controlthat is inaccurate, out-dated, incomplete or misleading; or

(b) to erase or destroy without undue delay personal data that the
data controller or data processor is no longer authorised to retain,
irrelevant, excessive or obtained unlaMully.
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(2) Where the data controller has shared the personal data with a third party for
processing purposes, the data controller or data processor shall take all reasonable
steps to inform third parties processing such data, that the data subject has
requested-

(a) the rectification of such personal data in their possession or under
their control that is inaccurate, out-dated, incomplete or misleading; or

(b) the erasure or destruction of such personal data that the data
controller is no longer authorised to retain, irrelevant, excessive or
obtained unlawfully.

(3) Where a data controller or data processor is required to rectify or erase
personal data under sub-section (1), but the personal data is required for the
purposes of evidence, the data controller or data processor shall, instead of erasing
or rectifying, restrict its processing and inform the data subject within a reasonable
time.

41. Data protection by design or by default
(1) Every data controller or data processor shall implement appropriate

technical and organisational measures which are designed-
(a) to implement the data protection principles in an effective manner; and

(b) to integrate necessary safeguards for that purpose into the
processing.

(2) The duty under subsection (1) applies both at the time of the determination
of the means of processing the data and at the trme of the processing.

(3) A data controller or data processor shall implement appropriate technical
and organisational measures for ensuring that, by default, only personal data which
is necessary for each specifrc purpose is processed, taking into consideration-

(a) the amount of personal data collected;

(b) the extent of its processing;

(c) the period of its storage;

(d) its accessibility; and

(e) the cost of processing data and the technologies and tools used.

(a) To give effect to this section, the data controller or data processor shall
consider measures such as-

(a) to identify reasonably foreseeable internal and external risks to
personal data under the person's possession or control;

(b) to establish and maintain appropriate safeguards against the
identified risks;

(c) to the pseudonymisation and encryption of personal data;

(d) to the ability to restore the availability and access to personal data in
a timely manner in the event of a physical or technical incident;

(e) to verify that the safeguards are effectively implemented; and

(f) to ensure that the safeguards are continually updated in response to
new risks or deficiencies.

42. Particulars of determining organisational measures
(1) ln determining the appropriate measures referred to in section 41, in

particular, where the processing involves the transmission of data over an
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information and communication network, a data controller shall have regard te-
(a) the state of technological development available;

(b) the cost of implementing any of the security measures;

(c) the special risks that exist in the processing of the data; and
(d) the nature of the data being processed.

(2) \Mere a data controller is using the services of a data processor -(a) the data controller shall opt for a data processor who provides
sutficient guarantees in respect of organisational measures for the
purpose of complying with section 41(1); and

(b) the data controller and the data processor shall enter into a written
contract which shall provide that the data processor shall act only on
instructions received from the data controller and shall be bound by
obligations of the data controller.

(3) Where a data processor processes personal data other than as instructed
by the data controller, the data processor shall be deemed to be a data controller
in respect of that processing.

(4) A data controller or data processor shall take all reasonable steps to ensure
that any person employed by or acting under the authority of the data controller or
data processor, complies with the relevant security measures.

43. Notification and communication of breach

(1) \Mere personal data has been accessed or acquired by an unauthorised
person, and there is a real risk of harm to the data subject whose personal data
has been subjected to the unauthorised access, a data controller shall-

(a) notify the Data Commissioner without delay, within seventy-two hours
of becoming aware of such breach; and

(b) subject to subsection (3), communicate to the data subject in writing
within a reasonably practical period, unless the identity of the data
subject cannot be established.

(2) \Mere the notification to the Data Commissioner is not made within seventy-
two hours, the notification shall be accompanied by reasons for the delay.

(3) Wrere a data processor becomes aware of a personal data breach, the
data processor shall notify the data controller without delay and where reasonably
practicable, within forty-eight hours of becoming aware of such breach.

( ) The data controller may delay or restrict communication referred to under
subsection (1)(b) as necessary and proportionate for purposes of prevention,
detection or investigation of an offence by the concerned relevant body.

(5) The notification and communication referred to under subsection (1) shall
provide sufficient information to allow the data subject to take protective measures
against the potential consequences of the data breach, including-

(a) description of the nature of the data breach;

(b) description of the measures that the data controller or data processor
intends to take or has taken to address the data breach;

(c) recommendation on the measures to be taken by the data subject to
mitigate the adverse effects of the security compromise;

(d) where applicable, the identity of the unauthorised person who may
have accessed or acquired the personal data; and
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(e) the name and contact details of the data protection officer where
applicable or other contact point from whom more information could
be obtained.

(6) The communication of a breach to the data subject shall not be required
where the data controller or data processor has implemented appropriate security
safeguards which may include encryption of affected personal data.

(7) Where and to the extent that it is not possible to provide all the information
mentioned in subsection (5) at the same time, the information may be provided in
phases without undue delay.

(8) The data controller shall record the following information in relation to a
personal data breach-

(a) the facts relating to the breach;

(b) its effects; and

(c) the remedial action taken.

'o 
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44. Processing of sensitive personal data

No category of sensitive personal data shall be processed unless section 25
applies to that processing.

45. Permitted grounds for processing sensitive personal data

\Mthout prejudice to section 44, sensitive personal data of a data subject may
be processed where-

(a) the processing is carried out in the course of legitimate activities with
appropriate safeguards by a foundation, associatlon or any other not-
for profit body with a political, philosophical, religious or trade union
aim and on condition that-
(i) the processing relates solely to the members of the body or to

persons who have regular contact with it in connection with its
purposes; and

(ii) the personal data is not disclosed outside that body without the
consent of the data subject.

(b) the processing relates to personal data which is manifestly made
public by the data subject; or

(c) processing is necessary for-
(i) the establishment, exercise or defence of a legal claim;

(ii) the purpose of carrying out the obligations and exercising
specific rights of the controller or of the data subject; or

(iii) protecting the vital interests of the data subject or another
person where the data subject is physically or legally incapable
of giving consent.

46. Personal data relating to health
(1) Personal data relating to the health of a data subject may only be

processed-
(a) by or under the responsibility of a health care provider; or
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(b) by a person subject to the obligation of professional secrecy under
any law.

(2) The condition under subsection (1) is met if the processing-
(a) is necessary for reasons of public interest in the area of public health;

or
(b) is carried out by another person who in the circumstances owes a duty

of confidentiality under any law.

47. Further categories of sensitive personal data
(1) The Data Commissioner may prescribe further categories of personal data

which may be classified as sensitive personaldata.

(2) Where categories of personal data have been specified as sensitive
personal data under subsection (1), the Data Commissioner may specify any
further grounds on which such specified categories may be processed, having
regard-

(a) to the risk of significant harm that may be caused to a data subject by
the processing of such category of personal data;

(b) to the expectation of confidentiality attached to such category of
personal data;

(c) to whether a significantly discernible class of data subjects may suffer
significant harm from the processing of such category of personal
data;and

(d) to the adequacy of protection afforded by ordinary provisions
applicable to personal data.

(3) The Data Commissioner may specify other categories of personal data,
which may require additional safeguards or restrictions.

PART VI _TRANSFER OF PERSONAL DATA OUTSIDE KENYA

48. Conditions for transfer out of Kenya

A data controller or data processor may transfer personal data to another
country only where-

(a) the data controller or data processor has given proof to the Data
Commissioner on the appropriate safeguards with respect to the
security and protection of the personal data;

(b) the data controller or data processor has given proof to the
Data Commissioner of the appropriate safeguards with respect to
the security and protection of personal data, and the appropriate
safeguards including ju risdictions with com mensu rate data protection
laws;

(c) the transfer is necessary-
(i) for the performance of a contract between the data subject and

the data controller or data processor or implementation of pre-
contractual measures taken at the data subject's request;

(ii) for the conclusion or performance of a contract concluded in the
interest of the data sub.lect between the controller and another
person;

(iii) for any matter of public interest;
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(iv) for the establishment, exercise or defence of a legal claim;

(v) in order to protect the vital interests of the data subject or of
other persons, where the data subject is physically or legally
incapable of giving consent; or

(vi) for the purpose of compelling legitimate interests pursued by
the data controller or data processor which are not overridden
by the interests, rights and freedoms of the data subjects.

49. Safeguards prior to transfer of personal data out of Kenya
(1) The processing of sensitive personal data out of Kenya shall only be

effected upon obtaining consent of a data subject and on obtaining confirmation
of appropriate safeguards.

(2) The Data Commissioner may request a person who transfers data to
another country to demonstrate the effectiveness of the security safeguards or the
existence of compelling legitimate interests.

(3) The Data Commissioner may, in order to protect the rights and fundamental
freedoms of data subjects, prohibit, suspend or subject the transfer to such
conditions as may be determined.

50. Processing through a data seryer or data centre in Kenya

The Cabinet Secretary may prescribe, based on grounds of strategic interests
of the state or protection of revenue, certain nature of processing that shall only be
effected through a server or a data centre located in Kenya.

PART VII- EXEMPTIONS

51 . General exemptions
(1) Nothing in this Part shall exempt any data controller or data processor from

complying with data protection principles relating to laMul processing, minimisation
of collection, data quality, and adopting security safeguards to protect personal
data.

(2) The processing of personal data is exempt from the provisions of this Act if-
(a) it relates to processing of personal data by an individual in the course

of a purely personal or household activity;

(b) if it is necessary for national security or public interest; or

(c) disclosure is required by or under any written law or by an order of
the court.

52. Journalism, literature and art
(1) The principles of processing personal data shall not apply where-

(a) processing is undertaken by a person for the publication of a literary
or artistic material;

(b) data controller reasonably believes that publication would be in the
public interest; and

(c) data controller reasonably believes that, in all the circumstances,
compliance with the provision is incompatible with the special
purposes.

(2) Subsection (1)(b) shall only apply where it can be demonstrated that the
processing is in compliance with any self-regulatory or issued code of ethics in
practice and relevant to the publication in question.
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(3) The Data Commissioner shall prepare a code of practice containing practical
guidance in relation to the processing of personal data for purposes of Journalism,
Literature and Art.

53. Research, history and statistics
(1) The further processing of personal data shall be compatible with the purpose

of collection if the data is used for historical, statistical or research purposes and the
data controller or data processor shall ensure that the further processing is carried
out solely for such purposes and will not be published in an identifiable form.

(2) The data controller or data processor shall take measures to establish
appropriate safeguards against the records being used for any other purposes.

(3) Personal data which is processed only for research purposes is exempt
from the provisions of this Act if-

(a) data is processed in compliance with the relevant conditions; and

(b) results of the research or resulting statistics are not made available in
a form which identifies the data subject or any of them.

( ) The Data Commissioner shall prepare a code of practice containing practical
guidance in relation to the processing of personal data for purposes of Research,
History and Statistics.

54. Exemptions by the Data Commissioner

The Data Commissioner may prescribe other instances where compliance with
certain provisions of this Act may be exempted.

55. Data-sharing code
(1) The Data Commissioner may issue a data sharing code which shall

contain-
(a) practical guidance in relation to the sharing of personal data in

accordance with the requirements of the data protection legislation;
and

(b) such other guidance as the Commissioner considers appropriate to
promote good practice in the sharing of personal data.

(2) The data sharing code under subsection (1) shall specify on the lawful
exchange of personal data between government departments or public sector
agencies.

PART VIII_ ENFORCEMENT PROVISIONS

56. Complaints to the Data Commissioner
(1) A data subject who is aggrieved by a decision of any person under this Act

may lodge a complaint with the Data Commissioner in accordance with this Act.

(2) A person who intends to lodge a complaint under this Act shall do so orally
or in writing.

(3) \Mrere a complaint made under subclause (1) is made orally, the Data
Commissioner shall cause the complaint to be recorded in writing and the complaint
shall be dealt with in accordance with such procedures as the Data Commissioner
may prescribe.

(4) A complaint lodged under subclause (1)shall contain such particulars as
the Data Commissioner may prescribe.
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(5) A complaint made to the Data Commissioner shall be investigated and
concluded within ninety days.

57. lnvestigation of complaints
(1) The Data Commissioner may, for the purpose of the investigation of a

complaint, order any person to-
(a) attend at a specified time and place for the purpose of being examined

orally in relation to the complaint;
(b) produce such book, document, record or article as may be required

with respect to any matter relevant to the investigation, which the
person is not prevented by any other enactment from disclosing; or

(c) furnish a statement in writing made under oath or on affirmation setting
out all information which may be required under the notice.

(2) \Mere material to which an investigation relates consists of information
stored in any mechanical or electronic device, the Data Commissioner may require
the person named to produce or give access to it in a form in which it can be taken
away and in which it is visible and legible.

(3) A person who, without reasonable excuse, fails or refuses to comply with
a notice, or who furnishes to the Data Commissioner any rnformation which the
person knows to be false or misleading, commits an offence.

58. Enforcement notices
(1) W'rere the Data Commissioner is satisfied that a person has failed, or is

failing, to comply with any provisron of this Act the Data Commissioner may serve
an enforcement notice on that person requiring that person to take such steps and
within such period as may be specified in the notice.

(2) An enforcement notice served under subsection (1) shall-
(a) specify the provision of this Act which has been, is being or is likely

to be, contravened;
(b) specify the measures that shall be taken to remedy or eliminate the

situation which makes it likely that a contravention will arise;
(c) specify a period which shall not be less than twenty-one days within

which those measures shall be implemented; and
(d) state any right of appeal.

(3) Any person who, without reasonable excuse, fails to comply with an
enforcement notice commits an offence and is liable on conviction to a fine not
exceeding five million shillings or to imprisonment for a term not exceeding two
years, or to both.

59. Power to seek assistance

For the purpose of gathering information or for any investigation under this Act,
the Data Commissioner may seek the assistance of such person or authority as
they deem fit and as is reasonably necessary to assist the Data Commissioner in
the discharge of their functions.

60. Power of entry and search

The Data Commissioner, upon obtaining a warrant from a Court, may enter and
search any premises for the purpose of discharging any function or exercising any
power under this Act.
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61. Obstruction of Data Commissioner

A person who, in relation to the exercise of a power conferred by section 9 -(a) obstructs or impedes the Data Commissioner in the exercise of their
powers;

(b) fails to provide assistance or information requested by the Data
Commissioner;

(c) refuses to allow the Data Commissioner to enter any premises or to
take any person with them in the exercise of their functions;

(d) gives to the Data Commissioner any information which is lalse or
misleading in any material aspect,

commits an offence and is liable on conviction to a fine not exceeding five million
shillings or to imprisonment for a term not exceeding two years, or to both.

62. Penalty notices

(1) lf the Data Commissioner is satisfied that a person has failed or is failing
as described in section 58, the Data Commissioner may issue a penalty notice
requiring the person to pay to the Office of the Data Commissioner an amount
specified in the notice.

(2) ln deciding whether to give a penalty notice to a person and determining
the amount of the penalty, the Data Commissioner shall, so far as relevant, have
regard-

(a) to the nature, gravity and duration of the failure;
(b) to the intentional or negligent character of the failure;

(c) to any action taken by the data controller or data processor to mitigate
the damage or distress suffered by data subjects;

(d) to the degree of responsibility of the data controller or data processor,
taking into account technical and organisational measures;

(e) to any relevant previous failures by the data controller or data
processor;

(f) to the degree of co-operation with the Data Commissioner, in order
to remedy the failure and mitigate the possible adverse effects of the
failure;

(g) to the categories of personal data affected by the failure;

(h) to the manner in which the infringement became known to the Data
Commissioner, including whether, and if so to what extent, the data
controller or data processor notified the Data Commissioner of the
failure;

(i) to the extent to which the data controller or data processor has
complied with previous enforcement notices or penalty notices;

0) to adherence to approved codes of conduct or certification
mechanisms;

(k) to any other aggravating or mitigating factor applicable to the case,
including financial benefits gained, or losses avoided, as a result of
the failure (whether directly or indirectly);

(l) to whether the penalty would be effective, proportionate and
dissuasive.
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63. Administrative fines

ln relation to an infringement of a provision of this Act, the maximum amount of
the penalty that may be imposed by the Data Commissioner in a penalty notice is
up to five million shillings, or in the case of an undertaking, up to one per centum
of its annual turnover of the preceding financial year, whichever is lower.

64. Right of appeal

A person against whom any administrative action is taken by the Data
Commissioner, including in enforcement and penalty notices, may appeal to the
High Court.

65. Compensation to a data subject
(1 ) A person who suffers damage by reason of a contravention of a requirement

of this Act is entitled to compensation for that damage from the data controller or
the data processor.

(2) Subject to subsection (1)-
(a) a data controller involved in processing of personal data is liable for

any damage caused by the processing; and
(b) a data processor involved in processing of personal data is liable for

damage caused by the processing only if the processor-
(i) has not complied with an obligation under the Act specifically

directed at data processors, or
(ii) has acted outside, or contrary to, the data controller's lawful

instructions.

(3) A data controller or data processor is not liable in the manner specified in
subsection (2) if the data controller or data processor proves that they are not in
any way responsible for the event giving rise to the damage.

(4) ln this section, "damage" includes financial loss and damage not involving
financial loss, including distress.

66. Preservation Order

The Data Commissioner may apply to a court for a preservation order for the
expeditious preservation of personal data including traffic data, where there is
reasonable ground to believe that the data is vulnerable to loss or modification.

PART IX - FINANCIAL PROVISIONS

67. Funds of the Office

The funds and assets of the Office shall consist of-
(a) monies allocated by the National Assembly for purposes of the Office;
(b) any grants, gifis, donations or other endowments given to the Otfice;

and

(c) such funds as may vest in or accrue to the Office in the performance
of its functions under this Act or any other written law.

68. Annual estimates
(1) At least three months before the commencement of each financial year,

the Data Commissioner shall cause to be prepared estimates of the revenue and
expenditure of the Office for that year.
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(2) The annual estimates shall make provision for allthe estimated expenditure
of the Office for the financial year concerned and in particular shall provide for-

(a) the payment of salaries, allowances and other charges in respect of
the staff of the Office;

(b) the payment of pensions, gratuities and other charges in respect of
retirement benefits which are payable out of the finances of the Office;

(c) the acquisition, maintenance, repair and replacement of the
equipment and other movable property of the Office;

(d) funding of training, research and development of activities of the
Office;

(e) the creation of such reserve funds to meet future or contingent
liabilities or in respect of such other matters as the Data Commissioner
may deem fit; and

(f) any other expenditure for the purposes of this Act.

(3) The annual estimates shall be submitted to the Cabinet Secretary for tabling
in the National Assembly.

69. Accounts and Audit

The annual accounts of the Office shall be prepared, audited and reported in
accordance with the provisions of Articles 226 and 229 of the Constitution, the
Public Finance Management Ac|,2012 (No. 18 of 2012), or any other law relating
to audit of public entities.

70. Annual reports
(1) The Data Commissioner shall, within three months after the end of each

financial year, prepare and submit to the Cabinet Secretary a report of the
operations of the Office for the immediately preceding year.

(2) The Cabinet Secretary shall submit the annual report before the National
Assembly within three months of receipt of the report under subsection (1).

(3) The annual report shall contain in respect of the year to which it relates-
(a) the financial statements and description of activities of the Office;

(b) such other statistical information as the Data Commissioner may
consider appropriate relating to the Data Commissioner's functions;

(c) the impact of the exercise of any of Data Commissioner's mandate
or function;

(d) any impediments to the achievements of the object and purpose of
this Act or any written law; and

(e) any other information relating to its functions that the Data
Commissioner may consider necessary.

PART X - PROVISIONS ON DELEGATED POWERS

71. Regulations
(1) The Cabinet Secretary may, make regulations generally for giving effect to

this Act, and for prescribing anything required or necessary to be prescribed by or
under this Act.

(2) Without prejudice to the generality of subsection (1), regulations made under
that subsection may provide for-
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(a) the requirements which are imposed on a data controller or data
processor when processing personal data;

(b) mechanisms of conducting certification program;

(c) the contents which a notice or registration by a data controller or data
processor should contain;

(d) information to be provided to a data subject and how such information
shall be provided;

(e) the levying of fees and taking of charges;

(f) the measures to safeguard a data subject's rights, freedoms and
legitimate interests;

(S) the processing of data through a data server or data centre in Kenya;

(h) issuing and approval of codes of practice and guidelines; or

(i) any other matter that the Cabinet Secretary may deem fit.

(3) For the purposes of Article 94 (6) of the Constitution-
(a) the purpose and objective of the delegation under this section is to

enable the Cabinet Secretary to make regulations for better carrying
into effect the provisions of this Act;

(b) the authority of the Cabinet Secretary to make regulations under this
Act will be limited to bringing into effect the provisions of this Act and
fulfilment of the objectives specified under this section.

(a) The principles and standards applicable to the delegated power referred to
under this Act are those found in-

(a) the Statutory lnstruments Act, 20'13 (No. 23 of 2013);

(b) the lnterpretation and General Provisions Act (Cap. 2);

(c) the general rules of international law as specified under Article 2 (5)
of the Constitution; and

(d) any treaty and convention ratified by Kenya under Article 2 (6) of the
Constitution.

PART XI- MISCELLANEOUS PROVISIONS

72. Offences of unlawful disclosure of personal data

(1) A data controller who, without lawful excuse, discloses personal data in
any manner that is incompatible with the purpose for which such data has been
collected commits an offence.

(2) A data processor who, without lawful excuse, discloses personal data
processed by the data processor without the prior authority of the data controller
commits an offence.

(3) Subject to subsection (4), a person who-
(a) obtains access to personal data, or obtains any information

constituting such data, without prior authority of the data controller or
data processor by whom the data is kept; or

(b) discloses personal data to third party, commit an offence.

(4) Subsection (3) shall not apply to a person who is an employee or agent of
a data controller or data processor acting within the scope of such mandate.

(5) A person who offers to sell personal data where such personal data has
been obtained in breach of subsection ('1 ) commits an offence.
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(6) For the purposes of subsection (5), an advertisement indicating that
personal data is or may be for sale constitutes an offer to sell the personal data.

73. General penalty

(1) A person who commits an offence under this Act for which no specific
penalty is provided or who otherwise contravenes this Act shall, on conviction, be
liable to a fine not exceeding three million shillings or to an imprisonment term not
exceeding ten years, or to both.

(2) ln addition to any penalty referred to in subsection (1), the Court may-
(a) order the forfeiture of any equipment or any article used or connected

in any way with the commission of an offence; or

(b) order or prohibit the doing of any act to stop a continuing
contravention.

74. Codes, guidelines and certification
(1) The Data Commissioner may, for the purpose of this Act -(a) issue guidelines or codes of practice for the data controllers, data

processors and data protection officers;

(b) offer data protection certification standards and data protection seals
and marks in order to encourage compliance of processing operations
with this Act;

(c) require certification or adherence to code of practice by a third party;

(d) develop sector specific guidelines in consultation with relevant
stakeholders in areas such as health, financial services, education,
social Protection and any other area as the Data Commissioner may
determine.

(2) A certification issued under this section shall not alter the responsibility of
the data controller or data processor for compliance with this Act.

75. Consequential amendments

The laws specified under the Second Schedule are amended in the manner
specified.

FIRST SCHEDULE

[Section 15.]

l, ................ make oath/solemnly affirm/declare
that I will faithfully and honestly fulfil my duties as the Data Commissioner in

conformity with the Data Protection Act and that I shall not, without the due authority
in that behalf, disclose or make known any matter or thing which comes to my
knowledge by reason of discharge of my duties.

Magistrate/Judge
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SECOND SCHEDULE
[Section 75.]

CONSEQUENTIAL AMENDMENTS

Protisiott -lmendment

Capital Nlarkets s. 1 1 (3 )

Act (Cap. 48-iAl

lli'inen Lar

Births and
Deaths Act
iCap 1{9)

Indepeudent
Electoral and
Boundaries
Conrn:.issiorr Act

s. i Add the follos'ing tle\\' snb-secticrn
inrmediateh'afte r subsection (-l )-

(l) The Register shall be
maintained in accordance s'ith the
princ'iple s of data prote ction set out
in the Data Protection Act.

Irrsert the follos'ine ne\\' paragraph
itrrmediate\. after paraqraplr (r,) -

(r'a) ensure processing of personal
data in the operations of capital
tnarkets is in accordance s'ith
principle s set out unde r the
Data Protection Act. 1019.

irrsert the fbllos'ine nerv section
ininrediatelt' after section 1 -1B -

D:r: .!'rct:;tru 13C:. The priilCiples of
Lrulrrl:: personal data protection as

set out in theData Protection
Act shall appl]' to thr
coliection and processing oi
personal data bv the
Authoritv or any persorl
authorized by the Authoritr,,.

Insert the follos'ine ne\\' parauraph
imnrediateh, afte rparaeraph (d) -
(e) nrechanisms of protectingpersonal data

of the data subiects iu cornpliance s'ith
the Data Protection Act.

Adding the follos'ins nes' paragraph
immediatelv after paraeraph ft )

(i) the principles of personal data
protection set out in the Data
Protection Act shall apply to the
processing of personal data of
\.oters trnder this Act.

Insertion
of nes'
section

s. IEC (l)

s. 15
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s.27

Kenya National s.l0(2)
Extminations
CouncilAct

Enploymcnt
Act.2007

s.6l

Adding the follorving new suhsection
inrmediately after subsection (5) -

(6) Thc Commission shall ensure the
management of personal data is in
accordancc rvith the principlcs of personal
data protection as set out in the Data
Protection Act.

Insert the followirtg ne\!' paragraph
imnrediately after paragr:rph (m) -

(n) to align its Rcgulations on the
collcction and proccssing of
information rvhich consists of
pcrsonal data rvith thc Data
Protection Act.

Adding the follorving nerv subsection-
(2) Where an employer maintains such

a rcgistcr. thc rcgistcr shall bc maintaincd
in accortlance with the principles of data
protecticrn as set out in the Data Protcction
Act.

Inserl the lirllorving new section
immediarcly :rfier section 3-

Thc Kenya
Citizenship and
Immigrution
Act.20l I

lnsertirrn
of ncw
section

Basic Educatiort s.79
Act,2013

Universilies Act. s.l3
2012

Pcrsonrl rhta tri 34. PerSOnal data Ofindi*iduals 
individuals ohtainecl under
this Act shall bc hcld and
maintaincd in accordance
rvith the principles of data
protcclion sct out in the
f)ata Protection Act.

ndd the following ncw sub-scction
immediately after sub-section (2)-

(3) Thc Board shall dcal rvith any
relevant personal data collected and so held
in the register uccording to the data
principles set out in the Data Protection
Act.

Add the follorving new sub-section
immediately afrcr sub-section (31 -
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Thc Central
Du'posilories
Act.2000

Anti-Moncy
Laundcring and
Proccetls of
Crirne Act.20()9

Kenya
Infonnation and
Communications
Ar:t. 1998

s.J(r (6)

s.47

s.40

s.l3

s.23 (21

s.2.5 (3)

(3A) Any intbrmatic'rn containing
personal clala presented to the C-'ommission
shall be handled in accordancc with <latu

protcction principlcs sct out in thc Data
Protection Act.

Insert tlre t'ollorving ncw sub-scctirln
immcdiarely atier sub-scction (6) -

(7) A rccunl of tleyrsitors required
by an issuer under sub-scction (l) shall be
issued anrl maintained in ac:cordancc rvith
the principles of data protcction set out in
the Data Prr:lcction Act. 2019.

Inserl thc follorving ne w sub-section
irnmcdiatcly alicr sub-section (l )-

(2) The disclosure ol' inftrrmation
r.rndcr (his Act shall bc donc according to
thc rlala principles sct out in the Data
Pnrtcction Act. 20I 9.

Inserl the lirllr,r*'in-u neiv suh-section
imrnediately afrer sub-section ( I ) -

(2.l Thrr sharins ol' irrtormation h1, the
Clentrc shall be rvith adhcrencc to thc data
prirrcilllcs \L-t out irr the Data Prrrleclion
Act.20l9,
lnsen thc tbllou'ing ncw sub-scction
ilttrtrediately alier suh-sc'ction ( I )--

(2) thc intbrnration collectcd on
nirtural persons under this section shall be
dealt accor<ling trr the data principles set
ol.tt in the Data Protection Act.20 19.

Inscrt the tbllorving ncrv paragraplr
immcdiatcly' after paraqraph (c) -

(ee) ensure proc'essing of pcrsonal duta
ol' subscribers is in accordunce
rvith principlcs sct out under the.

Data Protection Act, 20 I !).

Inscrt thc lt)llowing new paraeraph
imnrediatcly atier parngraph (c)-

(cc) to cnsure nucessar), steps are taken
tc) secure thc integrity of personal
dattr untlcr lheir possession or
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No. 24 of 2019
Data Protection

InsolvencyAct. s. 148
201 5

control through the adoption of
appropriate. reasonable. technical
and organizational measures to
prevent ttre loss of. damage to or
uuauthorized destruction and
prevent any'unlas{ul access to or
unauthorized processing of
personal data.

Insert the follos'ine ne\\' section
imrnediateh after section 148-

148A. The principles of personal
data protection set out in the Data
protection Act. 2019 shall appl-v- s'ith
necessary modifications to the
processing and handling. by the
barrkruptcl' trustee. of the banloapt's
personal data.
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Public Notice on the Coll for commenls ond the invitotion to lhe public pqrticipotion forums on lhe
drofl Doto Prolection Requlotions

Published in My-Gov on l3rh April 2021

H
MINISTY OF ICT,INNOVANON AND YOUTH ATFAIRS

OFFICE OF THE DATA PROTECTION
COMMISSIONER

Ita uliary ol rI. tiltmtbn lnd ruri  !.h tlrcqt . r.do.c. m tnc dcrrbp.lErr cl tha o.t PtoG<'

don 
'Ifrfliars 

trrs ldrrrJbfd ! 1.lr ol f.Sdfirlr3 lo -t a&a t[ Or. PtoEdim ,ar,xrtg r*lii Ecfs
t rdqurd lhc poccrsiq o{ pfson l dr.; b p.(,{r,. br ttE ,ftrs of drte n.{iaas md oUsaimr o{ tl|a
cooEolcrt aod grocrroG; ard bt coffiadrd Frtpotat"

rtrec ncSulrtbru rt! the:
l. D.a. frroldlo. lc...r.q f.FbrLt" fCf l.

btirr !.1 or, tt* pocrdut, tu Goto.rcrtl.ol ot th. rt'h8 d 0t <l& lubi(s re rvc! rs clrba
rrtiq cr thc drtits rd obtilins cll th. dr. co.ffirr .nd dra Fr$q!. rta nSd.aixls
trn bc xrasFd ttarr } F.7rn*.?,L./t'-,t rrfarila.<t -rr.rd{rd*dct.2orr/

2-

tiffi an ba e6ad haro:

f. air m<rlD. to-?a.x. rd ado.o-{ qd.da.' rll.
rtrec rcXrAtixrs ortfre lha (ompf,Ilcr and ardo.(crllrn Poridql' ior o*r (affiissbrx(. ota
contolLft .rd o.t ttoc..sdr TlEta csutxiorE cm bc rccesad tEG: faFilFno+c
,LL./ls tt., /lafrrxderaftn*{jrmerr *tpr.lt6 -, a, /

h xaDrd.rEc wih tha co.rrirrroo *re tliirrry ixit6 iiler"td rttsmbcc o( thc puoa( b rubmil ay
n?r6€il.tirl3 thx thcr nuy hrvc m thc drrlt njuhbnr rha r?g."tedrbrrr ntay ba nrda o..1, o. bY

ritcn rrculdr thtwgh

t . ttnal .d&6re3 erogotctrcqf*rco4atof. n a Ltc. tEn rr td.t,' r?.ll l l.
r ltJ.C.

2. YrlutsJfpp pa$otnrs m EEPtme nmb"r frgaea.ttao - f.t .tor artlleat5,-rhl lld
frraaaata+trl- to be re<eiy.d tlol he( th.n lEd.t lF Atr{ rtr l, a tlt a E.

Rndrer the uiinry miar rla.?rred rHnb€fs o{ ttra F.Ok to r vhral FrrDfc hcrrirry on the dr.fi rclrrle-
tisr8 ar bllo$3:

O-ar frt
lbc laI

Af.t rf,rt
ItG - l3f ltr3

Rr8tlIir6: ItE OaL Ptole<tion (C€oQr.D Re$AtEnl' 2O2!
Ur* I'or dp rr..ti(T:
lnpr://aok ttc.:.ba r.(or,/t.b. pprll t lt.r,/ rolcit.l.xtlra/lr re,/cealt I a t )r rraa grb '
,Tlkrfrl

orr lt$ l?.1 ra:rl

ReguhirE: Ttl. D.l, Prlteclion (Regigritio(l d ol! controlLfs ard clata Pro(erso6) RPSrJatixs. 2oll.
tirtto(tEM6atirs:
Itlp!://-.ldl..reb.t.cor,/leb.pFt,'.hat /-ol(lla,/r.rtlit.i lrto,'tr( lrra l btilat" I b
ltttC.(l t(tllttbFrrFpl.tlrLtYLt.fr.

o*Gltt lr.{ 2clt

5[8rr.tinr: Ihe clatr PErccrbn (com?r.rxe rod fr{o.catrr+rit) Re8rArmt' 2o2i
&f lo. tlE M€ctrt:
Ltgr://mldla.-cbrr.cor.zrctrppr&/th.t/ mktt. /rFtlry'tdo/ t oa t o+.<ooraat I (t<t06-
6tr tt.Sr(ll }tiDo?rrgrcatrterVac*u

EaErrr.tcll
c.Urat ai.tT,

CAI.L FOR COMTIENTS AND INVITf,IION TOR PUBTIC
PARflCIPATION ON TT{E DRAFT DATA PROTECTION

REGULANONS, 2OII.
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Public Nolice on the extension of lhe period on lhe submission of lhe Memorondo on lhe droft
reoulotions from 27h April 2021 to llfh Mov 2021

Published in Mv-Gov on 27tt April 2021

ffi
nlHAETTETU

MINISTY OF IC[,INNOVATION AND YOI.'TH AFFAIRS

OFFICE OF THE DATA PROTECTION
COMMISSIONER

Reguhbns are the:
llc Drtr Pnl,rdirn lGcocn[ t4drrliora llllt.
Ulhidr let out fn prc<edurcs for erilorcement of the rights ol the data rutiec as uell u elaborating
on the duti= end obfuatixrs d the deta contollers and datt processors.
Oo,rrmbad: httpr://tith/l uRx t r
Datr Pntc<6on flcairkrlion eI Oatr Coctml*s rn/ Drtr Proccrrorst n4dclio:+ f llll.
nrese Reguhdons defrn dre procndrre tha wrn be adopted by $e Offite of the Data Commks-pner
in rcgi:leriq drta controllers rd data pftx€ssori irs per the Data Prste<lion A.t, Xllg.
Dotrmlood: htfpr itlHth/It Svgh0

Drb Protc<doa (Coo,plLace ud ErfoerrncaQ De3rrletlom, l0ll-
Itue Regul.tbns orn[ne the enhrcemeot pror,isions.
Dorvnbad: httpr://lith,iluRcDrc

Th€ Cebi.Et Seoet ry, Hinlrry ol lrilomatioq Communicztbn Techmlogy, lnnovation and You*r Affair*
enen'ds the period for sr$mission o{ nritEn r:npranda on the t}aft D*a Pmhdion Reguliions, p.rbf,shed
on the 20rr Apn! 2021 dde ffiov issue I,Jo.ilOl2020-Z)21. tr,om Ttsday. fte 27tr April 2021, milday to
Turesdry. the I Itr HaI, 2021, midday.

These
t.

7-

I.

llltitlen fipfirrrandum can be senl b:
l- Email eddrx.' drtrprotcctioareguhtions,Oodpcto.ko b be re<eired not laer than Tucrdty.

thc I l'Hry, 10tl at tl:00 noon.

Z UUtt.Elpp pldDmE on the chphorrc numbers 079695{269-S#arior4 0752€96867-Ainel and
0778048154-klkom tD b€ rccirEd not laer than lucrdry. tlrr I ta lhy, 201t, rt llJe noon.

the tiiristry furds in*tes interested lrlembers of fre Public to Virtual Pubfr Headngs on the draft eguh-
tbns r hlfm:
l. Drfr: trec&y lpeil fr., l01l

firc: ll0l Heur: - l5.l0 Heur:
le3ddiorr: ffu ao{E rruiedim l6eneru{ Pegu{o{ioos. 2O2I
Linl lrr tfie mccdry: ltqrr'fbilh.zItFo]lvt

2. Ddc: f,hdrsdry Apdl 1!.. 2021
firc: ll0l Hrurr - t6O! Hourt
t4ulrtiors: Ife hb P,o&rl*n fiqi*odoo d 0rlto Coiltollets and M &oce$orsl nqaulo.
hrr, t02r.
Unl lor tl* thctirg: htgr/r'bitlyiholu]E

!. Dela: Ilrr''&y AD.il f9a, lof t
firc: ltlol Hour - 1503 Hourr
legrleliors: If€ Ddb Areaccfbr fiwtplir,ace oad Ealorranrcnfi fegulodonl 2O2I
tinl lor tI* ilccliry: htgr//bL[yirQXlrvy

lcc ilu<5,cer. EGH
Ceblnt Secrc{era.

EXIEHSIOH OF PERIOD FOR SUBiIISSION OF WRITTEN
METIORANDA ON TIIE DRAFT IIATA PROruCilON

REGULATIONS, 2O2I
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CAZETTE NorlcE No.4695

THE CONSTITUTION OF KENYA

THE SENATE S'I'ANDING ORDERS

SPECIAL SITTING oF THE SENATE

NOTICE is given to all S€nators that pursuant to standing order
30(l) of the Senate Standing Orders, on rhe request of the Senate
Majority Leader and with rhe support of rhe requisite number of
Senators, I have appointed Monday, lTrh May, 2021 as a day for a
special sitting of the Senatc. The special sitting shall be held in the
Senate Chamber, Main Parliantent Buildings, Nairobi, commencing at
2.30 p.m.

'I-he business to be transacted at the sitting shall be the
consideration of the Report of the Special Committee on the Proposed
Removal from the Office o[ the Governor of Wajir County.

ln accordance with standing order 30(5) of thc Senate Standing
Orders, the business specified in this notice shall be the only business
before the Senate during the special sitting, following which the
Senate shall stand adjoumed unril Tuesday, lSrh May,202l, ar 10.00
a.m., in accordance with the Scnate Calendar.

Dated the l2th May, 2OZl .

KENNETH LUSAKA,
Speaker ofthe Senate.

GezsrrE Norrce No.4696

THE NATIONAI- YOUTH COUNCIL ACI'

(No. l0 ol2o09)

YOUTH ADVISORY BOARD

APPoINTMENT

IN EXERCISE o[ the powers conferred by secrion 16(2) of rhe
National Youth Council Act, 2009, the Cabinet Secretary for
lnformation, Communication and Technology, Innovation and Youth
Affairs appoints-

Under paragraph (d) (i)-
Kevin Mogeni Machogu (Dr.)

Under paragraph (d) (ii)-
Njekelc Ashura Michael

Under paragruph (d) (iii)-
Job Njau Njenga

Under paragraph (d) (v)-
Esha Mohamed Abdalla

Under paragraph (e)-
Angel Mbuthia

Alex Ali Kuuni

to be members of the Youth Advisory Board, for a period of three (3)
years

Dared the l2rh May,2021 .

JOE MUCHERU,
Cabinet Secretary for ldormation,Communication and Technology

Innovation and Youth Aflairs

.icArEffi 'Ndti6E' r.tUYf,ffi 1*'

THE STATUTORY INSTRUMEI.ITS ACT

(No-23 of20t3)

REcur-AToRY IMPACT STATEMEM'

PURSUANT to section 8 of the Sratutory Instruments Act, 2013,
the Cabinet Secretary for lCT, Innovation and Youth Affairs notifies
the general public that a Regulatory Impact Statement on the proposed
Data Protection (Registration of Data Controllers and Data Processors)
Regulatrons,2021 has been prepared to assess the impact of the
Regulations on the community and businesses.

The main objective of the proposed regulations is to facilitate the
registration of data controllers and data processors pursuant to Pan III
of the Data Protection Act.2019 ('the Act'). Specifically, the
Regulations seek to provide for-

(d) the procedure for registration of data controllers and data
processors;

(bJ the procedure for renewal of registration;

(ci the charging o[ regulatory fees by the Data Commissioner;

I rF

[2t59
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(d) the creation of offences for breaches under the Regulationsi
and

(e) the imposition of fines by the Data Commissioner

This is thcrefore to request all persons likely to be affected by thc
proposed Regulations to submit writtcn mcmorandum to reach the
undersigncd within fourteen ( l4) days fronr the date of publication of
this notice to the email address dataprotectionrcgulations@odpc.go.ke.

The drafi Regulatory Impact Statement and the proposed
Regulations are available on www.odpc.goke.

Dared the 4(h May,202l.

JOE MUCHERU,
Cabinet Secretun'for ICT, lnutvution and Youth Affuirs.

PRINTED AND PUBLISHED BY THE COVERNMENT PRINTER, NAIROBI



REPUBLIC OF KENYA

MINISTRYOF ICT,INNOVATION AND YOUTH AFFAIRS

RBGULATORY IMPACT STATEMENT'

ON

THE DATA PROTECTION (REGISTRATION OFDATA CONTROLLERSAND DATA
PROCESSORS) REGULATTONS, 202 I

This Regulatory Impact Assessment (RIA) has been prepared by the Offrce of the Data
Protection Commissioner pursuant to Section 6 and 7 of the Statutory Insffuments Act (No. 23 of

2013)

May,202l
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1. BACKGROUND
l.l. The right to privacy is enshrined under Article 31 of the Constitution of Kenya 2010. The

DataProtectionActNo.24 of2019, enactedon24th September2019, gives effecttosome

aspects of the right to privacy. More particularly, the Act seeks to regulate the processing

of personal data, protect the privacy of individuals as well as to establishing the legal and

institutional mechanisms to protectthe processing of personal data.

1.2. The enactment of this Act was a big milestone in appreciating the need to protect personal

data in the age of digital evolution. Further, there have been concerted efforts by

governments all over the world to regulate the processing activities that rely on personal

data purposely to ensure safeguard privacy of their citizens.

1.3. To ensure full operationalization of the Data Protection Act, on 15rh January 2021, the

Cabinet Secretary in the Ministry ICT, Innovation and Youth Affairs established the

Tasldorce on Development of the Data Protection Regulations, to among others, develop

the necessary draft regulations under this Act. The Tasldorce has generated the draft

Regulations to implement various provisions of the Act and subjected them for public

input.
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2. REGIJLATORY INTPACT ASSESSMENT

2.1 A regulatory impact assessment (RIA) is an evafuation conducted before a new regulation is

introduced. It provides a detailed and systematic appraisal of the potential impact of a new

regulation in order toassesswhetherthe regulation is hkely to achieve the desired objectives.

RIAs promote evidence-based policy-making as new regulations typically lead to nurnerous

impacts that are often difficult to foresee.

2.2The central purpose of RIA is to ensure that regulation is welfare-enhancing from the societal

viewpoint, in that, the benefits will surpass costs. RIA therefore has objectives of improving

understanding of the real-world irnpact of regulatory action, including both the benefits and

the costs of action, integrating multiple policy objectives, improving transparency and

consultation and enhancing governmental accountability. The conduct of RIA involves a range

of methods aimed at systematically assessing the negative and positive impacts of proposed

and existing regulations.

2.3 The Statutory Instruments Act, No. 23 of 2013 provides the legal framework for the conduct

of RIA in Kenya. Particularly, Sections 6 and 7 of this Act require that if a proposed statutory

instrument is likely to impose significant costs on the community or a part of the community,

the regulation-making authority shall, prior to making the statutory instrument, prepare a

regulatory impact statement about the instrument. Additionally, the Statutory Insffuments Act

sets out certain key elements that must be contained in the RIA. These include:

(a) a statement of the objectives of the proposed legislation and the reasons;

(b) astatement explaining the effectof the proposed legislation;

(c) a statement of other practicable means of achieving those objectives, including other

regulatory as well as non-regulatory options

(d) an assessment of the costs and benefits of the proposed statutory rule and of any other

practicable means of achieving the same objectives; and

(e) the reasons why the other means are not appropriate.

2.4 This Regulatory Impact Statement has been made to fulfil the requirement of section 6 of the

Statutory Instruments Act, 2013.
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3. THE REGUI-A..TIONS

3.1 The Act delegates rule making powers to both the Cabinet Secretary and the Data

Commissioner. Pursuant to the Act, the following three draft statutory instrument have been

made, namely:

(a) The Data Protection (Generat) Regulatiorts 2021,

(b) The Data Protection (Registation of Data Conhollers and Processors) Regulatbns,

2021; and

(c) The Data Protection (Compliance and Enforcement) Regubtions 2021.

3.2The draft Data Protection (General) Regulations 2020 and the Data Protection (Compliance

and Enforcement) Regulations 2W contain regulatory matters than do not impose any

significant cost on the community or a part of the communify and fall under the matters where

regulatory impact statements may be umecessary outlined under section 9 of the Statutory

Instrument Act.

3.3 However, the Data Protection (Registration of Data Controllers and Data Processors)

Regulations, 2021 that seeks to provide a framework for the registration of Data Controllers

andDataProcessors is likely to resuft in the imposition of asignificant cost on the private and

the public sector as contenplated under section 6 of the Statutory Instrument Act.

3.4 An impact assessment has been made specifically on this proposed instnrment.
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4. PURPOSE,, OBJECTS ANID OVERVIEW OF PROPOSED
REGULATIONS

4. I The draft Data Protection (Registration of Data Conhollers and Data Processors) Regulations,

2021 seekto provide a framework through which the registration processes will be carried out

as required by the Data Protection Act.

4.2 Section 18 (2) of the Data Protection Act requires the Data Commissioner to prescribe

thresholds for mandatory registration of the data controllers and data processors. This provides

the rule rnaking authority for the Data Commissioner to make these regulations.

4.3 By way of an overview, the draft Regulations provides for the procedure for registration of

data controllers and data processors in compliance with section l8 of the Data Protection Act

Further, they provide the modality for the determination of data controllers and data processors

required to register, the manner for lodging the application for registration, verification,

renewal and cancellation of the registation by the Office of the Data Commissioner.

4.4In addition, the Regulations provide for the fees chargeable by the Office of the Data

Commissioner in executing the registration of the data controller and data processor and further

make certain exemption of names sectors from mandatory registration. The Regulations

require the maintaining of a register of registered data conhollers and data processors.

4.5 Lastly, the draft regulations provide for the processes of apptying for a certified copy of the

regisnation certificate as well as the replacement of a lost certificate of regishation. Various

offences for failure of compliance with the various provisions are outlined.
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5. CONSULTATIONS ON THE DRAFT INSTRLMENT.

5.1 Public consultation is required as a constitutional prerogative in making any statutory

instmment. Itavails all the interested or affectedparties with an opportunfy topresenttheir

yiews. This because the regulations ought to be developed in an open and transparent fashion,

with appropriate procedures for effective and timely input from interested parties such as

affected businesses, interest groups and other government ministries, departments and

agencies.

5.2 With regard to the subsidiary legislation making process, the Statutory Instruments Act

requires that the regulatory making authorily shall make consultations before making statutory

instruments (Regulations), and in particular, where the proposed regulatiors are likely to have

a direct or a substantial indirect effect on business or restrict competition.

5.3 The Statutory Instrument Act further provides that in determining whether any consuhation

that was undertaken is appropriate, the regulation making authority shall have regard to all

relevant matters, incfuding the extent to which the consuhation: drew on the knowledge of

persons having expertise in fields relevant to the proposed statutory instrument; and ensured

that persons likely to be affected by the proposed statutory instrument had an adequate

opportunity to comment on its proposed content.

5.4 The persons to be consulted are alerted of the draft instmment either directty or by

advertisement and invited to make submissions by a specified date, or be invited to participate

in public hearings concerning the proposed instrument.

5.5 In line with section 5 of the Statutory Instruments Act, the Taskforce that generated the draft

Regulation identified and engaged key stakeholders and members of the public for

consultations. These stakeholders included professional and specialist institutions and the

general public who were directly or indirectly lkely to be affected by the proposed statutory

instruments.
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5.6 Some of the institutions consulted include Telecommunication Companies, Mobile Lending

Applications, Schools and Hospitals, Civil registration entities, Insurance and Pension

Management Companies, Financial Sector Players, Statutory Regulators, ICT professional,

and data protection enthusiasts.

5.7 Taking into consideration the prevailing COVID-19 global pandemic, andthe attendant health

protocols, the following methodology was adopted for public consultations:

(a) A draft of the Regulation was published on the Ministry's website;

(b) A call for comment was published in newspapers of national circulation inviting

submissions and the same was circulated through social media platforms;

(c) Direct letters and emails were written to select stakeholders inviting them to make their

submissions on the draft Regulation within the outlined period;

(d) A supplement of advertisement extending the period for making submission was made and

the same was circulated through other electronic media and social platforms;

(e) Extensive virtual/online meetings were held with select stakeholders and members of the

public.

5.8 In this regard therefore, it is summed that the proposed Regulation has been exposed thnough

an extensive public participation program and attains the public participation threshold as

required by the Statutory Inshument Act. Annexed to this Statement is a detail public

participation report inchrding ananalysis of the comments received.
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6. IMPACT STATEMENT
6.1. The impact assessmentconsiders the tkely impact of the draft regulations including the

general positive or negative externalities, impact on the fundamental rights of the people,

the impact on the economy and the public sector, economic impact on indMduals and

environmental considerations. The sunmary of the key findings is as follows:

6.2. lmpact on FundamentalRights and Freedoms, Environment and
administrative actions

(a) The draft Regulation is not expected to have a negative impact on fturdamental rights of

persons or institutions that are subject to it. The Regulations seeks to ensure actualization

of the Bill of Rights, particularly on the right to privacy under Article 3l of the

Constitution.

(b) The draft Regulation is not expected to have any possible negative impact on the

environment or environmental rights of the people.

(c) The draft Regulation does not contain any provisions that are lkety to impair or prejudice

the right to any fair administrative action of an individual

6.3. Econornic Lnpact on the Private Sector
(a) The Regulation imposes additional costs on the private sector by requiring regishation

and the renew fees in registering as data controllers or data processors. The fees payable

in this account are set out urder the schedule to the draft regulation.

(b) However, despite these additional costs, it is expected the registration of data controllers

and data processors would motivate the legal compliance of all entities that are

processing personal data. This will consequently enhance the business management

aspect of processing personal data by behooving a better management and storage of

personal data, leading to better business practices.
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(c) The requirement to register, which attracts this cost, would equally enhance customer

securify given that all persons processing personal data would register. As such, the

requirement to display the registration certificate will instill faith in data subjects. This

would ensure personal data of citizens is handled in accordance with the Law.

6.4. Impact ou the Public Sector

(a) The Regulation imposes additional costs on the public sector by requiring entities within

the public sector to register either as data controllers or data processors and this

registration and the renew of registration attracts fees set out turder the schedule. These

costs are additional compliance costs that would be borne by the public sector.

(b) However, the anticipated benefic for the public sector gains is assurance to the general

public and business community that the public sector entities have committed to handling

personal data of data subjects in compliance with the Data Protection Act specifically in

adherence to the principles of data protection.

(c) A positive externality will flow from this imposition to extent that it would directly create

demand for more business, hence contributing to the growth of the gross domestic

product (GDP).Additionally, simplified provisions ofregistration reducethecompliance

costs.
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7. OPTIONS TO REGLiLATIONS
7.1. This Part considers the question whether the proposed regulation is the best form of

government action. The Statutory Instruments Act requires a regulator to carry out, early

in the regulatory process, an informed comparison of a variety of regulatory and non-

regulatory policy measures, considering relevant issues such as costs, benefits,

distributional effects and administrative requirements. Thus, the regulation should be the

last resort in realizing policy objectives.

7 .2. Certainly, there are altematives to these regulations. For the draft regulation is not the only

means of realizing policy objectives intended in overseeing the conduct of data controllers

and data processors. There altematives that could come in handy in dealing with certain

aspects of personal data protection that were considered include:

(a) Policy guidelines: In this option, the Government ensures that policies

decided are cornmunicated to the persons to apply them and ensure they are

adhered to without making any regulations.

(b) Self-regulation: This is where the industry regulates itself with minimal

role of Government and norms from a regulator. Various actors in the sector

setthe standards and the need for prescriptive legislation is lessened.

(c) Co-regulation: In this option, the Government deals with some aspects of

regulating a sector while other aspects are left to be handled by players in

the industry, in this case the actors in the data protection ecosystem;

(d) Procedural guidance notes: These is where guidance is issued by a

government regulator to guide those tasked with making decision in the data

protection ecosystem, such as those who license data processors to consider

certain factors in granting or refusing permit. The need for bespoke

regulation is dispensed.
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8 EVALUATINC THE OPTIONIS

8.1 This part of the impact assessment involved evaluating the costs and benefits on

implementing the regulations based on the policy options outlined above.

8.2Generally, apolicy changeisaParetoimprovement ifupon implementing therequirement

on the registration of data controllers or data processors, they are better off and no one is

worse off after the policy change. It is noted from general practice that some policy changes

benefit some at the cost of others. However, an exchange could have those who benefit

compensates those who suffer, and thus make everyone better off.

8.3 Secondly, apolicy change is apotential Paretoimprovement if anexchange could be made

among data controllers or data processors that would make it a Pareto improvement, even

if that exchange never occurs.

8.4 In view of this context, a policy change is considered desirable if it is a real or potential

Pareto improvement. This is determined by accumulating the direct and indirect benefits

and the attendant costs.

8.5 Based on this philosophical modeling, the four policy options present strengths and

weaknesses on their application towards implementation of the Act on the aspects turder

consideration in the draft regulation.

8.6 One, issuing policy guidelines without binding regulatiors would certainly occasion a

suboptimal result because of limited options for enforcement.

8.7 Second, the Self-regulation option would require a body that would set standards for the

persons processing personal data. This option would still require some players in the sector

might adopt certain regulations that would serve as a guide and to be employed for self-

regulation and that. The Self-regulation option would work well in a mahre sector, which

is not the case with the data protection in Kenya.
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8.8 Thirdly, the co-regulation option may not be effective since data protection is anemerging

concept that needs clearguidelines in terms of regulations.

8.9 Lastly, providing procedural guidance note option is a practical option could be equally

effective. However, these options put on a scale and considered, it is conchrded that having

prescriptive regulations toguide the registation of data controllers anddata processors is

the most effective option for the purpose of implementing section 18(2) of the Data

Protection Act.

9. COST BENEFTTS MODELLTNG
9.1 As an explanatory note, a data controller or data processor who commits an offence under

this Act for which no specifrc penalty is provided or who otherwise conhavenes this Act

sha[ on conviction, be liable to a fne not exceeding three million shillings or to an

imprisonment term not exceeding ten years, or to both

9.2The regulations provide that the Data Commissioner make an order for the payment by a

data controller or data pr@essor, of a sum not exceeding two-thirds of the maximum fme

that would otherwise have been imposed upon conviction;

9.3 From the above provisions of the Data Protection Act of 2019, the Penalties for violating

a provision of the Actor attendant Regulations may be up to Kshs. 3,000,000. For purposes

of this analysis, this will be the benefit associatedwith compliance with the DataProtection

Act. Similarly, the Regulations propose payable fees for registrations calculated depending

on three variables.

9.A MODEL:

Net Benefit is derived from total Cost deducted from Benefit (Net BenefiF Benefit-

Cost)

a
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If Benefits outweighs Costs, it is recommended to proceed for implementation

(Benefrts > Costs : Proceed)

9.5Table I illLrstratcs Benefits and Costs attached to thc resistration of Datir

Controllers and Data Processors.

Table l: Cost -benefit Analysis

srN Pay Determinants Pay(Cost)

(Kshs.)

Maximum
Penalty
(Benefit)

Maximum Net
Benefit

Number of Bmplovees
for organization with 1-9
employees

2,000 3,000,000 2,998,000

for organization with 10-49
employees

6p00 3,000,000 2,994,000

or organization with 50-99
employee

10,000 3,000,000 2,990,000

tbr organization with more
than 99 employees

15,000 3,000,000 2,985,000

Annual Turnover
if organization has less than
KES 2,000,000 annual
turnover

2,000 3,ooo,ooo 2,998,000

if organization has between
KES 2,000,001 and
5,000,000 annual turnover

6,000 3,000,000 2,994,400

if organization has between
KES 5,000,001- 10,000, 000
annual turnover

10,000 3,000,000 2,990,000
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f

s/N Pay Determinants Pay(Cost)

(Kshs.)

Maximum
Penalty
(Benefit)

Maximum
Beneflt

Net

if organization has between
KES 10,000,001-
50,000,000 annual turnover

15,000 3,000,000 2,985,000

KES 25,000
for organization with more
than KES 50,000,000
annual turnover

20,000 3,000,000 2,980p00

Risk ofExnosure
Personal Data intensive
sectors

25,000 3,ooo,ooo 2,975,000

9.6 The analysis firther indicates that small enterprises stand to gain a lot from the draft

regulations. The regulations exempt data controllers and data processors with less than l0

employees and a turnover/revenue less than KES 5 Million from registration. This is

expected to create a positive impact in terms of providing incentives to the small

enterprises.

9.7 [t is also expected that the net benefit will fi.rther increase even when data conhollers and

data processors are making renewal of their registrations. The cost of renewal is lower than

the cost of registration. In addition, there are other numerous non-monetary benefits that

registered data controllers and processors stand to gain including improving their

reputation and trust with clients and funders.

9.8 It is noted that the Benefits as presented by (Maximum Penalty) which is the benefrt that

Data Controllers and Data Processors will realue, by ensuring compliance with the Dah

Protection Regulations is Positive (greaterthan Kshs. 2,900,000 Payable Costs determined

by the 3 categories). The Policy in this case, the Data Protection Registration of Data
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Conhollers and Data Processors Reguhtions will positively impact on Data Controllers or

Processors directly or indirectly.

9.9 Overall, it is expected that newer industrbs in the data protection ecosystem will be created

thus creating jobs and improving the growth of Kenyan economy. Finally, the regulations

are expected to boost the intemational kade because tading partners are expecting

countrbs to adopt data protection measures.
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lOCONCLUSION
l0.l A conchrsion is made that the proposed Regulations are necessary in the

operationalization of the Data Protection Act, 2019 and is therefore the preferred option.

10.2 Although it is not capable of providing monetary costof the other options, it is clear

that the benefits and impact of developing these Regulations by far outweigh any estimated

cost of its implementation. The other two options have little or no impact in addressing the

problem.

10.3 It also apparent that the draft regulations are made in accordance with the Data

Protection Act and there have been compliance with the provisions of the Statutory

Instrument's Actin making of the draft regulation.

10.4 The proposed'Data Protection (Registation of Data Conhollers and Data

Processors) Regulation, 2021, faclttates the implementation of the Data Protection Act,

2019 and is the most viable regulatory option.

11 RECOMMENDATION
lt is recommended that the proposed Statutory Instrument, namety the draft Data Protection

(Registration of Data Controllers and Data Processors) Regulation, 2021 b adopted as proposed

and published.

MAY2O21
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Public Nolice on lhe Requlolorv lmpqct Assessmenl

Published in Mv-Gov on l Stt' Mov 2021

H
MINISTY OF ICT,INNOVATION AND YOUTH AFFAIRS

OFFICE OF THE DATA PROruCTION
COMMISSIONER

fH E SIAr UTO RY I NSTRU DIEA'IS TCT
(No.2t of 20tt)

PURSUANT lo section I of he statuto.y lnstuments Act 2orl, the C.tinet Sesetary for lct,
lnnoyati:n and Youfr Afrairs notifies the general publ< that a ReSuldto.y hrpact Statement oo
he propos€d Dat Pmtection (Resistration of D.h Cmtrdl€rs ard Data kocessors) Regula-
tions. zoz t has been prepared to assess he impact ol fie regulations on the community and
bosinesses

the main obiective ol the proposed regulatiom b to laditate the legistratim o[ data controllers
and data processors pursuaot to Part lll of the Dat Protedirn A.t rc19 (tre Ad). Specifically,
he Regulations seek to provile for -

Ihe Pmcedure for regist.ation of Dltr cont ollers and Dat. hocetsors
Ihe Pmcedure for rmeral of regklration
Ihe Charging of regukrtory fees by tte D.t Comnissioner
Ihe <rertion of offences for brexhes under lte Regulations; rnd
Ihe imposition of fines by the Oatr Commisrionec

ln line with the Garette llotice No. 4692 d.ted l]a MdI 2o2r, this b b request all persons

Ikely to be alfeded ry the proposed Regulatiom to srbmit sdten memor.ndum to reach the
undersigned within lourteen (I4) days trom the date ol the aborenrentioned Garette Notice to
he email address dataprotectionrcgulationr 3odpc go.ke

The Regulatory lmpact statement ard the poposed Regubtiurs are availabh on
htlpr://rvryw.odp(. go.kcl rcguhtory-i m picl-. r Jes rm!nt/

,OE MUCI{ERU,
C.blnct Scctrt ry for lCI, lnnoyatlon and Yortfi Aflrlr

t.
b.
c
d.
e-

NOTIHCANON OF REGULATORY IMPACT STATEMENT
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ANNEX 10



Sno Meeting Name and Date Held No of Participants
t Webex Screen Shots - Taskforce Meeting on the Development the

Generalregulations on Monday 19th April 2021
50

7 Meeting Screen Shots for Civil Society - Stakeholder consultations on
the proposed Data Protection Regulation - Tuesday 20th April 2021
(2pm - 4pm)

50

3 Wednesday 2lstApril 2021 Morning 9-11Am
2lstApril 2021Afternoon, 2-4pm (Was conducted by Lawyers Hub)

Meeting hosted by

Lawyers Hub
4 Attendance Key Data Holders - Thursday, 22-04-2021 9am -11am

Stakeholder consultations on the proposed data protection regulation
34

5 Attendance Key Data Holders - Thursday, 22-04-20212 -4 pm
Sta keholder consultations on the proposed data protection regulation

47

6 Attendance for Private - Friday, 23rd April 2027 From 9-11 Am -

Stakeholder consultations on the proposed data protection regulation
47

7 Attendanceand Chat for Private - Friday, 23rd April 2021From2-4pm -

Stakeholder consultations on the proposed data protection regulation
25

8 Attendance and Chat with the Media - Monday, 26th April 2021 From
9-am - Stakeholder consultations on the proposed data protection
regulation

35

9 Attenda nce a nd Chat with Development Pa rtners a nd lnternationa I

Orgs - Monday 26th April 2021 From 2-4pm - Stakeholder consultations
31

10 Attendance and Chat with the Professional Bodies & Associations -
Tuesday, 27th April 2O2LFrom 9-am - Stakeholder consultations

38

11 Public Participation Forum - Tuesday 27th April 2021(2pm-4pm)-
Stakeholder consultations on proposed Data Protection Regulation

308 Attended
L34 Absent

L2. Attendance and Chat with the lndependent Commissions and Key State
Offices-Wednesday, 28th April2021 From 9-11Am - Stakeholder
Consultations

40

13, Attendanceand Chat with the Public -Wednesday, 28th April 2021
From2-4 PM - Stakeholder consultations on the proposed data
protection regulation

212 Attended
70 Absent

L4, Attendance and Chat with Devolved Government -Thursday, 29th April
2021 From 9-11Am - Stakeholder Consultations

49

15 Attendanceand Chat with the Public -Thursday, 29th April 2021 From
2-4Pm - Stakeholder Consultations

348 Attended
69 Absent

16. Attendance for the Key Government Entities - Friday, 30th April 2021
From 9-11 Am - Stakeholder consultations on the proposed data
protection regulation

53

t7 AttendanceWith the FinancialSector - Monday, 3rd May 2027From2-
4 Pm - Stakeholder consultations on the proposed data protection
regulation

254



Meeting Screen Shots:

Civil Society - Stakeholder consultations on the proposed Data Protection Regulation, Tuesday 20'h April 202 I

(2pm - 4pm)
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Attendance: Key Data Holders - Thursduy, 22/0412021

Stakeholder consultations on the proposed data protection
regulation
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Meeting lnformation

l/eeting Topic:

Location:

Meeting nunrher:

Current host:

Current presenter:
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Attendance Kev Data Holders - Thursdav. 22-04-2021 2-4om Stakeholder consultations on the
proposed data protection requlation
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Attendance for Private - 23'.d April 2021 g-ll Am - Stakeholder
consultations on the proposed data protection regulation
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Meetrng inforrnalrorr

Meeting Topic:

Location:

l./eeting number:

Current host:

Cunent presenter:
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Attendance and Chat for Private - Friday, 23rd April 2021- From 2-4pm - Stakeholder consultations
on the proposed data protection regulation
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Chat

Please enable the chat with everyone function

from Rose Mosero (privately): 2:08 PM

you can enable then using the assign privileges function

from Rose Mosero to everyone: 2:09 PM

Welcome everyone! we will be commencing this afternoon's session shortly

from Rose Mosero to everyone: 2:23 PM

Welcome to all participants

from Rose Mosero to everyone: 2:29 PM

to those who were able to introduce themselves at the begining of the session, please do so on the

chat stating your name, designation and organisation you represent.

from Rose Mosero to everyone: 2:29 PM

Welcome Samuel. Thank you for joining!

from Brenda Gabantu to everyone 3:47 PM

https://bit. ly / 3xoZu3E

from Brenda Gabantu to everyone: 3:48 PM

Public Participation Forum - Tuesday 27lh April 2O2l
https ://bit. lyl3tFoHV8

Public Participation Forum-Wednesday 28th April 2021

https://bit. ly / 3xoZu3E

Public Participation Forum-Thursday 29th April 2021

https ://bit. lyl2QH J Lvy
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Attendance and Chat with Development Partners and International Orgs - Monday,
26th April 2021 From 2-4 Pm - Stakeholder consuttations on the proposed data
protection regulation
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Chat with Development Partners and International Orgs - Monday,26th April2021
From 2-4Pm - Stakeholder consultations on the proposed data protection regulation

from Anne Mucheke to everyone: 2:07 PM

My apologies. That appears by mistake - l'm trying to put it down. sorry

from Salome Eggler to everyone: 2:13 PM

Good afternoon, my name is Salome Eggler. l'm the Head of the Digital Transformation Centre of

Germany's Development Agency GlZ. Unfortunately there seems to be a technical glitch with my

microphone so kindly accept my introduction here in the chat. Happy to be participating in the

consu ltation

from Salom6 EBgler to everyone'. 2:74 PM

Thank you I

from Rose Mosero to everyone: 2:20 PM

Welcome All!

from Brenda Gabantu to everyone. 2.27PM

Public Participation Forum - Tuesday ZTlh April 2021

httos://bit lvl-ltFoHV8

Public Participation Forum-Wednesday 28th April 2021

htt ps://b it.lv /3xoZu3E

Public Participation Forum-Thursday 29th April 2021

httos ://b i t. lv / ZQH )Lvv

from Rose Mosero to everyone: 2:21 PM

For those.ioining us after the round of introductions, please introduce yourself in the chat by stating

your name, designation and organisation you represent.

from Brenda Gabantu to everyone: 2'.22PM

Please find the links for registration to the Public Webinars starting tomorrow from 2pm

from Brenda Gabantu to everyonel. 2:24 PM

https://www odpc.Eo.ke/resources/data-orotection-qeneral-regulations-2021/

from Brenda Gabantu to everyone: 2:24 PM
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httos://www.odnc so /reso u rces /d ata -o rotect io n - res i st ra t ion-of-data-contro lle rs-a nd-d ata
p rocess o rs-regu lat io ns -202 l-

from Rose Mosero to everyone: 2:33 PM

For those joining us after the round of introductions, please introduce yourself in the chat by stating
your name, designation and organisation you represent.

from Rose Mosero to everyone: 2:38 PM

Please feelfree to post your questions on the chat and we will address them after the taskforce
members have made their presentations.

from Hillary Kiboro to everyone: 2:50 PM

The General Regulations provide for exemption from the Act, data collected for purposes of locating
a missing a person; could you elaborate on the 'reporting' contemplated in the Regulations? does it
require the report to have been made to the police/authorities (local admin)? Would it include a

situation of emergency where humanitarian organizations are trying to locate missing persons, who
may not necessary have been reported to authorities as missing?

from Hillary Kiboro to everyone: 3:14 PM

Are organizations that process data under the rubric of public interest exempt from the entirety of
the Act, including registration?

from Olivier Dubois ICRC to everyone: 3:23 PM

Sound was unstable. specially for the second answer

from Hillary Kiboro to everyone: 3:32 PM

Does an organization need to apply for exemption or it's granted as a matter of course?

from Olivier Dubois ICRC to everyone: 3:44 PM

unable to open the video
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Attendance and Chat with the Media - Monday,26th April202l From 9-11 Am -
Stakeholder consultations on the proposed data protection regulation
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Participants (32)
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Chat with the Media

from Rahab Juma to everyone: 9:08 AM

#data protection ke

from Rahab Juma to everyone: 9:08 AM

#publicparticipation

from Rahab Juma to everyone: 9:09 AM

Comments on the draft regulationcan be sent to dataprotectionregulations@odpc.go.ke

from Brenda Gabantu to everyone: 9:13 AM

https ://www. od pc. go. ke/resou rces/data -protectio n-ge nera l-regu latio ns-202 1/
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from Brenda Gabantu to everyone: 9:17 AM

https://www. od pc.go. ke/reso u rces/d ata -protect io n- regist ration-of-d ata -co ntrolle rs -a nd -data-

processors-regu lations-202 1

from Brenda Gabantu to everyone: 9:18 AM

https://www.odpc.go. ke/resou rces/data-protectio n-com plia nce-a nd-enforcement-regulations-

20211

from Brenda Gabantu to everyone: 9:18 AM

Please see the links to the Regulations

from Rahab Juma to everyone: 9:18 AM

The deadline for submitting comments on the draft regulations is Tuesday 11th May 2021

from Brenda Gabantu to everyone: 9:20 AM

Public Participation Forum - Tuesday 27lh April 2021

https://bit. lyl3tFoHV8

Public Participation Forunr-Wednesday 2Sth April 2021

https://bit. ly / 3xoZu3E

Public Participation Forum-Thursday 29th April 2021

https ://bit. lyl2QHJLvy

from Terence Bavon (privately): 9:24 AM

Terence Bavon from Media Council of Kenya

from Daniel Muoki Kiilu (privately): 9:26 AM

Daniel Muoki Kiilu - lCT, Kenya Yearbook Editorial Board

from JOEL WAWERU to everyone: 9:28 AM

Joel Waweru- Digital Broadcasters Association

from Caroline Julio (privately): 9;36 AM

Hi Raphael, for purposes of registration you can note Caroline Julio -caroline.julio@ke.wananchi.com

(WananchiGroup)

from DANIEL OBAM to everyone: 9:38 AM

Kindly post the institution you are representing here

6



to Caroline Julio (privately): 9:51 AM

That has been noted. Thank you

from Caroline Julio (privately): 10:20 AM

how does someone chat everyone ?

from Caroline Julio (privately): 10:20 AM

theres no option for everyone on the participants

from Brenda Gabantu to everyone: 10:21AM

Public Participation Forum - Tuesday 27th April2021
htt ps ://bit. lyl3tFoHV8

Public Participation Forum-Wednesday 28th April 2021
https ://bit. ly / 3xoZu3E

Public Participation Forum-Thursday 29th April 2021
https : / I bit.lV I 2 QH J Lvy

7



Attendance and Chat with the Professional Bodies & Associations - Tuesday,2Tth April
2021 From 9-am - Stakeholder consultations on the proposed data protection regulation
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Chat with the Professional Bodies & Associations

Do something to make the audio stable

from Rahab Juma to everyone: 9:27 AM

The Comments on the draft regulations can be sent to the following email address

d ata protectionretu lations@ od pc.go. ke

from Rahab Juma to everyone: 9:28 AM

the regulations can be found on here

from Rahab Juma to everyone: 9:29 AM

for the Data Protection General Regulations, 2021 https://www.odpc.go.ke/resources/data-
protection-genera l-regulations-202 1/
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from Rahab Juma to everyone: 9:32 AM

For the Data Protection (Compliance and Enforcement) Regulations,2O2!
https://www.od pc.go.ke/resources/data-protection-compliance-a nd-enforcement-regulations-
20271

from Rahab Juma to everyone: 9:33 AM

For the Data Protection (Registration of Data Controllers and Data Processors),2021
https://www.odpc.go.ke/resources/data-protection-registration-of-data-controllers-a nd-data-
processo rs- regulatio ns-2021/

from Rahab Juma to everyone: 9:34 AM

The Links for Public participation forums are as follows:

from Rahab Juma to everyone: 9:35 AM

Public Participation Forum - Tuesday 27th April 2021

https ://bit. lyl3tFoHV8

Public Participation Forum-Wednesday 28th April 2021

https://bit.ly / 3xoZu3E

Public Participation Forum-Thursday 29th April 2021

https ://bit.lyl2QHJ Lvy

to Sherry 8or (privately): 9:42 AM

Please mute your mic. Thanks

from Rose Mosero to everyone: 9:43 AM

Welcome All!

from Rose Mosero to everyone: 9:44 AM

To those joining us after the introdcutions, please introduce yourself on the chat by stating your

name,designation and organisation you represent.

from Rose Mosero to everyone: 9:47 AM

lf you have any questions or comments regarding the regulations, please feel free put them in the

chat. We will address the questions as we go and after the presentations

from Gibayi Gibson (privately): 10:00 AM
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Hello, My name is Gibayi Gibson working for Kenya Engineering Technology Registratiob Board as an

ICT-Assistant . Sorry for beign late.

from GibayiGibson (privately): 10:04 AM

For Kenya Engineering Technology Registration Board- ICT Assistant

from Brencil to everyone: 10:07 AM

For better context, Kindly give a few examples of what automated decision processes currently exist

in

from Rose Mosero to everyone: 10:12 AM

@Brencil, some examples are : applications for loans where there is no human interventions save for

the intial inputs to enable machine learning;

from Rose Mosero to everyone: 10:14 AM

this would effectively cover any computer system decision making. lnsurance cover, where profiling

and systems are used to decide if you can receive a cover

from Brencil to everyone: 10:14 AM

Thank you

f rom Veronica Rose (privately): 10:16 AM

Will the option for "opt-out" on all services serve as a right to be forgotten?

from Anthony Muiyuro to everyone: 10:19 AM

For clarity, ls a DPIA limited to only those activities?

from Brencil to everyone: 10:25 AM

For clarity, kindly provide more contect on what complains qualify as scandalous or vexatious;

from Glory Mutungi to everyone: 10:32 AM

What is this fees like, hope not punitive,because already there so many requirements for learning

institutions that require registration fees.

from Colins of LSK (privately): 10:37 AM

Please share with me the slides @

from Colins of LSK (privately): 10:38 AM

Please share with me the slides @ collins@lsk.or.ke

from GibayiGibson (privately): 10:39 AM

How does the government monitor the use of data captured as internet cookies despite the fact that

an individual gives consent to that .

from jothero to everyone: 10:40 AM
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ls there a possibility of a moratorium period for implementation of certain aspects of the
Act/Regu !ations e.g Registration formalities

from Brencilto everyone: 11:13 AM

Thank you

from Preston to everyone: 11:13 AM

Thanks for the presentation

from Anthony Muiyuro to everyone: 11:13 AM

Thank you

from Glory Mutungito everyone: 11:13 AM

Thank you

from Rose Mosero to everyone: L1:14 AM

tha nk you a ll!
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Attendance and Chat with the Independent Commissions and KeyState Ofrces
- Wednesday' 28th April 2021 From 9-l lAm - Stakehotder consultations on the
propos e d Data Prote ction Re gulation
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,'ia,,rr:; Rr-ac.r.rJ j tpila

The Office of the Data Protection Commissioner was established
2020 pursuant to the Data Protection Act, 2019.

To regulate the processing of personal data,

To ensure that the processing of personal data of a data subject is
the principles set out in Section 25 of the Act,

To protect the privacy of individuals

To establish the legal and institutional mechanism to protect pe
and

To provide data subjects with rights and remedies to protect
data from processing that is not in accordance with the Act,

Attendance

Meeting lnformation

Meeting Topic

Location:

lndependent Conrmissions and K..

mrric tke. webex. c o r..r

Meeting number: 183 559 0490

Current host F.aphael NjerLr

Curlent presenter: Brencla GobarrtLr

Current user: RaJ',,hael NjerLr

Current number of particip... 40
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Chat

from kevin mpaka (privately): 9:03 AM

do we have a program

from Cynthia Gichukito everyone: 9:16AM

Good morning, Cynthia Gichuki, Lega I Officer Ethics a nd Anti-Corruption Commission

from Rose Mosero to everyone: 9:16 AM

Welcome Alll

from Rose Mosero to everyone: 9:17 AM

For those who were not able to introduce themselves, please do so in the chat by stating your name,
designation and organisation you represent.

from Rose Mosero to everyone: 9:18 AM

Thank yoou for joining this session

from Rahab Juma to everyone: 9:28 AM

comments on the regulations can be sent to the following email address
data protectionregulations@ odpc. go, ke

from Brenda Gabantuto everyone: 10:02 AM

https://bit. lyl3xoZu3E

from Brenda Ga ba ntu to everyone: i-0:03 AM

Public Participation Forum-Wednesday 28th April 2O2t

htt ps://bit, lyl3xoZ u3 E

Public Participation Forum-Thursday 29th April 2021

https: / / bit.ly / 2 QH J LW

from Brenda Gabantuto everyone: 10:23 AM

Please see the links to the Public forum this afternoon from 2pm and tomorrows link same time
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I'lorv r: clt'rud sr'rr lcL's cL)\ ered ti-rl in dattt lt,cirluatri,n

-i. Shrrulclnt th,.'data capttu'r'thc'C'rirriual Rc'ccrrds of the dara.utr.jecrs it'applicaLrle'.' \\'hv uapture
sclectir ely as oppt-:secl ro htrlisric picture'.)
6. Shtruldrtt rhe regulatittns cite anrrtherertritv or bodl r1'r pre r icle or er dis;rutes as r)ppoicd t() Dara
C'orurnis s ioner'.) An independent btrd)' s ith an apps.late nreclian is nt '.,

\\'hat detine.i iecurit) ntattcrs in eleu4lritru

1..-\renttlrereinstancL'sthatur)lt>ert[\[.-\\'ntrt[rcsoLrghtticrnrthel:lol,g.<1rLr.|ect.]FtrrcroItI)lt'11,,rpg

uonsult a crininal

\\'anderi: The Sc-ctrntl .\sc'ttcic's are dr'tlnctl underth.'Ct'ru:litutrrrrt rrIKen\e. Ilreretore. ue cirtl rrr-rtc[.tine
tltis underthe..\ct
l. Thc f)ata Pr.rtc.lrron (Cir il Rcurstratr.ru)ltegulatirrns.l()l() lisr rer:istrar.rt'r.uan.iagcs. rlcParlnrcr.rr,,rt'
iltuttisra(iQtt elld otlter civrl rcgistries irt th.'regulatrc,ns. Ilclce tIt'y al'L' 1r')[ japturc-d ut rhe uL-r'lL.rill
rcgu lat ions prc'scuteJ t()cla\.

'. [tt i,-rcali721ion. itttell ,cncc shurirtg is rhcPrillrilplc lircr,rrrn cradicaiuig u'uucs. llrrr rrrll thrr rrr-,rk

i. \\'r' nrltc that Natitrnal Pr:rltcc Sc.rlicc- i< nrrt:r crr rl re grstri.tti()lt agc.ne _\'unrl is addrcssr.tl LlltLlcrthr'ni..ttlon
al securitl'orsalls rrherc.-rcltrptr(rll ll nittt()rlalstcr.rritv arr- rcf;.l.e11ccd,

7. lrr the right to ct)r't:ertt. rr ltr dottt \\L' hl\ c ('\cnrl)trons lrkc pc.rstrns rlhtr llc unablc to rlurkr. uili.rrrre rl
tlc-clsitrllS.)

7. -[ 
hc (]t'nc'r'al ltc'ctllaricrrts e.qrc'uuds ()n sonlL- urattcrs ul tlta i\ut. Scctitrtr -'i(t t.rl'thc. [)ar.l l)r'r'tcction .\ct

lrstsSlarrfirl p[lrp()iestirrltti,c.'ssirtgfrc'r'sonaltltrta.Ctrrrscntisrrnctrl'tlrtr:clarrlirl lttrrltttscs,lloirc'rcr'.thc

lis tcd
S.-l'hctelsl)t1)\i\t()ngi\elrintlrc.-\ctantl (L'ncrnl Ilcuulatrtrnstrnertrtirururuc(]llscnttirrrrrrlc,Jal guar.d6rrr
(]r parent rrltc'r'c a l)e rs()ll ts a ntintrr 0r lacks capitcitv t(.r glvc e !)r.lsL.nt.

I support the need for customised sensitisation of MDAs. especially Ministry of Education whrch
has the National Education Management lnformation System (NEtvllS)where data is captured at
school ler,,el but there are multiple users. ancl data sharing APls

Would you mind sharing the slrdes with the participants please

5



Attendance With the Financialsector - Monday,3rd May 2021 From 2-4Pm - Stakeholder
consultations on the proposed data protection regulation

Raphael Njcru Rahab Jum miriam ndulu Jubilee

0 ea6ros s

Angela (ite.hi Augurtur Munyr{oki

lmmaculate Xariait , AIdl'

Senjadin Otieno Benoft Walabd Ureilda Gabaoru D.iry Ndrnatr Odil Nguru

Dennit M;rno o€RRrCl( OOUOR OHTNOO Diand Oi.koo Mnina NruU

a

r Oennir Nd{i(u

Gabriel Olanqo

6EOifREY NJUG I

,dne Mugu,e

Fen K!n/.ralr

lynel..k

ltirhan ltiar.cgE

6atufiir

rcahua Afure

(ennedy xaringitllr

il(k rn

6EOTfREY N'U6UNA

HENRY GISU!|V]|A

l.ryae (oilu

krnulisra

MICHAEI, ;

Ubv'ou, U,/aLalawo

,&iB

rs^Ac

luliu! (mu

Itftail

liiadm (d&eoya

Ciiaa \rr,anr

{ u.nJra I
6r(e Lmau I

e t
,a6€5 tbigi ?

luliur MLpya

l-ilidn Srffiyu

li.r"e' f

1

s
:



,fri
,-d
,r:j'1
'i:it +'

ffi 0
Mdry Kiuru i

S.lly w.5hiko

Tril:driarrj

..,r..',r rlt,,::,r:,',:,

?r.r ,:1d ,rl r' ',r

.:r,r!' ,f,,,.r!l r

iliril Ll 'ri

rircHA€L 0r

Sanluel 6e(ui

l)a7! I J,J'r' l

Miriam Kakeny. Mjc,rbt f{orman Mo*! x

1*.,"," ;i,,-tifrW IS 1T{

t lh Os(dr (im.niOhLigut \'/okab,

rrt,J! !uii,

trrlr','. r1.,,.,,'

R,....d (o9o

Sutan l/aireri

a

HL-,,*S
!'ri:',,, fJri,. ,..

Vilali! Ok)o

Ll

',.\

i'h)r lit jr I I

2



Dennit Nderitu

OuEan lclungu

Eugene Sanya

Fran(is Timona

Adna

Oun(.n lclungu

ENMuitu,i

Euni(€ Omob

tr.nHine Obuya

GEOTTREY N,,IJGUNA

Gulrhdn Velji

Hcnry k r.njn

l3aa(

,.(lson NJenqa

Di(bon Maina \rula

Edwin Lranja

En@k Munala

farhrye

Gab.iel lnrorri

Gid@n okumu

Hnnndh W6nr!ui

humphre/ njogu

lgaaa Murugu

Jaher Nqrqi

Dorothy Ua*tE

€lire

Egthq. Kunqu

Felix hplulo

Gobriel Olangc

Grace

Harel (ngcri

lrn Nrorogr Muku

isilc NDU{GU

jamr NJ€ngd

dtimin.

ELIZAE€TH XAI{YIJA

E$HEN MUENI XALII

frincii (ariuI

G.bnella R.din9

Graca lamau

hellen

lrma(ulJlc Ka,s(

JACINTA ASWOGA

,amr N.,enga

G.luodu

Gregqry Otwaro

HENRY GISUUW 

rrene Niagi

,ekrcn xibcr

3



1t,,1 *et;r_; l,;f -_1 
.r-1 ;fr,l2r

Vlr?rltrrrg T.rlrrr

Lor- ltrc,rr

l/Eettrrg n,,rrtl)er

Currer.lt hc,sl

Cuilenl I)r eserrter

Currerrt user

Partrcp.:ilrt5 12501

f/L:,rty'tq !,rrt,r t-,,-6r..,3i !q;trtr ,Ke

ilt()t r- l kr,, :,' :l.tt / r-'-'t t'

(-g1-pt rrr.r'r1t),:r ,rf 1r,rr l , i1l

I O: r),1( I F .lt)

Raplta,:i I.J.;er r r

Rahalr Jrlrr.r

Flal>hael l.J jer u

?\1

-l

Itr

o

/, l.I

. I I, i r.l 1.,..

t>

j-

(;

r)

r)

'.\

f'rr),r ir, , ,)

s,tll :lt

;r\--\ :2')

;l,ro.ri, 5e,11,1r,

,',9 L,-,- ,1,

,i.J =,r l';lrrt,:''t,

/.ls x f.a 3r\'/ t: t\ (.1 e

^lla 
r

^ildf -llr/,t,,h

/-rl r 1.1

, ri,r: \'1,t,,

I

4



48 r)

/rtj O

/rK 0

A(i J)

AK T)

ANo

AN i)

/rtrt o

n'N i)

,it ! c)

nsr.)

Ao

iil,l i)

t,t( t)

lilJ

til t)

lJr. i)

Bfl 0

iitt o

iJO ,i

Ii'Jl,/ +

tll fl

t,, t -;

Andrew B

Angela

Angela Birgen

Angela Klkeclri

Anne

A.nE Git.lu

ANI.IE KAMONi

Anne l.Jyokal"ri

AntnL.ny Ndeqwd

arltony Nq ,lng a

Antor)y t'/antaigw.r

Arita Moni(:a

Aslrmi Shah

Atandi

Artgustr.rs Murry,vcrki

B€atriai C[relangat

ire.rl ice n'7aoah

?,earrice ilrurnl,i

Eenard !'lipkemr:,i

Be riedir- t 1.1.1i., 1.1

0enjarrin l.,,1aina

B+njanrin tilti*r'r,i

g€n!cr, V,/dk.l).1

Ber nar C rtebere

Bern icg

[_.r

l_i

5



3t r, r-: ( ',t.r

I -. :r, -r

(i

( l1 (/ 
- tt-r-,,i,) r.1,- tl,i

.-i a ,,-ltrr j"-1'

I ){ .., 
1,d,.! I , I ,

l)[ ,': lnri.,f

lri

l)/. - L-. 't - i-r ,,l.r

lrr

L,ir

6



l) O oiana

Di i) diana erukar

l)N 0 Di(kcr Ma,na Nl.:ki

tX) D Donrld 0ukc

i)l'4 tlr Oqroth. t',,ti(ekr:

D O Douglas

D O dtimina

i)( D Oun:ar (ilr;ngr.r

I r/ Cil((.1

lN r) ; rZAA;rri (;ri11;

l i) j) iiv s .Jodll

I r) a\,lt.lA

lO l,r irrt;rue r_r,-raka;i

I ') acrri;nda..;rr,:,

I O tNl,tuiruri

| 1,,1 r] irc.,-l l.4,inatr

It1 ,i ;R,aK t.tr_r--.,.r

I ii 'j isthrr rungu

I ['1 !i ;sTH-ft ./r -.H

l! ] iurrer,r !ar,,,,r

[() f,, iuni(q(_)rnolc

t O Farhiva

I ( ') ilt r qr,k:;l:,

I ft r,r FL,JRI l,J.rA I

I Fl e irancLs (arir:ki

I I J,i ir;nrrS iintr,a

7



lr .l .:i:. 
=,-

.1 = .at,, ; ^; _,i,tsr

t(,./ '-\t,t- )A, t

i,l' ir 5ra,-r' -, o 3J.1 f l

'-' ,,1',,"1,

(,ll ti rri,_1;;;,a,r '\r,JG1_ ^r.

t ,lr i,. .t--r t, ,r)

t-

i,', l-i,

''.i : ,i

8



tl{ 0 nazel (rrgori

l. r) nellen

i16 0 11g1g'v GlSUu,r,JA

ll{ r) ;g1r,71u31j116

llL ] n,rnohr:7 togr-

rl.l C ia:r t,Jjor:gel,t,tiru

I( 0 lnnatulaie Kassait

l( 0 lnnacula:e Kessait

lN J irene Nduva

' 'j ,std(

lf'l isdd( l.lJtugir

rl'r 0 iStui.C U0UNGU

,; i) )Aa NIA A0wOa,A

;( C.a:ccnv c:ilru

lll i) 31[6,.n r11q196

t 0 ,ames

;( C 'ares (iunbe

ll,l ! -1;.,35 .qg;g

ri'J ; ,,rires \lenga

,,V C amts'h

,i! 0 .;nres\rrargc nLt

,1,1 c ,anr ),1ugure

;|\,4 e ;un. 1ruro,,

iN C rtn€ \i?n-o3

, 'i iarer

IN C .36i6e \y6[ti

C

a

0

a

9



,t : ." lt tt1 -i

i 
_ 

llr l:

i::'f 1a

,,. ,-)--ar,", rI

l_l

r'l . J:

| / -.:^1 ..-:

r; :1,t.

lli -.) , ttta

1-

1- ,r,Ji. j

10



lLl :)

I lvl :)

l'/i :)

tw i)

l,)

tt) t)

MNO

i/!'/ 3

lv!t,1 r)

lvlK 0

tYil,'l r)

|.1V C

f.1,,^/ ;

rr0

1.4( 0

Uli ')

1"1 0

[1K +

L,:r-, l.ldti^d

r.-lC'' 1,1-R l-l

L,:l'; Wamatu

L'1Ciah Vi:r9ari

vietii k

,lnn 3b,randi

MagCalene Nekesa

lvlaricn I/anjiku

M:r:rr i,lur;iih,

Mary Kium.

MA?Y MUM6t

ivla t: n:;,

[1:riy ]tl;]l5i

l,4er:1 tu!a7aLi

l,,lerit" Y/anb!?u

M CIIi;L

Llrr am (akeq/a

m;:6nr nCillL lubrlii

L,\l!rnt,l \a(Trar

Mcr,ne

l/r,ies (

)

1,1\,1 r) ;1 rln,j93lpr r,t,:k,,ndcail;

tt',! ri n116.g x6qr,1r

l'i5 D i'rrrtr Silirna

f.li C tta;ibc rbdullai"i

Nl'l r) 513116^ r116p3ge

1L



t.t . ._, .. r

[.,,,

Ir

';t

I .--l

.t tlt

I ( i-,:t ',

lr

il t)

1l r/ :it,/.i \:f,,j

a
I ', i;ll; ii:s",,:

72



SK O Samantha Kunqu

llJ Q 56619s16 t1361i

!(i O Samuel Getr.ri

sK O sAMUEt GNGETTE

SX i.i 5;6u9;4unri;

':W I) Samurl Wainaint

\( l,) ;3,;1- q1,.,,to;

Sii Q 5ordu Ahmed Ali Ahdalla

lll ! Jiprl:n Llgr.;r,:

sN ti iN Njuguna

.',iV ti 91119n11'1; y'y'6irq,'rq

-\t/ O SranleT tvtbcgr:

! O stephen

SA 0 )tephen At?nya

Sh '.| 5'epher r.rnyr,la

if,1 f,) 5g5;,11,.1,y1r

Sr'/ f) qs561 y.7.3 prl

!( 0 ,,rr,,ia,.her(iifl- ,:hel((cr

!,1 r') jr,t/C)\ ,r,l A(

IN C 'rr;sn.,i),.

li 0 .ari :lri;ri

i /. -,/ ltlat:tli

l\ rj i,q1,q <urr

ll'l ilr r. r. l,iaih.!?

,i'l j) 
.rn,leirned unCyiri'ri,l

t,l.l Q y;;10, S lJz,rn-r:

13



,t, .., t,ljr:\ lrl:i

,.J!',' r-: "?...-ki 1,, .r,rl

,ri r'itl:ir

.'rl. :) 'i'i:it.ir i:::'; :

il ., 'ltl- )11,.

it !') 'll\\t r,,,

!.i(1 t] y,,iii;r.;,(ji c..rJ9r,l

t't {) ii,:;t

i"1

t '; !) ^)t ,!

Chat with the Financial Sector

from Rose Mosero (privately): 2:01 PM

please stop video, so we can start

from Gulshan Velji to everyone: 2:03 PM

Good afternoon. Gulshan Velji - Jubilee lnsurance Company Ltd

from Mercy Wambugu to everyone: 2:04 PM

Hello everyone. Mercy Wambugu Faulu Microfinance Bank

from Alex Manyonde (privately): 2:04 PM
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Alex Manyonde. Chief lnformation Officer at ZEP-RE (PTA Reinsurance)

from Nirmal Singh SEMBI (privately): 2:05 PM

Good Afternoon - Nirmal Singh Sembi - lS Auditor - Ecobank Kenya Limited

from Alex Manyonde (privately): 2:05 PM

I dont seem to have option to send chat to everyone

from Samuel Kariuki (privately): 2:05 PM

Good afternoon, Samuel Kariuki- SCB

from JACINTA ABWOGA (privately): 2:09 PM

Good afternoon. Jacinta Abwoga-Development Bank

from Benjamin Maina (privately): 2:11PM

is there voice? I cant hear the speaker

to Benjamin Maina (privately): Z:tZPM

Yes there is please

from Benjamin Maina (privately): 2:t2PM

Now I am okey.

to Benjamin Maina (privately): 2:L2PM

Karibu sir

from Joel Chesire (privately): 2:12 PM

Afternoon Eve ryone,Joel Chesire-Ju bilee General Insu ra nce Ltd

from Rose Mosero (privately): 2:13 PM

please activate chat with everyone function

to Rose Mosero (privately): 2:13 PM

Done

from Rose Mosero to everyone: 2:14 PM

Welcome All!

from Rose Mosero to everyone: 2:15 PM

Please introduce yourselves on the chat by stating your name, designation and organisation you

represent.

from Daisy Namayito everyone: 2:15 PM

I'm Daisy Namayi, Compliance Manager at DIB Bank Kenya

from Felix kipkulei to everyone: 2:15 PM
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Felix Kipkulei

from Joel Chesire to everyone: 2:LG PM

Afternoon Everyone, Joel Chesire-Jubilee General lnsurance Ltd

from Lydiah Wangari (privately): 2:16 PM

Lydiah, ln Charge of Risk & Compliance at Pacis lnsurance

from Alex Manyonde to everyone:. 2:1-6 PM

Hi Everyone. I am Alex Manyonde. Chief lnformation Officer at ZEP-RE (PTA Reinsurance)

from Anne to everyone: 2:16 PM

Hello. Anne Mureithi. Stanbic Bank.

from Benjamin Maina to everyone: 2:16 PM

Benjamin Maina - Underwriting Manager - Heritage lnsurance

from Titus Sum to everyone: 2:16 PM

Titus Sum - Conrpliance Manager, Standard Chartered Bank

from Calvince to everyone: 2:16 PM

Calvince Onduru

Head-Life Operations

CIC Life Assu rance

from Rose Muyarrga to everyone: 2:16 PM

Rose Muyanga - Kenya Women Microfinance Bank. Head of Risk and Compliance

from Nirmal Singh Sembi to everyone: 2:17 PM

NirmalSingh Sembi

Senior Manager, lnformation Systems Audit

lnternal Audit & Management Services

from Lydiah Wangari to everyone: 2:1,7 PM

Lydiah, ln Charge of Risk & Compliance at Pacis lnsurance14

from Matthew to everyone: 2:17 PM

Good afternoon, Matthew Kimweli - Jubilee General lnsurance Limited

from Sameera Nanjito everyone:: 2:L7 PM

Sameera Nanji, Head of Operations, Jubilee Life lnsurance Limited

from Dennis Nderitu to everyone: 2:L7 PM

15



Dennis Nderitu - Ag. Head of Ops Faulu Microfinance

from emwandawiro to everyone: 2:L7 PM

Edgar Mwandawiro, CRO SBM Bank

from ABLO109 to everyone: 2:L7 PM

Good afternoon all. Laban Omangi from Absa Bank and also Chairman Kenya Bankers Association
Compliance Committe.

from Samuel Getui to everyone: 2:L7 PM

Samuel Getui. Data processing UAP Oldmutual group

from Pauline Gathuri to everyone; 2:17 PM

Pauline Gathuri - Association of Kenya lnsurers

from linda koigito everyone: 2:18 PM

Good Afternoon all. Linda Koigi - BRITAM lnsurance { Head of Legal Gen lnsurance}

from SN Njuguna to everyone: 2:18 PM

Susan Njuguna - KWFT

from Francis Kariuki to everyone: 2:L8 PM

Francis Kariuki, Diamond Trust Bank Kenya Limited

from Dennis Miano to everyone: 2:18 PM

Miano Dennis - East Africa Reinsurance Company Limited

from Eugene Sanya to everyone: 2:18 PM

Eugene Sanya , ICT Manager, AAR lnsurance Kenya Ltd

from Chandni Shah to everyone: 2:18 PM

Chandni Shah Bank of lndia Risk and Compliance

from Dennis Agunda to everyone: 2:L8 PM

Dennis Agunda - Bank of Africa

from Nasibo Abdullahi to everyone: 2:18 PM

Nasibo Abdullahi-Victoria Commercial Bank

from Joshua Afune to everyone: 2;18 PM

Hello, Joshua Afune - Group Head of Compliance, Britam Holdings Plc

from Waceke Mutuiri(privately): 2:18 PM

Susan Mutuiri- Britam Gl

from Jackson Njenga to everyone: 2:18 PM
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Jackson Njenga- Credit Bank Plc

from Duncan Kilungu to everyone: 2:18 PM

Duncan Kilungu - UAP lnsurance Co. Ltd

from Angela Birgen to everyone: 2:18 PM

Angela Birgen, Risk & Compliance Officer - Pacis lnsurance Ltd.

from Kennedy Karingithi to everyone: 2:l-8 PM

Kennedy Karingithi lnternal Audit DTB

from Joshua Afune to everyone: 2:18 PM

Hello, loshua Afune - Group Head of Compliance, Britam Holdings Plc

from David Nguru to everyone: 2:18 PM

Good afternoon all. David Nguru Pioneer Assurance Company Limited Claims head.

from Allan to everyone: 2:18 PM

Allan Mwangi 5BM Bank

from Richard Kogo to everyone. 2:18 PM

Good afternoon. Richard Kogo-East Africa Re -Finance

from ENMuiruri to everyone: 2:18 PM

Good Afternoon all, Esther Muiruri - Salvage Adnrinistrator and Claims Analyst UAP Old Mutual

from lsaac Murugu to everyone: 2:18 PM

lsaac Murugu, Risk & Compliance, Madison Group

from mukundpatel mukundpatel to everyone: 2:18 PM

Mukund Patel - Victroria Commercial Bank Ltd.

from Bethwel to everyone: 2:19 PM

Good Afternoon, Bethwel Cheuiyot- Risk& Compliance-East Africa Reinsurance Cl Ltd

from Grace kamau to everyone: 2:19 PM

Graceanne Kamau -Head of Risk and Compliance, AAR lnsurance Kenya

from Joyce Kairu to everyone: 2:19 PM

Hello Everyone, Joyce Kairu-Risk and Compliance at UAP Old Mutual Group

from Samantha Kungu to everyone: 2:19 PM

Samantha Kung'u - Ecobank Kenya Ltd

from Dickson Maina Njukito everyone: 2:19 PM

Dickson Maina Njuki, Ciso, Sidian Bank
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from lynette.k to everyone: 2:19 PM

Goodafternoon. Lynette Kamande- Head Legal Mayfair CIB Bank Ltd

from lan Njoroge Muiru to everyone: 2:19 PM

lan Njoroge, Risk & Compliance - Mayfair lnsurance Company Ltd

from James Njenga to everyone: 2:19 PM

James Njenga - DPO - l&M Bank Limited

from Jeniffer Wanza (privately): 2:19 PM

Hi Everyone,

from Henry karanja to everyone: 2:19 PM

Henry Karanja, Head Compliance Coopertiave Bank of Kenya

from hellen to everyone; 2:19 PM

Hellen Omiti- Machora GM-Legal, GA lnsurance Limited

from Susan Waireri to everyone: 2:19 PM

Susan Waireri, Legal, UAP Old Mutual

from Edwin karanja (privately): 2:19 PM

Edwin Karanja- Kenyan Alliance lnsurance.

from David Kietito everyone: 2:19 PM

David Kieti - Head, ICT Kingdom Bank LTD

from Julius Mboya to everyone: 2:19 PM

Julius Mboya - ICT Manager, Fidelity lnsurance

from Francis Timona to everyone: 2:19 PM

Francis Timona, AAR lnsurance

from Teresa Babua (privately): 2:19 PM

Teresa Babua, Compliance - DIB Bank Kenya Ltd

from stephen to everyone: 2:19 PM

stephen wales - internal audit -M Oriental Bank

from Gabriella Rading (privately): 2:19 PM

Hello, Gabriella Rading -Prudential Life Assurance Kenya Ltd.

from Kevin Otieno (privately): 2:19 PM

Good afternoon all, Kevin Otieno Jubilee Health lnsurance

from Moses K to everyone: 2:L9 PM
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Hello good people, Am Moses Kariuki, I head the Risk and Compliance Division at Kingdom Bank

(formerly.lamii Bora Ba nk).

from SYMON LARIAK to everyone: 2:20 PM

Symon Lariak-Ass.Manager Legal-GA lnsurance Ltd,

from AshmiShah (privately): 2:20 PM

Ashmi Shah, Risk and Compliance Officer - Prudential Life Assurance Kenya Limited

from James Ngigi to everyone: 2:20 PM

James Ngigi, Head lCT, Jubilee Life

from dtimina to everyone: 2:20 PM

Dorothy Timina - Head Data & Analytics Co-operative Bank

from HENRY GISUMWA to everyone: 2:20 PM

Henry Gisumwa - Manager UAP OLDMUTUAL lnsurance co. Ltd.
a

from William to everyone: 2:20 PM

William Thiong'o-lnternal Audit, GA lnsurance

from Nelly Kirongo to everyone: 2'.2O PM

Nelly Kirongo, Risk & Compliance, Development Bank of Kenya

from Catherine Mbuthia to everyone: 2:20 PM

Catherine Mbuthia - Compliance Officer - Jubilee lnsurance Ltd

from Felix kipkulei to everyone: 2:21 PM

Felix Kipkulei, Undewriting Department ,Kenyan Alliance lnsurance Company

from lynn obwanda (privately): 2:21 PM

Good Afternoon, participants are also from the insurance industry

from Oscar Kimani (privately): 2:2'J. PM

Oscar Kimani - Data Governance, Absa Bank Kenya

from Ashmi Shah to everyone: 2:21 PM

AshmiShah, Risk and Compliance Officer - Prudential Life Assurance Kenya Limited

from Joel Machogu to everyone: 2:21 PM

Joel Machogu - Risk & Compliance, Credit Bank

from Ken Kanyarati to everyone: 2:21.PM

Ken Kanyarati-Regional Head of Compliance-Stanbic Bank Limited

from Amaan to everyone 2:22 PM
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Amaan Kassam - Legal. Diamond Trust Bank (K) Ltd

from Arita Monica to everyone: 2:22PM

Arita Monica, Risk and Complinace, Saham Assurance

from Elissa to everyone: 2:22 PM

Elissa Otemba-Legal Officer Co-operative Bank Ltd

from Benedict Njurai to everyone: 2:22 PM

Benedict Njurai, Risk and Compliance at UAP OM Group

from Sauda Ahmed Ali Abdalla (privately): 2:23 ?M

Sauda Ahmed- Ga lnsurance Ltd.

from Antony Wantaigwa (privately): 2:23 PM

Anthony Wantaigwa, Claims ICEA LION General

from Joyce Maina (privately): 2:23 PM

Joyce Maina- Compliance Sidian Bank

from Lilian to everyone: 2:23 PM

Lilian Machanga -lnternalAudit - Geminia lnsurance

from Nathan Njoroge to everyone: 2:24 PM

Good afternoon Everyone! Nathan Njoroge Kihungi - GeneralCounsel, Citibank, N.A. Kenya

from David Kiboi (privately): 2:24 PM

David Kiboi; Jubilee lnsurance - Forensic Security Services

from Tari Edward to everyone: 2:24 PM

Tari Edward - Underwriting lcea Lion Gen lns.

from Lilian Koki Mutiso to everyone: 2:25 PM

Lilian Mutiso-Assistant Claims Manager-UAP Oldmutual

from Jeniffer Wanza (privately): 2:26PM

Jeniffe r Wanza,Libertylife

from ELIZABETH KANYUA to everyone: 2:27 PM

Elizabeth Kanyua- Underwriting Uap Old Mutual

from data protection regulations stakeholders to everyone: 2:27 PM

Lawrence Simiyu-THE MONARCH INSURANCE CO.LTD

from David Menza (privately): 2:27 PM

David Menza - HF Group
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from kmutisya to everyone: 2:28 PM

Hi. lam Kennedy Mutisya Representing Kenya Bankers Association

from T. Nasimiyu to everyone: 2:28 PM

Teresia Nasimiyu - Claims ICEALION Gen lns

from Rovina Koske to everyone: 2:28 PM

Rovina Koske - APA lnsurance

from data protection regulations stakeholders to everyone: 2:30 PM

Hie,i'm Mr.Lawrence Simiyu-(NationalCheck-off Coordinator-Life Division)THE MONARCH
INSURANCE COMPANY LTD

from linda koigi to everyone: 2:32 PM

How about if this personal data is anonymised? lf the products are for a particular cohort?

from Lilian Koki Mutiso (privately): 2:39 PM

You're breaking up. We can't hear you

frortr Janres (privately): 2:40 PM

I cant hear you

from ABLO109 to everyone: 2:42 PM

Thuranira- What about sharing within a group crossborder?

from ESTHER MUENI KALII (privately): 2:46 PM

Esther Kalii-Uap Old Mutual Group

from Gulshan Velji to everyone: 2:48 PM

Does anonymisation apply to transactions the data subject is seeking to make with the financial
institution?

from Gulshan Velji to everyone: 2:48 PM

lf so, how will this work with regards to the POCAMLA Act that requires us to identify and verify
identity of the data subject (this includes allKYCs - personaldata)

from emwandawiro to everyone: 2:49 PM

Thuranira, please clarify is sharing of personal customer data withing banking groups or branches or
entities is allowed

from Gulshan Velji to everyone: 2;50 PM

Please also clarify on sharing of personal data with Third Parties for the fulfilment of the contract
with the data subject

from James (privately): 2:53 PM

James Pamba - Kenindia Assurance Company Ltd
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from Titus Sum to everyone: 2:54 PM

Should the country have all the 3 requirements or atleast 1?

from Rose Mosero to everyone: 2:54 PM

@Gulshan, the matter of anonymisation only comes into effect as a methos of erasure. lf your
institution is still transacting with a customer, you may wish to apply pseudonymisation to protect
the data from unauthorised disclosure. However, the provision of POCAMLA still apply.

from Ken Kanyarati to everyone: 2:55 PM

All 3 or at least 1of the requirements-regarding considerations for countries with appropriate
safeguards ?

from Rose Mosero to everyone: 2;56 PM

The General Regulations state that sharing of personal data within the same organisation is not
deemed as "data sharing".

from Rose Mosero to everyone: 2:57 PM

lssues of data sharing to third parties will require that their are binding contractualobligations on

the third party to offer the same safeguards as a data controller or data processor is obligated to
have under the data protection laws.

from Rose Mosero to everyone: 2:58 PM

@Ken Kanyarati: one of the three suffices

from Gulshan Velji to everyone: 3:00 PM

What is the strategy the Data Commissioner is exercising in the acquisition of consents especially for
existing clients. Will there be a time frame allowed for collection of the consent?

from David Nguru to everyone: 3:01 PM

On setting timelines for a period a company can hold personal data, we would like to know if the act
provides maximum timelines because if a claim remain unsettled for more than even 30 years,

ultimately insured or beneficiary should be paid. We know unclaimed Assets regulation requires that
unpaid claims for 2 years after maturity be passed to UFA, however even after passing such cases to
the Authority, if a customer claim with UFA 40 or even 50 years later, currently UFA requires a

submission letter from the forwarding company. Therefore should a personal data on the data
subject have been destroyed, then such data subject would have been denied benefits they deserve.

from Gulshan Veljito everyone: 3:04 PM

Requirement is that sensitive personal data should be collected directly from the data subject, for
lnsurers this may not be feasible since data is generally from third parties like intermediaries and

health care providers.

from James Ngigito everyone: 3:05 PM
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Please clarify on when data is shared as a medium of storage or transfer/communication. eg. AWS as

data backup, Safaricom as a medium of communication, bulk sms provlders etc.

from Dorothy Maseke to everyone: 3:05 PM

Thuranira/Rose - So to carry out a DPIA it needs to be approved by the Data Commissioner and there
is a fee of Kshs 15,00 charged for each DPIA? Please clarify?

from Gulshan Velji to everyone: 3:06 PM

No mention of whether the respondents shall be notified of all complaints lodged against them. Will

they be notified for all or only those that have been admitted only?

from ESTHER MUENI KALII to everyone: 3:06 PM

Esther Kalii -Uap Old MutualGroup

from Gulshan Veljito everyone: 3:07 PM

Where the contracting party is a corporate insuring its staff for life or medical, is there a

requirement to get consents from each employee and/or dependent under the corporate policy

from Bethwel to everyone: 3:09 PM

What constitutes data subject's consent when it comes to reinsurance companies who deal with
insurance companies directly and not the data subjects, irr such a case then, can consent be implied?

from Dorothy Maseke to everyone: 3:11 PM

14(2) indicates that " Where parties to a complaint agree to negotiation, mediation or conciliation,

the Office shall in consultation with the parties facilitate the process," This may be limiting. Does the

commissioner have to faciliate this? Perhaps consider allowing an independent means for this
process i.e. enable this to be settled between the complainant and the insitution without necessarily

having the commissioner faciltate this process.

from Gulshan Veljito everyone: 3:11 PM

law and everyone is getting to understand it, isnt KShs. 10K per day not high?

from Rose Mosero to everyone: 3:12 PM

@Dorothy, the next presenter on registration will touch on the fees.

from Rose Mosero to everyone: 3:L3 PM

@Gulshan, the draft Enforcement and Complaints regulations in reg. Ll set out procedure for
notification to a respondent that a complaint has been made against it

from Rose Mosero to everyone: 3:L5 PM

@ Bethwel, Consent can be obtained by the insurer. The lnsurer must ensure that it lists any

reinsurer as a possible third party that personaldata will be shared with and the reasons.

from Gulshan Veljito everyone: 3:15 PM
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lnsurance agents deal with personal information which they collect through the quotation

requests/application forms - willthey be able to afford to meet the registration requirements of this

law?

to Josiah (privately): 3:16 PM

We can mute our videos and activate during the group photo please

to Donald Ouko (privately): 3:17 PM

We can mute our videos and activate during the group photo please

to Douglas (privately): 3:18 PM

We can mute our videos and activate during the group photo please

to Beatrice Thumbi (privately): 3:18 PM

We can mute our videos and activate during the group photo please

from Benjamin Otieno to everyone: 3:21" PM

Certification of the copies of the certificate to be displayed in the branches seem to lengthy and

uneccessary exercise. Can the DC come up with some other way of dealing with this?

from James Ngigi to everyone: 3:22 PM

which certifications?

from Dorothy Maseke to everyone: 3;23 PM

Being a regulator, why charge institutions for a compliance audit? Struggling to understand that.

250K for certification is extremely high. Once certified is it perpetual?

from Benjamin Otieno to everyone: 3:23 PM

Certified copy of registration certificate

from Donald Ouko to everyone: 3:23 PM

What is the relevance of this Certification Fee of KES 250,000?

from Dorothy Maseke to everyone: 3:23 PM

The fees seem extremely high to be honest. Comparing with other regulatory fees that we pay. Any

reason for this?

from Dorothy Maseke to everyone: 3:25 PM

Considering annual renewalfees, and all those other charges. I can only imagine the number of

DPIAs a data intensive insitution may need to do. Perhaps reconsider those charges.

from Titus Sum to everyone: 3:31 PM

Are the Guidance notes published on the ODPC website (specifically on Consent) Final and how do

they link with the draft regulations?
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from Susan Waireri to everyone: 3:35 PM

The Data Protecton Act enshrines other lawful basis forthe processing of Personal Data other than
consent. The Regulations do not expound on these lawful basis. Do we still have to rely on consent
for processing even where there is another lawful basis applicable such as performance of contract
or legal obligations?

froni Amos Kiptui (privately): 3:39 PM

Where a company has a subsidiary (s), should they parent company register on behalf of the
subsidiaries or they have to be registered independently?

from Amos Kiptui to everyone: 3:40 PM

Where a company has a subsidiary (s), should they parent company register on behalf of the
subsidiaries or they have to be registered independently?

from Douglas to everyone: 3:53 PM

Wlll you have guidance on Accountability requirements by the Data Controller and Data Processors.
As a regulator what are your expectations towards us in as far as this principle of Accountability in all
obligations is concerned?

from Mercy Wambugu to everyone: 3:56 PM

Are there timelines for compliance and if so when

from Amos Kiptui to everyone: 3:57 PM

What are the timelines for compliance?

from Julius Mboya to everyone: 3:58 PM

lf I am a systems vendor and have offered ERP systenrs to X clients that capture and process
personal data. ln the process of support, I have access to the data of my clients subject to existing
controls, do I have to register with the DC?

from antony Ng'ang'a to everyone: 4:00 PM

Can the registration certificate be certified by an Advocate or does it have to certified by the
commission? lf yes, why?

from Stephen Kinyua to everyone: 4:01 PM

Can a company register as both a Data Controller and Data Processor? lnsurance companies from
the diefinition of the act can be categorized under both. Please clarify on this.

from Yvonne Njeri Muturi to everyone: 4:01 PM

Greetings All. I did not introduce myself on the chat earlier - Yvonne Njeri Muturi, Head of
Compliance, Citibank East Afrlca

from Rose Muyanga to everyone: 4:02 PM

Apologies.. have to exit.

,

(
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from Benjamin Otieno to everyone: 4:02 PM

I asked a question on the need to have the registration certificate certified by the DC. Can it be

certified by some other person other than the DC?

from linda koigito everyone: 4:02 PM

is the DPIA still valid if it does not go through the office of the data comissioner?

from Danielto everyone: 4:03 PM

Requirements of the regulations will require process and system enhancements. Will there be a

Grace period to allow for this?

from Patrick kariukito everyone: 4:05 PM

CBK has been requesting DPIAs for all new technology driven products leveraging on BOTs and Al.

Additionally third parties providing funding for banks also request for DPlAs. Do all DPIAs have to go

through the ODPC?

from Kennedy Karingithito everyone: 4:07 PM

Do banks need to carry out Data protection lmpact Assessment on data processing on activities they

have been processing before the enactment ofthe DPA?

from Stephen Kinyua to everyone: 4:09 PM

Can a company register as both a Data Controller and Data Processor? lnsurance companies from

the diefinition of the act can be categorized under both. Please clarify on this.

from Patrick kariuki to everyone: 4:14 PM

The consent to share the data to the insurance company should be captured in the employee

contract during onboarding if that benefit is being offered by the company to the employee

from linda koigito everyone: 4:15 PM

please clarify on the issue of DPIA, the fee of 1.5,000 per assement what is this in regrard to? does

this mean the commissioners office is carrying out this assesment?
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