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CHeplen ONa

lntroductor/
1'[IB T}IREATS TO CLASSIFIED INFORMATION AND

MATERIAT-THE APPLICATION OF COITIMON
SECUIUTY STANDARDS

Drfinition of Security

l. ln tlrc cotttcxt of this Mirnual "security" ntcans the safcguarding'of
cllssilic,l irrl'ornrati<llt anrt rrrutcriirl.

Tlrc 'fhrcats

2. 'l'he two nnjor threats to o{licial secrets are espionage and reakage.
Wrilst rhe former poses the greatest danger to National ScCurity, it is dfe
to say rhat leakage as a result of carelessness or indiscretion in speech or
the han,lling of classified infornration is the most common means 6y which
oflicial sr:crets are compromised.

3. 'l'he danger of espionage springs mainly from tlre activities of the
Intclligcrrce Services of foreign powers. These services are continually at work
collc'cting information for intelligcnce purposes and making a sustainccl effort
to bre"rk through our security clefr)nces by espionage. Amongst methocls Iikely
to be us,'d are the recruitnrent of agents on ideological grouncls or by corrup
tion antl blacknrail, thrl use of technical nrethods for telephone interception,
eavesdropping and overlookirrg etc. No department, whatever its sphere of
activity, is immune from attack. No one rvirh actual or potential iccess to
classifietl material is too unimportant to be cultivated bither as a useful
contact or possible source of information.

.1. ln addition there is the constant need to guarcl against the threat
of ccon()nlic and industrial espionage. Here the threat is posed by those
persons with business, financial or s&tional interests who coluld gain unfair
:rdvantage, or even endanger the economy of the country, by the exploitation
of inside. knowlcdge of secret Govirnment poricies ancl intentions.

5. of the marry ways in which official information can lcak out, perhaps
carelcss talk is the most common. Discussion of oflicial information with br
in earshot of those who do not need to kuow, incliscreet telephone conversa-
tions anrl a desire to impress an outsidcr with one's knowledge of covern-
ment allrrirs, can all luve serious repercussions. Carelessness in the handling
anrl tralt:;mission of classified information ancl Iack of knorvledge of correc'l
security Procedures also account for an alarming amount of lJakage.

CONFIDENTIAL
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6. A furthei potential threat to security is posed by subversivc or anti'

Government gpoups or individuals within the Republic. Such groups.or

indivicluals *y ,ry ro acquire classified information with a viEw to using

it as anti-Government proiagancla or disseminating it in any wai'whictr will

bring Covemmefit into disrePute. ' :

Common Standqrds ol SccuritY :

7. In orderl:io cornbat the threats to security it is essential th4t a @mmon

security stanclarCi is obscrved by alt Ministries/Departments of 'tho Covern'

,"nt. No system'of sccurity yet clevised can guarantee the compleie proPctlo.n

of every itlrm qf classilie<i material. However, when a common standard. is

applied, informition can be passed from one Department to dnother with

thi corrfidrlnu) lhat ir witt at least be handled with equal care,by the new

recipicnts. t'' 
.,

8. This Manual lays down the principles upon which the,contmon

standards must be basecl. Whilst the security rcquirements of somq Lfl,lttig{
Deoartments are grqrter than others, it is emphasized that the standards laid

A"fir t"tin are itre minimum @rnmon standards and must be implemented
in full wherever pracl icable.

CONPTDENTIAL 2



CONFIDENTIAL

Clreptsn TVo

mgifi:S

Ilesporrsi bility for Socurity

i; l. Evcry civil servant and member of thri Sccurity. Forces hns an
iirdividual responsibility for security. The Headof pvcry Ministry/Department
iii' resfionsiblo for' the formulation' of general &ecurity policy wittrin Uis
It{inistry/Department'and ifiould'give a firm lead in seurity',inattcrs,'AAvioc
q'hd guidance may be sought from ihe GovemmentProtectirae Sicirrity Om&n

Aippoirrfinent of Departnrental Security 0fficers
iJ

.; 2. To deal 'adequateiy with the day to day working bf security a"rrange
{rents, the Hcad of,bveiy Ministry/Department mpst appoint a Departmental
Sepurity. Qffioer; in a ' small office .howevpr he may perform rhe ,function

' "! . .ii.' ar.J
"l

I g. Undifttheiauitrority of the Head of thp Ministry/Department, the
f)eparrmental Security Officer is responsible to the Governmcnt for security
airangcments in his Ministry, Department, Provincial or District Head-
'quartc'rs, as 4p-c?se rnay_ p. i'tre $ecurity Olfiqeg at Ministry le.yel.slipeiisec
$ecirrity Officeiiat Provincial tevel arid.so on. ' : t . :' :i''
-l , '. : -.-. ,'. ,:.. ' .:i ii,,.. '",..." ..;, ' ,.':; .', ::i . .1.,1,;.ir,;,.

"'i' i. rrrearltiestifa'secufityoffibrari:- .'' " 
: 

. ..'.' I' ., 
:.,.'--...',, _-.... \:_ :i.....:

(a) to organize aderluate security within the Ministry/Department;

(D) to ensure the observance in the Ministry/Department of all Sqgrrity
,i. .,!i .: . ':l- i

(dro ensuns tbd secuiity of Government buildings and property;;.-,-..r,

' (r/l to ensure that all officers subject to the vetting procedure hive'been

.,' (r,)to.take 4clion whei.e lhere has begn a b*-.h of securityi .. j r,.:. ; :..' .:,:',..,..rr " -. . .,, ],:,.'.. .:"1 i.
(/) to maintain Departmental Security Files on,all persons'with acoess

to :Top Sq"*l:.and "Secreti] materif; lsre.$fapter [V,. para. 3);

:,, (8) to liaise.in Nairobi with the Govgrnment Prqtective Security bfficer

(ft) to liaise in.{tre Provincos and Digtricts.wir!..the.appropriate Special
Branch O$cer on secuHty matters; :.

(il to provide Security EdUoation for yrrsonnel within their departrnents.

.3 .CONHDENMIAL
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I)epurtnrental Securitl lrntructiom

5. In all Ministrics, ancl in the larger Delnrtments, Dqurtmental
Security lnstructions slrould be issued under the authority of the Pcrmanent
Secrctary/Head cf De1,ar1ms.1. Instructions should be clear and cpncise and
strould clctail the ineth,,cls of implementation in the Ministry/Department of
the Government $ecuri ty Instructions.

Security Educatio-n

6. Sc:curity 1lrecatrtions, if they are to be cflective, must be irn{erstood
by the pople whu are to cnrry them out. This is where the need for Security
Education ariws;1-

Tlrc objects tif Sccrrrity Education are:-
(a) to convirgt: tlrr.: individual entployee of the need for security;

(D) to instruct hinr in the correct procedures ancl requirements;

(c) to ensurer'that he will remember these procedures and requirements.
(Se'curity Education should not be confused with Security

Training, which is the professional training of those with direct
security resp,rnsibilities). i

7. To the averagc civil servant security procedures often mean extra
with tittle or no visible result; in other words they appear non'

It is esscntial that the particular security threats affecting his work
explained to the individual officer; also those aspects of the material he

les requiring security protection.

of Security Etlucation

8. The responsibility for Security Education within a Ministry/Depart'
t rcsts with thc l)c1:artmental Security Officer. He can, according to

nrcntal rcquirLrlnonl.s, utilize various mcthcls. Suggeslcd mcdia are:-_

(i't l-ectures.-.Tlrcso should bo illustrated wherever possible with depart-
mental examJrles or case histories. Questions and discussions should
be encouragccl with tha object of clearing uP any misunderstanding
of security rcgulations.

(ii\ tnlormal TalAs to Small Groups can be useful when:-
(a) convincin:' s€nior officers of the importance of security measures;

(b) introducilg staff to the security requirements of a special task;

(c) dealing u ith groups with specialized security problems;

k0 dealing with staft who are not used to being lectured and respond
bctter to an informal apProach.

4
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(iii\ Irdividual Talks.-Theso are of spccial value when an employee is
first appointed to secret work or is posted to a job with cpecial
socurity responsibilities. Such talks are ilso partiorlarly e,ftectivc
when an ernployee is being reprimanded f3r a breach of scarrity.

(iv).Srqfl Ctrcular,t,4hese can be uscfully employed eithpr to,draw
attention to a larticular breach of security and its consoqu€nes,
or to a general security weakness. ,. ' l

(vlsecurity Poslers.-These may bo obtained,lfrom:- .:

Tho Director of Intelligene, P.O. qgx 3@1, NAIRO}[,:,

,5

' 'lt
,..fri.
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Cru,rrsn Tlnrrn

The Clsssificafion ,J Ofigial Documents

U;e of Classilication Systenr

1. An o{Iicial doc:ument must be protected if harm would result from
thc disclosure to an trnauthorized person of the information it contains. Not
rrll documents require the same protection, so there are foqr grades of
classificationi-,:' "TOP SECRET", "SECRET", "CONFIDENTIAL" and

"RliS I'lllC"TF.l)". l).rculncnts bearing a security classificalion arc known

crrllrx'tivcly ls'L-litssiti,-'tl tlo'cutnents". ij.. .

Dclinitions of Sqcurity Classifications

2. (o\Top SccruL--Information and material, the unaulhorized dis'
ckrsurc of rvhich, would cause exceptionally grav'e damage to

(b\ secret.-lnformation ancl material, the unauthorizc,J disclosure
of whieh, would cause serious injury to the interests of the
RePublic.

(c\ Coni,lirlttui,r/.--Information ancl material, the unaulhorized dis-

closure tlf which, would be prejudicial to the intcrests of the

R-eputriic.

.r Qrrilc Confidential Personal Files etc., are in a different
cirtegory and should be clearly marked "Staff, Confidential",
or "Slrlf in Confidence" etc.).

,r17 llsstrictul.-Information and material, the unauthorized dis-
closur.. of rvhich, rvoulcl be undesirable in the interests of the
Republic.

Ilesporrsibility for ('l :rssilication

3. The origitt:tt,,r of a documcnt is the person responsihle for atlocating
thc apllropriate sccurity classification. Comnrittees must nominate a respon'
sible ollicer, norntally the committee secretary, to classify their agenda and
nrinutes etc. Uncler no circumstances should classilication be left to the
discretion of typists or personal secretaries.

4. An officer ortce having decided upon the appropriate classification
for a clocument is rL:sponsiblo for ensuring that correspondence is correctly
prepared and despatuhed according to his instructions.

'CONFIDENTIAL .6
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Cla.sification of Docrrmenb and Files i-.:

.5. (rr)The classification'of a document is determincd.solely.ion its

' ' writ(en. ' :. ''; :.:... .. '..1 , ' ' :: :i;tr.l

(ht The classification of a file should be the same as that of tire triehaii
classified document enclosed therein.

((') Thc classification gf a paper with appendiips.or enclosur.es should
be that of.the highest classification. , ,,, . , : .r. : ",..,.

(ri)Theri:is no need to give a'subsequent biicumeni a ctiassincltitirt
as high as that of an earlier documuit to which it refers or
quotes, provicled the quotation is liirriM'.to:,the; rcfor€ncs
nunrber,, thg date. and nratter not oh its, gwn justifying a
classification ae frigtr as the original leiter, ",. I ir ,,,, :r,:::.

6. Pcrsons concerned with the classification of loctrments nust guard
agairist a natural tendency to over+lassify. Use of an udduly high classification
causds extra work all round'and can lead to a Berlpral disregard bf.docu-
n-'qnt,arysccurity.Pro9!ures!husgivingj.security''a.,'badname.
'i

, .'7.Str,lT shoulcl be'Lncouiaged to report'to.their suBpfogs any obviotrs
instaritrs in whiih thby consider a classification has..been omitted or in-
corroctly used. Senio, omccrs should check ctassificationi'either when reading
"floal" col,ics of docunrents or by periodical examination of letter books.

Downgrarlirrg and Declassifying

8. Ministries/Departments should carry out a periodic review of all
classifictl rnaterial to see if the passage of time justifies its being downgraded
or decla.ssilied. No document receivcrl from another Ministry/Department
nray be clowngraded or declassified without the written permission of the
originator.

Access to Classified Material

9. Orrly persons who have been security vetted are permitted to handle
classified material, and may only handle that grade of material for which
they have been cleared

10. The typing, duplication or copying of classifiod material may also
only be carried out by a person security vetted.

1 ,CONFIDETIrIAI





Codewords . :

I L A Codgword is a word used to provide security oorrer for,a particular
classified matte6! All Codewords are drawn from the Operalioql Codcword
Index held by'ihe Dircctor of Intelligen@, to whom applicatlbn must be

macte when Cocliworrls aro requircd. i
'i' :'
;

Nicknames i ,

12. A nickname does not provide security cover and may.F used for
administrative c(inveniencc for unclassified mattenl. To avoid orfusion with
CotleWords, a'irickname should always consist of two separaQ:we1fls.

CONFIDENTIAL

Accountrble Dti$unrertts

13. A doctnrent may b madc an "Accountable Document", in whictt
casa the holden'is required to certify its safe custdy at least Onco a year.

To be made aocbuntable a document should normally:- 
',i."

(a) be classified "ToP SECRET", "SECRET" or "@NFII)ENTIAL",
with the likelihood that it will retain that classificatidh for a sub
stantial periul; ';;

(b) bear a serial number and an individual copy numbec

(r) bc of the nature of a manual, work of referenoe of sot of instructions,
that is, the sort of docgment which is often bound in a stiff covet,
sometimes ttxxc.leafed, and to which amendments arc issued from
time tb timt''

CONFIDENTIAL 8
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Cxlprsn Foun

Access to Classifted Material
J

Thp "Netd to Know" kincipte
. I. Access to classilied material must at all tirrres be restricted on the

"Ne9d to Know" principle, that is, no person is enlitled, solely by virtue of
his,fank or appointment, to knowledge of classifiid 4aterial. The "Noed
to $now" is the essential principle i
Enrployrrrent of Staft on "CONFIDENTIAL', {'SECRET'' or ..TOP

; sll('ttl.lT,'work
i'2. No one may be employed on "CONFIDENTIAL", "SECRET" or

"TOP SECI{ET" work without prior security clearane (security vetting)
by t$e Director of Intelligence. The full vetting prgcedure is laid down in
'-'!ecret" Circular reference GEN. 168/390/001A (l4l), dated 23rd August,
l9(J, and issued by Permanent Secretary, Office ofl'the President.

Access to "SIICRET" or "t'OP SECRET" Work

3. Subject to the provisions of the preceding lmragraph, no one may
be employed on "SECRET" or "TOP SECRET" work without the authority
of $,: Hcad of Department concerned. The Deprtmental Security Officer
should mrrintain a separate security file for every person authorized to handle
"SECRIi'[" i-rr "TOP SECRET" material. (Chapter II, para. 4 (fl). Security
Files should contain only:-

(a) I'irrm PSC.2 or its earlier equivalent.

(b) The Official Secrets Act Declaration signed by the prson concerned.

(c) Tlru form issuerl by the f)irector of Intelligence showing what degroe
.rf classifi,ation a person may handle.

(r0 Rcports ancl commenls by the Permanent Secretary/Head of
Defrartment on any breach of security caused by the person.

4. tv\'hen an officer is transferred from one Ministry/Department to
another his Security File should be sent 1o the Security Offier of his new
office.

"9 CONFIDENTIAL
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Cu,rptrn Ftvn

The; P reparation, Transmission,

and Destruction "f Classified,
--:
i ond Documents, " r'

Receipt

Files

GENERAI,

lltarking rrf ('L,ssilicd Documents' l. tllcry 1,:rrc 6f a slassified document ntust"clrxrlY thow the se.curity
classiticatiorr ol' lhc document at ton and lxrttottt. F,very copy of a "TOP
Sl:CRETli. or of a more important "SECRET" doqument must be given a
copy nunlf!:r lrrd a distribution list should be retained. Appendix "A" sots
out :r motlel prooedure which should normally goyern llit Eoduction and
recordin$ of "SECRET" and "TOP SECRET"'papers; ,:, '','i.

Circulution of ('lassified Material
2. Tlie cir.'ulation of classified documents must be strictly iimited on

a "need tp knorv" basis. Committees must a.lways lay clo*n theldistribution
list of their papers ancl minutcs, and shoulcl rcvise such lists at regular
intervals. ' ' .''.t ,.' l ; ,r ll ,

Ileproduction ol' Classilicd Material :

3. Tlie cluplicalion or reproductiort of classified material'may'only be
pcrformcd by rr person authorized access to the grade'of. materi4l ;being
hanclled. A sep;rrate room sltould, wherever possible, be used for duplicating,
and all unauthorized persons' excluded. All waxes, skins and waste from
thc duplicatinir of classilied. material rnust be treated in the same manner

Use and Protrcliurt of Photocopying Machines

4. Photoc,,l''ying and sinrilar machines need careful protection-to prevent
their usg for thc illggal copying of classified material. The following precau-

rions .must be taken in alt Ministried and Departmbnts regularly hand[ing
classified material. ,1,i,

(a) Machin,-:s nlust be kept in a separate and s@ure room which can
be tocked when not in use. Where, in exceptional circumstan@s,
through limitation of accommodation this is not practicable, and
the approval of the Director of Intelligence has been obtained, the
machirre may be immobilized or locked away when not in use.

CONFIDENTI,\L t0
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(D) l)hotographic papers ancl materials shoulcl be held by a responsible
olliccr and issued only to prsons autholizcd to use the machinc.
l'a|s15 and materials shoulcl not be kcpt in lhe same room as the
machine.

(t) lt is desiiable, wherever possible, that all photocopying should be. dgne by one or more authorized persons clcPending upon the degree
of usage of the machine within lhe Ministry/Department. where
this is not practicablc, nse of machines by secretiries, typists and
junior clerical statt should only be permitibcr when requiied ancl or
authorized by senior ofticers.

lVax Scrliug of Envelopes

' 5. \\'lr scals on cnvr:lopr's shoultl bc so placi.d tlrat no onc seam or
llltli cltrr ltc opcltccl rvitltout at lcast orrc seal boirrg broken. The clistance
berweerr surls should not be more than 4,'apart,',and all flaps should be
stuck <kr*'n prior to sealing. The over-filling of envr.-lopes *ay cause damage
to thc surls in transit arrd should therefore be avoirlecl.

Regord or' Despatctr and Receipt-Filing j'

. 6. An accurate and cletailed recorcl rnust alw:rys be kept of classifietl
malerial graded "coNFtDENTlAL" ancl above. Acknowledgement of
classifietl documents should be by the full signature of the recipient and
ncvc'r bv initials alone.

)

7. All classifiecl matcrial musr be correcrry filed immediately upon
re'cuipt. lr is esscntial that "ToP SllClUr,T" filcs stroulcl conlain tie rbuo
sficLts rt't'ording the dctails of llt classilicd documents therein. This proce-
durc is ;rlso strongly recommen<Icd for files classified ..SECRET'i and..CONFII)ENTIAL'"

File l-ocation Cards

8. \\'hen in its place in the Registry, each classified fire should contain
a file log.rrion card. (This is a plain card about the size of the file cover,
bearing rlre file's reference). when a file is sent out of the Registry, the card
must be retained by the Registry and the file's destination, and the date
of despatch entered on it. The officer receiving the file, or his secretary,
shoulcl erlter the file reference and the date in a file record book.

9. In small offices, or where only a smal anrount of classified material
is handlctl, an oflicer passing a file to another ollicer outside the Registry
need only nrake a record of the destination and the date and time of aespatch.
In Iarge olliccs the same derails should in aclclition be enterecl on a file
"transit slip" which must be sent to the Registry, whure the file's new location
.should bt' entered on tlle lile location canl. In this way files can be traced
quickly ancl should one be lost it is easy to ascertain who is responsible.

I I CoNFIDENTIAL
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Mail List System

10. Whsre thr:rc is only a small quantity of classified correspondence

tlre person in cttar','e of the Seourity Registry neal gnly t"!o$ the dcspatch

and receipt of chssilied material in Inward and Outward Mail Registers.

Where a iargi c1u;, rtity of classified material is dealt with it is recommended

that the Maii.List S1,stetn, (GPK Form P.135) should be utilized as follows: -
(c) Mail .List, should be used to record the despatch And receipt of

"S[:CRF.'[" and "TOP SECRET" correspondenco' ;:

([) The flesprlchrrtg office should allot a scparate mail list number to
eacfi adtlrcssee.

(c) Each, Mail List should cortsist of three numbers spparated 9y 1n
oblirluc.',n'()kc, e.g.3125169. The first nutnbr is the Mail List
nunrtror,r[ llrc acldressee, thc sccond is tfie serial number of ths
Mail l-ist. rvhich tnust always be in stxlut:nce. The third number is
the last trr'o ligures of the Year.

(r/)On Ilre I\,,|t firt shoultl be enterecl the reference:number of the
lett.cr or rlocument to which it relates. :

(r) Thc lcttcr or docuntcnt should be cncloscd in two onvelopes. The
inrur errr',-rlt1lrr (wax sealed) should bear the cl,lssification, the
rcfdrcnc.. nunrbcr of thc contenls and the sender's full addrcss. T'lte

Ivlail Lir't shoulcl be attachec! to the inner envelrllr. The outer
enlclopc should bear only the full address of the atldressee.

(fl Thc Mail l.ist shoulcl be macle out in duplicate, the flilnsy copy bcing
Iiled.

i:
(g) The Post Ollice registration number should be stuck on the outer

envelopr-'. and the Mail List number e'ntcred against that numbr in
the Post Ollice Registered Letters Posted in Bulk Receipt Book.
(P.O. Bo,rk P.l2l).

(l) Upon retrrrn of the Mail List receipt, it should be attachecl to the
lilcrl llirrrsy copy.

ITIETIIODS r)lr I'IIANSIIITTING CLASSIFIED FILES AND
DOCUMENTS

ll. liroru ll,,3istrics to Oflices, artd llctwecrr ort{: Ollicc and another,
provirlcrl l'ransnrission is within the sanrc building.

Classificatfu,,t Methcxl

(a) Tot, Sticrt,.'t Pouch or metal contaittcr fastened with cclmbina-
tion padlock, carried by authoriz.ed courier.
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Classification

(b) Sncnrr
(r') CotrF'torvrral"

( D Rr.i'rnrcteo

Method
'l (i) Closecl envelofe or container carried by
I hand of perseo authorized ac@ss to the
J material. 

i'
(ii) Sealed envelopii, showing address, classifi-

cation and (ii-i lower left hand corner)
reference, carried by courier.

(iii) Sealed envelopfi, showing adclress, classifi-
cation and (ifl lower left hand corner)
referen@, insi{p closed envelope strowing
only the addreps, carried by Government
messenger. .i

(iv) Sealed envekrp,l, showing acldress, classili-
cation and (in lower left hand corner)
referen@, insilde locked bag, carried by
Govemment ni$senger.

Closed envelope sfrowirfg addrsss only, carried by
authorized courier or Cirvemment messenger.

I l. 'I'o other Ministries, Departments and ollices within the same Town.
(u)Top Srcnn, scaled envelope showing address, crassification and' 

reference, transmitted in container, fastened by a
combination padlock and carried by an authorized
ourier.

(6) srcner sealed envelope showing address, classificatioar and
referen@, transmitted in locked bag by authorized
courier.

(<')CoNr,roetvr'rAL (i) As for SECRET.
(ii) Two envelopes, inner seated showing

security classification and referen@, outer
showing only address and carried Oy trana
of an authorized messenger.

ft/) Rrsrnrsreo (i) Carriecl in locked bag by authorized
courier.

(iD Closed envelope with no security classifica-
tion by hand of authorized messenger.

13, All classified material despatched by the foregoing methods must
be accompanied by a receipt book which shoutd have eiterel therein details
of the lddressee and the reference number of the documents concerned. A
fullsi;rratureandofhcedatestampoftherecipientmustbeobtained.
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1.1. To a Desrinutirtn outside the same Town but within the Republic'

Clussilicurion Method

,,ii,r,'ir",r,, Staled envelope showing the -classifi.qttgn-u*
aclclress, in a tocked container, by hand of oflicial

-c()tlrieror,ifnoneisavailahle,hyspe.oial|ngssenger.

(b) sr;<.rril. By registerecl post; two cnvclopes shoull! E ,ryd,
tlie inirer (sealecl) showing the address, cla'ssification

and referen@, and full postal address of sender'

The outer closed envelopo showing only tlte address

of the addressee. SIT,CRET llles shoultl only be

transmittccl between Provincc's ancl Dislri;'ts in vcry

r'\ccptionurI circumstattces, wlten thcy llhould be

carrild in a locked contaittcr, by hand of;an olficial
authorized to hanclle the file' or by the nlethod laid

down for the carriage of TOP SF,CREI' material

rlctailed above.

(c) coNr,,xN rnL 
ilH,r["oHn"i]'l"ix"Jl1]i#t'.8,i[f illtj.

(r/) Rus'rntcrurr

ments. :

I-etters and documents by ordinary post in a new

single envetope with no security classifiqation shown

,rn the cnvelope. It RF.STRICTED files have to be

scnt theY should be registercd'

TOP SECRET letters should nevor, in norntal

circumstances, be sent by registered post).

15. All registered ntail shoulcl be carricd to and from the Post Ollice

in a lockcd n.,Iil brg. 'fh.'. coJry of thc Post Oflicc registercd mail receipt

i*f,i.l, is signecl at tirr. l).st Ogice on receipt of regisrcrecl mail) should be

ietaincd as 
-a 

record ol' the numbers of registered letters despatche<l'

Removal of Documcnts urtd Files from Offices

16. TOP SECR[I'| anct SECRF.T documents should not bc taken out

of ttrc oll'rce unless it is absolutely essenlial. TOP SECRET documents mttst

rcVr.r ltc taken hottrc. lf an otlicer has to work on SI:CRET or

CONFIDBNI'IAL doetrnrents r[ home he must obtain the consent of his

Permancnt Secretary,'llc'acl of Departmettt. Wlten SECRET or CON'
FIDENTIAL papers itre taken home they must be carried in a lcrcked brief'
case, clearly la-beil,.rd uitlr the owner's name and adclress. At night the papers

shoul<J be replaced irr the briefcase, which must be locker.l in a secure

container in the officer's housc, the officer retainirrg the keys of the container

all the tirne. When an ofiicer takes files or classified papers home he should

give a rcceipt for thcnr to his Security Registry for retention until he returns

*(Note

them.

CONFIDENTIAL l4





'l'17. ln oflices where classified materiar is handled all wasto must be
tre:ltdl as classified waste. This includes waste 1nper,:carbon p&IEr, shorthand
notibooks, notepads, waxes, blotting pafrer ana typewriteruiU'6on. Ctassificd
wa$[e should only be destroyed by shredding or Ltining.'when it is burnod
the wastcr should be reduced to ashes and the ashps broken up. ctassifed
material should only be destroyed by a person autfiorizea io handle all the
matter for destruction and no one who is not authofizbd to handle it shouldp nreselt. If classified waste is not destroyed at *ri inAli u wortine daiit must lte locked away in a security container. In offices which tanaft
claspified material, recording tapes must always b[ regarded as classificd
maGrial. when ToP SECRET nureriat is dest?oydt 

"-[ninot" should be
scn('to thc originator stating the date and manner bfldestruction. In addition,
whc'n corrrplcte SECRET or ToP SECRET filcs are destroyed a chock shoild
be ;hadc rhat no folios aro missing from the file, arid an ac@unt should be
kept of all such files dcstroyed showing the dato and manner of destrustion,
and'a certificate that the files were co,mplete on destriiction.

CONFIDENTIAL

Desttction of Clessified Matcdal and Wastc
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Csrmnn Sx

Custody oJ Classifted Documents,

Contoi'ners, and Security ,J Ku!

, Combination Locks

nd

,. -

lluilttings r' ,

l. Docum;nts clirssilied "TOP SECRET" or "SECRET" will normally

only trc houseil in protected premises, that is, buildings whish are under

s.xurity guarcl ihrouirhout the twenty-four hours and which nofmally cannot

U" 
"ntlrot 

by pnauihorized persons unless escorted. Wherc thdp onditions
a" 

"ot 
jrevaitl'.tfrc documenis may be stored only in a proper,itecl safg scl

in conciete oriwithin a properly constructed strongroom or 1'L'gistry fitted

with steel doors antl security locks. i
;l 

'.

2. All documents classified "CONFIDENTIAL" dnd abrwe mryt 
-be

locke<t up in security containers when not in use. hiormally, "RESTRICIED"
docrrnrents should ir" fufi under lock and key. The iollowing minimum
standarcls mustlalways apply : -

TOP SECRET
(i) Steel safe fiued with keyless three wheel combination lock or key lock

fitted with combination blister.
(ii) Lockable str.el filing cabinet or cupboard housed within a properly

constructcrl stcel doored Registry/Strongroom.

SECRET \
Stcel filing c:rbinet {itted with stcel locking bar, hasp and staple secured

by an approvcd padlock or keyless combination lock.

CONFIDENTI,\L
As for "SECRF.T" except that in unprotected premises filing cabinets

should bc secured to a sto'ne wall by bolting through lhe rear
panel.

RESTRICTEI)
(i) Lock and keY.

(Note; Lockable wooden containe6, i.e. desk drawers, stationary cup
boards, tiling cabincts etc., may NOT be used for any material other than
that classifi ed "RESTRICTED").

Security

as
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Security Kcys and Courbinations

. 3. A sccurity kcy or "corrilrination" is onel which gives access to a
cr)ntaincr ol' any description holding classified documents or material.

(,-ornpronrisc of Keys and Combiltation Settings
I 4. Dupticate keys can easily be made by an expert. An impression or

photograplr of a key can be taken in a few secqnds by a person with only
limiterl tcchnical knowledge. It is essential therefor,: that unauthofized persons
ncvcr lravc the opportunity of handling or exanrining security keys.

5. Combination Lock settings may be comlrromised in several ways,
p:rrticulrrrly if an unauthorized pcrson is able: - i

(,,r to rcnlove the cover of the back of the lo-k and examine the inside;

(/r1 to overlook the operation of opening the loek;

(r') to reacl a wrirten recorcl of the setting. '.

lsriuo ilrrd Recording of ttsccurity Keys" ]'

6. Security keys should bc issued against signature to individual members
of srall'. A register should be maintaincd recording the whereabouts of each
sccuritv key. including spares, togethcr with a nofc of the lock or container
ro whi.lr they belong.

Sifc Crrstody of "Security Keys"

7. "sccurity Keys" when not in use should bc locked away in a
Ctrnrhirurtiorr Wall Key Safe or sccurity cont:rincr. Only those persons allowed
accL.ss (o tlrc kcys should know thc combination of the Key Safe or container.

8. Only in very exceptional circumstances should keys be taken out of
rhe ofiicc. Such keys should be placed on a key ring attached to a chain; they
shoulcl rror leave the possession of the owner even for a short period and
rrust ho kept securely at all times. They should not be marked or labelled
since, although this makes recovery of a lost key unlikely, it lessens the risk
of a finder or thief making improper use of it.

9. All spare security keys should be held by the Departmental Security
Oflicer. Thcy should bc stored in a Key Safe or security container to whictr
only the Departmental Security Officer shoulcl have access. Spare keys to
safes arc hcld centrally by the Trr*sury for Ministries/Departments in Nairobi
anrl by Provincial Accounlants for Provinces ancl Districts.

Loss of Security Keys

10. The loss of a security key should be reported at once to the Depart-
mental ,Suc'urity Oflicer for investigation. Any container of which the key
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is lost must be urnsidgrc6 as technically compromised, and tbc contents
storcd clsewhere, until the lock or locks are changed. Even'if the kcy is
subsquentlyrpbcovered thc container must still be regarded q{ compromised
unless it is established beyond reasonablc doubt that there' has been no
opportunity fg.: un unauthorized person to copy it. 7:

t..
t.:: .'

Changing Colibination Settings ',,

I I, Comliination settings should be changed:- :
,

(a) when 3 container or lock is first received by a departmtnt;.:: ;
(b) when ir frcrson knowing the combination ceases to fu1vo authorizod

a!:criis to thc contents of the container to which thg lock is fitted,
for qriaurplc, ()rl rotir('ment, trartsfer or disntissal of lrcrrcnnet etc.;

(t) wlron a conrbination is thought to havc been comproriised;
; '.

ft/) when t comhination has been set for six months. :.

t-

Ha nd-Over /Tlke0 ver Certifi cates

12. All Qovernment officers in charge of departments, branches, officos
or rcgistries lgtrere classifiecl rnaterial is kept shoulcl, on relinluishing their
appointments- rencler hand-over/take.over ertificates to the'.Head of the
Department cbncerned. The certificates should mention the fgllowing:-

(c) The responsibilities of the appointment, in so far as it affpcts all aspocts
of the handling and protection of classified material. 

.:

(D) Detaili of classitied files.

(c) Details of accountabls documents.

(d Details of codes and ciphers

(e) Details of kcys to safes and steel filing cabinets.
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ClreprER SrvrN

, S ecuriUl ,J Buildings
Ilesponsibility

.t. tt'," responsibility for the safeguarding of Cov€rnrnort buildings and
their contents rests with the department in occupation. Where a building is
shafed, rhe Heads of the Miniitries/Departmenii cdpcerned should discuss
and" agrec upon the apportionment and co-orclination of security respon-
sibilities.

:2. Tlr,.: sL'curity ruluircmt'nls of Ministrics/Dqpartments vary greatly;
rro !'ulcs t';ur hc laitt clown govcrtting inlcrnal protcclive arrangements for all
Govcnrnrcnt buildings, but the following suggestiorls should be adapted to
meet di{Icring needs. ..

.r3. Thc Departnrental Security Officr:r shoulcl mal.o a survey of all possible
m.xirs of accesi to the building in which his Departriient is lotated including
alt rloors ancl other entrances, ground floor winrlows, etc., and recommend
measurcs to cxclucle casual intruders. Much can bc done to increase the
secugity of buildings by aclmittrng visitors lhrough one entrance only and
controlling their movements within the building. Whore a Govemment Mini-
stry/Depnrtment shares premises with another Government Ministry/
I)epartment or a non-Covernmenl organization, contr()l of access should be
cxoriiscd rrt the entrance to each floor or landing occupied by tho Covern-
nr,:ni Mirristry/DcplrtnrL:nl, Plrticul:rr carrr ruust bo i:xcicisctl io ensurc lhat
visitors to ollices clo not gain sight of classificcl nraterial.

Door-Keepers and Security Guards
4. Crcat care should be exercised in the selertion for employment of

door-keepc.rs and security personnel (guards, watchmen, etc.). Careful checking
of backgrr''und and prcvious employment is essential and in cases where doubt
arises as t() a f)erson's antecedents or suitability, security vetting should be
carried out.

5. Door-keepers and security personnel should have precise written
instructions from the Departmenlal Security Officer as to their duties and
responsibilities. They must at all rimes be made to feel that they will have
the support of thc Permanent Secretary/Flead of Departnlent in the correct
execution of their duties. Night-watchmen should have access to a telephone
or other nleans of communicalion in order to bc able to summon assistance
in the evcnt of trouble. Periodic checks at irregular hours should also,tre
made hy either human or mechanical means (clock recording systems)'to
ensure that watchmen are alert.'
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Pirsses

6. A pa.ss system can be a useful aid to security, particularly in large
Ministries/l)cpartnrcnts and in those containing sensitive areas or a large
concentralion of classilied material. Passes can broadly be divided into two
cl:,lsscs, I ft)r rrxilnlplc, l)crmilncnt purisrts for cmployees in the Ministry/
Dcpartntent arrcl tcnrprori.rry passes for visitors..:
IDernranilnt Pa,;scs

7. 'Ihc lirlkrw'ing procautioris should bc takcn in the production of
pilSSOS i*1

(a) tho Puss shoukl be of colourcd or patternetl palrcr antJ not capable
i ol' llcirr1l c:asily copied;

(/r)ira**c* slroulcl be serialty numberecl;

(c)ir currcnt Photograph end/or ths signature of tlro holdcr should be
, allircd;

(r/) tvherc possible the pass shorrlcl be stamped or embclssed with a
prorrrincnt hieroglyphic not capable of being easily copied;

(e) tlrc p:rss should not indicate which Ministryi Dppartment issued it
-,nor t() which building it givcs access; ;

. (/)s:alinlr (llminating) in plastic will prevent tampering.

8. Ilasses should bc issued again.st sigrrature and a record kept of all
lurldcrs. pt_'rStrilS leaving thc Ministry/f)epartment on tranr)fer, ets., must hand
irt thoir l):rsscs.

'fcnrporirry Prrsses

9. Iivcry visitor not in possession of a valid Permanent Pass admittilg
hirn ro a buikling, whethcr he bo an oflicer of another department or a
mcmbcr of tho public, should be provided with a Temporary pass. passes
should be serially numbered and produced irr tluplicatc (see specimen at
.'\ppcndix "8"). The Temporary Pass should be signed by the oflicer visited,
w.lto is Alst> rcs1rottsiblc for seeing lhat thc. visitor leaves the builcling when
his business is corrcluclcd. At tlre encl of each working day the passis must
he checkerl rr,:ainst the duplicates and the reason for any missing passes
investigated. lt is recommended that all used Temporary pisses be retained
for a period of two months before destruction.

Security of OIIlces

10. Alt ollice windows must be closed and fastened at rhe end of the
day by the occupier. As a general rule oflice doors should be reft opcn as
a fire precaution and to facilitate in.spection by nighrwatchmen. The lieys of
any doors left open must be locked away in a secure container.
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I l. At tho end of each working dry a room Obcck should be carried out
in each office to ensurB that:-' :

(i) no classified documents have bocn lcft lying about unprotcctc{
(ii) all classified waste has been locked awal or dotroyua;
(iii) all safes and security containers aro closert and locked;

(iv) all outside windorrs are shut.

!

il
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Crteprrn Etctm

?crsonol Security ond " Secure Behaviottr"

The Initiation o[ a Secret

l. All secrcts are initirted by man and therefore the first thing to guarcl
against are human weakncsses and vices. Man's carelessness and indiscretions,
his vanity and curiosity, and the exploitation of his vices or moral weaknesses

cnn all lead to hreaches of security.

('arch.ss Talk

2. Careless talk and indiscretions amongst family, friends, acquaintances
and even fellow workers must be guarded against at all times. Conversations
can often be ov.rrheard where ofiices have ill-fitting doors, thin partition walls
or open fanlights. Great care must be taken to ensure that conversations
in conference r()orns cannot be overhead from outside the door or through
open windows. Vanity--the desire to inrpress by one's knowledge and
curiosity-the desire to lind out more than one needs to know, can both
L'ad to breachcs of security.

Viccs and llfor:rl W'takttcsscs

3. Tho cxploitation of vices or moral rveaknesscs is perhaps one of the
m()st succcssl'rrl, tlrou-th difl'icult 1o guard against, methods trf extracting,
secrets. Bribery, corruption and blackmail are commonly used methods
FL'rnrosexuality, illicit sex, criminal activities, indebtedness, gambling, drunkerr-
ness ond extravegances are weaknesses which are all exploitable by a deter-
ntinccl lgcnt in scarch of secrets.

4. From tlrc fclregoing it can bc secn that good personal behaviour, both
cluring ancl out of olfice hours, is of paramount importance amongst ofhcers
rvith access to classified material. Any cases of insecurc behaviour or obvious
moral laxity shoukl be trcated as a potential threat to security and investigated
tlrorouuhly.

Use of 'l'clcphorrc

5. No forur of telephone conversation, whether by ordinary or radio
tclephone is se-c:ure. The principle risk of Ieakage arises from casual inter-
cl'ption by cross-connexion and the possibility of telephone olrrators and
engintrrs ovcrhcaring conversations in thc performance of their duties. Deli-
berate telephorrc interception is a risk that cannot be disregarded, and there-
fore the general nrle must always be the TELEPI'IONE IS NOT SECURE.
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6. Thc "secraphone" or "scrambler" uscd by certain Ministries/Depart-
ments allords , rrrty a vcry limited clegree of security; an expert with the proper
facilitics or evor) a trained listener can intercept and "de-scramble" at least
parts of "scranrbled" conversations.

7. Fn>rn the foregoing it is essential to realize that classilied information
shoulcl only be conveyed by telephone when the need for speed outweighs
the nce.l to guard against leakage. Even so, every effort should be nrade
to rentlcr the conversation as obscure as possible to an eavesdropper. Great
care must be excrcised in telephone conversations to foreign countries, parti-
cularly rvith our missions and represenlatives abroad where the likelihood of
clclibcrlts interccption is far greatcr than within Kenya.

Irrforrrr:rliolr to thr Prrss

ll. (ircat carc nlust llc lakr'rr lo avoid urraulhoriztxl or prenrature dis
closurcs to tho Press. 'l'hc problems involvcd are dealt with at length in
Rcgulltion.s D.23 and C.7 ol' tlrr: Code of Regulations, and any oflicer who
is likcly to have clurlings with the Press must make himself familiar with these
rc'gulations.

9. lly the very nature of their profession iournalists become extremely
adcpt in building up a story from secmingly unconnected scraps of informa-
tion. Civil Servants must ensure that they do not unwittingly become quoted
as "tht: Covemment spokesnran" or "a normally reliable Covernment
sourcc".

Pen Fricnrls and Oyersea.s Correspondcnts

10. Olliccrs who maintain "pc.n fricncls" or similar correspondence with
prs()r)s or organiz:rtions overseas must, :tt all tirncs, bc alcrt to the possibility
of tltcrttsolvcs bcing usecl or cultivatcd as a possiblc sourcc of information.
Any attcnrpt by :rn overseas corresponrlcnt to obtain oflicial information of
any clcsciiption should be rcported to the Pcrmanent Secretary/Head of
Departrrrent or Dcpartmental Security Ollicer.

Unollici:rl Questionnaires
l l. No civil servant should reply to an unofficial questionnaire, from

wlralevcr source, which requires irfornration about his position in Govern-
merrt: nrturc of u,ork carriccl out or any othcr information relating to his
employrnent. This does not, of course, preclude a civil servant from giving
potcntirrl new employers sufllcicnt details of his experience.

Duty to Rcport Suspicious Incidents and Ilreaches of Sccurity
12. It is the duty of every civil scrvant to report to his superior any

breach ol sccurity or suspicious incident, or any attempt, by persons outside
(ior',-:rnnrcnt to obtain oflicial infornration to which thcy are not entitled.
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CrrnprrR Nnn

Brccrches "J Se cur ity
(ienrral

I. No practicablc syslem of security can aflord complete protection
against the skilled agcnt: it can only make his task more diflicult. When
security is conrpromiscrl, however, Ihe existence of an eflicient security system
grc.atly aicls investigati()11s, by bringing to early notice the fact that something
has gorrc lvrong antl by txtrrowiltg the lield of enquiry.

2. \\'hcn;r lrrr':relr,'l'sccurity occurs it mtrst at otlce be rcported to the

Departnrcntal Security Olliccr wltose objectives will be:-
(a) to fincl out u'het happenecl;

(D) to minimize thc clanger done;

(c) to prcvcnt a rgcurrence.

3. Departmental Security Ofhcers or other persons investigating breaches
of security should report all serious cases in Nairobi to the Government
Prorecrive Security Olilcer and in the Provinces and Districts to the nearest
Special Bnrnch Olliccr ut tlrc carliest possiblc momcnt.

All Ollicr:rs nrust bc Security Conscious

4. Thc contravcntiort of any security regtrlation is a breach of security.
Every Government enrployee whatsoever his rank must at once report to
the Departmental Security Ofhcer any breach of security, however trivial.
Only if lrll thc employccs are security conscious, and all breaches of security
thoroughly investigated, can these instructions be enforced and Covernment
secrets safeguardecl.
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Thc Oficiol Sccrets Act
No. 11 of 1968

Gencral Principlcs

l. Thc Oflicial Secrets Act provides for the preservation of State Secrets
antl Statc Sccurity. Insofar as ofllcial information is concerned the general
objcct of llto Act is to prevent unauthorized persons from obtaining informa-
tiorr relatirrrl ro o{licial mattcrs.

I)rclaration Under the Act
2. It is thcr duty of every Permanent Secretary/Head of Department to

ensure that every person who has access to classified material signs the
requisite dcclaration under the Oflicial Secrets Act.

Ollicial Srcrcls Act 1968

3. Part l[, Scotion 3 of the Ofiicial Secrets Act 1968 governs certain
rcsponsibilitics of Covemment Servants and othcrs. They are reproduced at
Appendix "C". All Government employees should study this Act in relation
to the Olllcial Secrets Act Declaration Form (reproduced at Appendix "D")
which thcy sign on appointmellt. Also reproduced at Appendi@s "E", "F"
and "C" rr.sl)cctively, are the Declaration Forms to be signed by Civil Servants
on lcavirrg tlre servicc of Government and, in certain circumstances, by persons
outside Covernrnent service on obtaining, or ceasing to have, access to
cla.ssifi erl information.
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APPENDIX "4"

MODEL I'ITOCEDURII IIOR TIIE PRODUCTION AND RECORDING
OF DOCU]UEN'I'S CLASSII;IIID SBCITET AND TOP SECRET

Only persons who havc been clearcd by the Director of Intelligence for access to
nraterial classified Sccret, or Top Secret, may type or duplicate papers so classified.
No person not so cleared should be permitted to assist or attend in the duplication of
such material.

2. Top Secret documeots should always be given copy numbers, and a record
of each copy produced and of its location should be kept, by means of a distribution
list. Spares should likewise be numbered. In addition, the following certificate (with
only such nrinor nrodifications as the sense may demand) shoultl be typed on the
lilc copy of thc distribrrlion list, and signed and dlted by the person who typcd or
rluplicatcd thc docuntcnt : -

Ccrtified that this list is completc and that all other copies, parts of copies,
drafts, ctc., huve been <tcstroyed by me personally, The stencils* havo been
dcstroycd/arc hcld hy ntc.

lSlgrrrr/)

*Whcre applicable (Dute)

3. Secret documents likewise require a record of the numbers produced to be
nraintainctl, us follows : -

(a)Typeil Secret Doc'utrrells.-The total of original and copies should be shown
at the bottom, at tcest on the file copy, acljacent to the initials of the person
who typed the document. (Such initials are commonly shown in any case, in
conjunction with the initials of the originator of the document). The result
nright be, e g. "AllC/DEF (4)".

(b) l)ttplit'uted Satrcl l)tttuttr,,ttts.-To the file copy should bc attached a summary
of thc nurnbcr trf copics produccd and a certificate (which ntay require sub-
sc(luent amcndtncnt) rcgarding stcncils, sparcs, etc., as in the following
cxurnple : -Distribtrtion l2

Irile I

Sparcs 3

Stencils dcstroyed/held by nre,

Certilied thut this list is complete.

(Signed)

(Date)

4. 'l-he procedure outlincd above need not apply to Confidential documents. The
practice should become automatic and need make for little extra work. It is the only
practicablc system whereby in the cvent of a breach of security an estinrate can at
once be nrade of the numbcr and location of Secret or Top Secrct documents involved,
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I\t lN IS'rR\', / Dt :PARTt\t ENT : _

Nante ol' Visitor

Ollicer Reqtrircd

I)rrrpose ol'Visit

Tinrl In

Tirrrc Out

APPI|N DIX "8"

a.n1./p.tn

a.m. / p.nl

,I'I]MI'ORAITY I)AY PASS NO.

I)ute

Oflicer''s Sigrrature

This Prrss must be returned to rhe Security Guard when leaving the building
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APPENDIX "C''

UXTRACTS FROM TIIE OIIFICIAL SECR.ETS ACT 1968

(pritrtt'l t,n tlrc lturk ol Dac'luruliotr Fornrc shown ut Appcrulicas "D" to "G")

Plnl ll. Sr,t lroN 3 ot.'rttt: Onrrctrt SscRets Acr 1968 provides as follows:-

3. ( l) Any pcrson who, for any purpose prejudicial to the safety or interests of
the ltcpublic: -

(rr) Approachcs, ilspects, passes oYer, is in the neighbourhood of or enters a
prohibitcd pluce; or

(b) makes any pl:rn that is calculated to be or might be or is intended to be
directly or indirectly useful to a foreign power or disaffected person; or

(()obtains, collests, records, publishes or communicates in whatever manner to
any other person nny code word, plan, article, document or information
rvhich is culerrlrrlcrl to be or nright be or is intcntlcd to bc rlirectly or indircctly
ttscl'ul to a lirlcigrt powcr or tlisall'cctctl pcrson,

slrrrll lre grrilty of rtrt rrllcttcc.

(l) Any pr.rson rvho takes a pholograph of a prohibited place or who takes a

photograph in a prohibited place, without having first obtained the authority of the
olliccr in chlrgc ol thc prohibited place, shall bc guilty of an o,tence.

(l) Any pcrs()n whrr has in his possession or under his corrtrol any code word,
plan, article, documcnt or information which : -

(a) relutes to or is ttsed in a prohibited place or anything in a prohibited place;

or
(/,) has been marlc or obtained in contravention of this Act; or

(r') has becu entruste.d in confidcnce to hinr by lny person holding oflice under
the Governnrent; or

(r/) has been entrustcd in confidence to him owing to his position as a person who
holt.ls or has hekl a contract made on behalf of the Covernment or a contract
thc pcrformrrncc of which in whole or in part is carried out in a prohibited
pluce, or as x pcrson who is or has been employcd uncler a person who holds
or' has hcld such an oflice or contract,

and who l'or sn, purposo or in any n)anner prcjudicll to thc safcty or interests of the
Rcptrblic : -

(i) uses thc codc word, plan, article, docunrent or information; or

(ii) rctlins thc plun, irlticlc or docunrent in his possession or under his control
when hc hrs no right so to retain it or whcn it is contrary to his duty so
to retain it, or fails to comply with all directions issued by lawful authority
with regirrd to its return or disposal,

shall bc guilty of an t'r(Ience.

(-t) Any person who, having in his possession or under his control any plan, article,
clocunrent or .infornration that relates to munitions of war, communicates it directly
or indirectly to anv forcign power, or to any other person for any purpose or in any
manncr prejudicul to the safety or interests of the Republic, shall be guilty of an
offence.
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(5) Any pcrs()n who rcceives any code word, plan, article, document or intorma-
tion, knowing or having reasonable grounds for bclieving at the time when he receives
it, that the code word, plan, article, dtre116-1.nt or information is communicated to him
in contrlvcntion of this Act, shall be guilty of an olfence, unless he proves that the
conrnrunicatitrn to him of the code word, plan, article, document or information was
contrary tr.r lris wishes.

(6) Any pcrson rvho has in his possession or uncler his control any code word,
plan, articlc, tlocument or information of a kind or in the circumstances mentionecl in
puragraphs (rr) to (r/) inclusive of subsection (3) of this section, and who:-

(a) conrnrunicutcs thc codc word, plan, art.icles, document or information to any
pcrson, other than a person to whom he is authorizgd to communicate it or
to whonr it is his duty to conrmunicate it; or

(/.r) retains the plan, article or document in his possession or under his control
whcn hc has no right so to rctuin it or whcn it is contrary to his duty so to
rctain it. or fails to comply with illl dircctions issued by l:rwful authority with
rcgrrrd to the return or tlisposul thercof; or

(r') frrils to trrkc reasonable care of, or so conclucts hinrself as to endanger the
sal'cty oi, the ccde word, plan, article, document or information,

shall be guilty of an offence and liable to imprisonnrent for a term not exceeding five
years.

(7) Any pcrson who:-
(a) tllorvs any other pelson to have possession of any otlicial document issued for

his usc ulrt11g, ot communicrtes to any other person any code word so issued;
or

(l) without [awful authority or cxcuse, has in his possession any oflicial document
or codc word isstred for the ttsc alone of some pcrson other than himself;
or

(r') on obtaining possession of any ollicial documcnt by linding or otherwise neglects
or fails to restore it to the person or authority by whom or for whose use it
was issued or to a police ofticer,

shall bc guilty of an ollence and liable to imprisonment l'or a ternt not exceeding five
ycx rs.

P.rnr lv, sr<:'r'ror.i l0 on- nre orFrcr.tL sccR.e rs Ac-r l96li provides as follows:-
(10) A,y pcrson who is guilty of an offence under thi.; Act for which no penalty

is specilically provided shall bc liable to imprisonmcnt for a term not exceeding fourteen
yca rs.
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APPENDIX "D''

REPUBLIC OF KENYA

OFFICIAL SECRETS ACT 1968

To be Signed by Civil Servants on Appointrnent

My attention hrs bcen drawn to the provisions of thc Ollicial Sccrcts Act
which sre set out on the back of this documcnt, and I am fully awarc of the seriour
conscquL'nces which may follow any breach of those provisions.

I understand that the seotions of the Omcial Secrets Act, set out on the back of
this 4gcument, covcr nratcrial published in a speech, lecturb, or radio or television
broa6cast, or in the Press, or in book form. I irm aware that I should not divulge any
information gained by me as a result of my appointment, to any unauthorized person,

either orally or in writing, without the previous official sanction in writing of the
Department appointing me, to which written application should be made and two
copies of the proposed pubtication be forwarded. I understaod also that I am liable to
be prosecutcd if I publish without official sanction any information I may acquire in
the course of my tenure of an official appointment (unless it has already officially been
made public) or rctain without official sanction any sketch, plan, model, article, notc
or olhcial documents which are no longer needed for &) official duties, and that these
provisions apply not only during the pcriod of my appointment but also after my
app()intment has ceased.

Witnessed Datc

Signod

30
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APPIiNDIX "8"

REPTII]I IC OF KENYA

OFFICIAL SECRETS ACT T968

To be Signcd by Civil Servants on Leaving thc Scrvice of the Government

N'ty attention has been drawn to the provisions of the Official Secrets Act
which are set out on the back of this document, and I am fully aware of the serious
consequenccs which may follow any breach of those provisions.

I understand : -(l) thrt the provisions of the Ollicial Secrets Act apply to me after my appoint-
rrrcrrt has ccnscd:

(l) tlr.rt lll thc inlirrrtratiou whiclt I uctluirctl or to which I have had access owing
tr.r nry ollicial position is infornurtion which is covered by section 3 of the
Orlicial Secrets Act, 1968, and that thc Ollicial Secrets Act applies to all such
iniormation which has not already oflicially been made public;

(l) thlt thr: sections of the Oflicial Sccrcts Act set out on the back of this docu-
nl(nl c()vcr matcrial publishcd in a specclt, lecture, radio or television broad-
crr\[ or in thc l)rcss or in book l'ornr or otherwise, anct that I am liable to be
prosccuted if either in Kenya or abroad I communicate, either orally or in
wriring, including publication in a speech, leclttrc, radio or television broadcast
or in the Press or in book form or otherwise, to any unauthorized person any
inlormation acquired by mc as a result of my appointment (save such as has
already oilicrallv been made publ!c) unless I have previously obtained the
orlicill sanction in wliting of the Department by which I was appointed;

(4) that to obtain such sanction, two copies of the manuscript of any articte, book,
pl:ry, film, speech or brortlcast, intended for publication, which cootains
information which I have acquiled or to which I have had access owing to
my olticial position, or of :rny matcrirl otherwise to be published which
contaius such information, shorrld be submitted to the Head of the
l)r'pllrtment;

(5) tlut whcn my appointment ends t shoulil surlcnder any sketch, plan, model
article, note or docunrent mnde or acquired by me during the tenure of the appoint-
ment (cvcn if such sketch, plan, model, article, note or document is not classified)
save such as I have becn otlicially sanctioned in writing by the Department to retain,
rnd that I am liable to bc prosecuted if I retain uny skctch, plan, model, article, note
rurrtl docunrcnt without such oflicial sanction.

Signed

Surnanre (ul-(x'K l.El-IEras)

Forenanre(s)

Date ol' Ilirth .

Permancnt (honre) uddress

(Date)

Witnessed .
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APPENDIX "F"

REPUBLIC OII KENYA

OFI,ICIAL SECRETS AC'T 1968

To be Signed by Persons Outside Government Service

My attention has been drawn to the provisions of the Official Secrets Act, 1968,

which are set out on the back of this document, and I am fully aware of the serious
consequcnces which ntay follow any breach of those provisions.

I undu.rstantl thrt :rny information which I reccivc orally or in writing as

. . . . . . will bc inl'orntation enlrustcd to mc

iu coulitlcnce witlrin tlrc rrrcaning ol' Scction 3 ol' tlrc Ollici.tl Secrcts Acl, 1968.

I undcrstand that the sections of the Ollicial Se.crets Act set out in the back of
this document, covcr articles published in the Press or in book form, and I am aware
that I must not divulge any information gained by me during the period covered by
.my appointmcnt to arry pel'son, orallv or in writing, without lawful authority. I undcr-
stand also that these provisions npply not only during the period of my appointment
but also hereafter.

Signed

Witnessed Date

Surnanre (ur.ocK r.tir-r'ens)

Forename(s)

Drtc of Birth

Pcrnranent (home) address .
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APPENDIX "G"

REPI.'BI.IC OF KENYA

OT'FICIAL SECRETS ACT 1968

To be signed by Persons outside the Government service on ceadng to
Have Access to Classified Information

[\'ty ltttcntion llrs becn drrwn lo the provisions of the Ollicial Secrets Act, t96E,
whiclt alc \ct (')ut on thc blck of this ctocunrcnt, ancl t am fully aware of the ierioui
cr,n\cqucnccs which m ry follow any breach of thosc provisions.

I unrlcrstirnd:- -

(l) tlr.rt thc ollicial Secrets Act will continue to apply to me in respect of any
information coverecl by this Act which I may have acquired;

(ll thxt I may not divulge withour lawful authority any such informatiou in aay
form, whether orally or in any document. article, book, play, film, or otber-
wise, cither in Kenya or abroad:

(.ll that I nrly not retairr ollicial documcnts, plans, modets, sketches, photographs
or thc like wirhout authority.

Witnessed

Surname (BLocK ler-rens)

Forename(s)

Date of Birth

Permanent (home) address

$igned)
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