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THE CHAIRPERSON'S FOREWORD

The Departmental Committee on Comnrunication, lnformation and Innovation is established and

nrandated under Standing Order No.2l6 to inter alia;'Study and review all the legislation

referred to it'.

The Computer and Cybercrimes Bill, 2017 a Bill for an Act of Parliament sponsored by Hon.

Aden Dnale, was read a first time on 10th October, 2017 and subsequently referred to the

Departniental Committee on Cornmunications, lnformatiott and Innovation for consideration and

thereafter repoft to the House pursuant to Standing Order No.l27(l).

The Comrnittee placed an advert in the local dailies and wrote to the key stakeholders inviting

them to subrnit their views on the Bill.

Upon receipt of the memoranda, the Committee held several meetings where they met with the

stakeholders to consider the submissions received as incorporated in tliis report. A total thirteen

(13) rlemoranda were received froni members of the public and institutional stakeholders in the

ICT sector through the Offices of the Clerk of the National Assembly. The Committee further

held two meetings with the Ministry of Inforrnation, Communications and Technology and the

Kenya ICT Action Network, respectively, to interrogate the liistory and justification for the Bill

as well as its relevance to the current Informatiou and Comlnunication Technology space.

Thereafter, tl're Committee proceeded for a report writing retreat which provided the opportunity

to consider the submissions of the public and stakeholders and to fufther draft, consider and

approve its Report.
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PREFACE

Committee Mandate

The Departmental Committee on Comnrunications, Informatiori and Innovation is established

under Standing Order 2/6 whose mandate pursuant to the Standing Order 216 (5) is as follows;

a. Investigate, inquire into, and report on all matters relating to the mandate, management,

activities, administration, operations and estimates of the assigned Ministries and

departments;

b. Study the programme and policy objectives of Ministries and departments and the

effectiveness of the implementation;

c. Study and review all legislation referred to it;

d' Study, assess and arralyze the relative success of the Ministries and departments as

measured by the results obtained as compared with their stated objectives;

e. Investigate and inqttire into all matters relating to the assigned Ministries and

departrnents as they may deem necessary, and as may be referred to them by the House;

f. To vet and report on all appointments where the Constitution or any law requires the

National Assembly to approve, except tliose under Standing Order 204 (Committee on

Appointments);

f (a) exarnine treaties, agreements and conventions;

g. make reports and recommendations to the House as often as possible, including

recommendation of proposed Iegislation;

h. make reports and recommendations to the House as often as possible, including

recommendation of proposed legislation;

i. consider repol'ts of Commissions and Independent Offices subrnitted to the House

pursuant to the provisions of Article 254 of the constitution; and
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jExamineanyquestionsraisedbyMembersonamatterwitlrinitsmandate.

ln accordarrce with Second Schedule of the Standing orders' the committee is mandated to

oversee Communication, Information, media and broadcasting (except for broadcast of

parliamentary proceedings), lnformation Communications Technology 0CT) development and

advancement of technology and modernization of production strategies'

Committee MembershiP

t. The Hon.Kisang William Kipkemoi' M'P - Chairperson
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CHAPTER ONE

INTRODUCTION

1.1 Background

l. The Cornputer and Cybercrimes Bill,2017 sponsored by the Leader of the Majority Party, the

Hon. Aden Duale, Mp, was read a first time on 10'h October, 2077 and subsequently referred to

the Departrnental Committee on Communications, Information and Innovation for consideration

and thereafter report to the House.

1.2 Overview of the Bill

Z. The Cornputer and CyUerCiimes Bill,20l7 seeks to provide for offences relattng to computer

systems in order to enable timely and effective detection, investigation and prosecution of

computer ancl cybercrimes, including in collaboration with other states under mutual legal

assistance agreements. The pertinent content of the Bill are as follows-

3. Clause 2 of the Bill contains the definition of terms used in the Act. The responsible Cabinet

Secretary for the Act is defined as the Cabinet Secretary responsible for matters relating to

Information, Communications and Technology'

4. Clause 3 of the Bill outlines tl-re objects of the Bill as the protection of the confidentiality,

integrity and availability of computer systems, programs and data; prevention of the unlawful use

of computer systems; facilitation of investigation and prosecution of cybercrimes; and

facilitation of international cooperation on the subject matter of tlre Bill.

5. part II of the Bill outlines tlie various offences proscribed under the Bill. These are-

(a) Unauthorized access of a computer system which is punishable with the

imposition of a fine not exceeding frve million shillings or a term of

imprisonment not exceeding three years, or both;
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(b) Access of a computer system with intent to commit or facilitate the commission

of a crimipal offence which is punishable with the imposition of a fine not

exceeding ten million shillings or a term of imprisonment not exceeding ten

years, or both;

(c) Unauthorized interference with a computer system, program or data which is

punisliable with tlre imposition of a fine not exceeding ten rnillion shillings or a

term of imprisonment not exceeding five years, or botli. Where the interference

results i1 a significant financial loss to a person, threatens national security,

causes physical injury or death to a person or threatens public health or public

safety, the perralty is enhanced to a fine not exceeding twenty million shillings or

a term of irnprisoltment not exceeding ten years, or both;

(d) Ulauthorized interception of data to or from a computer system over a

telecornmunication system which is punishable with the irnposition of a fine not

exceeding twenty milliori shillings or a term of imprisonment not exceeding ten

years, or both;

(e) ManufactLrre, adaptation, sale procurement for use, importation, offering to

supply, distribution or otherwise making available for use a device, program,

computer password, access code or sirnilar data for the purpose of committing an

offepce under the Bill which is punishable with the imposition of a fine not

exceeding twenty million sliillings or a term of irnprisonment not exceeding five

years, or both. A person who without sufficient justification receives a device,

program, computer password, access code or sirnilar data for the purpose of

committing an offence under the Bill also commits an offence punishable with the
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imposition of a fine not exceeding ten million shillings or a term of imprisonment

not exceeding five Years, or both;

(f) Unauthorized disclosure of a password, access code or other means of gaining

access to a program or data lield in a computer system which is punishable with

the imposition of a fine not exceeding five million shillings or a term of

imprisonment not exceeding three years, or both. where the disclosure is intended

for a wrongful gain, an unlawful purpose or to occasion any loss' the penalty is

enhanced to the imposition of a fine not exceeding ten million shillings or a term

of imprisonment not exceeding five years' or both;

(g) unauthorized access, interference with or interception of data to or from a

protected computer system which is punishable with the irnposition of a fine not

exceedirrg twenty five million shillings or a term of imprisonment not exceeding

twentY Years, or both;

(h) cyber espionage which is punishable with the imposition of a fine not exceeding

ten rnillion shillings or a term of imprisonment not exceeding twenty years' or

both;

(i) Publishing false, misleading or flctitious dSta with the intention that the data be

considered or acted upon as authentic which is punishable with imposition of a

fine not exceeding five million shillings or aterm of irnprisonment not exceeding

two Years, or both;

(j) Publication, production or possession of child pornography on a computer system

which is punishable with imposition of a fine not exceeding twenty million

shillings or a term of imprisonment not exceeding twenty five years, or both;
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(k) Forgery of computer data resulting in inauthentic data with the intention that the

data be acted upon for legal purposes as if authentic wliich is punishable with

imposition of a fine not exceeding ten million shillings or a term of imprisonn-rent

not exceeding five years, or botli. Where the forgery is intended for wrongful

gain, wrongful loss to another person or economic benefit, the penalty is enhanced

to a fine not exceeding twenty million shillings or a term of imprisonment not

exceeding ten years, or both;

(l) Cyberstalking and cyberbullying which are punishable with imposition of a fine

not exceeding twenty million shillings or a term of imprisonment not exceeding

ten years, or both;

(m)Aiding or abetting the commission of an offence under the Bill which is

punishable with irnposition of a fine not exceeding seven million shillings or a

term of imprisonment not exceeding four years, or both;

(n) Cornmission of an offence under the Bill by a body corporate punishable with

imposition of a fine not exceeding fifty million shillings to the body and a fine not

exceeding five million shillings or a term of imprisonment not exceeding three

years, or both on the principal officer ofthe body; and

(o) Commission of an offence provided for under any other law through a computer

system which is punishable with, in addition to the penalty provided under that

law, imposition of a fine not exceeding three rnillion shillings or a term of

imprisonment not exceeding four years, or both.
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6. clause 23 oftrre Bilr allows a police officer or an authorized person to apply to couft for a

warrant of search and seizure of stored computer data during the course of investigating offences

under the Bill

clause 24 of the Bill empowers a police officer or authorized person, in special circumstances' to

without warrant enter intoa premises in which he or she suspects an offence under the Bill has

been or is likely to be committed and take possession of a computer system' The police officer or

authorized person must identify hirn or herself to the owner of the premises' record in writing

7

zedto be taken before court'

g. crause 26 of the Bill empowers a police officer or an authorised person to apply to court for a

production order for specified data stored in a computer system or a computer data storage

mediuminthepossessionorcorrtrolofapersonorspecifiedsubscriberinformatiorrrelatingto

services offered by a service provider in Kenya in that serrice provider's possession or control

where the data or information is necessary or desirable for the purposes of an investigation'

g. clause 27 ofthe Bill empowers a police officer or autlrorised person to serve a notice for the

preservatiorr or disclosure of information in a person's possession that may be at risk of being

modified,lost,destroyedorrenderedinaccessible.Tlrepersonservedwiththenoticeisobliged

to ensure the preservation of the information'

r0. crause 2g of the Bill empowers a porice officer or authorised person to apply to court for an

order to permit the collection or recording of traffic data, in real-time or to compel a service

providertocollectorrecordtrafficdatainrealtimeorcooperateandirrtlrecollectionor

recording of traffic data where the data is required for the purposes of an investigation'

11. crause2g of the Biil empowers a porice officer or an authorised person to apply to court for an

ordertopermitthecollectionorrecolclingofthecontentofarryspecificallyidentifiedelectronic
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communications or compel a service provider to collect or record or cooperate and assist in the

collection or recording of content data, in real-time, of specified communications transmitted by

mealls of a computer system where the data is required for the purposes of an investigation.

12. Clause 30 of the Bill provides for tlre offences of obstructiorr of the lawful exercise and misuse

of the powers granted under the Bill. The two offences are punishable with a fine not exceeding

five million shillings or irnprisonment for a term not exceeding three years, or both.

13. Clar-rse 3l of the Bill provides for an avenue of appeal to any persoll aggrieved by any decision

or order made under the Bill within thirty day of the decision or order.

14. Clause 32 of the Bill provides for confidentiality of ir-rformation provided pursuant to a

requirement under the Bill and limits the liability of a service provider for any offence to only

willfulacts done with its knowledge'

15. part IV of the Bill is to apply in adclition to the provisions of the Mutual Legal Assistance Act,

2011 witli specific regard to international cooperation in tlie investigation and prosecution of

computer and cybercrime. It specifically provides for cooperatiorr between the Office of the

Attorney General, as the Central Authority established to handle matters of rnutual legal

assistance, ald any requesting State. The Part provides for procedures for the sharing ofrelevant

ilformation, making of requests for preservation or interception of data or information contained

in commulications and real time collection of traffic data required for the purposes of

investigations into computer or cybercrime.

16. Clause 4l of the Bill requires tlie Office of the Attorney General to ensure that the agency

responsible for irrvestigating and prosecuting cybercrime designates a point of contact available

on a twenty-four hour, seven-day-a-week basis to ensure the provision of immediate assistance

for the purpose of investigations or proceedings concerning criminal offences related to
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computer systems and data, or for the collection of evidence in electronic form of a criminal

offence.

17. part v of the Bill (Claus e 42-46) outlines general provisions including territorial jurisdiction for

the application of the Bill, power of the Court to order forfeiture of any items seized under the

provisions of the Bill and consequential amendments to the Kenya Information and

communications Act, 1998 to repeal sections 83U, 83V, 83W, 832, 84A, 84B and 84F' The Part

further provides for the power of the Cabinet Secretary to make Regulations'

l
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CHAPTER TWO

PUBLIC PARTICIPATION

Introduction

Pursuant to Article 118(l) (b) of the Constitution and the Standing Order No. 127(3) which

provides that the Parliament shall facilitate public participatiorr, the Committee placed an advert

in the local dailies on 6th February,20l8 and wrote to the key stakeholders invitir-rg them to

submit their views to the Clerk of the National Assernbly on or before Tuesday l3th

Febn-rary,2018.

By the deadlirre of submission, the Committee had received thirteen (13) memoranda from the

Kenya ICT Action Network (KICTANET); the Media Council of I(enya; the Center for

Intellectual Property and Infbrmation Technology Law (CIPIT); the Communication Authority

of Kenya (CAK); tlie Kenya Private Sector Alliance (KEPSA); the Information Comrnunication

Technology Associatiotr of Kenya (ICTAK); SOTE Hub; the Inforrnation Syster.n Audit and

Control Association, Kenya Chapter (ISACA-Kenya); tlre Teclinology Service Providers of

Kenya (TESPOK); Mr. Michael Otieno; Safaricom Lirnited; Article 19; and the Ministry of

Information, Communication and Technology.

Committee Meetings
Upon receipt of the memoranda, the Committee held thirteen (13) rneetings, two (2) of which

were held on 23'd ancl 26thFebruary,2018 to hear oral submissions from the Ministry of

In forrnation Communication s and Technolo gy and KICTANET respectively.

Consideration of the Computer and Cybercrimes Bill, 2017

in considering the Computer and Cybercrimes Bill, 2017, the Committee took into account the

Memoranda and oral submissions received from the public arrd its deliberations. The following
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constitutes the views of the Comrnittee on the issues arising with regard to each Clause of the

Bilt-

Clause 2
22. ISACA-Kenya proposed that the Clause be amended to insert definitions for the terms

"availability", "col'lfidentiality" and "integrity" as used within the Bill'

23.Mr. Michael Otieno Odhiambo proposed that the Clause be amended to define the scope in

which the Cabinet Secretary's Gazettenotice with regard to "authorised persons" applies'

24. An unnamed submissiorr proposed that the Clause be amended to define and establish a

Cybersecurity Agency or Authority respond to cyber security incidents that threaten Kenyan

critical infrastructure and essential service, identify and designate critical information

infrastructure and/or establish cyber security codes of practice and standard of performance for

implementation by operators of such critical information infrastructure.

25. CIpIT proposed that the Clause be amended to provide a clear explanation of who the law will

regard as an "authorised Person"'

26. ICTAK proposed the insertion of new definitions for the terms "cybersecurity" and "Authority"

for purposes of claritY.

27. KEPSA proposed that the Clause be amended in the definition of the term "computer system" to

include the aspect of automatic processing of data. They further proposed that the definition of

,,interception', under the Clause be amended to align it with the definition of "illegal

interception,, as contained in Articte 3 of the Budapest Convention on Cybercrime. It was their

additional submission that the Clause be amended to define the term "critical information

infrastructure".

2g. KICTANET proposed that the Clause be amended to insert definitions for the terms "authorise";

,,co,,tputer"; "critical infrastructure"; "rneans of iderrtification"; "fiIm" and "photograph". It was
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their further sr-rbrnission that the definitions for the terms "child" and "publish" be moved to the

Clause for proper placement.

29.The Committee rioted that it would not be prudent to include the definition of words with

ordinary nreanings in the Clause. In this regard, the Committee agreed with the need to amend

the definition of the term "authorised person" and define the term "national critical information

iufrastructul'e" for purposes of clarity.

CIause 3

30. In their memorandum, Article l9 proposed the inclusion of protection of human rights in

cyberspace as one of the objects of the Bill to take into account the best practices in developing

cyber laws. The Committee agreecl with tliis proposal and recommends amendment of the Clause

in that regard.

Clause 4
31. Three nremoranda received by tlie Committee contained subrnissions relating to the Clause.

Article l9 sought the inclusion of an "intent to defraud" as a yardsticl< for determining whether

the offence of unauthorized access proposed under the Clause has been committed. CIPIT, on the

other hand, noted that subclause (1) may criminalize security research such as penetration testing

while KICTANET proposed insertion of an additional subclause to cover handling of data

obtained thror"rgh unauthorized access. The Committee noted that the ingredients of ascertainirrg

whetheL or not an offence has been cornrnitted urrder the Clause are clearly outlined and that the

Clause as drafted prohibits any and all forms of unauthorized access done knowingly. in this

regard, penetration testing is done with permission and may not constitute an offence under the

Clause.

Clause 5

32. Article l9 sought the deletion of the entire Clause on account of the use of the phrase "under any

law" which they argued to be too broad. The Committee disagreed with the subrnission as the
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offence of unauthorized access with intent to commit a further offence proposed in the Clause is

an additionaloffence drawing frorn the offence of unauthorized access at Clause 4.

Clause 6
33. Two memoranda received by the Committee contained submissions relating to the Clause.

Article l9 sought the insertion of an element of "dishonest irrtention" as an ingredient in the

proposed offence of unauthorized interference in subclause (1) and limitation of the scope of the

offence to only permanent unauthorized modification at subclause (5). The Committee disagreed

with the submission as the Clause clearly outlines sufficient ingredients of the offence of

unauthorized interference by requiring the prosecution to prove whether a person has caused

unauthorized ipterference to a computer system program or data intentionally. Further, the clause

covers instances of both temporary and permanent modification as both can be equally damaging

to the owner of a computer system, program or data.

34. KICTANET sought the deletion and replacement of subclauses (1) and (2) to make the Clause

concise and define what interference constitutes under the Clause. The Comnrittee disagreed

with this view, noting that the Clause as drafted is clear'

Clause 7

35. Three memoranda received by the Committee contained submissions relating to the Clause.

Safaricom sought the deletion of the entire clause for contravening Article 3l of the Constitution

on the right to privacy and the provisions of the Kenya Information and Communications Act,

l99g (KICA) and Regulations which prohibit any form of interception in the communications of

subscribers. The Comrnittee disagreed with tliis view as the Clause seeks to prohibit the

unauthorized and interception of data and its subsequent transmission to or from a computer

system. The Bill allows interception of data where authorized by the Court.
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36. ISACA-Kenya sought a reduction of the penalty for the proposed offence of unauthorized

interceptiorr from a fine not exceeding ten rnillion shillings or imprisorrment for a term not

exceeding five years to a fine not exceeding five milliori shillings or imprisonment for a term not

exceeding three years. The Comrnittee disagreed with this view as the proposed offence seeks to

prohibit conduct with ranrifications equal to those conternplated with regard to the proposed

offence of unauthorized i nterference.

37. Article 19 proposed that subclause (Z) (c) be amended to lirnit the scope of injury to only

. "serious" injury. Tlie Comrnittec disagreed with tliis view as the inclusion of the word "serious"

in subclaLrse (2)(c) would introduce a subjective element to the offence created and lead to

challenges of interpretatiorr of the subclause, prosecution of offences and determination of

criurinal cases.

Clause 8

38. Six mentoranda received by the Committee contained submissions relating to the Clause.

ISACA-l(enya proposed the reduction of tlie penalty for disclosing a password from a fine not

exceeding five million shillings or imprisonment for a term not exceeding three years to a fine

not exceeding one million shillings or imprisonrnent for a term not exceeding one year as the

sharing of passwords is a common occurrerlce. The Committee disagreed with this view as the

Clause clearly limits the application of the penalties proposed to persons who, among other acts,

knowing make or receive passwords specifically for the purpose of committing an offence.

Subclause (3) outlines adequate exceptions including material used for training, testing or

protecting a computer system.

39. Article 19 proposed the deletion of the phrase "without sufficient excuse or justification"

appearing in subclause (2) as it contradicts the intent of the subclause. Tlie Committee agreed

with this view as no sufficient excuse or justification exists for knowingly receiving or being in
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possessiorl of a program, password, device, access code or similar data and intending that it be

used to commit or assist in the commission of an offence.

40. CIPIT noted that subclause (l) does not protectthe legitimate use of devices and programs that

are designed primarily to intercept and capture network traffic. It submitted that he law should

not ban such devices or progratns in a blanket manner br"rt instead regulate their malicious use.

41. KICTANET sought tlie amendment of subclause (1) to prohibitthe rent ortransfer of devices or

programmes including such other means of access or control of computers to commit offences.

The Conrmittee noted that the Clause as oresentl y drafted sufficiently covers the two proposed

scenanos.

42. TESPOK arrd Safaricorn sought the definition of the phrase "illegal device", and the listing of all

devices and access codes that may be used in committing offences under the Bill, respectively.

The Committee disagreed with these two views as the content of the clause adequately outlines,

in principle, what constitutes an illegal device and given the dynamic nature of inforrnation and

communications technology, it is irnpossible to exhaustively list all devices that may be used in

the commission of an offence under the Bill.

Clause 9
43. The Comrnittee agreed with the content of the clause save for amendrnents proposed to rectify

typographical errors.

Clause 10

44. Three memoranda received by the Committee contained submissions relating to the Clause.

ISACA-Kenya sought the deletion of subclause (2) (c) for expanding the scope of a protected

system to virtually any computing system. The Committee noted that the subclause (2Xc) defines

a computer system used for the provision of services directly related to commulrications

infrastructure, banking and financial services, payment and settlement systems and instruments,
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public utilities or public transportation, including government services delivered electronically as

a protected system. The subclause therefore sufficiently limits the scope of computer systems

targeted.

45. Article l9 proposed amendment of the Clause to provide a narrower and clear definition of

phrase "protected computer system" and narrower powers of the Cabinet Secretary to designate

protected computer systen'rs under subclause (2) (0 It submitted that subclause (2) as drafted

would reduce computer use by the public and grant unlimited powers to tlre Cabinet Secretary.

The Committee Noted that save for paragraph (f) of the subclause, the rest of the contents of

subclause (2) outlined specific limits on the scope of the definition of what constitutes a

protected system. With regard to paragraph (f), the Committee agreed with tlre view submitted

by Article 19 and reconrmends that the paragraph be amended to outline the purpose and limits

within which the Cabinet Secretary may designate a computer system as a protected computer

system.

46. CIPIT noted that it is not clear within the Clause whether all protected computer systems qualify

as critical infrastructure. The Committee agreed with this view and recommends a clear

definition of the term "critical infrastructure" within the Bill.

Clause l1
47.Three nremoranda received by the Committee contained submissions relating to the Clause.

ISACA-Kenya sought deletion of a non-existerit repetition

48.Article l9 sought deletion of the Clause and amendment of the provisions of the Penal Code

relatingto espioriage. The Committee disagreed with this view as the Clause restricts itself to the

technological aspects of espionage.
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49. On their part, CIPIT noted that the Bill does not define what a critical infrastructure is. The

Committee agreed with this view and noted the need to include a clear definition of the term

"critical infrastructure" within the Bill.

Clause 12

50. Six rnemoranda received by the Committee contained submissions relating to the Clause. Article

19, Media Council of Kenya, ICTAK and CIPIT all proposed the deletion of the entire Clause for

infringing on the freedom of expression as guaranteed under Article 33 of the Constitution.

Article l9 deerned the phrase "fictitious, false and misleading" as ambiguous and open to abuse

by law enforcement officers thus jeopardizing the enjoyment of the freedom of expression. The

Media Council of Kenya submitted that the publication of false information has been dealt with

under other laws including defamation law.

51. On its part, KICTANET proposed the deletion and replacement of the Clause with a revised text

to effectively deal with the issue of "fake news". Tliey submitted that the provision constitutes an

unjustifiable limit on the right to freedom of expression and opinion granted under Article 33 of

the Constitution and that the revised text should be subjected to the limits to freedom of

expression set out at Article 33(2) of the Constitution. The Committee noted that the Clause

seeks to limit the freedom of expression especially in light of recent developments in cyberspace

and social rnedia where persons share false, fictitious or misleading information with the intent

that the inforrnation be viewed as authentic and acted upon by the innocent public. The

Committee however noted that the Clause fails to express the intentiorr to limit the freedom of

expression and the nature and extent of the limitation as required by Article 24(2) of the

Constitution. As such, it is necessary to revise the text of the Clause in order to comply with'the

constitutional requ irement.
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52. ISACA-Kenya proposed a reduction of the penalty for false publications from a fine not

exceeding five rnillion shillings or imprisonment for a tenn not exceeding two years to a fine not

exceeding one million shillings or imprisonment for a tenn not exceeding one year. it was

submitted that tlre penalty proposed is too prohibitive and may infringe on creativity and restrict

the freedom of expression. The Committee did not agree with the view, noting that the fine

prescribed under the Bill proposed a maximum penalty that allows the Court discretion on the

sentences to impose under tlre Clause. The Conimittee noted that, in sentencing convicted

persons under the Clause, the maximum penalty allows tlie Court to consider the nature and

severity of each offence as well as its impact on the victims.

Clause 13

53. Six memoranda received by tlie Committee contained submissions relating to the Clause.

ISACA-Kenya, Article 19, Media Council of Kenya, CIPIT and KICTANET sought the deletion

of the entire clause arguing that the offence of Child pornography is sufficiently provided for

under section l6 of the Sexual Offences Act,2006. The Committee noted that the Clause and

Section 16 of the Sexual Offences Act, 2006 provide for the same offence with differing

ingredients and penalties. The Committee therefore noted the need to amend the Sexual Offences

Act to harmonize it with the provisions of the Clause.

54. Safaricom Limited proposed widening of the scope of the Clause to include other sexual offences

against children such as distributiori of adult content to a minor; rlisleading a minor while

engaging thern or-rline as well as distribution of content aimed at radicalizing a minor or

distribLrting content likely to spread fear and terror or undermine any rights and privileges that a

child is entitled to. The Committee noted that the offences proposed for inclusion are adequately

covered under tlie Sexual Offences Act, 2006 and the Prevention of Terrorisln Act, 201 I and that

anyonlineelementoftheoffencesisadequatelycoveredbyClause2l oftheBill.
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55. TESPOK proposed an amendment to the definition of tlie term "publish" to exclude the reference

to "transmission" arguing that intermediaries are likely to be held responsible for data

transmitted through their infrastructure instead of content developers. The Clause would

therefore place an onerous financial and technical burden on service providers. The Committee

disagree with this view, noting that Clause 32 of the Bill adequately indemnifies service

providers. Clause 32(2) provides that a seruice provider may not be held liable under civil or

criminal law for merely providing s service.

56. Two memoranda received by the Committee contained subrnissions relating to the Clause.

Article l9 sought the deletion of the Clause arguing that the offence of computer forgery is

adequately provided for under tl-re Penal Code, Cap. 65 of the Laws of Kenya. ISACA-Kenya

proposed that the penalties proposed under the Clause be harmonized with the penalties

contained in the Penal Code. The Committee noted that the Clause is necessary as its covers the

technological elements of forgery and agreed with ISACA-Kenya on the need to harmonize the

penalties under the Clause with those under the Penal Code to remove any avenue of the lesser

penalty being relied or-r by an accused person.

Clause 15

57. Two rnemoranda received by the Committee contained submissions relating to the Clause.

KICTANET proposed deletion of the entire clause submitting that fraud is already provided for

under numerous sections of the Penal Code and a provision on aggravated offences is provided

under clause 21, which already enhances the penalty for the use of computer systems in the

commission of existing offences under the laws of Kenya. On their part, ISACA-Kenya proposed

that the penalty under the Clause be harmonized with the penalties provided under the Penal

Code for the offence of fraud. The Comniittee noted that the Clause is necessary iri order to
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tackle the technological aspects of fraud. In this regard, the Comrnittee agreed with the

submission by iSACA-Kenya on the need to harmonize the penalties under tlie Clause with tliose

under the Perral Code to remove any avenue of the lesser penalty being relied on by an accused

person

Clause 16

58' Five memoranda received by the Committee contained subnrissions relating to the Clause.

Article l9 sought the deletiorr of tlre entire Clause arguing that the offence should be dealt with

under other legislation as it is not clear what the phrase "repeated cornmunicatiorr in t5e

knowledge that this conduct will car,rse fear or detrimentally affect a person,, means. That the

Clause is framed in clear terms whiclr seek to outlaw cyber harassment, an act that is prevalent in

the Country today.

59. Safaricom Limited souglrt the deletion of subclause (3)(a) which outlines a law enforcement

defence to the offence of cyberstalking or cyberbullying arguing that it provides an avenue for

cyberstalking and cyberbullying. The Committee disagreed with the submission, notipg that

subclause (3Xc) is a lirnited defence that appties only to law enforcement agencies. A person

advancing the defence under the subclause would have to satisfy the Court that the defence

applies to their case.

60' KICTANET and the Media Council of Kenya proposed that the Clause be renamed ,,Cyber-

harassment" and provisiorl be made to allow victims to obtain restraining orders. The Committee

agreed with this view, noting that the term "Cyber harassment" covers the two aspects of

cyberbullying and cyberstalking and that tl.rere is need to allow a victim of cyber harassment to

apply for a restraining order pending the determination of a case.

6l' ISACA-Kenya proposed a reductiot-t of the penalty under the Clause to a fine not exceeding one

rnillion shillings or inrprisonnrent for a term not exceeding one year, arguing that the penalty
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proposed under the Clause is too prohibitive. The Committee disagreed with this submission,

noting that the issue of cyber harassment has become quite prevalent in the country. It was the

view of the Committee that the seriousness of the offence and its poterrtial impact on victims

calls for the level of penalties proposed under the Clause to act as a deterrent. .

Clause 17

62. Three memoranda received by the Committee contained submissions relating to the Clause.

Article 19, Media Council of Kenya and KICTANET all sought the deletion of the entire Clause

arguing tliat the offence of aiding and abetting in the commission of an offence is adequately

provided for under other laws i.e. the Section 20 of the Penal Code Cap.65. The Committee

disagreed with the submissions, noting that the offence of aiding and abetting under the Clause is

Iirnited to the offences under the Bill and the Clause is therefore a necessary inclusion in the Bill.

Clause l8
63. Two memoranda received by the Cornmittee contained submissions relating to the Clause.

KEPSA and KICTANET memoranda proposed that subclause (lxb) be reworded to align it with

the requirements of Article 50(2) of the Constitution on the right to a fair hearing, and for

purposes of clarity, respectively. The Cornmittee disagreed with the two submissions on the

Clause, notiug that the contents of the clause are clear as it deems offences upon corporations

and its principal officers and prescribes penalties that only apply upon conviction of tlre officers

charged.

Clause 19

64. The Committee agreed with the provisions of Clause 19. As at the time of concluding its report,

the Committee had not received any rnemoranda with submissions relating to the Clause

CIause 20

65. The Conimittee agreed with the provisioris of Clause 20. As atthetime of concluding its report,

the Cornmittee had not received any memoranda with submissions relating to the Clause.
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Clause 2I
66. Two memoratlda received by the Committee contained subrnissions relating to tlre Clause.

Article l9 souglrt the deletion of the entire Clause arguing that the Clause will discourage

computer use and thus work against the public interest. On the other hand, KICTANET sought

deletion and replacement of tlie Clause with a one that a provides criteria for aggravating factors

to be considered when charges or sentences are enhanced for offences conimitted tlirough use of

a computer system. The Committee disagreed with the submission by Article 19, noting that the

Clause is a necessary inclusion in the Bill to cater for instances w6ere ordipary offences are

comlnitted through the use of cornputer technology. The Cornmittee agreecl with the submission

by I{CTANET proposing that the clause deem the use of computer technology to co1pmit

offences covered under other laws as constituting an aggravated offence with a penalty similar to

the penalty set out in the law governing the initial offence. In this regard, the Comrnittee

therefore noted the need to arrend the Clause.

Clause 22

67. KEPSA proposed deletion of subclause (3) arguing that the subclause gives a blanket approval

for the officers of tl-re National Intelligence Service and tlre Kenya Defence Forces who are not

envisaged to be the authorized personnel. The Committee disagreed with this subrnission, noting

that subclause (3) only states that the powers under the Bill do not reduce any other powers

granted to investigate agencies under the National Intelligence Serve Act, the Kenya Defencc

Forces Act and tlre National Police Service Act. The subclause does not, contrary to the assertion

in the submission, designate officers of the National Intelligence Service or the Kenya Defence

Forces as authorised persons under the Bill.

CIause 23

68. Four memoranda received by the Comnrittee contained submissions relating to the Clause.

TESPOK proposed definition of the term "authorised person" to mean a police officer
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specifically designated to handle cybersecurity in order to provide clarity. They further proposed

a defirrition for the term "stored data". Tlie Cornmittee did not agree with the submission, noting

that the defilition proposed for the term "authorised person' would unduly restrict the persons

that may be authorised to conduct investigations under the Bill, including cyber and forensic

experts. Further, the Committee noted that the term "stored data" is self-explanatory and

therefore does not require further definition under the Bill.

69. Safaricorri Limited proposed amendment of subclauses (1) (b) and (3) to require that any access,

or person acting in a similar capacity. This, in their view, would ensure that the daily business

operatiorrs of the entity being searched are not compromised. The Committee disagreed with the

proposal, noting tliat its inclusion as a requirement under the Clause would hamper execution of

a validly obtailed search warrant where the proposed "principal officer or person acting in a

similar capacity" is unavailable is or uncooperative'

70. Michael Otieno Odhiambo proposed amendment of the Clause to ensure that access to data or an

application program only done in the presence of an employee of the entity responsible for the

data and with tl-re knowledge of an employee that is responsible for the data in order safeguard

the integrity of the data or the operations of the application or program. He additionally proposed

that-

(a) the Clause be amended to require the investigating authority to ensure confidentiality of

the data accessed fiorn the premises of interest;

(b) subclause (4) be amended to require that where a police officer or the investigating

authority needs to extend a search to other systerns, the officer or authority should
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officially notify the owner of the data or application program of the intended extension of

their search and, in the absence of a Court warrant, seek authority for the exercise; and

(c) subclause (5) be amended to provide for the consequences where data is used for

purposes other tharr the intended reason it was obtained in order to provide a deterrent.

71. The Comnrittee agreed with some of Mr. Odhiarnbo's subnrission on the need for the Bill to

require investigatirrg ar-rthorities to maintain the integrity and confideltiality of information

seized while executing a search warrant. On issue of the presence of an employee being

searched, the Comtnittee noted that requiring the presence of the ernployee would unduly hamper

the execLrtion of a valid warrant. It was the view of the Committee that the Clause expressly

requires irrvestigating authorities to obtain a warrant outliriing the extent of their search and

seizure. In that regard, it follows that where the investigating authorities propose to extend their

search, they have to obtain permission from the Courts, unless tlie affected person or er-rtity

consents to such an extension

72. KEPSA souglrt deletion and replacement of tlre word "n'ray" in subclause (l) with the word

"shall" in order to make it mandatory for irivestigative agencies to obtain a court order under the

Clause. The Committee disagreed with this view, noting that the tegl "may,, as used in tlre

Clause, adequately makes it mandatory for the police or authorised persons to obtail a warrant

frorn the court before conducting a search or a seizure under the Bill.

CIause 24

73' Eleven Memoranda received by the Committee contained submissions relating to the Clar-rse.

ISACA-Kenya, Article 19, TESPOK, ICTAK, Michael Otieno Odhiambo, KEpSA, KICTANET

of the ntemoranda sought the deletion of the Clause arguing that there is no justification to

conduct a search without a warrant and that the provision contradicts Article 24(2) and 3l of the

Constitrrtion. It was further subrnitted tlrat the sections of tlie Criminal procedure Code, Cap.75
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of the Laws of Kelya referenced in the Ctause with regard to conducting a search without a

warrant do not exist.

74. TESPOK, CAK, the Ministry of Information, Communications and Technology, CIPIT,

Safaricom Limited and KEPSA proposed tlrat the Clause be amended to outline the special

circumstances in which a search could be conducted without a warrant. It was submitted that

special circumstances could include instances where the crimes being committed are of a nature

that does not allow irrvestigative agencies enough time to apply for a warrant e.g. kidnapping and

warrant. The Provision, additionally, contradicts Article 24(2) of the Constitution. The

Committee agreecl with the view to delete the Clause noting that it overly infringes on the right

to privacy as enshrined in the Constitution.

75. Clause 25

The Committee agreed with the provisions of Clause 25. As at the time of concluding its repoft,

the Committee had not received any memoranda with submissions relating to the Clause.

Clause 26

76. Nine memoranda received by the Committee contained submissions relating to the Clause-

KEPSA sought the anrendrnent of subclause (1) to delete the word "may" and replace it with the

word "shall" to require the investigatory authorities to obtain a production order from Court. The

Committee disagreed with this view, noting that the term "may" as used in the Clause,

adequately makes it mandatory for the police or autliorised persons to obtain a production order

frorn the Court before requiring the production of data or subscriber information for the purposes

of investigations.

77. Safaricom Limited sought the deletion of subclause (4) which allows the Court to require that the

existence of a production order be kept confidential, arguing that the subclause is in conflict with
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80. The Committee agreed with tlie trvo submissions, noting that subclause (2) does not provide a

definite period in the notice for preservation and partial disclosure of traffic data, a gap that rnay

be abused to the disadvantage of affected citizens. The Cornmittee agreed that athirty-day period

for the initial notice is sufficient as subclause (3) allows the irrvestigating agencies to apply for

arr extension of tlre period that the traffic data is to be preserved. Further, the Cornmittee noted

that the disclosure of the existence of an order issued under the Clause is not likely to

compromise any ongoing investigations. The Committee agreed with the proposal to delete

subclause (4).

CIause 28

81. Seven memoranda received by the Cornmittee contained submissions relating to the Clause.

Article l9 sought the deletion of the entire Clause arguing that the extended surveillance periods

provided for corrtravene international law and best practices. The Committee disagreed with this

view noting tliat the inclusion of the Clause is necessary in order to allow investigating agencies

coutl-mandated real time access to traffic data to assist them to monitor and prevent the

commission of cybercrilnes.

82. ISACA-Kenya and KiCTANET proposed that subclause (a) be amended to reduce the period

within which real time collection of traffic data rnay be allowed fi'om a maximum of six months

to a maxinrum of three months or one month, respectively, as preservation of real-time data is an

expensive exercise. The Comrnittee disagreed with this view, noting that the six-month period

provided under the Clause for real-tirne collectiorr or recording of data is reasonable as the

cornplexity of the investigations conducted under the Bill may vary. In any event, the Committee

noted that the period under subclause (a) is the upper lirnit of what the Couft is granted

discretion to allow depending on the circumstances of each investigation.
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83. Sataricom Limited proposed amendment of subclauses (lXa) and (3) to require that any

collection or recording of traffic data be conducted with the assistance of a principal officer or

person acting in a similar capacity in orderto prevent disruption of the daily business operations

of entities affected by the provision. Aclditionally, one memorandum proposed the inclusion of a

definition of the term "stored data". The Committee disagreed with the proposal, noting that its

inclusion as a requirement under the Clause would hamper execution of a validly obtained Court

order in the event the proposed "principal officer or person acting in a similar capacity" is

g4. clplT noted that I(enya,s existirrg surveillarrce legislation only perrnits intelligence agents and

police officers the rank of Chief Inspector and above to apply for a warrant of the type covered

under the Clause and that t|e clause therefore expands the scope of investigatory powers to

undertake very intrusive surveillance. The Committee agreed with this view and noted the need

to amend the Bill to limit the persons authorised to apply for Court orders or search warrants to

persons above tl.re rank of Chief Inspector of Police in order to prevent abuse of the powers

granted under the Bill by irrvestigative agencies.

g5. KEpSA proposed amendment of subclause (l) to delete the word "may" and replace it with the

word ,,shall,, to require the investigatory authorities to obtain an order for real-time collection of

data from Court. The Committee disagreed with this view, noting that the term "may" as used in

the Clause adequately makes it mandatory for the police or authorised persons to obtain an order

from the Court before requiring the real tirne collection or recording of traffic data for the

plrrposes of investigations.

Clause 29
g6. Six memoranda received by the Committee contained submissions relating to the Clause. Article

19, TESPOK and KICTANET mernoranda sought the deletion of the entire Clause arguirrg tlrat
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the clause contravenes Article 3l of the Constitution on the right to privacy, the extended

surveillance periods provided for contravene international law and best practices; and that tlre

Clause may expose service providers to litigious matters, respectively. The Cornmittee disagreed

with these views noting that the Clause is a necessary inclusiop in the Bill which allows the

police or authorised persons court-mandated real-time access to the content data of

communications to assist them in the morritoring and prevention of cybercrime. With regard to

tlre issue of the liability of service providers, the Committee notecl tlrat Clause 32 of the Bill

outlines an adequate protection for the good-faith actions of service providers a,d their

compliance with valid orders issued by the Court under the provisions of the Bill.

87. Safaricorn Lirnited sought the deletion of subclauses (lXb), (6) and (7) arguing that the

subclauses contravene Article 3l of the Constitution on the right to privacy, contravene the

obligations of service providers under KICA to inform subscribers on information beirig

collected about tlrem, and expose service providers to litigation, respectively. The Committee

disagreed with these views noting tlrat sr-rbclause (l) provides an adequate safeguard against

arbitrary violation of the right to privacy by requiring investigating agencies to first obtain a

Court order for which they must give reasons. As the clause relates to the collection of real-time

content data, the Committee noted that subclause (6) is a necessary inclusion in order to maintain

the confidentiality of ongoing investigations.

88. KEPSA proposed amendment of subclause (l) to delete the word "l1ay" and replace it with the

rvord "shall" to require the investigatory authorities to obtain an order to collect or compel a

service provider to disclose real-time traffic data transmitted by rreans of a computer system

from the Court. The Committee disagreed with this view, rroting that the term ,,may,, as used in

the Clause adequately makes it mandatory for the police or authorised persops to obtain an order
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from the Court before seeking the real time collection or recording of content data for the

purposes of investigations

89

Clause 30

The Comrnittee agreed with the provisions of Clause 30. A.s at the time of concluding its report,

the Committee had not received any memoranda with submissions relating to the Clause.

CIause 3l
90. The Committee agreed with the provisions of Clause 31. As atthe time of concluding its repoft,

the Committee had not received any memoranda with submissions relating to the Clause

9l
Clause 32

KEPSA proposed deletion and replacement of the Clause vrith a revised text in order to protect

intermediaries from liability for content generated by their users. The Committee disagreed with

the proposal, noting that the Clause as drafted adeqLrately covers the issue of protecting service

providers from incurring any liability as a result of complying with orders issued by the Court

under the provisions of the Bill.

92

Clause 33

The Committee agreed with the provisions of Clause 33. As at the time of concluding its report,

the Committee had not received any memoranda with subrnissions relating to the Clause.

Clause 34

93. CiPIT noted the need for judicial oversight in the spontaneous forwarding of information under

the Clause. The Committee disagreed with this view noting that the Clause related to the

spontaneous sharing of information with friendly countries hence dispensing with the need to

seek input fi'om the Courts.

CIause 35

94. The Cornmittee agreed with the provisions of Clause 35. As at the time of concluding its repoft,

the Cornmittee had not received any memoranda with submiss;ions relatirrg to the Clause.
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Clause 36

95' The Comniittee agreed with the provisions of ClaLrse 36. As at the time of concluding its report,

the Committee had not received any memoranda with subniissions relating to the Clause.

Clause 37

96' The Conrmittee agreed with the provisions of Clause 37. As at the time of concluding its report,

the Committee had not received any memoranda witli subrnissions relating to the Clause.

Clause 38

97 ' Three ntemoranda received by the Comrnittee contained sr.rbmissions relating to the Clause.

Afticle i9 sought the deletion of the entire Clause arguing tliat the use of the phrase.,without

authorization" leaves the Clause open to abuse and allows disproportionate lracking. Sirnilarly,

Mr. Michael Otieno Odhiambo proposed that the Clause be considered for amendment for posing

an implernentation challenge as the data privacy laws of most countries where data is resident for

cloud-hosted solutioris may require explicit authorization prior to access. It was his submissio,

that it may not be feasible to expect access without authorization. The Comrnittee agreed with

the two proposals to the extent that the Clause contains an inherent contradiction with the

inclusion of tlie phrase "without authorisation". The Committee therefore noted the need to

delete the phrase in order to cure the contradiction.

98' On their part, KICTANET proposed deletion of the phrase "(open source),, used in the C;ar-rse.

The Comrnittee agreed with this view, noting that the deletion of the phrase would enhance the

clarity of the CIause.

Clause 39

99' The Comnrittee agreed with the provisions of Clause 39 save for tlie need to correct a

typographical error at subclause (2Xg). As at the time of concluding its report, tlre Committee

had not received any memol'anda with submissiorrs relatipg to tlre Clause.
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Clause 40

100. The Committee agreed with the provisions of Clause 40. As at the time of concluding its report,

the Committee had not received any memoranda with submissions relating to the Clause.

Clause 41

101. Two memoranda received by the Committee contained submissions relating to the Clause. Both

CAK and the Ministry of Information, Communications and Technology proposed amerrdment

of subclause (l) to delete the phrase "and prosecuting crime" to create the distinction between

investigatory and prosecutorial roles under the Bill. Tlie Cornmittee agreed with this view, noting

that the Central Authority established under the Brll talls urrder the purvlew oI the UIIlce ot the

Attorney General who does not lrave prosecutorial powers under the Constitution. it would

therefore be necessary to delete the reference prosecution in the Clause.

Clause 42

102. The Committee agreed with the provisions of Clause 42. As atthetirne of concluding its report,

the Comrnittee liad not received any memoranda with submissions relating to the Clause

Clause 43

103. The Committee agreed with the provisions of Clause 43. As at the time of concluding its report,

the Committee had not received any memoranda with submissions relating to the Clause.

Clause 44

104. The Committee agreed with the provisions of Clause 44. As at the tirne of cor-rcluding its report,

the Committee had not received any memoranda with subnrissions relating to tl"re Clause

Clause 45

105. The Committee agreed with the provisioris of Clause 45. As at the time of concluding its repoft,

the Comrnittee had not received any memoranda with subrnissions relating to the Clause.

CIause 46

106. As at the time of concluding its repoft, the Committee had not received any memoranda witlr

submissions relating to the Clause. In its deliberation, the Committee noted the need to amend
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107

108

the Clause in compliance with the provisions of Articleg4(6) of the Constitution which requires

an an Act of Parliament that delegates legislative powers to expressly specify the purpose and

objectives for which that authority is conferred, the lirnits of the authority, the nature and scope

of the law that may be made, and the principles and standards applicable to the law made under

the authority.

Schedule
The Cornrnittee agreed with the Schedule. As at tlie time of concluding its report, the Co,rnrittee

had not received any memoranda with subnrissiotrs relating to tlre Schedule.

Additional proposals
Six memoranda received by the Committee contained submissions on additional proposals not

covered under the Bill. These proposals include-

(a) Establishing a governance council to provide guidance training ald overall

inrplementation of the Act once passed;

(b) Establishing a National Cybersecurity Authority of Kepya for coordinated admi,istration

management and governance on cybersecurity matters in Kenya;

(c) Insertion of new offences covering terrorism related activities on the internet; money

laundering tlirough the internet; deportation of foreigners convicted of cybercrimes; insult

to religiori; issuilig of threats, blackmail or inciternent through the internet; and iclentity

theft for purposes ofinternet fraud;

(d) Insertion of references to the Extradition (Contiguous and Foreign Countries) Act

wherever the Bill refers to the Mutual Legal Assistance Act;

(e) Insertion of a new Clause requiring Cabinet Secretary responsible for National Security

develop Standard Operating Procedures and Guidelines for the conduct, search, seizure

and collection of electronic evidence;
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(f) Insertion of a new clause on the limitation of the right to privacy by the Bill;

(g) Inserlion of a new Clause on the lirnitation of the right to privacy by the Bill;

(h) Insertion of a new Clause on online groorning;

(i) Insertion of a new Clause on child sex tourism;.

O Insertion of a new Clause on Identity theft;

(k) Insertion of a new Clause on Cyber Squatting;

(l) Insertion of a new Clause on disclosure of a private photograph or film;

(n) Insertion of a new Clause placing reporting obligations on the Director of Public

Prosecutions in relation to investigations and prosecutions taken under the Bill;

(o) Insertion of a new Clause on duties of persons collecting Personal data;

(p) Insertion of a new Clause on unlawful obtaining and disclosure of personal data;

(q) Lisertion of a new Clause to require the Cabinet Secretary to develop a framework to

safeguard the security ofpersonal data;

(r) Insertion of a new CIause on the liability of legal person under the Bill;

(s) Insertion of a new Clause establishing a National Cybersecurity Council;

(t) Insertion of a new Clause on the functions of the Communications Authority in relation

to cybersecurrity;

(u) Insertion of a new Clause on the functions of the National Kenya Computer Incident

Response Team Coordination Center;

(v) Insertion of a new Clause on the functiotls of the Cybercrime Unit; and

(w) Inserlion of a new Clause on reporting of cyber risks by corporate entities.
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'fhc Conrmittee noted that tlrerc would be need to anrend the Bill to include tlre offenccs of

Cyber squattirlg, Wronglul distribr-rtion oi'intimate images, Pliishing. Interception of electronic

lressages or lrlolley traltsfers, Willful nrisdirection of clectronic messages and online groonring

of a child.
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CHAPTER THREE

COMMITTEE RECOMMENDATIONS

109. In Iight of the submissions in tlie Memorarrda, the oral representations made before the

Committee and the Committee deliberations on the Bill, the Committee recommends-

CLAUSE 2

THAT, Clause 2 of the Bill be amended-

(a) by deleting the definition of "authorised person" and substituting therefor the following
new definition-

<a

designated by the Cabinet Secretary resporrsible for matters relating to national security by notice
in the Gazette for the purposes of Part III of this

(b) by deleting the definitiori of "Authority" and substituting therefor the following new
definition-

""Authority" means the Communications Authority of Kenya";

(c) by deleting the definition of "Central Authority" and substituting therefor the following
new definition-

""Central Authority" means the Office of the Attorney General";

(d) in the definition of "premises" by inserting the words "a physical or virtual space in
which data is rnaintained, managed, backed up remotely and made available to users over
a network" immediately after the word "aircraft";

(e) by deleting the definition of "requested state" and substituting therefor the following new
definition-

""requested state" lneans a state being requested to provide legal assistance under
the terms of this Act";

(0 by deleting tlie definition of "requesting state" and substituting therefor the following
new definition-

""I'equesting state" means a state requesting for legal assistance and may for the
purposes of this Act include an international entity to which Kenya is obligated";

(g) by inserting the following new definitions in the proper alphabetical sequence-

"national critical information infrastructnre" means a vital virtual system and

asset whose incapacity, destruction or modification would have a debilitating
impact on the security, economy, public health or safety of the country;
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Justification: For the purpose of clarity

CLAUSE 3

THAT, clause 3 of tlie Bill be amended-

(a) by deleting paragraph (c) and substituting therefor the following new paragraph-

"(c) facilitate the prevention, detection, investigation, prosecution and punishment
of cybercrimes";

(b) in paragraph (c) by inserting the following new paragraph inrrnediately after paragraph
(c)-

"(ca) protect the rights to privacy, freedom of expression and access to
information as guaranteed under the Constitution;,,

Justification: To include the facilitation, prevention, detection and punishrnent of cybercrime
and tlre protection of the human rights in cyberspace as part of the objects of the Bill.

CLAUSE 5

THAT, clause 5 of the Bill be amended in subclause (2) by deleting the word "this,, appearing
imrnediately after the words "purposes ol,;

Justification: To ensure consistency a,d clarity of the Clause

CLAUSE 7

THAT, clause 7 of the Bill be anrended in subclause (2) by deleting the word "of, appearing
irnrnediately after the words "for a tenr" at trre end of the subclause;

Justification: To rectify typographical errors

CLAUSE 8

THAT, clause 8 of the Bill be amended-

(a) in subclause (2) by deleting tl're words "without sufficient excuse or justification,,
appearing inrrnediately after the words ,,this part,,;

(b) in subclause (3) by deleting the words "in thereof' appearing immediatety after tlie word
"described" and substituting therefor the words "under the subsectiolts,,;

Justification: The phrase "without sufficient excuse or justification" contradicts the intent of
subclause (2). No sufficient excuse or justification exists for knowingly receiving or being
possession of a program, password, device, access code or sirnilar data and intending that it
be used to commit or assist in the commission of an offence.

CLAUSE 9
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THAT, clause 9 of the Bill be amended in subclause (l) by deleting the word "term" appearing

irnmediately after the word "imprisonment";

Justification

To rectify a typographical error.

CLAUSE 10

THAT, clause l0 of the Bill be amended-

(a) in subclause (1) by inserting the words "for a" irnmediately after the word

"imprisonment"

(b) in subclause (2)(f) by deleting the words "by the Cabinet Secretary in the manner or form

as the Cabinet Secretary may consider appropriate" and substituting therefor the words-

"r€lating t-tlte security, defence or international relations of Kenya, critical

information, cornmunications, business or transport infrastructure and protection

of public safety and public services as may be designated by the Cabinet

Secretary responsible for matters relating to information, communication and

technology."

Justification:

(i) To correct a typographical error; and

(ii) To prescribe the purposes for which the Cabinet Secretary may designate a system to be a

protected system under the Bill.

CLAUSE 11

THAT, clause 11 of the Bill be amended in subclause (3) by inserting the word "shillings"

immediately after the words "five million";

Justification: To rectify a typographical error.

CLAUSE 12

THAT, clause 12 of the Bill be amended by-
(a) renumbering the existing provision as subclause (l);
(b) inserting the following new subclause imrnediately after subclause (1)-

"(2) Pursuant to Article 24 of the Constitution, the freedom of expression under Article

33 of the Constitution shall be limited in respect of the intentional publication of false,

misleading or fictitious data or misinformation that-

(a) is likely to-
(i) propagate war; or

(ii) incite persons to violence;
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(b) constitutes hate speech;

(c) advocates hatred that-
(i) constitutes ethnic incitement, vilification of others or incitement to cause

harm; or

(ii) is based on any ground of discrirnination specified or contemplated in
Arricle 27(4) of the Constitution; or

(d) negatively affects the rights or reputations of others.

Justification: To provide the extent of lirnitation of the freedom of expression as required by
Article 24(2) of the Constitution..

CLAUSE 13

THAT, clause 13 of the Bill be deleted;

Justification: To transfer the proposals under tlre clause to a harmonized amendment to the
Sexual Offences Act, 201 l.

CLAUSE 16

THAT, clause 16 of the Bill be amended-

(a) by deleting the marginal note and substituting therefor the following marginal note-
"cyber harassment";

(b) in subclause (l) by deleting the words "and repeatedly" appearing in the opening
statement;

(c) by inserting the following new subclauses immediately after subclause (3)_
"(4) A person may apply to Couft for an order conrpelling a person charged with an
offence urrder subclause (l) to refrain from_

(a) engaging or attempting to engage in; or

(b) enlisting the help of arrother person to engage in,

any con'llltunication complained of under subsection ( I );
(5) The Courl-

(a) rnay grant an interim order; and

(b) shall hear and determine an application under subsection (4) within fourteen days.
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(6) An intennediary may apply for the order under subsection (4) orr behalf of a

complainant under this section.

(7) A person may apply for an order under tliis section outside court working hours.

(8) The Court may order a service provider to provide any subscriber information irr its

possession for the purpose of identifying a person whose conduct is complained of under

this section.

(9) A person who contravenes an order made under this section commits an offence and

is liable, on conviction to a fine not exceeding one rnillion shillings or to imprisonment

for a term not exceeding six months, or to both.

Justification: Cyber harassment covers the two aspects of cyber bullying and cyber stalking. Tlie

amendnrent also allows for a victim to apply for a restraining order.

NEW CLAUSES

THAT, the Bill be amended by inserting the following new clauses immediately after clause

l6-
Cybersquatting 16A. A person who, intentionally takes or

makes use of a l1a[le, business l1ame,

trademark, domain name or otlrer word or phrase

registered, owned or in use by another person on
tlre internet or any other computer network,
without authority or riglrt, commits an offence and

is liable on conviction to a fine not exceeding two
Million shillings or imprisonment for a term not
exceeding two years or both.

l6B. A person who transfers, publishes, or
clisseminates, including rnakirrg a digital depiction
available for distribution or downloading through a

telecommunications network or through any other
means of transferring data to a computer, the intimate
irnage of anotlrer person commits an offence arrd is

liable, on conviction to a fine not exceeding three
nrillion shillings or to irnprisonment for a term not
exceeding tlrree years or to both.

16C. A person who fraudulently or
dishonestly makes use of the electronic signature,
password or any other unique identification feature
of any other person commits an offence and is liable,
on conviction, to a fine not exceeding tliree rnillion d

shillings or to imprisonr-nent for a term rrot exceeding
three years or both.

16D. A person who creates or operates a website
or sends a message through a cornputer system with the
intention to induce the user of a website or the recipient

Wrouglirl distribution
ol intinrate inrages.

ldentity theli and

impersonation.

Phishing.
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Justification:

To include the offences of cyber squatting, wrongfr-rl distribution of intimate images, phishing,

interception of electronic messages or money transfers, and willful misdirection of electronic

messages as offences under the Bill.

CLAUSE 21

THAT, the Bill be amended by deleting clause 2l and substituting therefor the following new
Clause-

Interception of
electronic messages or
rnoney transfers.

Willful rnisdirection of
electronic messages.

Additional penalty for
other offences
cornmitted through use
of a computer systetr.

of the message to disclose personal information for an
unlawful purpose or to gain unauthorized access to a
computer system, commits an offence and is liable
upon conviction to a fine not exceeding three million
shillings or to. imprisonment for a term not exceeding
three years or both.

. 16E.. A person who unlawfully destroys or
aborts any electronic mail or processei through which
money or information is being conveyed commits an
offence and is liable on conviction to a fine not
exceeding ten million shillings or to a term of
imprisonment not exceeding sevin years or both.

. t6F. A person who willfully misdirects
electronic messages commits an offence and is liable on
conviction to a fine not exceeding one million shillings
or to imprisonment for a term notixceeding one y"u.6,
both.

21. (1) A person who commits an offence under
any other law through the use of a computer system
commits an offence and shall be liable on tonviction to
a penalty similar to the penalty provided under that law.

(2) A Court shall, in determining whether to
sentence a person convicted of an offence under this
section, consider-

(a) the manner in which the use of a
computer system enhanced the impact of
the offence;

(b) whether the offence resulted in a
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commercial advantage or financial gain;

(c) the value involved, whether of the

consequential loss or damage caused, or
the profit gained from commission of the

offence through the use of a computer

system;

(d) whether there was a breach of trust or
responsibility;

(e) the number of victirns or persons

affected by the offence;

(0 the conduct ofthe accused; and

(e) any other matter that the court deems fit
to consider.

Justification: To make the use of cornputer technology to commit offences covered under other
laws as cot'tstitutirrg an aggravated offence with a penalty similar to the penalty set out in the law
governing the initial offence. Under the revised clause, the Court will have a discretion to
considerthe circumstances of each case before applying the enhanced sentence.

CLAUSE 23

THAT, clause 23 of the Bill be amended-

(a) in subclause (7) by inserting the following new paragraphs immediately after paragraph
(b)-
"(c) maintain tlie integrity of a computer system, arry data or information accessed or
retained; and

(d) maintain the confidentiality of a computer system, any data or information accessed

during the execution of the warrant."

(b) in sub clause (8) bV deleting paragraph (b) and substituting therefor the following new
paragraph-

"(b) compromises the integrity or confidentiality of a computer system, data or
information accessed or retained under this section or misuses the powers granted
under this section,

conrmits an offence and is liable on conviction to a fine not exceeding five million
shillings or to a term of irnprisonment not exceeding three years or to both."

Justification: To require investigating autlrorities to maintain integrity and confidentiality of
information seized while executing a search warrant.
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CLAUSE 24

THAT, Clause 24 be deleted

Justification: There exists no justification to conduct a search without a warrant. The provision,
additionally, contradicts Arricle 24(z) and 3l of the constitution.

CLAUSE 26

THAT, clause 26 of the Bill be amended by_
(a) deleting subclause (4);

Justification: The requirement to maintain confidentiality of the existence of an order under the
clause is not necessary.

(b) deleting subclause (6);

Justification: The clause violates the right to privacy. The police or the authorized persons
under the Act should seek permission from the cor-rrt before compelling the production of data or
subscriber information.

CLAUSE 27

THAT, clause 27 of the Bill be amended_

(a) in subclause (2) by deleting the words "the period specified in the notice,, and
substituting therefor the words ,,thirty 

days,,

Justification: To define tirne rimit for preservatio, of traffic data.

(b) by deleting subclause (4);

Justification: The requirement to maintain confidentiality of the existence of an order uncler the
crause rs ltot necessary.

CLAUSE 28

THAT, clause 28 of the Bill be amended

(a) in subclause (4) by deleting the word "not" appearing immediately after the words ,,for 
aperiod";

(b) in subclause (7) by inserting the word "shillings', immediately after the words ,,ten
million" appearing in paragraph (a);

Justification: To rectify a typographical errors
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CLAUSE 29

THAT, clause 29 of the Bill be amended-

(a) in subclause (1) bV deleting the words "a serious" appearing immediately after the words

"in respect of in the opening statement and substituting therefor the words "an";

(b) in subclause (7)(a) by irrserting the word "shillings" immediately after the words "ten

million";

Justification: To delete a subjective reference and to rectify a typographical error.

CLAUSE 33

THAT, clause 33 of the Bill be amended-

(a) in subclause (1) by inserting the words " the Extradition (Contiguous and Foreign

Countries) Act" immediately after the phrase "2011".
(b) in subclause (4) by inserting the words " the Extraditiorr (Contiguous and Foreign

Countries) Act" immediately after the phrase "2011".

Justification: To include a reference to the Extradition (Contigous and Foreign Countries Act).

The two Acts are complimentary in ensuring successful prosecution of offences under the Bill.

CLAUSE 38

THAT, clause 38 of the Bill be amended by deletirig-

(a) the word "another" wherever it appears;

Justification: to rectify a typographical error.

(b) the words "without the authorisation but" appearing immediately after the word "may" il'r

the opening statement;

Justification: the phrase contradict the intent of the clause.

(c) the phrase "(open source)" appearirrg in paragraph (a);

Justification: to enhance tlie clarity of the clause.

CLAUSE 39

THAT, clause 39 of the Bill be amended in subclause (2)(g) by irrsertirrg the words "to the"

immediately after the word "relevant";

Justification: to correct a typographical error.
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CLAUSE 41

THAT, clause 41 of the Bill be amended irr subclause (l) by deleting the words ,,and
prosecuting" appearing immediately after the word,,investi gating,,.

Justification: The Central Authority established under ether Bill falls under the purview of the
office of the Attorney General who does not have the prosecutorial powers under the
Constitution.

CLAUSE 46

THAT, the Bill be amended by deleting Clause 46 and substituting therefor the following new
clause-

Regulations.

Cap 2,

No. 23 of20l3

PART VI-PROVISIONS ON
DBLBGATED POWERS

. 46. (l) The Cabinet Secretary may make
regulations generally for the better 

"urryi,.,g 
inio effect

of any provisions under tliis Act.

(2) Without prejudice to the foregoing,
regulations made under this section rriay providTe 6i
standard operating procedures for the conduct, search,
seizure and collection of electronic evidence.

. (3) For rhe purposes of Article 9a g) of the
Constitution-

(a) the purpose and objective of delegation
under this section is to enablE the
Cabinet Secretary to make regulations to
provide for the better carrying into effect
of the provisions of this Act and to
enable tlie Authority to discharge its
functions more effectively;

(b) the authority of the Cabinet Secretary to
make regulations under this Act wili be
limited to bringing into effect the
provisions of this Act and to fulfil the
objectives specified under this section;

(c) the principles and standards applicable to
the regulations made under ihis section
are those set out in the Interpretation and
General provisiolts Act and the Statutory
Instruments Act,20l3.

Justification: To comply with the provisions of Articl e 9a$) of the Constitution;
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SCHEDULE

THAT, the Schedule to ther Bill be amended by inserting the following amendments to the

Sexual Offences Act-
The Sexual offences Act be amended by-

(a) deleting Section 16 and substituting therefor the followirlg new section-
16. Child pornography

(l) A person, including a juristic person, who knowingly-

(a) possesses an indecent photograph ofa child;
(b) displays, shows, exposes or exhibits obscene itnages, words or sounds by

means of print, audio-visual or any other media to a child with intention of

(c) sells, lets to hire, distributes, publicly exhibits or in any manner puts into

circulatiotr, or for plrrposes of sale, hire, distribution, public exhibition or
circulation, makes, produces or has in lris or her possession an indecent

photograph of a child;
(d) imports. exports or conveys any obscene object for any of the pltrposes

specified in subsection (l), or knowingly or having reason to believe that

such obiect will be sold, let to hire, distributed or publicly exhibited or in
any rnanner put into circulatiorr;

(e) takes part in or receives profits from any business in the course of which
he or she knows or has reason to believe tliat obscene objects are, for any

of the purposes specifically in this section, nrade, produced, purchased,

kept, irnported, exported, conveyed, publicly exhibited or in any manner

put into circulation;
(f) advertises or makes known by any means whatsoever that any person is

engaged or is ready to engage in any act wliich is an offence under tliis
section, or that any such obscene object can be produced from or through
any person; or

(g) offers or attempts to do arry act which is an offence under this section,

cornmits an offence and is liable upon conviction to imprisonment for a term of
not less than six years or to a fine of not less tlran five hundred thousand shillings
or to both and upon subsequent conviction, to imprisonment to a term of not less

than seven years without the option of a fine.

(2) This section shall not apply to-
(a) Publication or possession of an indecent photograpli where it is proved

that such publication or possession was intended for bona fide scientific
research, medical, religioLrs or law enforcement purpose; the indecent
representation of a child in a sculpture, engraving, painting or other
medium on or in any ancient monument recognised by law; and
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(b) activities between two persons above eighteen years of age by mutual
consent.

(3) For the purposes of subsection (l),_
(a) an image is obscene if_
(i) it is lascivious or appeals to prurient interest; or
(ii) its effect, or where it comprises two or more distinct items, the effect

of any one of its items, if taken as a whore, tends to deprave and
corrupt persons who are likely, havi,g regard to all relevant
circumstances, to read, see or hear the matter contained or ernbodied in
it.

(b) an indecent photograph includes a visual, audio or audio visual
representation depictin g-
(i) a child engaged iri sexually explicit conduct;
(ii) a person who appears to be a child errgaged in sexually explicit

conduct; or realistic images representing a child engaged in sexual
activity.

(b) inserting the following new section immediately after section l6_
Sexual communication with a child

164' (l) A person of eighteen years and above who knowingly comrnunicates with a
child in-

(i) a sexual manner; or

(ii) a manner intended to encourage the child to communicate in a sexual
manner,

conrmits an offence and is liable, on conviction, to a fine ol'not less than five hundred
thousand shillings or imprisonment for a term of not less than five years, to both.

(2) For the purposes of this section, a communication is sexual if_
(a) any part of it relates to sexual activity, or

(b) a reasorrable person would consider any part of the communication to be sexual.
Justification:

(i) To amend section 16 of the Sexual offences Act,20ll to harmonize its provisions with
the provisions of the deleted clause 13; and

(ii) To provide for the offence of sexual communication with a child (grooming) in tlie
Sexual Offences Act, 201 l.
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Her love for children birthed life-long journey

Pamela's
<hildren
:.The youngst ofthe 3Z
children is tworvhile the
oldest isl5 years
r.She spends approxi-
mately Sht,SoO dailv to
put food on the tabl;
ashehrmssugarcane on
aleiledplot of land in
chemelil and us€ the
eatnings forfood

Bffibera w@rffireg? rFeeds S?,
ffifuffiHeEmecm ffiElH @rffi fuem @BftnEB
One night in June2002.
strangers knockedon her
door and dropped off
two boys found onthe
streets,This markedthe
beginning of herjourney,

ByGardyChacha
gctE(ha@slandardmeda(ol€

?o get to pamela Otvinot
house, one must Davigate a
laby: itrth of narrorv allevs- In
Kibe-ra, rvhere she lires, most
resd entt' top pliority is outtins
fmd on tletable.

"With food ill yoru stomach
you ca: swive atother dav-,,
savs Ms Owiro-

Fifteen years agq Owinq 54,

boys frorn the sffeets hurgq,
and with nowhere to sleeD
So:neone)ed 0rem to mv )rouie
- becauappaentlvlunshelo-
ilg sma.ll cNdlen,,, she savs.

The boys, it tunred out. had
been chred from home by tlrei:.
mother, The woman had
beconre suicida.l after beire
dru::ped by her husband whi
(shc had just discovered) had
infected her with Hry_

"My husband and I rvere
shocked,', Owino says. ,.I\lot to
mention that r^e had five chil-
dre)l of ou oM that lve neecled
to lool< after,,
. But tlte strangers hadn,t

come to debate whether tl:ev
shordtl leave ilre bo1,s with hei
or td<e them away.

"I just couldD,t refuse to
acconunodate them, at least for

becaue a nrot}er of two more
chilAe[ Her gestrue ath"cted
more people to drop offcNdren
ar)d by 2006, shehad 31.

"Somehow my husband ild I
rrade just enough to buv us
Iood," she sa!,s.

Donated focd

0nce b a while, rvell-wishers
rlonated food nnd monev-
Beh{eer 2OO8 nrl 2OU, O*Uo
worked at Ule United Natiols
Deve)opment progmrnme on
conbmct. It was her salary that
kept the fmily goiIg.

But at sonle poirt, her hus-
bard left, sayine she had to
choose b3tween him md the
children. -

"I cotrldrl't chtre the children
away; tle1, rvere totally inno-

i,i;ii'i,':i;'. ,T " 
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i :..,
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I

I
I

I

I
I
I

them ard :nothelhood issues-,,
sherecalls

"I rvould lvatch tleir chilrlren
as oreyv/ent tobuvsmall itenrs
forsale. Tlrey used dte Drofi,s to
feed $eirchi.l&en-,,

Past midni8ht

was you
viving on
tues. But

average womil) su_
smail bushess ven-
she rvas also known cent. So nry husbaDd left for

L
I

chikiren.
"I used to iDteract }yit} sirls

who had had babies ard riere
struggling with providing for

night - ill Jute 2002, sh ilgers
klocked on her door and
dropped offtwo boys.

"They said they pic)<ed rhe
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The next day, Owino con-
fronted the boys, moorer, who
srvore she would lill them if
Olvino forced her to take them
back. Ard just lile that, she

Over the yeas, 145 cNl&en
have gone through owinot
honre. Today she still has 3?
who ue in school and who
depend irn her for food andfees.
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MINUTES OF THE 21ST SITTING OF THE CoMMITTEE oN CoMMIJNICATIoN,
INFORMATION 4:ND INNovATIoN HELD IN 5rH FLoo& C9NTINENTAL HSUSE
oN MoNDAy t9m MARCH 2018, AT 2.00 p.M.

PRTSENT
l. Hon. William Kipkemoi, M.p.
2. Hon. George Macharia kariuki, M.p.
3. Hon. Maritim Sylvanus, M.p.
4. Hon. Jonah Mburu, M.P.
5. Hon. Alfah O. Miruka, M.p.
6. Hon. Marwa KitayamaMaisori, M.p.
7. Hon. Mwambu Mabongah, M.p.
8. Hon. Erastus Nzioka Kivasu, M.p.
9. Hon. Innocent Momanyi Obiri, M.p

-Chairperson
-Vice- Chairperson

lu. Hon. Gertrucle MbeyuMwanyanje, M.p.
11. Hon. Wamuchomba Gathoni, M.p.
12. Hon. Annie Wanjiku Kibeh,M.It

APOLOGIES
1. Hon. Joshua Kimilu Kivinda, M.p.
2. Hon. Anthony Tom Oluoch, M.p.
3. Hon. (Eng.). MarkNyamita, MJ
4. Hon. Godfrey Osotsi Atieno, M.I,
5. Hon. John Kiarie Waweru, M.p
6. Hon. Liza Chelule Chepkorir,M.p
7. Hon. MwangazaKawira, M.p

National Assembly Secretariat
1. Ms Ella Kendi C1erk Assistant III
2. Iv{r. Sidney Lugaga Legal Counsel II
3. Ms.Catherine Gati Fiscal Analst
+. Mr.EtUah lchwara Audio officer

MINUTE NO.076/2018 : PRELIMINARIES

The Chairperson called the meeting to order at twenty minutes past two o'clock followed with a word of
prayer

MINUTE NO.O77I2018:

The Committee considered the report on consideration of the Computer and Cybercrimes Bill,2017 and
adopted it with the following recommendations;

CLAUSE 2

TIIAT, Clause 2 of the Bill be amended-

oF' RT OF

(a) by deleting the definition of "authorised person" and substituting therefor the following new
definition-
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"authorised person" means an officer in a law enforcement agency or a cybersecurity exfert

designated by the Cabinet Secretary responsible for matters relating to national security ]by
notice in the Gazette for the purposes of Part III of this Act." 

1

(b) by deleting the definition of "Authority" and substituting therefor the following new definition-

""Authority" means the Communications Authority of Kenya";

(c) by deleting the definition of "Central Authority" and substituting therefor the foilowing

definition-

""Central Authority" means the Office of the Attorney General";

(d) in the definition of "premises" by inserting the words "a physical or virtual space in which ls

w

maintained, rnanaged, backed up remotely and made available to users over a network"

after the word "aircraft";
(e) by deleting the definition of "requested state" and substituting therefor the following

definition-

""requested state" means a state being requested to provide legal assistance under the

of this Act";

(f) by deleting the definition of "requesting state" and substituting therefor the following

definition-

""requesting state" means a state requesting for legal assistance and may for the purpo

v

Wl

this Act include an international entity to which Kenya is obligated";

(g) bV inserting the following new definitions in the proper alphabetical sequence-

"national critical information infrastructure" means a vital virrual system and asset

incapacity, destruction or modification would have a debilitating impact on the

economy, public health or safeiy of the country;

Justification: For the purpose of clarity.

CLAUSE 3

THAT, clause 3 of the Bill be amended-

(a) by deleting paragraph (c) and substituting therefor the following new paragraph-

"(") facilitate the prevention, detection, investigation, prosecution and

cybercrimes";

(b) in paragraph (c) by inserting the following new paragraph immediately after paragraph (c)-

"(ca) protect the riglits to privacy, freedom of expression and access to

guaranteed under the Constitution;"

lustification: To include the facilitation, prevention, detection and punishment of cybercrime

protection of the human rights in cyberspace as part of the objects of the Bill.

CLAUSE 5

THAT, clause 5 of the Bill be amended in subclaus e (2) by deleting the word "this" appearing

after the words "purposes of';

of

hose

ty,

of

as

d the

ly
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fustification: To ensure consistency and clarity of the crause

CLAUSE 7

THAT, clause 7 of the Bill be amended in subclaus e (2) by deleting the word "of' appearing immediately
after the words "for a term" at the end of the subclause;

]ustification: To recti$r typ ographical errors
CLAUSE 8

TIIAT, clause 8 of the Bill be amended-

(a) in subclause (2) bV deleting the words "without sufficient excuse or justification" appearing
immediately after the words "this part,,;

O) in subclause (3) by deleting the words "in thereof' appearing immediately after the word "described',
and substituting therefor the words ,,under the subsections,,;

Justification: The phrase "without sufficient excuse or justification" contradicts the intent of subclause (2).
No suffrcient excuse or justification exists for knowingly receiving or being possession of a program,
password, device, access code or similar data and intending that it be used to commit or assiit in the
commission of an offence.
CLAUSE 9

THAT, clause 9 of the Bill be amendecl in subclause (1) by deleting the word "term" appearing immediately
after the word "imprisonment"; _

Justification
To rectify a typographical error.

CLAUSE 10

THAT, clause l0 of the Bill be amended-

(a) in subclause (1) by inserting the words "for a" immediately after the word "imprisonment"

O) in subclause (2)(f) by deleting the words "by the Cabinet Secretarv in the anner nr frrrrn ac fhc
Cabinet Secretary may consider appropriate" and substituting therefor the words-

"relating to the security, defence or international relations of Kenya, critical information,
communications, business or transport infrastructure and protection of public safety and
public services as may be designated by the Cabinet Secretary responsible for matters relating
to information, communication and techno lo gy.,,

Justification:

(i) To correct a typographical error; and
(iD To prescribe the purposes for which the Cabinet Secretary may designate a system to be a protected

system under the Bill.

CLAUSE 11

THAT, clause l1 of the Bill be amended in subclause (3) by inserting the word "shillings" immediately
after the words "five million";

Justification: To rectiff a typographical error.



CLAUSE 12

THAT, clause 12 of the Bill be amended by-
(a) renumbering the existing provision as subclause (1);

(b) inserting the following new subclause immediately after subclause (1)-
"(2) Pursuant to Article 24 of the Constitution, the freedom of expression under Article 33

Constitution shall be limited in respect of the intentional publication of false, misleading or

data or misinformation that-

(a) is likely to-
(D propagate war; or

(ii) incite persons to violence;

(b) constitutes hate speech;

(c) advocates hatred that-

(D constitutes ethnic incitement, vilification of others or incitement to cause harm;

(iD is based on any ground of discrimination specified or contemplated in Article 21

the Constitution; or

(d) negatively affects the rights or reputations of others.

Justification: To provide the extent of limitation of the freedom of expression as required by Article

of the Constitution..

CLAUSE 13

THAT, clause 13 of the Bill be deleted;

Justification: To transfer the proposals under the clause to a harmonized amendment to the Sexual

Act,2011.

CLAUSE 16
THAT, clause 16 of the Bill be amended-

(a) by deleting the marginal note and substituting therefor the following marginal note-

"cyber harassment";

(b) in subclause (1) by deleting the words "and repeatedly" appearing in the opening statement;

(c) by inserting the following new subclauses immediately after subclause (3)-

"(4) A person may apply to Court for an order compelling a person charged with an

subclause (1) to refrain from-
(a) engaging or attempting to engage in; or

(b) enlisting the help of another person to engage in,

any communication complained of under subsection (1);

(5) The Court-
(a) may grant an interim order; and

@) shall hear and determine an application under subsection (4) within fourteen days

4

the

)of

under
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(6) An intermediary may apply for the order under subsection (4) on behalf of a complainant under
this section.

(7) A person may apply for an order under his section outside court working hours.
(8) The Court may order a service provider to provide any subscriber information in its possession
for the purpose of identifying a person whose conduct is complained of under this section.
(9) A person who contravenes an order made under this section commits an offence and is liable, on
conviction to a fine not exceeding one million shillings or to imprisonment for a term not exceeding
six months, or to both.

Justification: Cyber harassment covers the two aspects of cyber bullying and cyber stalking
amendment also allows for a victim to apply for a restaining order.

IVEW CLAUSES

THAT, the Bill be amended by inserting the foltowing new clauses immediately after clause 16-

The

uybersquattrng

Wrongful distribution
of intimate images.

16A. A person who, intentionally takes or
makes use of a name, business name,
trademark, domain name or other word or phrase
registered, owned or in use by another pe.sor, on
the internet or any other computer network,
wiflrout authority or right, commits an offence and
is liable on conviction to a fine not exceeding two
hundred thousand shillings or imprisonment for a
term not exceeding two years or both.

168. A person who transfers, publishes, or
disseminates, including making a digital depiction
available for distribution or downloading through a
telecommunications network or through any other
means of transferring data to a computer, the intimate
image of another person commits an offence and is
liable, on conviction to a fine not exceeding three
hundred thousand shillings or to imprisonment for a

ldentity theft and
impersonation.

Phishing.

Interception of
electronic messages or
money trarrsfers.

tenn not exceedrng thrrty years or to both.
16C. A person who fraudulently or

dishonestly makes use of the electronic signature,
password or any other unique identification feature
of any other person commits an offence and is liable,
on conviction, to a fine not exceeding two hundred
thousand shillings or to imprisonment for a term not
exceeding three years or both.

16D. A person who creates or operates a website
or sends a message through a computer system with the
intention to induce the user of a wtbsite 

-or 
the recipient

of the message to disclose personal information for an
unlawful purpose or to gain unauthorized access to a
computer system, commits an offence and is liable
upon conviction to a fine not exceeding three hundred
thousand shillings or to imprisonment for a term not
exceeding three years or both.

- 16E. A person who unlawfully destroys or
aborts any electronic mail or processei througtr which
money or information is being conveyed commits an



offence and is liable on conviction to a fine not
exceeding two hundred thousand shillings or to a term
of imprisonment not exceeding seven years or to both.

16F. A person who willfully misdirects
electronic messages commits an offence and is liable on
conviction to a fine not exceeding one hundred
thousand shillings or to imprisonment for a term not
exceeding two years or to both.

Justification:

To include the offences of Cyber squatting, Wrongfirl distribution of intimate images, phishing,

of electronic messages or money transfers, and Willful misdirection of electronic messages as

under the Bill.

CLAUSE 21

THAT, the Bill be amended by deleting clause 2l and substituting therefor the following new

Willful misdircction of
electronic messages.

Additional penalty for
other offences
committed through use
of a computer system.

21. (l) A person who commits an offence under
any other law through the use of a computer system
commits an offence and shall be liable on conviction to
a penalty similar to the penalty provided under that law.

Q) A Court shall, in determining whether to

sentence a person convicted of an offence under this

section, consider-

(a) the manner in which the use of a

computer system enhanced the impact of
the offence;

(b) whether the offence resulted in a

commercial advantage or financial gain;

(c) the value involved, whether of the

consequential loss or damage caused, or

the profit gained from commission of the

offence through the use of a computer

sYstem;

(d) whether there was a breach of trust or

responsibility;

(e) the number of victims or persons

affected by the offence;

(0 the conduct ofthe accused; and

(g) any other matter that the court deems fit
to consider.

6
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Justification: To make the use of oomputer technology to commit offences covered under other laws as
constituting an aggravated offence with a penalty similar to the penalty set out in the law governing the
initial offence' Under the revised clause, the Court will have a discretion to consider the circumstances of
each case before applying the enhanced sentence.

CLAUSE 23

TIIAT, clause 23 of the Bill be amended-

(a) in subclause (7) by inserting the fotlowing new paragraphs immediately after paragraph (b)-
"(c) maintain the integrity of a computer system, any data or information accessed or retained; and

(d) maintain the confidentiality of a computer system, any data or information accessed during the
execution of the warrant.,,

(b) in sub clause (8) by deleting paragraph @) and substituting therefor the following new paragraph-
a computer system, or

accessed or retained under this section or misuses the powers granted under this section,

commits an offence and is liable on conviction to a fine not exceeding five million shillings or to a
term of imprisonment not exceeding three years or to both.,,

Justification: To require investigating authorities to maintain integrity and confidentiality of information
seized while executing a search warrant.

CLAUSE 24

TIIAT, Clause 24 bedeleted

Justification: There exists no justification to conduct a search without a warrant. The provision,
additionally, contradicts Article z4(2) and,31 of the constitution.

CLAUSE 26

TIIAT, clause 26 of the Bill be amended by-
(a) deleting subclause (4);

Justification: The requirement to maintain confidentiality of the existence of an order under the clause is
not necessary.

(b) deleting subclause (6);

Justification: The clause violates the right to privacy. The police or the authorized persons under the Act
should seek permission from the Court before compitting the production of data or subscriber information.
CLAUSE 27

THAT, clause 27 of the Bill be amended--

(a) in subclause (2) bV deleting the words "the period specified in the notice" and substituting therefor
the words o'thirry days"

Justification: To define time limit for preservation of traffic data.

(b) by deleting subclause (4);



Justification: The requirement to maintain confidentiality of the existence of an order tmder the

not necessary.

CLAUSE 28

THAT, clause 28 of the Bill be amended

(a) in subclause (a) by deleting the word "not" appearing immediately after the words "for a period";

(b) in subclause (7) bV inserting the word "shillings" immediately after the words 'ten mt

appearing in paragraph (a);

Justification: To rectiff typographical errors

aI .ArTqE ?q

TIIAT, clause 29 of the Bill be amended-

(a) in subclause (1) bV deleting the words "a serious" appearing immediately after the words "in

of in the opening statement and substituting therefor the words "an";

(b) i1 subclause (7Xa) by inserting the word "shillings" immediately after the words "ten million";

Justification: To delete a subjective reference and to rectify a typographical error.

CLAUSE 33

THAT, clause 33 of the Bill be amended-

(a) i1 subclause (1) bV inserting the words " the Extradition (Contiguous and Foreign Countries)

immediately after the phrase "2011"

(b) in subclause (a) by inserting the words " the Extradition (Contiguous and Foreign Counhies

immediately after the phrase "2011"

Justification: To include a reference to the Etradition (Contigous and Foreign Countries Act). The

are complimentary in ensuring successful prosecution of offences under the Bill.

CLAUSE 38

THAT, clause 38 of the Bill be amended by deleting-

(a) the word "another" wherever it appears;

Justification: to rectiff a typographical error.

(b) the words "without the authorisation but" appearing immediately after the word "may"

opening statement;

Justification: the phrase contradict the intent of the clause.

(c) the phrase "(open source)" appearing in paragraph (a);

Justification: to enhance the clarity of the clause.

CLAUSE 39
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THAT, clause 39 of the Bill be amended in subclause (2)(g) by inserting the words "to the" immediately
after the word "relevant";

Justification: to correct a typographical error.

CLAUSE 41

THAT, clause 4l of the Bill be amencled in subclause (1) by deleting the words "and prosecuting" appearing
immediately after the word "investigating".

Justification: The Central Authority established under ether Bill falls under the purview of the Office of the

Attomey General who does not have the prosecutorial powers under the Constitution.

CLAUSE 46

THAT, the Bill be amended by deleting Clause 46 and substituting therefor the following new clause-

PART VI-PROVISIONS ON
DELEGATED POWERS

Kegulauons. 46. (1) The Cabinet Secretary may make
regulations generally for the better carrying into effect
of any provisions under this Act.

(2) Without prejudice to the foregoing,
regulations made under this section may provide for
standard operating procedures for the conduct, search,
seizure and collection of electronic evidence.

(3) For the purposes of Article 94 (6) of the
Constitution-

(a) the pu{pose and objective of delegation
under this section is to enable the
Cabinet Secretary to make regulations to
provide for the better carrying into effect
of the provisions of this Act and to
enable the Authority to discharge its
functions more effectively;

Cap 2,

No.23 of20l3

make regulations under this Act will be
limited to bringing into effect the
provisions of this Act and to fulfil the
objectives specified under this section;

(c) the principles and standards applicable to
the regulations made under this section
are those set out in the lnterpretation and
General Provisions Act and the Statutory
Instruments Act, 2013.

Justification: To comply with the provisions of Article 94(6) of the Constitution;

SCHEDTJLE

THAT, the Schedule to the Bill be amended by inserting the following amendments to the Sexual Offences
Act-



The Sexual offences Act be amended by-
(a) deleting Section 16 and substituting therefor the following new section-

16. Child pornography
(1) A person, including a juristic person, who knowingly-

(a) possesses an indecent photograph ofa child;
(b) displays, shows, exposes or exhibits obscene images, words or sounds by

print, audio-visual or any other media to a child with intention of
enabling a child to engage in a sexual act;

(c) sells, lets to hire, distributes, publicly exhibits or in any manner puts into
or for purposes of sale, hire, distribution, public exhibition or circulation,

produces or has in his or her possession an indecent photograph ofa child;
(d) imports, exports or conveys any obscene object for any of the purposes

subsection (1), or knowingly or having reason to believe that such object will be

let to hire, distributeC or publicly exhibited cr in any rnannei put intc circulaticn;
(e) takes part in or receives profits from any business in the course of which he

knows or has reason to believe that obscene objects are, for any of the

specifically in this section, made, produced, purchased, kept, imported,

conveyed, publicly exhibited or in any manner put into circulation;
(f) advertises or makes known by any means whatsoever that any person is

ready to engage in any act which is an offence under this section, or that

obscene object can be produced from or through any person; or
(g) offers or attempts to do any act which is an offence under this section,

commits an offence and is liable upon conviction to imprisonment for a term of not les

six years or to a fine of not less than five hundred thousand shillings or to both
subsequent conviction, to imprisonment to a term of not less than seven years wi
option of a fine.
(2) This section shall not apply to-

(a) Publication or possession of an indecent photograph where it is proved

publication or possession was intended for bona fide scientific research,

religious or law enforcement purpose; the indecent representation of a

sculpture, engraving, painting or other medium on or in any ancient

recognised by law; and

(b) activities between two persons above eighteen years of age by mutual consent.

(3) For the purposes of subsection (1),-
(a) an irnage is obscene if-
(i) it is lascivious or appeals to prurient interest; or
(ii) its effect, or where it comprises two or more distinct items, the effect of

of its items, if taken as a whole, tends to deprave and corrupt persons

likely, having regard to all relevant circumstances, to read, see or hear

contained or embodied in it.
(b) an indecent photograph includes a visual, audio or audio visual repres

depicting-
(i) a child engaged in sexually explicit conduct;
(ii) a person who appears to be a child engaged in sexually explicit

realistic images representing a child engaged in sexual activity.
(b) inserting the following new section irnmediately after section 16-

Sexual communication with a child

16A. (1) A person of eighteen years and above who knowingly communicates with a child

(D a sexual manner; or
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(ii) a manner intended to encourage the child to communicate in a sexual manner,

commits an offlence and is liable, on conviction, to a fine of not less than five hundred thousand
shillings or imprisonment for a term of not less than five years, or to both.

(2) For the purposes of this section, a communication is sexuar if-
(a) any part of it relates to sexual activity, or

(b) a reasonable person would consider any part of the communication to be sexual.

Jusffication:

(i) To amend section 16 of the Sexual Offences Act, 2011 to harrnonize its provisions with the
provisions of the deleted clause 13; and

(iD Tb provide for the offence of sexual communication with a child (grooming) in the Sexual Offences
Act, 2011.

3".? bging no other business, the sitting adjourned at 4.30pm. The next meeting to be held on Tuesday 20e
March,2018 at 8.30am.

Signed

(Chairperson)

Uate......\ L9 /^o LF
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MINUTES OF TITE 19TH SITTING OF TIIE CoMMITTEE oN C0MMI]NICATIoN,
INFORMATION AND INNOVATIoN ITELD IN 9TH F.LooR HARAMBEE, PLAZA oN
TtrEsDAy 13rH MARCH 2018, AT 11.00 A.M.

PRESENT
1. Hon. George Macharia kariuki, M.p.
2- Hon. Maritim Sylvanus, M.p.
3. Hon. Joshua Kimilu Kivinda, M.p.
4. Hon. John Kiarie Waweru, M.p
5. Hon. Alfah O. Miruka, M.P.
6. Hon. Marwa Kitayama Maisori, M.p.
7. Hon. Mwangu Mabongah, M.p.
8. Hon. Erastus Nzioka Kivasu, M.p.
9. Hon. Anthony Tom Oluoch, M.p.
10. Hon. Gertrude Mbeyu Mwananje, M.p

-Vice- Chairperson

12. Hon. Annie Wanjiku Kibeh,lr{.p
13. Hon. (Eng.).Mark Nyamita, M.p
14. Hon. Godfrey Osotsi Atieno, M.p

APOLOGIES
1. Hon. William Kipkemoi, M.P.
2. Hon. Jonah Mburu, M.P.
3. Hon. Liza Chelule Chepkorir,M.p
4. Hon. Mwa\gazaKawira, M.P
5. Hon. Innocent Momanyi Obiri, IvI.p

IN ANCE
National Assembly Secretariat

1. Ms Ella Kendi
2. Mr. Ronald Walala
3. Ms.Lorna Okatch

-Chairperson

Clerk Assistant III
Legal Counsel II

Research Officer III

5. \zlr. Wilson Angatangoria Sergeant- at- arms

MINUTE o.067t2018: PRELIMINARIES

The Chairperson called the meeting to order at twenty minutes past eleven o'clock followed with a word of
prayer

MINUTE NO.O68/ 2018: CO TION OF'

The confirmation of the minutes of the previous sitting was defened to the next meeting

MINUTE 06912018:. CoN.sInERATION OF' DRAFT ON CO
CYBERCRIMES BILL.2017

The Comrnittee Members were taken tlu'ough the recommendations Clause by Clause as follows;

1. Clause 2: Agreed to
It was indicated that there was need to elaborate the definition of the term 'national critical information

infi'astructure' by including the aspect of interference or modification of the virtual system.

AND



2. Clause 3: Agreed to

3. Clause 1l: Agreedto

4. Clause 12: Agreedto

5. Clause 13: Agreed to

6. Clause 16: 'Delete the word 'repeatedly' to ensure that an offlence committed once is charged.

7. Clause 16(9) the Committee proposed the fine as one Million Kqnya Shillings or an

a term not exceeding six months.

8. Clause 21: Agreed to

9. Clause23: Agreedto

MINUTENO.070i20l8: ADJOURNMENT

There being no other business, the sitting adjourned at i.30pm.

Signed

(Chairperson)

\
Date.........\....=..\t ..$.> '-Z-rssf ?
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MINUTES OF TIIE 18TH SITTING OF THE CoMMITTEE oN CoMMIJNICATIoN,
INFORMATION AND INNOVATION HELD AT WESTON HOTEL, NAIROBI ON
SATURDAY t0'n MARCH zotB,AT 2.30 p.M.

PRESENT

1. Hon. Kisang' William Kipkemoi, M.p
2. Hon. George Macharia kaiiuki, M.p.
3. Hon. Maritim Sylvanus, M.p.
4. Hon. Joshua Kimilu Kivinda, M.p.
5. Hon. Jonah Mburu, M.P.
6. Hon. Godfrey Osotsi Atieno, M.p
7. Hon. John Kiarie Waweru, M.I,
8. Hon. Wamuchomba Gathoni,lv{.p.
9. Hon. Annie Wanjiku Kibeh,M.p

Chairman
Yice- Cirairperson

IN

1. Hon. Alfah O. Miruka, M.p.
2. Hon. Marwa Kitayama Maisori, M.p.
3. Hon. Mwangu Mabongah, M.p.
4. Hon. Erastus Nzioka Kivasu, M.p.
5. Hon. Liza Chelule Chepkorir,M.p
6. Hon. MwangazaKawira, M.p
7. Hon. Anthony Tom Oluoch, M.p.
8. Hon. Gefirude Mbeyu Mwananje, M.p
9. Hon. (Eng.). MarkNyamita, M.p
10. Hon. Innocent Momanyi Obiri, Ivf.p
ATTENNANCE

National Assembly Secretariat
1. Mr. Nicholas Emejen Deputy Director, Committee Services

3. Ms Ella Kendi
4. Ms. Catherine Gati
5. Ms. Betty Auma
6. IvIr. Rahab Chepkilim
7. Mr. Wilson Angatangoria

Clerk Assistant III
Fiscal Analyst III
Secretary

Audio officer
Sergeant- at- arms

MINUTE NO.062/2018: PRELIMINAIUES

The Chairperson called the meeting to orcier at}.45p.mand thereafter welcomed all the members present.

NO.063/ 20 8: CONFIRM ON OF' S

The confirmation of the minutes of the previous sitting was defened to the next meeting.

OF THEMINUTE NO.O64/2018: TION
2017.

ORANDA ON THE CO



Clause 35

The Committee agreed with provisions of clause 35 and that there was no memoranda received

the Clause

Clause 36

The Committee agreed with provisions of clause 36 and that there was no memoranda received re

the Clause.

Clause 37

Tlre Committee agreed with provisions of clause 37 and that tliere was no mernoranda received

the Clause.

Clause 38

Article 19 sought deletion of the Clause while Michael Odhiarnbo proposed for an amendment

Committee agreed with the two proposals to the extent that the Clause contains inherent co

the inclusion of the phrase'without authorisation'. The Comrnittee therefore noted there rvas need to

the phlase to cure the contradiction.

Clause 39

The Committee agreed with provisions of clause 39 and that thele was no memoranda received

the Clause.

Clause 40

The Committee agreed with provisions of clause 40 and that there was no memoranda received rela

the Clause.

Clause 41

CAK and Ministry of ICT: The Committee agreed with the proposal noting that the Central

establislied under the Bill falls under tlie purview of the Office of the Attor:rey General who does

prosecutorial powers under the Constitution.

Clause 42,43,44 and 45

The Comrnittee agreed with provisions of clauses 42,43, 44 and 45 and that there was no

received relating to the Clause.

Clause 46

Tlie Committee had not received any memoranda relating to the Clause. In its deliberation it was

there was need to amend the Clause in compliance with the provisions of the Constitution which

Act of Palliament that delegates legislative powers to expressly specify the purpose and objectives

that authority is conferred.

Additional proposals

Hon.Godfi'ey Otsosi, MP presented the Committee the following proposals and comments on the Bill

follows;
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1. There was need to provide a clear definition of the term National Critical Information Infrastructure

in the Bill. The Committee to take into consideration the following aspects when defining the;

I. Designation of the Computer System eg inclusion of IFMIS, KRA IEBC and bank
systems

iI. There should be a structured process of Auditing and Inspecting the system

m. Ways of handling the offence committed
IV. Take into consideration the best practices.

2. There was need to align the Bill with Antiterorism Act to incorporate the cyber terrorism aspect in
the Bill.

3. Proposed to change the title of the Bill to 'Computer Misuse and Cybercrimes'as the current title
was general.

4. Based on analysis of other jurisdictiou there was need to establish a body that will ensure the
administration and enforcement of the Bill.

5. Proposed inclusion of the following under the objects the Act;
Clause 3 (c) add the words 'prevention, detection and punishment'

MINUTE NO.065/i20r8: ANY OTIIER BUSINESS

The members were reminded that there was need to expedite the Bill so as have it tabled on the floor of the
House in the week of 19tl'March 2018.

MINUTENO.066/2018: ADJOURNMENT

There being no other business, the sitting adjourned at 5.00 pm. Next sitting of the committee was to be hetd
on Tuesday, 13d'MarchL2,2Ol8 at 11.00 a.m.

Signed

(Chairperson)

Date.....\..3 .a..2,...
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MINUTES OF TITE ITTH SITTING oF. THE DEPARTMENTAL CoMMITTEE oN
COMMUNICATION, INFORMATION AND INNOVATION IIELD AT WESTON IIOTEL,
NATROBI oN lorH MARCH 20t8,AT 11.00 A.M.

PRESENT

l. Hon. William Kipkemoi, M.p.
2. Hon. George Macharia kariuki, M.p. _

3. Hon. Maritim Sylvanus, M.p.
4. Hon. Joshua Kimilu Kivinda, M.p.
5. Hon. Jonah Mburu, M.p.
6. Hon. Godfrey Osotsi Atieno, M.p
7. Hon. John Kiarie Waweru, M.p
8. Hon. Annie Wanjiku Kibeh,M.p
9. Hon. Wamuchomba Gathoni, M.p.

APOLOGIES

Chairperson
Vice- Chairperson

2. Hon. Marwa Kitayama Maisori, M.p.
3. Hon. Mwangu Mabongah, M.p.
4. Hon. Erastus Nzioka Kivasu, M.p.
5. Hon. Liza Chelule Chepkorir,M.p
6. Hon. Mwangaza Kawira, M.p
7. Hon. Anthony Tom Oluoch, M.p.
8. Hon. Gertrude Mbeyu Mwananje, M.p
9. Hon. @ng.). MarkNyamita, M.p
10. Hon. Innocent Momanyi Obiri, M.p

IN ATTENDANCE
National Assembly Secretariat

1. IvIr. Nicholas Emejen
2. Mr. Ronald Walala

Deputy Director, Committee Services
Legal Counsel II

4.

5.

6.

7.

Ms. Catherine Gati
Ms. Betfy Auma
Irzlr. Rahab Chepkilim
Mr. Wilson Angatangoria

Fiscal Analyst III
Secretary

Audio offrcer
Sergeant- at- arms

MINUTENO.058/2018: pRELIMINARIES

The Chairperson called the meeting to order at 1 1.00 am followed with a word of prayer.

MINUTE NO.O59/ 201& COhIF'IRMATION OF'TIIE N{INUTES

The confrmation of the minutes of the previous sitting was deferred to the next meeting. Therefore there
were no matters arising.

TTtEMINUTE NO.O6O/2018:

AND CYBERCRIMES BILL. 2017.
ON



Clause 27 (2):
(i) The Committee agreed with the submission by ISACA-KENYA and Safaricom to delete the

'the period specified in the notice' and substitute it with the words 'thirty days'. The

agreed that there was need to provide a definite period in the preservation of the tuaffic data.

(ii) The Committee agreed with the submission by Safaricom to delete sub clause 4 as it

section 15 of zuCA Consumer protection regulations 2010 which require that a service

maintain the confidentiality of a service provider maintain the confidentiality of a

information and communications.

Clause 28

(i) The Committee resolved to amend sub clause 4 by deleting the word 'not'

(ii) The Committee disagreed with the submission of ISACA KENYA and KICTANET to

period of collecting real time data from noting that the time is reasonable as the complexity

investigations conducted under the Bill may vary.

(iii)Safaricom Ltd; the Committee disagreed with their proposal citing that its inclusion as a

under the Clause would hamper execution of a validly obtained Court Order in the

proposed Principal Officer of person acting in a similar capacity in unavailable is or

(iv)CIPIT: The Committee agreed with their submission and noted the need to amend the Bill to

the persons authorised to apply for Court Orders or search warrants to persons above the

Chief Inspector of Police in order to prevent abuse of the powers granted under the Bi

investigative agencies

(v) The committee disagreed with the submission by TESPOK to define 'stored data' as the words

a common meanmg.

(vi)The committee disagreed with the submission by KEPSA to replace the word 'may' by 'shall'

use of the word 'may' gives someone the discretion to or not obtain a court order.

Clause 29

l. Article 19, TESPOK and KICTANET: The Committee disagreed with their proposal noting

Clause is an inclusion in the Bill which allows the police or authorized persons to access the

data of communications to assist them in monitoring and prevention of cybercrime.

2. The Committee disagreed with the views of Safaricom Ltd citing that sub clause (1)

adequate safeguard against arbitrary violation of the right to privacy by requiring in

agencies to first obtain a court order for which they must give reasons.

3. KEPSA: The Committee disagreed noting that the term may as used in the Clause adequately

it mandatory for the police or authorised persons to obtain an order from the Court before

real time collection or recording of content data for the purposes of investigations.

Clause 30

The committee was informed that there was no memorandum submitted in relation to clause 30

Clause 31
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The committee was informed that there was no memorandum submitted in relation to Clause 30

Clause 32

The committee disagreed with the submission by KEPSA noting that the Clause as drafted adequately

covers the issue of protecting service providers from incurring any liability as a result of complying with
orders issued by the Court under the provisions of the Bill.

Clause 33

The committee agreed with the provisions of Clause 33 and that there was no memorandum submiued in
relation to the Clause 33.

Clause 34

The committee disagreed with the submission by the cente for intellectual property and information

technology law to have judicial oversight in the clause as this would result to compromised independence.

MINUTE NO.061//2018: ABJOIJRNMENT

There being no other business,
on the same day at2.30 p.m. at

the sitting adjourned at 1.30 pm. Next sitting of the committee was to be held
Weston Hotel, Nairobi.

-7"o

Signed
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MINUTES OF THE 16TH SITTING OF TTIE DEPARTMENTAL CoMMITTEE oN
COMMUNICATTON, INFIIRMATION AND INNOVATION Im,LD IN WESTON HOTEL,NHRoBI oN FRIDAv 9rH MARcH 2018, AT 2.00 p.M.

PRESENT

I
2
a
J

4

5

6

7

Hon. Kisang' William Kipkemoi, M.p.
Hon. George Macharia kariuki, M.p.
Hon. Annie Wanjiku Kibeh,M.p
Hon. Joshua Kimilu Kivinda, M.p.
Hon. Maritim Sylvanus, M.p.
Hon. Jonah Mburu, M.P.
Hon. Wamuchomba Gathoni, M.p.
Hon. JohnKiarie Waweru, M.p
Hon. Godfrey Osotsi Atieno, M.p

Chairperson
Vice- Chairperson

8.

9.

1. Hon.LbaChelule Chepkorir,M.p
2. Hon. Marwa Kitayama Maisori, M.p.
3. Hon. Mwambu Mabongah, M.p.
4. Hon. Erastus Nzioka Kivasu, M.p.
5. Hon. Alfah O. Miruka, M.p.
6. Hon. MwangazaKawira, M.p
7. Hon. Anthony Tom Oluoch, M.p.
8. Hon. Gertrude Mbeyu Mwanyanje, M.p
9. Hon. @ng.). MarkNyamita, M.p
10. Hon. Innocent Momanyi Obfui, M.p

IN ATTENDANCE
National Assembly Secretariat

1. Mr. Nicholas Emejen Deputy Director, Committee Services

3. Ms. Catherine Gati
4. Mr. Ronald Walala
5. Ms.Beatrice Auma
6. Ms.Rahab Chepkilim
7. Mr. Wilson Angatangoria

Fiscal Analyst
Legal Counsel

Secretary

Audio officer
Sergeant- at- arms

MINUTE NO. 0s4/201S: pRELIMINARIES

The Chairperson called the meeting to order at twenty minutes past two o'clock followed with a word of
prayer.

MDIUTE NO.055/ 2018: CO TION OF'

The confirmation of the minutes of the previous sitting was deferred to the next meeting.

NSID FMINUTE NO.O56/2018:
AIID CYBERCRIME BILL. 2017

ON



The Legal Counsel took the Members though the memoranda as follows;
Clause 21

1 . Article l9 proposal was disagreed with citing that the Clause is necessary in the Bill to cater for

instances where ordinary offences are committed through the use of Computer forgery.

2. KICTANET proposal was agreed with and it was resolved to amend the Clause.

Clause 22

1. TESPOK proposal was disagreed with indicating that defining the term authorized personnel woufld

unduly restrict the persons that may be authorized to conduct the investigations under the Bill.

2. Safaricom proposal was disagreed with noting that its inclusion as a requirement under the

would hamper execution of a validly obtained search warrant where the proposed 'Principal

or person acting in a similar capacity in unavailable

3. r\iichaei Odhiambo proposal on the need for the Bill to require irrvestigating aiithorities to

the integrity and confidentiality of information seized while executing the search warrant.

4. KEPSA proposal was disagreed with noting that the term 'may' as used in the Clause adequately]

makes it mandatory for the police or authorized persons to obtain a warrant form the Court

conducting a search or a seizure under the Bill.

Clause 24

1. ISACA -Kenya, Article 19, TESPOK,ICTAK Michael Odhiambo. KEPSA.KICTANET

sought deletion of the Clause arguing that there was no justif,rcation to conduct a search

that the provision contradicts Article 24(2) and 31 of the Constitution.

2. TESPOK, CA, Ministry of ICT,CIPIT, Safaricom and KEPSA proposed that the clause be

to outline the special circumstances in which a search could be conducted without search

The Committee indicated that the special circumstances could include where the crimes

committed are of nature that does not allow investigative agencies. It was noted that there

to amend the Clause to delete the erroneous references to the Criminal Procedure Code.

and
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Clause 26

1. Committee disagreed with the KEPSA proposai noting that the term'may' as used in the

adequately makes it mandatory for the police or authorized persons to obtain a production

the Court before requiring the production of data or subscriber information for the

investigations.

2. Safaricom Limited agreed with their proposal to the extent that disclosure of the existenc;e

production order is not likely to compromise any ongoing investigations.

3. KEPSA,ISACA-Kenya, Article 19, Safaricom Ltd, Media Council of Kenya, ICTAK CIP

KICTANET proposal was agreed with, it was noted that there was need to delete the sub

order to require the police under the Act to seek permission form the Court before

production of data or subscriber information.

for
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MIIYIJTENO.05TI2018: ADJOURNMENT

There being no other business, the sitting adjourned at 4.20 pm.

Signed.
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MINUTES OF TIIE 15TH SITTING OF THE DEPARTMENTAL CoMMITTEE oN
CoMMUMCATION, INT'IIRMATTON AND INNOVATION HELD IN WESTON HOTEL,
NATRoBI oN FRTDAv 9rH MARCH 2018, AT 10.00 A.M.

PRESENT

1. Hon. William Kipkemoi, M.p.
2. Hon. George Macharia kariuki, M.p
3. Hon. Annie Wanjiku Kibeh,M.p
4. Hon. Joshua Kimilu Kivinda, M.p.
5. Hon. Maritim Sylvanus, M.p.
6. Hon. Jonah Mburu, M.P.
7. Hon. Wamuchomba Gathoni, M.p.
8. Hon. John Kiarie Waweru, M.p
9. Hon. Godfrey Osotsi Atieno, M.p

Chairperson
- Vice- Chairperson

A.EULUGI.[,S
1. Hon. Liza Chelule Chepkorir,M.p
2. Hon. Marwa Kitayama Maisori, M.p.
3. Hon. Mwarnbu Mabongah, M.p.
4. Hon. Erastus Nzioka Kivasu, M.p.
5. Hon. Alfah O. Miruka, M.p.
6. Hon. Mwangaza Kawira, M.p
7. Hon. Anthony Tom Oluoch, M.P.
8. Hon. Gertrude Mbeyu Mwanyanje, M.p.
9. Hon. @ng.). Mark Nyamita, M.p
10. Hon. Innocent Momanyi Obiri, M.p

IN ATTENDATICE

-

National Assembly Secretariat

1. Mr. Nicholas Emejen Deputy Director, Committee Services
z. lus.Elta 6.enol

3. Ms. Catherine Gati
4. Mr. Ronald Walala
5. Ms.Beatice Auma
6. Ms.Rahab Chepkilim
7. Mr. Wilson Angatangoria

Third Clerk Assistant

Fiscal Analyst
Legal Counsel

Secretary

Audio officer
Sergeant- at- arms

MINUTE NO. 0s0/2018 : PRELIMINARIES
The Chairperson called the meeting to order at twenty minutes past ten o'clock followed with a word of
prayer.

MTNUTE No.051/ 201s: GONFTRMATION oF MTNUTES
Theconfirmationoftheminutesoftheprevioussi@nextmeeting.

MINUTE NO.O52/2018:

The Legal Counsel took the

ERATION TIIE
AND CYBERCRIME BILL. 2017

Members though the memoranda as follows;

ON TTM



Clause Ll
1. ISACA proposal was rejected; It was pointed out that their proposal did not exist in the Bill

Committee proposed the word 'Shillings' to be inserted after the word 'million'

2. Article 19 sought deletion of the Clause which the Committee disagreed with as the Clause

itself to the technological aspect of the espionage unlike the provisions of the Penal Code.

3. ICIPIT; the Committee agreed with the proposal of defining the term critical infrastructure.

Clause 12

1. ISACA-Kenya proposed reduction of the penalty which the Committee disagreed with the

noting that the fine prescribed proposes maximum penalty that allows the Court discretion on the

sentences to impose under the Clause.

2. KICTANET proposed deletion and replacement of the Clause with a revised text. The

cited that the Clause faiieci to express the intention to iimit the freedom of expression and the

of the limitation as required by the Constitution. It was resolved to revise the Clause taking into

consideration their proposal.

Clause 13.

1. Safaricom proposal was rejected as it was provided for in the Sexual and Offences Act. It was

resolved to harmonize the Bill with the proposal by Kenya ICT Action Network and the Sexual

Offences Acts to cover the offences not provided.

2. Media Council of Kenya, Information Communication Technology Association of Kenya,lC

ISACA, KICTANET and Article 19 sought sought deletion of the Clause. The Committee rej

and resolved harmonization of the Bill with other Acts would resolve their concem.

3. Tespok proposal was disagreed with noting that Clause 32 of the Bill adequately indemnifies

service providers.

Clause 14

1. ISACA -Kenya and Article l9 proposals were rejected as the Clause covered the

elements of forgery.It was resolved to harmonizethe penalties with under the Clause with

under the Penal Code

Clause 15

1. ISACA Kenya proposal was agreed with indicating that there was need to harmonize the

under the Clause with those under the Penal Code.

2. KICTANET; the Committee disagreed with their proposal as the Penal Code does not provide the

offences committed through electlonics. Their proposal was already provided for under C

the Bill

Clause 16

1. ISACA - Kenya: The Committee disagreed with their proposal citing that that the issue of

harassment has become quite prevalent in the Counhy. That the seriousness of the offence

potential impact on victim calls for the level of penalties provided for.

2l of
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2. KICTANET and Medial Council of Kenya proposal was agreed with noting that cyber harassment

covers the two aspects of cyber bullying and cyber stalking

3. Safaricom proposal was disagreed with noting that sub clause (3) (c) is a limited defence that applies

only to law enforcement agencies.

Clause 17

Article 19, Media Council of Kenya and KICKANET proposal were disagreed with indicatingthat the

offence of aiding and abetting under the Clause is limited to the offences under the Bill.
Clause 18

KEPSA and KICTANET proposals were disagreed with noting that the contents of the clause are clear as it
deems offences upon corporations and its principal offrcers and prescribes penalties that only apply upon

conviction ofthe officers charged.

Mrtr[uTE NO.053/2018:
no lness, sitting adjourned at 1.00 pm.

(Chairperson)

.?*.1&

Signed
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MTNUTES oF THE 14m IIITTTNG oF TrrE DEpARTMENTAL coMnntTTEE oN
COMMUMCATION, INT'O]RMATION AND II\NOVATION TMLD IN 4T' FLOOR
CONTINETAL HOUSE, PAIiLIAMENT BTIILDINGS oN TUEsDAY 1ST MARCH 2018,
AT 11.30 A.M.

PRESENT

1. Hon. Kisang' William Kipkemoi, M.p
2. Hon. Marwa Kitayama Mrdsori, M.p.
3. Hon. Mwambu Mabongah, M.P.
4. Hon. Wamuchomba Gathoni, M.P.
5. Hon. Erastus Nzioka Kivarru, M.p.
6. Hon. John Kiarie Waweru. M.p
7. Hon. Alfah O. Miruka, M._P.

Chairperson

APOLOGMS

(i l. Hon. George Machariakarjuki, M.p.
2. Hon. Liza Chelule Chepkortr,M.p
3. Hon. Arurie Wanjiku Kibeh,M.P
4. Hon. Joshua Kimilu Kivinda, M.p.
5. Hon. Mwangaza Kawira, M..P

6. Hon. Maritim Sylvanus, M.P.
7. Hon. Jonah Mburu, M.P.
8. Hon. Anthony Tom Oluoch, M.p.
9. Hon. Gertrude Mbeyu Mwananje, M.p
10. Hon. (Eng.).Mark Nyamita. M.P
I 1. Hon. Innocent Momanyi Obiri, M.P
12. Hon. Godfrey Osotsi Atieno, M.p

Vice- Chairperson

NATION,{I, ASSEMBLY

l. Mr. Nicholas Emejen
2. Ms. Catherine Gati
3. Iv{r. Ronald Walala
4. iW. Sydney Lugaga
5. Mr. Eugene Lutesh
6. Mr. Wilson Angatangoria

Deputy Director, Committee Services

Fiscal Analyst
Legal Counsel

Legal Counsel

Audio officer
Sergeant- at- arms

MIM'TE NO. 04sl2018: pRELIMINARIES

The Chairperson called the meeting to order at thirty minutes past eleven oclcok followed with a word of
prayer.

MIIYUTE NO.046/ 2018: CONFIRMATION OF MIITIUTES

The confirmation of the minutes of the previous sitting was deferred to the next meeting.



MINUTE NO.O47/2018:

MINUTENO.049/2018: ADJOIJRNMENT

Signed

nate........\ I

TION
AIYD CYBERCRIMES BILL. 2017

(i) Article 19 proposal to delete the clause 5 was rejected The members further noted that it
important to amend the clause and include the term 'unauthorised persons'

(ii) The committee resolved that the submission by Article 19 to rephrase 'intentional'
'dishonest' intent in Clause 6 be rejected.

(iii) The proposal by ISACA KEI.ryA to reduce the penalty provided in Clause 7 of the Bill was rej
by the Committee.

(iv)It was resolved that the proposal by Article 19 to add serious physical injury' be rejected as the

'serious' was too subjective.
(v) The Committee rejected the proposal by Safaricom to delete Clause 7

MINUTE NO.048/2018: ANY OTHER BUSINESS

The members were reminded of a retreat that would take place between 8tl'to 1lm March 2018. The

of the retreat was to conclude the report on the Computer and Cybercrimes Bill, 2017. The

resolved to hold the retreat in Mombasa to take place after the Post-Election Seminar organised by CP

the National Assembly.

There being no other business, the sitting adjoumed at 1.30 pm. Next sitting of the committee was to

communicated by the secretariat in due course.

(Chairperson)

to

and



MIDIUTES OF THE 13TH SITTING OF TIIE COM}trTTEE ON COMMTJNICATION,
INFORMATION AND INNOVATION HELD IN 4THFLOoR, CoNTINENTAL HOUSE,PARLIAMENT BTIILDINGS ON TTIESD AY 27TH FEBRUARY 2018 AT 11.30 A.M.

PRESENT

1. Hon. Kisang' William Kipkemoi, M.p.
2. Hon. Marwa Kitayama Maisori,I4.p.
3. Hon. Mwangu Mabongah, M.p.
4. Hon. Wamuchomba Gathoni, M.p.
5. Hon. Erastus Nzioka Kivasu, M.p.
6. Hon. Anthony Tom Oluoch, M.p.

APOLOGIES

1. Hon. George Macharia lariuki, M.p
2. Hon. Liza Chelule Chepkorir,M.p
2 Lf^- A --:^ III^-::1--- vtt r lJ h

Chairperson

Vice- Chairperson

Ii r^vrtr I urrrrv lv qrrJtAu \rlrgllrl.vl.r

4. Hon. Alfah O. Miruka, h{.p.
5. Hon. Joshua Kimilu Kivinda, M.p.
6. Hon. MwangazaKawira, M.p
7. Hon. Maritim Sylvanus,.M.p.
8. Hon. Jonah Mburu, M.p.
9. Hon. Gertrude Mbeyu M.wananje, M.p
10. Hon. (Eng.).Mark Nyamita, M.p
I l. Hon. John Kiarie Wawenr, M.p
12. Hon. Innocent Momanyi tfbiri, M.p
13. Hon. Godfrey Osotsi Atieno, M.p

IN ATTEI\DANCE

National Assembly

-., 1. Mr. Nicholas Emejen - Deput_y Director, Corlmittee Servicesv 2. Ms. Catherine Gati - Fiscal Analyst III

MINIIE NO.04ll20I8: pRELIMINARTES

The chairperson called the meeting to order at 12.26 pm and thereafter welcomed all the members present.A prayer was said.

MINUTENO.042l2018: COI\T,IRMATION OFMINUTES

Confirmation of the minutes of the, previous sitting was deferred to the next meeting.

MTNUTE No.043/2018: pENprNc BUSTNESS BEFoRE Trm coMn4rrrEE
The Chairperson informed the Conrmittee that -



(i) The Computers and Cybercrimes Bill, 2017 and the Copy right amendment bill was still before

committee. The Committees report on the Bill is long overdue.

(ii) Due to the nature of the Computers and Cybercrimes Bill, 2017 and a request by the Chairperson

the Departmental Committee on Administration and National Security, a joint meeting will be

on Thursday 1st March, 20 I 8 in order to jointly discuss and make deliberations regarding the Bill.

The Committee noted that a report on the bill is required in the House and as such there was need

undertake a report writing retreat to conclude on its consideration. The Committee resolved to undertake

report writing retreat in Mombasa from 8ff to llth March, 2018 in Mombasa (Hotel to be confirmed)

finalize and adopt the report on the Computer and

MINUTENO.044/2018: anrOUnNUrXt

Cybercrimes Bill, 2017

There being no other business, the sitting adjourned at l.00pm.Next sitting of the committee to be held on

Thursday lst March 2018 on 46 Floor in Continental House, Parliament Buildings.

Signed

(Chairperson)

Date .*.2.. /./-S



MINUTES OF TIII] 12TH SITTING OF TIIE COMMITTEE ON COMMUMCATION,
INFORMATION AND II\NOVATION IIELD ON MONDAY 26TE FENNUANV ZOTS
IN COMN{ITEEE FIOOM 9, MAIN PARLIAMENT BUILDINGS AT 1O.OO A.M.

PRESENT
l. Hon. Kisang' \Villiam Kipkemoi, M.p
2. Hon. Marwa Kitayama Maisori, M.p.
3. Hon. Mwambu Mabongah, M.p.
4. Hon. Erastus Nzioka Kivasu, M.p.
5. Hon. John Kiarie Waweru, M.p
6. Hon. Anthony lfom Oluoch, M.p.
7. Hon. Jonah Mburu, M.p.
8. Hon. Godfrey C)sotsi Atieno, M.p

Chairperson

APOLOGIES
1. Hon. George Mrcharia Kariuki, M.p Vice- Chairperson

3. Hon. Annie Warjiku Kibeh, M.p
4. Hon. Alfah O. I\{iruka M.p.
5. Hon. Joshua Kirnilu Kivinda, M.p.
6. Hon. Mwangaza Kawir4 M.p
7. Hon. Maritim Sl,lvanus, M.P.
8. Hon. Gerhude lvlbeyu Mwananje, M.p
9. Hon. (Eng.) Mark Nyamita, M.p
10. Hon. Innocent Miomanyi Obiri, M.p
11. Hon. Wamuchonrba Gathoni, M.p.

IN ATTEIYDANCE

NATIONAL ASSE]T,IBLY

1. Mr. Nicholas E.nejen

^ 
.lr- h ! l rrr r r

Deputy Director, Committee Services
./-. rYu. I\uualu vYttlala Legal Uounsel

MIN No. 036/2018: PRELIMINARIES

The Chairperson called the meeting to order at 10.30 am and thereafter welcomed all the
members present. A pra;rsl was then said.

MIN No. 037/ 2018: CC)NFIRMATION OF MINUTES

The confirmation of the tninutes of the previous siuing was deferred to the next meeting.



MIN No. 0382018: MEETING WITH KICTAnet

The committee held a meeting with members of the Kenya ICT Action Network (KICTAnet)
who presented a memorandum on the Computer and Cybercrimes Bill, 2017. The group led

by the Co-Convener Grace Githaiga, presented a written memoranda and made oral
submissions as per the attached memoranda.

The Committee received the submissions and resolved to consider them in details during the

report writing retreat.

MIN No.039/2018: MEETING WITH VTSTTTNG IiGAND AN DELEGA.TION

The Committee held a meeting with a visiting delegation comprising of members of
Parliament and staff from the Parliament of Uganda. The delegation was on a benchmarking
visit on the local content policy in Kenya. The delegation comprised of -

l. Hon. Patrick Nsamba, MP - Leader of delegation
2. Hon. Norah Bigiriwa, MP
3. Hon. Anna Adeke, MP
4. Hon. Herbert Ariko, MP
5. Hon. Maurice Kibaiya, MP
6. Mr. john Tamale -Legal Counsel
7. Mr. Max Komakech - Principal Clerk

The Committee discussed local content policy as it relates to the ICT sector

MIN No. 04012018: ADJOITRNMENT

There being no other business, the sitting adjourned at 1.00pm. Next sitting of the Committee
to be held on Tuesday 27tl'February,2078 on 4th Floor in Continental House, Parliament
Buildings at 11.30 am.

Signed

(Chairperson)

Date. :.3
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Chairperson
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PRESENT

1. Hon.Kisang Wil.liam Kipkemoi, M.p

2. Hon.George Kariuki, M.p

3. Hon.Wamuchonrba Gathoni, M.p

4. Hon.Joshua Kimilu Kivinda, M.p.

5. Hon.Gertrude Mbeyu Mwanyanje, M.p.

6. Hon.John Kiarie Waweru, M.p.

7. Hon.Anthony Tom Oluoch, M.p.

9. Hon.Jonah Mbunr, M.p.

10. Hon.Liza Chelule Chepkorir, M.p.

I l. Hon.Mwambu Mabongah, M.p.

I 2. Hon.Annie Wanji.ku,M.p.

13. Hon.Maritim Sylvanus, M.p.

APOLOGIES

1. Hon.Innocent Mom.anyi Obiri, M.p

2. Hon.Erastus Nzioka Kivasu, M.p.

3. Hon.Godfrey OsotsiAtieno, M.p

4. Hon.Mwangaza M.P

5. Hon.Alfah Miruka, M.p.

6. Hon.Marwa Kitayanra Maisori, M.p

IN ATTENDANCE

National Assembly Secretariat

1. \rlr.Ronald Walala

2. Ms.Catherine Gati

3. Ms.Lorna Okatch

4. Mr.Wilson Antangangoria

Legal Counsel II

Fiscal Analyst

Research Offrcer III
Sergeant at arms
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Ministry of ICT

1. Mr.Joe Mucheru

2. Mr.Sammy Itemere

3. Carolina Thuku

4. MainaMagama

5. \dr.Christopher Maina

6. Mr.VincentNgundi

7. Ms.Mercy Wanjau

8. Mr.David Jakaiti

Cabinet Secretary

Principal Secretary

P.A to CS

Information Seuetary

Legal Offrcer

Assistant Director

Principal Legal Officer. 
.

S ecretary Admini stration

MINUTE NO. 033/2018 PRELIMINARIES

The meeting was called the meeting to order at twenty minutes past ten o'clock followed with

a word of prayer and thereafter introductions.

MINUTE NO.O34/2018 CONFIRMA'TION OF THE MINUTES

Confirmation of the minutes of the was deferred to the next meeting.

MINUTE NO.O34/2018 CONSIDERATION OF THE COMPUTERS AND
CYB CERCRIMES B.ILL, 2OI7

Mr.Joe Mucheru, the Cabinet Secretary appeared before the Committee and informed them as

follows;

Emerging technologies have enabled numerous functionalities and led to a heavy reliance on

ICTs in our daily lives.However heavily dependence on technology has various challenges

including;

1. Emergence of the CYbercriminal

2. False publications aka fake news

3. Cyberbullying/stalking

4. Cyber espionage

5. Child pomograPhY

6. Computer forgery

The Cabinet Secretary presented their memoranda as follows;

1. ln the preliminary section the Bill makes reference to the Mutual Legal Assistance

Act and no mention of the Extradition (Contiguous & Foreign Countries) Act

2



Justification:

Both the Mutual Legal.r\ssistance Act and the Extradition (Contiguous & Foreign Countries)
Act are complementary in ensuring the successful prosecution of offences under this
proposed law.

2. Section 2 - Interrpretation
Inclusion of new definitions for key terms used in the Bill for "critical national information
infrastructure" and "critical data,,
Justification: "critical n:rtional information infrastrucfure" means a computer or a
computer system that is llecessary for the continuous delivery of essential services which
Kenya relies on, the loss or compromise of which will lead to a debilitating impact on the
national security, defenct:, foreign relations, economy, public health, public safety.or public
order of Kenya;

3. Section 24(1) on power to search without a warrant in special circumstances

Justification: Waiver for the requirement for a warrant in advance of undertaking a search has
the huge potential of infringing on constitutional rights an liberties, hence the need to be
achieve with clarity circutnstances under which this requirement would be waived in order to
provide a an objective frarnework within which to evaluate applications.

S- 24(2) - Section 1I9,120 and l2l of the Criminal Procedure Code cited to serve as
guidance are very t€ffioveri from the reality of the speed and sophistication attenrdant to
cybercrime and may need to be infused with this reality.

4. Section 4L

Delete 'and prosecuting cybercrime' from the third line as it creates a conflict of interest.

Justification: The point of :ontact should be the investigating agency only in order to promote
independence ofroles.

The success of implementation of this draft law will rest on a number of institutions, among
them the NPS, NIS, CA, IC:TA, KDF, ODpp etc.
There is need to formalize it collaboration, and identiff an appropriate agency empowered to
handle the key elements of this law particularly the mutual legal assistance aspect.
Following the presentationsr, it was observed that;

1. For enforcement puposes of this Bill, it was pointed out that there need for
establishment of an enforcement Authority to handle the issue of Computer and
Cybercrime and this will have financial implication.

2. There was need to harmonizethe Sexual Offlences Act with Clause 13 of the Bill to
avoid contradiction.

3. Clause 24 and26(6) of the Bill allows for searches without warrant under special
circumstances and olrtaining subscriber information without a court order. It was

a
J



noted that the right to privacy is not absolute and can be limited in within specific

limits in accordance with Article 24 ofthe Constitution.

4. The amor.rnt of fines and terms of imprisonmentproposed in the Bill had been

hamronized taking into consideration the various Acts of Parliament and other

jruisdiction

MINUTENO.O35I2()18 ADJOITRNMEI.IT

There being no other business, the meeting was adjourned at 12.00p.m.

Signed

Date.. \ 1 s5? >
(Chairperson)
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PRESENT

I. Hon. Kisang William Kipkemoi, M.p

2. Hon. George Kariuki, M.p

3. Hon. Alfah Miruka, M.p.

4. Hon. Annie Wanjilcu, M.p.

5. Hon. Joshua Kimilrr Kivinda, M.p.

GS

Chairperson

Vice-Chairperson

7. Hon. Mwambu Mabongah, M.p.

8. Hon. Maritim Sylva:nus, M.p.

9. Hon. Anthony Tom Oluoch, M.p.

10. Hon. (Eng)Mark Nyamita Ogola, M.p
I1. Hon. Innocent Momanyi Obiri, M.p.

12. Hon. Godfrey Osotsi Atieno, M.p
13. Hon. Mwangaza Karvira, M.p.

14. Hon. Jonah Mburu,Id.p.

15. Hon. Gertrude MbehrMwanyanje, M.p.

16. Hon. John Kiarie Waweru, M.p.

17. Hon. Erastus Nzioka Kivasu, M.p.

r6. rlon. Wamuchomba (iathoni, M.p
19. Hon. Liza Chelule Chepkorir, M.p.

IN ATTENDANCE

National Assembly Secretariat

1. Ms. Ella Kendi

2. Mr. Ronald Walala

3. Ms. Lorna Okatch

4. Iv{r. Wilson Angatangoria

5. Mr. Collins Mahamba

Third Clerk Assistant

Legal Counsel II

Research Officer III

Serjeant at Arms

Audio Officer

1



MINUTE NO. OO9/2018 PRELIMINARTES

The meeting was called to order at ten minutes past ten followed with a word of prayer

IVIINUTE NO.O1O/2018 CONFIRMATION OF TIIE MINUTES

Minutes of the 2nd sitting of the Committee were confirmed as true record of the proceedings

having been proposed by Hon. Marwa Maisori, MP and seconded by Hon. Mwambu Mabongah,

MP.

MINUTENO.Oll/2018 MATTERSARISING

Under the heading the dates to be corrected to read 8'h February, 2018

MINUTE NO.O12I2018 CONSIDERATION OF THE COMPUTERS AND

CYBERCRIME BILL,2017

The Legal counsel took the Members through Part I and Part Ii of the Bill. The Members were

informed as follows -

The Bill seeks to provide for offences relating to computer systems in order to enable timely and

effective detection, investigation and prosecution of computer and cybercrimes, including in

collaboration with other states under mutual legal assistance agreements. In particular-

(a) Clause 2 of the Bill contains the definition of terms used in the Act. The responsible

Cabinet Secretary for the Act is defined as the Cabinet Secretary responsible for matters

relating to Information, Communications and Technology.

(b) Clause 3 outlines the objects of the Bill as the protection of the confidentiality, integrity

and availabilify of computer systems, programs and data; prevention of the unlawful use

of computer systems; facilitation of investigation and prosecution of cybercrimes; and

facilitation of international cooperation on the subject matter of the Bill.

Part II of the Bill or.rtlines the various offences proscribed under the Bill. These are-

(i) Unauthorized access of a computer system which is punishable with the

imposition of a fine not exceeding five million shillings or a term

imprisonment not exceeding three years, or both;

(ii) Access of a computer system with intent to commit or facilitate the

of a criminal offence which is punishable with the irnposition of a fine

exceeding ten million shillings or a term of imprisonment not exceeding ten

or both;



(iii)

(iv)

(v)

U,authori::ed interfere.ce with a computer system, program or data which is
punishable with the imposition of a fine not exceeding ten million shillings or a
term of imprisonment not exceeding five years, or both. Where the interference
lesults in a significant financial loss to a person, threatens national security,
causes physical injury or death to a person or threatens public health or public
safety, the penalty is enhanced to a fine not exceeding twenty million shillings or
a term of inrprisonment not exceeding ten years, or both;

Unauthorizr:d interception of data to or from a computer system over a
telecommurtication system which is punishable with the imposition of a fine not
exceeding farenty' million shillings or a term of imprisonrnent not exceeding ten
years, or bolh;

Manufacturer, adaptation, sare procurement for use, importation, offering to

(vi)

suppty, drstrrbution or otherwise making available for use a device, program,
computer password, access code or similar data for the purpose of committing an
offence undr:r the Bill which is punishable with the imiosition of a fine not
exceeding tra'enty million shillings or a term of imprisonment not exceeding five
years, or both. A person who without sufficient justification receives a device,
program, cornputer password, access code or similar data for the purpose of
committing an offence ttnder the Bill also commits an offence punishable with the
imposition of a fine not exceeding ten rnillion shillings or a term of imprisonment
not exceeding five years, or both;

Unauthorized disclosure of a password, access code or other means of gaiping
access to a program or data held in a computer system which is punishable witti
the impositio,r of a fine not exceeding five million shillings or a term of
imprisonment not exceeding three years, or both. where the disclosure is intended
for a wrongfuI gain, an unlawful purpose or to occasion any ross, the penalty is
enhanced to the im;rosition of a fine not exceeding ten million shillings or a term

(vii)

(viii)

or tmpnsonment not exceeding five years, or botli;

Unauthorized access, interference with or interception of data to or from a
protected comPuter system which is punishable with the imposition of a fine not
exceeding twenty five niillion shillings or a term of imprisonment not exceeding
twenty years, or both;
Cyber espionage which is punishable with the imposition of a fine not exceeding
ten million shillings or a term of imprisonment not exceeding twenty y.urr, o,.
both;

Publishing false', misleading or fictitious data u,ith the intention that the data be
considered or ar:ted ttpon as autlientic which is punishable with imposition of a
fine not exceeding fil'e million shillings or a term of imprisonment not exceeding
two years, or borh;

(ix)

3



(x) Publication, production or possession of child pornography on a computer system

which is punishable with imposition of a fine not exceeding twenty million

shillings or a term of imprisonment not exceeding twenty five years' or both;

(xi)Forgeryofcomputerdataresultirrgininautherrticdatawiththeintentionthatthe
databeacteduponforlegalpurpor.rasifauthenticwhichispunishablewith
irnposition of a fine not exceeding ten million shillings or a term of imprisonment

not exceeding five years, or both. where the forgery is intended for wrongful

gain, wrongful loss to another person or economic benefit, the penalty is enhanced

to a fine not exceeding twenty million shillings or a term of imprisonment not

exceeding ten Years, or both;

(xii) Cyberstaiking anC cyberbullying which are punishable with imposition of a fine

not exceeding twenty million shillings or a term of imprisorlment not exceeding

ten Years, or both;

(xiii) Aiding or abetting the commission of an offence under the Bill which is

punishable with iniposition of a fine not exceeding seven million shillings or a

term of imprisonment not exceeding four years' or both;

(xiv) commission of an offence under the Bill by a body corporate punishable with

impositionofafinenotexceedingfiftymillionshillingstothebodyandafinenot
exceeding five million shillings or a term of imprisonment not exceeding three

years, or both on the principal officer of the body;

(xv) commission of an offence provided for under any other law through a computer

systenr which is punishable with, in addition to the penalty provided under that

law,impositionofafinenotexceedingthreemillionslrillingsoratermof
imprisonment not exceeding four 5'ears' or both'

Following the presentations, the following observations were made;

l.Clausel2oftheBillivlrichprovidesforfalsepublicatiorrcontradictsfreedomof
expression granted under the Constitr'rtion'

2. The fines provided in the Bill for various offences committed' contradicts with various

existing Acts eg the Electiori offences Act and Sexual offences Act' There was need to

harmonize the Bill with other Acts to ensure consistency'

3. Clause 13 which provides for child pornography offences was dealt with r-rnder Sexual

offences Act (2006) hence the Bill should be aligned with the Act'

4. Tl.rere was need for clarification from the Ministry of ICT on the criteria used to

determine the amount of fine charged under each offence committed'

5. clause 16 which provides for cyber bullying afrd cyber stalking to be revamped to cover

the crimes committed using anonymous accounts on social media platforms causing

individuals untold suffering'

6. It was noted that the Security depaftments do not have the capacity and technology

needed to deal with cyber security hence there was need for the Ministry of ICT to

establish a body with highly trained personnel to deal with cyber security issues'

4
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There being no other business, the meeting was adjourned at r2.20pmi
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TO

FR:

DA

RE:

THE ICT COMTVIITTEE AND HONORABLE MEtVlBERS OF PARLIAMENT

THE CENTRE FOR INTELLECTUAL PROPERTY AND TNFORMATTON TECHNOLOGY LAW, (ClptT)

FEBRUARY 13TH, 2O]"8

COMMENTS RELATING TO ]-HE COMPUTER AND CYBERCRIMES BILL 2017

The Cetrtre fbr Intellectual Ploperty and Information Technology Law (CIPIT) would like to
subtnit this tnemoranduur on the Computel and Cybercrimes Bili 20t7. The bill has undergone
First Reading according to Parliamentary Standing Order 121 (3) and is currently committed to the
Departurental Committee on Cornrnunications, Infonlation and Innovation. The Coilputer and
Cybercrirnes Bill 2017 proposes to plovide a framework to prevent and control tlie threat of
cybercrime.

CIPIT is an evideuce-based research and tlaining centre based at Strathrnole Univelsity Law
School, Nairobi, Kenya. Our Mission is to study, create, and share knowledge on the development
of intellecftial properly and infonnation technology, especially as they contribute to Afi'ican Law
and Human Rights. We are based at Strathmore University Law School, Nairobi, Kenya.

Upon receipt of the call I'or nrernoranda, we called on rrrernbers of the pLrblic to contribute their
views ou the bill u,hich we lrave uploaded on the iadili platform. Members of the public
contributed tlteir views on varioLrs issues and we have compiled them on the table below.

COMMENTS ON THE COMPUTER AND CYBERCRIME BILL 2OI7

Clause Cotttfircnts

8. (l) A persol.r who knowingly manufachtres,
adapts, sells, procr,u'es for use, hnports, offers
to supply, distributes or othenvise malces
nvailahle a device nr'^ol'ar11 nnrl.rrter'

'I'his sub-section does not protect the
legitirnate use of devices and programs such

as 'tcpdump and wireshark' that are designed
ntimctilrz fn infptncnf anrl nqnfrrrp api-rrrnrL

passr,vord, access code or similar data
designed or adapted primarily for the putpose
of cornrrittitlg any offence under this Part,
comrnits an ot'fence and is liable, on
conviction, to a fine not exceeding twenty
rnillion shillings or to irnprisonrnent for a term
not exceeding ten years, or to both.

traffic. They can seive a dual purpose that can

be abr.rsed by malicious actors. The law should

not ban them in a blanket matlner but instead

regulate only their malicious use.

-;,\

,N
11:

CIPIT
Strathmore Law School
PO Box 59857-00200
Nairobi, Kenya

rattr 03460 1

05) 630310www.cipit.org

. ,,.

4-20) 6001498
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PART III (Clause 22-32)
Provides for investisation procedures
includin-q search and seizr-rre of stored
colnputer data, such po\,ver to search r.r,ithout

wan'ant in specia[ circunrstalces, recorcl of
and access to seized data, production order
and grounds for such application ofa
production order by a police officer, expeclited
preservation and partial disclosure of trafflc
data, such period for preservation ancl

extcnsion of the said period. More proceclures

detailed are real tiure collection oftraffic data,

interccption of content clata, procedLrre for
uraking application to intelcept and suclr

grounds to be satisfied befoi'e sucir
iuterception. This Part also provides for
confidentiality of investigations and powels to

deal with obstruction of investigations.

There shoulcl be a clear explanation ou
qLralification of n,ho this law r.vill regard as

'an aLrtlrorised person'.
We propose a quali{red digital foreusics
expert serving in the police service.

This Bill delegates regulatiott-tnakiug pou,ers
to the Cabinet Secretary responsiblc for'

rnattcrs relating to Inforrnation,
Cornmuuication and'l'eclinology.
The Bill does not contaiu 1:rovisions lirniting
rights and fi.rndarneutal freedoms.

A staternent on holv the legislation aligns lvith
protections in Kenya's coustitution and
iuternat i ona I ob I igati ons to protect hr.rr-nan

rights accorcling to Article 2l of the

Coustitutiou rvhich obligates the state to
protect hurnau lights should be Ii'ont and
centre of the Bill.

Stateurent ou the delegation of legislative
powels and I i rni tatio n ol' firudarnenta I ri-r:h ts

aud fi'eedorns.

The Bilt airpears to be heavily influencecl by
tlre CoLrrrcil of ELrrope's Convention on
Cybelclirue (knowu zrs the Iludz4rcst
Conveution). But what uuderpius the

t Couveution is sat'equ:rrds
the tIN ICCPR ancl the Europeau Convention
on l-lurnan Rigtrts. A country cannot irnport
the lllovisious rvithout undcrpiuuing theur
with salcguards and nraking thcm meaningful.
\VithoLrt these saleguarcls, thc cntire Bill is

extremely iutrusive.

Builapes , naurcly

4. (l) A person who causes, ryhcthcr
temporarily or pernranentll,, a conrputer'
systcm to pcrform a function, by infrirrging
sccurity rncasure.s, lvith intent to grin
access, and knon'ing such access is
unauthoriscd, comrnits au o1lence and is

liable on couviction, to a fine not exceeding

l-his clause may criminalise security researclr

such as penctration testiug.

wwiv.cipit.org

Strathmore Unive rty

Law School

Mobile : (25 4 -01 03) 03 460 I
1'e1: (254-0705) 6303 l0
Fax: (254-20) 6007498
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five rnillior-r shillings or to irnprisonrnent for a

term irot exceeding three years, or to both.

10. (2) For purposes of tliis section-
"protected computer system" lneans a

complrter system used directly in connection
with, or necessary for,
a)the security, defence or international
relations of l(enya:

It is not cleal whethel all protected cornputer

systerns qtralify as cri.tical inf'astructure.

I 1. (1) A person who urilawfully and
intentionally pertbnns or authorizes or allorvs
another persoll to perfonn a prohibited act
envisaged in this Act, in order to-
a) gain access, as provided under section 4, to
critical data, a critical database or a

n ational critical information
infrastructure; or

The bill does tiot de.hue whal critical
inft"astntcttu'e is.

Tl-ris clar.rse is uuconr;titrrtional to the extent

that it limits fi eedoirL of expression beyond
tlre linritations in Arlicle 32 (2) of the
Constitution of Kenl'a.

The offence already r:xists and can be dealt

with under Section 1 5 (Child porrrography)01'

the Sexual Offences .A.ct (2006) which is quite

cornprehensive.

12. A person who iutentiorally pr.rblislies
false, rnisleading or fictitious data or
misinfonns with intent that the data shall be
considered or acted upon as authentic, witli or
without any financial gain, comrnits an

offence and shall, on conviction, be liabie to a

fine not exceeding five million shillings or to
imprisonment for a term not exceeding two
yeal's, 01'to both.

13. (1) Aperson who, intentionaily-
a) publishes child pornography through
a cornputer systern;

authorised person This is not very specific as has not been

cleariy defined in the Ilil[.

CIPIT
Sh'athmore Law School
PO Box 59857-00200
Nairobi, Kenya

C IFIT@strathtnot'e.eclu llobile: (2s4-07 03) 03460 1

Tel (254-07 0s) 630310

Fax: (254-20) 6007498

www.cipit.org
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28. ( l) Where a p0lice officer or arr

autliorised persoll has reasonable glouuds to
believe that traific data associated with
specified cornrnuuications and related to tlie
persou under investigation is requiled fbr the
purposes of a specific criminal iuvestigatiou,
the police officer or authorised pelsou may
apply to the court for an order to-

Kenya's existing surveillauce legislation only
permits intelligence asencies and police
olficers above the rank of a Chief Iuspector to
apply for a !varrant for this kind of
surveillance (NationaI Intelligence Services
Act 2012 and the Preventiou of Terrorism Act
2012). This is really expanding the scopc of
law enforceurent's powers to undertake very
intrusive sLrrvcillance, and we suggest xxxx

28. (l) a) pernit the police olficer or
aLrthorised person to collect or recorcl throLrgli
the application of technical ureans traffic clata,
in rcal-timc

I(enya's existing sulveillance framework is
already i,e ry iutrusive ,'vith proper safegr-rards
or oversight. 1'his expansion ofsulveillance
polvers in a cybercrime bill is open to abuse.

Unauthorised interception. This is also in Section 83 of the l(enya
Infonnation aud Communications Act (2009)

Record ofand access to seizcd data Tliis is siuiilal to Section 83 of the I(enyan
Inforlratiou and Cornmuuication Act (2009)

24. (l) Subject to section 23, a police oflicer
rnay, in special circumstances eutel , witlior_rt
a lvarraut any premises in or on which thc
police officer suspects au offence uuder this
Act has been or is likcly to be committed, aud
take possession of such cornputcr systcm. (2)
Sections 119, 120 ancl 12 i of the Crinrinal
Procedure Code relating to executiou of
sealch warraltt, ar:d the plovisions of that code
as to searches apply to a search lvithout
lvarrant Lrnder this scction. (3) For purposes of
conducting a search Lrnder this section. the
policc officel shall cau'y with them, ancl

produce to the occupier ol'the preurises orr

request by that occupier', tlre police of'ficer''s
certillcate of appointrnent. (4) Where anything
is seized under subsection (l), the polioe
officer shalI irnmediately niake a recorcl
describing arrything that lras been seized, and
rvithout undrre delay take or cause it to be
taken before a court rvitliin whose jLrrisdiction
the thing rvas found, to be dealt witlr
according to the law.

It is not cleal lvhat these "special
circuurstances" arc exactly. The law slroLrld
iucludc exarnples of these special
circunistanccs fbr examplc in sit-Lrations of
organised crirnc likc tcrrorisnt and drirg
trafficking.

CIPTT
Strathmore Law School
PO Box 59857-00200
Nairobi, Kenya

1., I il,i -t. t+,it-iqt g 
f 1 111 

r,1 1e:, q11_qi

www.cipit.org

Strarhmore Unive Ity

Law School

Mobile: (254-0103) 03460 t

1'el: (254-07 05) 6303 10

Fax: (254-20) 6007498
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As outlined below, this is a urassive expallstoll

of l(enya's surrreillance powel's, which is
aheady intlusive anrl rvithout safeguards,
accountabi[ity or transparency.

Et r4-f--.. l-:: --_-
lf,l lEi-Hl,r,i-t l-
ffiffi H U

C IP Lt .@,.ltratl:t:ur rc cdu
www.cipit.org

It{obi le : (2s 4 -01 03) 03460 1

'lel (254-07 05) 630310

Fax: (254-20) 6007498

28. Rea[-tin-re collectiou of trafflc clata

29. Interception of content data. 'I'his is a massive expansion of the
Govemment of I(en'ya's surveiIIance powers,

which is already intrusive and rvithout
safeguards, accounta.bility or trarxparency. A
warrant should be scr.rght befbre
corrurerlcerlient of the iritelception.

This should be rernoved as it can be used to

infi'inge on hurnan lights such as the rightto
privacy.

24. Power to search withoLrt a warlant in
special circurnstances.

Delete section. Let the Judiciary have
oversight for this as :'ightly mandated by the

constitution.

(6) Despite the provisions of tliis section,
upon an application in writing by a police
officer that dernonstrates to the satisfaction of
the designated Office of the InsJrector General
of Police that there exist reasonable grounds
to believe t[Tat specified subscriber
irifonnation relating to services ,rffered by a
service provider in Kenya are in that selice
provider's possession or control which is
necessary or desirable for the prlrposes of any
investigation, the designated Oflice may order
sucli a sewice provider to submit sr"rbscriber

infounation relating to sr-rch services in that
service provider's possession or control.

@M34. (1) The eentral Autherity rnzuf-suUleet*o-
this Act and any other relevant lerw, without
prior request, tbnvard to a foreign State
inforrnation obtained within the liainework of
its owu. investigations when it considers tltat
the disclosure of such infonnation rnight assist

the foreign State in initiating or canyiug out
investigations or proceedings cotrcerning
criurinal offences or might lead to a reqttest
for co-operation by the foreign State ulider
this Act.
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l9'l' February, 2018

Michael R. Sialai, EBS
Clerl< of the lr{ational Assermbly
Clerk's Chambers
National Assernbly
Parl iarnent 13uildings
P,O. Box 41842 - 00100
NAIROBT

Dear Siy

,t1

/'f\v i.E/7 ul
i i plg;nls

IR.K'S Cli:'cICE

ON COMPUTER AT-{D

li
l tiit,'

,ri'llfr

CLE

R[, SUBMISSION OF ]VIEMORANDA
CYBERCRTMES BT'[-L 2077

We refer to the above rnatter

We are in receipt of the invitation through a Public Notice (asr attached) to participate

irr submitting corninents or-r the Computer and Cybercrirnes Bill20ll .

In this regard, we tind that the Coinputer and Cybercrime Bili,2017 provides for a.

Ir'aurework ibr tirneiy and effective detection, investigation ancl prosecr-rtion of
cornputer related and cybercrirne offences as rvell as the critical element of

te and c bercrime incidences

\l/e herewith attach a copy of or-rr Memorandum (Proposals) on the Bill and look
lbrvvard to having audience with the legislators so as to ciarifo any issues that may nol
be clear.

il *r..\ t.L-

Yours -lq4t\\ t-),.

Ch risto er K. Kemei
FOR: D CTOR-GENERAL

CA Centre, \rVaiyaki Way lP.O. Box 14448, Nairobi, 00800, Kenyal'l-: +254 (20) 4242000

M: 0703 042 OOO,0730 172 0OO Fax:+254 (20) 4451866lwvrrw.ca.qo.kelE: info@ca.go,ke

'....-n+'
i tl
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who at'e in school ald wf,o
depend on her fol food and ites.

'l i;e clltlgrr c.. . -. i iil,Jsii] u,-:..,,-
frorrr cliverse [..a.tkgrounds, IGardy Chacha, Sta, .-. _.,

[?EPUtsL[C @F [(E[\lYA

[\iAiTB@NAL ASSEfiMBLV
TTMELFTFT PARL[Aro,iEhiT : FERST SES;SB@E\I

lna the fitltraiiten of conasfidenatr@m hy the Natf,oraafi rasseumhfly -
The Connaputerr asld Gybercnfimmes BEfl0, Z@nz

Article Il8(1) (b) of the Constitution provides that, "Porlioment shall focilitate public
participotion and involvernent in the legislotive ond other business of parlioment and iis
Cammiitees'!

Fq...............1ther,Standing order I27(s) provides that, "the Departmentol Commiftee to which o
Bil! is comrnitted sholl focilitote public porticipation onci shal! tol<e ,:nto qccount vietus ond
recommendotions of the pubiic when ihe Committee mokes iis repcrt to the Hause,,.

Tite €ormpol8er amd Gyhercriomes Eiflfl,20nz provide a lrarneworl<. to preverrt
and control the thi'eat of rybercrirne, that against ccmputer systems and
offences committed by means of computer system5.
ilFue Gomrputen amd eyhencnfiomes Bin$, 2,1) !7, has u

ploposes to
is, offences

Standing Order 127(3) and is now comrnitted to
rrciergone First Rea
tire Departlm,emtail

ding pursuant to
Gerstrrnittee onl

tc

Pursu=nt to Article 118(l)(b) and Stanciing Order 127(3), tl-re Commii-ree invites
nrembers of the Public to submit any representations they nray h,l'ye on the Computer
and Cybercrimes Bill,20 l7 The reoresentations may be fonruardecl to the cfier[i tg;,, t[re
Natioma0 Assermhfly, F.o. B,p:; 4i84.?-CI0n@s, Nairobi; hand-deliveie:d to the 6lffiee o,, the
C[erEs, lUilafim Fariflaamemt Bun'fldffmgs, EJafir,ohf; or enraiiecj to eles,k@oarflEarmemt,go"[ie; to
be received on or before lita,osciiay nsth Fehruary, Z@lE at S:00 pm,a,

ItE R" FJIne"HrqEt R. S[,q[.,q!, EBS
gfl"ElRH OF T'[i]E NA\TIONA8. ASgE[tJi]BLV
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KENYA PRIVATE SECIOR ALLIANCEw{
The Voice of Priuate Sector in Kenya

[i b
9rl p

Ref;L4/02-PPD/2018

February 74,2018

Mr. Michael Sialai, EBS
The Clerk
The National Assembly,
Parliament Buildings
Nairobi.

Dear Mr. Sialai,

14 FEB 2018

CLERK'S oFFICEi !

VEGEfl t'

i
I

!

e.f..l

\..)J-
\

,C
\(5

L
l/

Receive greetings from the Kenya private sector Aliiance (KEpsAJ.

Following your request for public input into the Computer and Cyber Crimes Bill, ZO1,7, KEPSA
is pleased to submit to your office the Submission Memorancla of suggested amendments on
behalf of its members.

Further, KEPSA ICT Sector Board will be available to appear before the Departmental
Committee on ICT to defend the input or clari$r any issue that may ar.ise from our sutmission.

We wish to register our appreciation for the invitation to submit comments and look forward

Yours Sincerely,

Carole Kariuki, MBS, HSC
Chief Executive Officer

Encl:
KEPSA Submission

5th Floor, Shelter Afrique Building,.Mamlaka Road I P. o. Box 3556 - 00100, Nairobi, Kenya I Tel: +254 zo 27:tBr11212727936lFax: +254 zo z73o3t4
cell: +254 720 340949/73s 999919 | Email: info@kepsa.or.ke I web: www.k€psa.or.ke
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i n i',* r,rgr a t i <:, a-i e e, rt,i lir'a u m u c a t i e m T*,s I"t u-l o d c g y
,rrr$soc [at[cl rn of' Kemr.ra

ICT'AK lt\ritrF:o1/t,\lG LIVES THROLIGH rcT

P.O. Box 17429-00100 Nairobi;. PSC Wing,9th Floor, I{azina Torvers: Mob: 0731 786 644;

D-Mail : secreta rvrrene t al<. or. lcel rywrv.ictak. or, l<e

13th February20lB
Mr. Michaael R. Sialai, EES,

Clerk of the National A,ssennbly,

Republic of Kenya,

Main Parliament Buildings,

F.O. Box 4L842-OO1OO,

Nairobi.

Dear Sir,

ruIEN{ORANDUM ON TIIE COiVXPUT'E}T AND CYBERCRIMES tsILL 2017

,'' !. I

'i,,':*t
f,;.. ^-i ,$ -,.\

t*f/ Y{a

(KN,q/DCS-CII/20 18

Receive warmest compliments from the ICT Association of Kenya. In response to

your letter dated 6th February 2O1B requesting for memoranda on the above Bi1l,

may it please you to consider the annexed memorandum which summarizes our
views with regard to the Bill.

We look forward to further engagement on the sr-rbject matter of the Bill

Kamotho Njenga

Secretary General
ICT Association of Kenva
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ICTAK lMtrRovtNG LtvES THRoUGH tcr
P.O. Box 17429'00100 Nairobi:, PSC Wno. 9rh Floor. Hazina Towers: 073'l 786 644: secretarvoenerat@ictak.or.ke: Wl4!..ig1il..g1.._g

PROPOSALS FOR REVIEW THE COMPUTER AND CYBERCRIMES BILL 2017

PROVISION COMMENT/PROPOSAL

2

CLAUSE

Title

12

AN ACT of Padiament to provide for offences
relating to computer slstems; to enable timely and
effective collection of forensic material for use as

evidence, and facilitate international
co-operation in dealing with cybercrime matters;
and for connected purpose

lnterpretaiion

False publications
A person who intentionally publishes false, misleading Delete
or lictitious data or misinforms with intent that the data
shall be considered or acted upon as authentic, with or
without any financial gain, commits an offence and
shall, on conviction, be liable to a fine not exceeding
five million shillings or to imprisonment for a term not
exceeding two years. or to both.

AN ACTof Parliament to provide for assurance of
conrputer and cyber security; prevention,
investigation and prosecution of cybercrime;
management of cybersecurity affairs; and for
connected purposes.

RATIONALE

To holistically capture all the
cyber securi[y areas of

lnserl the fbtlowing delinition Definition is necessary for
clarity

"Cybersecurity" means the entire collectivity of
technologies, processes, procedures, methods and
practices designed to protect systems, devices,
networks, computers, programs and data from attack,
impairmenl, damage, destruction, obliteration,
degradation or unauthorized access.
'Authority'means the National Cyber Security Authority
established under this Act

Clause is ambiguous and may

be abused. May fetter free flow
o[ information in a digital age
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I

24 . 24. (1 ) Subiect to section 23, a pollce officer may, ln' special circumstances 6nter, without a wanant any
. premises in or on which the police officer susp€cts an
offence under lhls Act has been or is likely to be
commltted, and take possession of such computer
syslem.
(2) Sections 1 19, 120 and 121 of the Criminat
Procedure Code relating to execution of ssarch
warrant, and the provisions of that coda as to searches
apply to a search without wanant under this section.
(3) For purposes of conducting a search under this

i section, the police oflicer shall carry with them, and
' producs to the occupier of the premises on request by ,

. that occupier, the police officer's certificate of
appointment. :

: (4) Where anything is seized under subsection (1), the
' police oflicer shall immediately make a record
describing anything that has been seized, and without '

' undue delay take or cause it to ba taken before a courti
, withln whose iurlsdiction the thing was found, to be I

Delete Clause infringes on Article 31

of the Constitution
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26 26 (6). Despite the provisions of this section, upon an Delete
application in writing by a police officer lhat
demonstrates to the satisfaclion of the designated
Office of the lnspector- General of Police that there
exist reasonable grounds to believe that specified
subscriber information relating to services offered by a
service provider in Kenya are in that service provider's
possession or control which is necessary or desirable
for the purposes of any investigation, the designated
Office may order such a service provider to submit
subscriber information relating to such services in that
service prwider's possession or control.

A court process should be

involved to avert possible

abuse of this provision

PROPOSAL FOR THE ESTABLISHMENT OF A NATIONAL CYBER SECURITY AUTHORITY

l
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New Provisions to anchor ttre Proposecl National
Cyber Secu rity Autlrority

Establishment of Cybersecurity Authority of l(enya

(1) There is established a body to be known as the
National Cybersecurity Authorily of l(enya

, (2) The Authority shall be a body corporate with
perpetual succession and a conrmon seal and shall, in

' its corporate name, be capable of--

(a) suing and being sued;

(b) taking, purchasing or otheruvise acquiring, hotding,
charging and disposing of movable and immovable
property,

(c) borrowing or lending nroney; and

(d) doing or performing all such other things or acts for
the proper performance of its functions under this Act
which may be lararfully done or performe<l by a body
corporate.

(3). The Headquarters oF the Authority shall be in
Nairobi.

A National Cyber securily
Aulhority is extremely

. necessary towards the

coordinated administration,

. managementanC governancc
, of Cybersecuritymalters in

Kenya



Object and Powers of thc Authority
(1 ) Ihe objeci ancJ purpose for yrhjclr the Aulhority is
established shall be provide cenlralized oversight ot'

national cyber sccuritl,in accordance u,ittr lhe
provisions ol this Act.

(2) The Authority sh;rll have all porvers nacesszrry lor
the perlormance of its funclions Lrnder tiris Act.

(3) Tlre ALrthority ntay enter into association with s0ch
o(her bodies or organizations r,,,ithin or outside Kenya
as thc Authority ntay considor dcsirablc or appropriate
and in furttreranco oi the l)urpose for which the
Authority is eslablished.

(4) The Authority sitall, irr lhe perlorrnance oi its
funclions undcr this Act lla,/e regard to-

(a) any policy guidelines of a gencral nature relating lo
the provisions oi this Act rrotiiicd to it by the lvlinisler
ancl publishctl iil ihe Gazette;

(b) Kcnya's obligatiorrs unclcr ani, internatioilal lrcaty or
agrecnrenl rclating to cybcrsccurity.

6



Boarcl of the Authority
(1) The management of the Authority shall vest on the
Board which shall consist of-

(a) a chairperson appointed by the President;

(b) the Principal Secretary for the time being
responsible for matters relating to lnformation
Communication and Technology or his or her
representative;

(c) the Principal Secretary for the time beinq
responsible for matters relating to finance or his or her
representativei

(d) the Principal Secretary for the time being
responsible for matters relating to internal security or
his or her representative: and

(e) Three persons not being public officers with
demonstrated experience of not less than iive years in
the information, communication and technology sector
appointed by the Cabinet Secretaryi

f) The Attorney General or his or her represeniative
:

: g) the Director of Public Prosecutions

h) the Director-General of the Communications
Authority, or his or her representative

i) the lnspector-General of the National Police or hrs or
her representative

j) The Chiei Executive Officer who shall be an Ex-
officio member and the Secretary to the Board



Furrctions of tlte CybcrsecLtrity Authority

a) l-ornrulate relevant policies with regard to
cybcrsacurity:

b) Continr.rorrsly clevelop and implentcnt strategies
io inrprovo cybersecurity in Kenya;

c) Assist all government entilies in cybersecurily
a s sLr ra nce,

cj) Collate d;rta relating to cyber security incidents
across ttle country

e) Provide reqular rcviews recontmencialions on \./ays
oI enlrancinq cyber security.

f) Fngagc lvith stakeholders to create a resilient an(l
trLrstrid cyber environment

g) Coordinate cyber security incident responso
nrissions

h) Conduct research, arrd dissentinate information on
cybcr sccuri ty;

i) Create ziwi)reness and preparerJness on
cybcrsecrJrity an(l

j) Pr:riorrn other l:rsks as ntay be necessary under tlri:l
Act



The Chief Executive Officer

; 1t1 fn" Chief Executive Officer shalt be the chief
I executive officer of thc Authority and shall be

responsible for the day to the day management of (he
. Authority.

(2)
The Chief Executive Officer shall be an ex ofilcio
member of the Eoard but shall have no right to vote at
any meeting of the Board.

(3) The Chief Executive Officer shalt be appointed by
the Cabinet Secretary on the recommendations oF the

, Board.

(4) The Board shall determine the terms and conditions
of service of the Chief Executive Otficer, in consultation
with the Public Scrvice Commission.

(6) The Chiei Executive Officer shall be appointed for a
term of three years renewable once.

9
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Zimbra

Computer and Cyber Crirne Bill Z0t7

Frorn : David Ogiga <david@sotehub.com>

Subject : Computer and Cyber Crime Bill ZAIT
To : clerk@parliament.go.ke

Cc : collins oduor <collins.oduor2012@gmail.com>

clerk@pa rliament.Eo" ke

Thu, Feb 08, 2018 05:46 pM

aL aftachment

{'\ t

Ll-bt
Dear Mr. Michael Sialai, MBS,

I trust this email finds you well.

we wou-ld like to propose Mr. eotlins oduor to represent sote Hub in computerand Cyber Crime Bill 2017.

Please flnd enclosed the official letter

We look fonruard to your kind feedback.
U-i'*

Warm Regards,
David
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February 08, 2018

Mr. Michael Sialai, MBS,

Clerk of the National Assembly

P.O Box 41842-00100

Parliament Buildings

Nairobi

Dear Sir,

E: COMPU D CYBERC BILL 2

Receive warrn greetings from sote Hub community in Voi and Kwale

We would like to appointMr. Collins Oduor lD No. 25279129 to represent Sote Hub

in theComputer and Cybercrime Bill 2017,

We look forward to your kind feedback.

Sincerely,
t

SB
ICT

hfomatlon, Coninanlco ilat &Tecluwlcg'

E O. Bor 9aa-80300, YOI

utwl,slehult.conDavid Otieno Ogiga

Executive Director
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NAIROBI:
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House 86 P.O Box 299-00502 Karen. Tet: +ZS4 721 414 7286

i Road, P.O Box 900-80300 Voi. Tel: +254 799Mombasa Nairob
81 7 560

Ndemi Road, MNG Apartment
VETA: Red Elephant Bistro, off
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SUBMISSION OF MEMORANDA

Computer a nd Cvbe rcflmes bill 2017

Missing on offences;

1" Anyone who sets up a website or publishes information for a terrorist group or
criminal group or gang under fake names with intent to facilitate contacts with
their leadership orto promote their ideology and finance their activities orpublish
information on how to make explosives or any other substances to be used in
terrorist attack is an offence.

2' Anyone who logs onto a Govt website with intent to obtain secret information is
an offence' lf this results to destruction, deleting or publishing such information is
a crime.

i' Anyone who transfers dirty money or concealing their sources or transfers illegalproperties via the use of internet or through other high tech means is an offencel' Anyone who assists or agrees with other person(s) to commit a crime or crimes
stipulated in this law, shall be punished with the same punishmentstipulatedin
the law.

5' All devices, programs and means used in committing any mentioned crime will be
confiscateC.

6' lf a convict to this ci'irnes is an expatriate, he or she shall be deported after serving
his term.

tougher punishment stipulated i n the penal code or any other laws

ict any other

i. Anyone who intentionally des
information through the inter

lmplementation of penarties stipurated in this raw does not contrad

troys or reveals secrets or republishes official
net or throu h other hi hte

nyone

information is a crime.
O'Anyone who abuses, insults or opposes a recognized religion is an offence

L1'Anyr:ne who forges Govt documernts, either NationaJor county Govt is an offence
2' Anyone who inserts certain information via the internet or uses any lTor

electronic means for the purpose of destroying, deleting or amending a program
or information commits an offence.

r3'Deliberate eavesdropping, intervened information or messages sent via the
internet by use of electronic or high tech means is an offence.

o intentionally destroys or reveals secrets or republishes official

-,ll'-:

'li".tI

i r'. I

,...'-.-..
il.'/,.1t. if ,

"ii 
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14.Any person who uses the internet or any other high tech means to threaten,
blackmail another person, to incite him carryout an act or not is an offence.

15' Any person who uses the internet or any other high tech means in a fraudulent
way by assuming the identity of others with intent to defraud is an offence.

16.Anyone who reaches data, mobile money transaction data, credit card or any
other electronic cards by the use of internet or through any other high tech means
is an offence.

17.Anyone who reaches information or data to produce, save, prepare, send
information with intent to exploit, distribute or provide to others that information
that causes harm to public decency via the internet or through high tech means is
a crime.

L8'Anyone who lures male or female to commit adultery or prostitution by using the
internet or through other high tech means is an offence.

L9'A-nyone who logs into a website with intent to change the designs of the site,
deleting it, amending its information ortaking its address or bring it down,
intentionally jams the network is an offence.

20'Anyone who publishes transcending private life of a family, including news,
pictures all related to private life of the family is an offence.

2l'Anyone who sets up a website or publishes information with the aim of publishing
narcotics and other banned substances is an offence.
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Technology service Providers Lsscciation oi Kenya,
Bruce House-Standard street I I4(h Floor,
P.O Box 27589-00506 Nairobi,Kenya.
info@tespok.co.ke I Tel: +254-20-2245 016
www.tespc k.co.ke

13th February 2078
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oUR REF:TESPOK006/02
Y0UR REF: KNA/DCS-CII/2 018/003

MR. MICI.IAEL R. SIALAI, EBS

CLERI( OF Ti.IE NA'I'IONAL ASSEMBLY

CLERI(S CHAMI]ERS
NATIONAL ASSEMBLY
PARLIAMENT ROAD

NAIROBI

\l/e look folward to yoLrr stipport

Yours Sincerely ,

e7
I -\ -, i--.^-)

'Y-i\-
(
'a>

l\
tIItr
Ii '-l{\

Dear Mr. Sialai

R[F: SUBMISSION ON COMPUI'IR AND CYBERCRIN{E T]II.L 2017-

We accept receipt of yor-r letter ciated 5il'Februarl' 2018 l{r:f: KNA/DCS-

CII1ZOLB'/003 where you invitecl the'l'echnology Service Providcrs of Kenya to

subrnic their views on the Compttter and Cybercrirne Bill 2017.

We hereby, attachecl a copy of our memorandum cn fhe bill and look forward to

having audlc,.nce w'itli the iegislators so as to ciariff any issues that may not bc

clear.

}.IONA /I5OI'JGA
CH i E T,' EXE C A T IV E O F F' I C E II /A

[--nEI\V
1 3 ttB ?018
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IlCEOFFSRKCLE,

www.tespok.co.ke
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Michael Otieno Odhiambo
P.O Box 40241-00rc0
rnodhiambo@.kws go.ke

C/O Kenya Wildlifb Service
NAIROBI

12'h Febru ary, Z0lB

fhe Clerk of the National Assembly.
),O Box 41842-00700,

^{AIROBI. i3tqru
)ear Sir,

IE: COMPUTER AND CYBER CRTME BILL?017 REPRESENTATIO N

{eference is made to your public notification on print media regarding.submission of
memoranda for the cornputer and cybercrimes Bili 2017.

^)ursuant to the article 118 (lxb) and standing order L27 (3),I wouid like to make my
epresentation on the Computer and Cybercrime 8i11, 2Ol7 as a crtizen of Kenya with the
omrnents below'

It is worth noting that the Cotnputer and Cybercrime 8i11, 20 17 as written seems to
have the assumption that the bill is geared towards Govelr-rment installations where
there is an entity being the subject of investigation, this comment is based on the fact
that clause No 2 onPg 691 defines authorized persons as one who has been designated

where a private investigation is constitutecl within a private fi1n where a private
investigator is hired. This rnay also be a challenge to enforce in cases where a private
corporate firm is being investigated by foreign investigating bodies that are not
necessarily Government based, h.ence the authorized pet'soll in this case, rnay indeed
be duly authorized by the private firm in Kenya, but not recogntzed by the cabinet
secretaty's gazeLte notice. Idy l'ecornrnendation to define the scope ip r,vhich the
cabinet secretaty's gazefle notice would have an authorized person, eg in the case of
Kenya Government based Ministries, Parastatals, etc.

c'\\ ./',Iil,./-.,tr:)
r \1,'/
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2. Clause 23(b) states the need for a warrant fiorn a court of law to access data for
investigation purposes. I would propose that the investigating officer or the authorized
person to ensure the following despite having a warrant so as to safeguard the integrity
of the data or the operations of the application or program making sure it is not
affected by the actions of the investigating officer or entity.

a. Access to the data or application program is only done in the presence of the
premises employee of the entity that is responsible for the data, this is done in
practice but needs to be highlighted in the proposed bill.

b. and, access to the data or application program is done with the knowledge of an
employee of the entity that is responsible for the data and must be done in
writing.

3. In addition to the clause 23(b) above, it should be the responsibiliiy of the
investigating authority to ensure confidentiality of the d.ata accessed fi-om thepremises
of interest. This is to critical so as to safeguard that the investigating authority does
not share the data or carelessl1, r1or" the data in a state that can easily be accessed by
other third parties and thus compromise the information that may be customer related
data consisting of contacts, purchase transactions etc. This is also to ensule that tire
bill is not in contradiction with the pending Data Protection Bill of 2013 when it
comes to law.

4- Clause 23(4) where a police officer or the investigating authority leeds to extend their.
search to othel' systems. I would propose in this case the need for the officer to
officially notifi'the Data or application program ownel of the intended extension of
their search and seek authority for the same, where this is d.ecliled, a court orcler or
warrant may be pursued by the investigating officer. This is critical to ensure data
pnvacy on behalf of clients given that data held with customer infonnation is the
responsibility of the data holding organization or entity and they take ful]
responsibility of any downtime of such services or breach of data, or effer:t of any
change on the data in the cause of accessing the sarre for purposes of an investigation
as such ensuring the Bill of rights as enshrined on our constitution of Kenya.

5. Clause 23(5) mentions data to be used for what it is rneant for'. I would pLopgse for.
this clause to state the consequences of the data being used for other pulpgses other
the intended reason for obtaining it, it needs to state the applicable fine an ol penalty
within the clause as mentioned for ease clarity so as to ensure that the bill is not seen
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to be biased towards the general investigating authority with no reper.clssion for
wrong doing of its officers. There needs to be a deterrent given that customer clata is
the responsibility of the source of the data and if mis-handled or shared without
consent, the data owner or soltrce is usually held liable for the same as thev have an
engagement with clientele and not the investigating officer.

6- Clause 24(l) is bound to be very controversial, there is major concern in allowingad-
hoc search be done in the absence of a warrant, this is in contradiction of Chtrpter 4 of
the Constitution of Kenya, under the Bill of rights, article 31 that states "every pel.son
has the right to privacy, which includes the right not to have:

a. their person, home or property searched,
b. their possessions seized;
c. information relatiug to their farnily or private affairs urulecessarily requirecl or

revealed; or
d. privacy of their comrnunications infi-inged.,,

It is my considered view that this part of the bill be deletecl so as to ensure the Bill has
high chances of acceptanc" b:r the general public as well as rnake it feasible to
irnplement and acceptance of the same. If implemented with this clause as is, it would
be in contradiction of the ar.ticle 31 of the constitution of I(enya.

l. Failure to consider proposal No 6 above to ensure acquisition of a waruant before
accessing a premises/ cornputer, would lead to a high likelihood of litigation based on
article 22(1) under Chapter 4- Bill of rights being invoked by u citizen, the article
states "evely person has the right to institute court proceedings claiming that a right or
fundamental fieedom in the bill of rights has been clenied, violated or infi.inged, or is
threatened."

a Clause 24(2) tnakes leference to the criminal procedure cocle sections 119,120 and,
121. It should be noted that these clauses refer to a situation where a warrant has been
accessed or is to be accessed;

a. Chapter 75 of the crirninzrl code procedure section 119 requires thata search
warrant be obtained between sunrise and sunset includirg Sunday and does not
mention any access in the absence of a search warrant.

b. Section 120(1) of the criminal code plocedure rnakes reference of access fora
person who already has a lvauant upon which free access can be aliowecl.

N
\
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c. Section L20(2) of the same criminal code procedure makes reference of the
option availabie to the officer who is in possession of a wanant.

Implementing clause 24 may be in contradiction to the criminal code procedure
chapter 75 as well as Chapter 4 of the Bill of rights article 31 of the constihrtion of
Kenya that defines the right to privacy

9. Clause 38 may be a challenge to implernent given that the data privacy laws of most
foreign countries where data is resident for cloud hosted solutio: n may require explicit
authorization for its access, it may therefore no be feasible to expect access without
authoization on this clause and the same should be considered for amendment.
Jurisdiction of data laws is dependent on the hosting country in most cases and hence
this may be difficult to uphold.

It is my prayer that my concellis above are consider.ed as pafi of the necessaly
amendments in the Computer and Cybercrime draft F[LI,2OI7 with a view to enrich the
document and ensure acceptance of the same within the ICT industry in the country at
lalge.

CIIAEL OD o
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ARTICLE 1.9 EASTERN AFRICA

ORGANIZATIONAL BACKGROUNII.- ARTICLE 19 EasLern A{ricais a regional human rights
organisation duly registered in 2007 as a non-governmental organisation in Kenya. It operates
in 14 Eastern Africa countries and is affiliated to ARTICLE 19, a 30 year old ieading international
NGo that advocates for freedom of'expression collaboratively with over 90 partners worldwide.
we lead advocacy processes on the continent on behalf of and with our sister organisations
ARTICLE 19 west Africa and aRticte rs l\4iddle East and North Africa.

over the past 10 years, we have built a wealth of experience defending and promoting digital
rights at the local, regional, and international levels. We have contributed to several Internet
Freedom Policies, Data Protection and Cybercrime Bills including the Draft Ugand aData
Protection Bill, the Kenya cybercrime and Computer Related crimes Bill2ot4 and the Tanzania
Cybercrime Act,2075 among many others. we were also part of the Inter-Agency T'echnical
committee of the Ministry of tct that developed the Kenya Cybercrime Bill, z016.

We note that
intentional intenL is

insufficient for
attributing criminal

EG tF_llV
i 3 FtB 2018

Clause Provision Proposal Justification

Section 3 Objects of the Acl- Piease insert the
following "to protect
human rights online
as offline"

This will take into

consideration best

practices in
developing cyber laws

and the UN resolution

Section 4 of the Act unauthoriserd access Please insert the
words 'with intent to
defraud'to be added

determining whether
this offence has been

committed.

The clause as it is

provides a very low

threshold of inient

abuse.

Section 5 Unauthorised access

with intent to commit
a further offence

Piease delete clause Lhe reference to

offences under "any

other law" is too

broad.

Section 6 Intentional
unauthorisecl

interference to a
computer system,

Please rephrase
"intenlional" intent to
"dishonest" intent

CL,ER F!
,S OFFiCE



I

liability and we

recommend that this
offence should instead

require dishonest

intent,

program or data

ndditionally, Section

o(s) should be

amended so that only

permanent
modification which is

serious enough, to

warrant penal

sanctions.

this addition will
cover oLher possible

violations of human

righis

Unauthorised

interception
We recommend

addition of "serious

physicalinjury" to

prevent minor injuries
from the scope of this

section

Section 7 (1)

This deletion prevents

contradiction as the

clause is directed
towards actors with
mens rea to commit a
crime

Illegal devices and

access codes

We recommend

removal of the
exception giving
'sufficient' excuse or
justification

Section 8

ARTICLE 19 observes

that this secLion

provides for
extremely harsh

penalty thaL may have

the effect of reducing

computer use among

citizens.

in additiorr to thai,

section 10(2) (0 grants

the Cabinet SecreLary

unrestricted power to

designate other
protected computer

systems not enlisted

in the list. We

recommend that this
power should be

narrowed down to an

objective criterion to
be used in classiflying

Enhanced penalty for
offences involving a

protected computer
system

We recommend

narrow and clear

definitions of
"computer system"

and narrower powers

of the cabinet

secretary under
SecLion 10 (2) (0

Section 10

I



additional protected

computer system to

this list.

Section L1 Cy!er espionage We recommend
deletion of this
section and
amendments to the
Penal Code and other
acts applying to
espionage

The provision as it is

has a similar offline

penal[r and this new

draft lacks the clarity
and precision required
of criminal laws and

does not duly inform
the citizens on which

conduct is prohibited,

Section 12 False publications We recommend
deletion of this
section

The terms "fictitious,
false and misleading"

are ambiguous and

opento abuse bylaw
enforcement officers

and puts freedom of
expression at
eopardy

Section 13 Child pornography We recommend
deletion of this
provision

We reiterate that child
pornography is
already dealt with
under the sexual

offences Act and this
is merely a duplication
of the same crime.

Section 14 Computer forgery We recommend

deleting the provision
Forgery is sufficiently
covered under Penal

Code

Section 16 Cyber stalking We recommend

deleting of this
provision

The offese should be

dealt with under other
Iegislation which
covers both online

and offline as it is not
clear what this phrase

means'repeated

communication in the
knowledge that this

conduct will cause

fear or detrimentally



affect a person'

this is sufficiently
covered under other
laws

We recommend

deletion of this

section

Aiding and abetting
the commission of an

offence

Section 17

The section would

serve to discourage

computer use and this
would work against

public interest.

We recommend

deletion of this

section

Crimes committed

through the use of a

Computer Sysiem

Section 21

The provision
contradicts Article

2q(z) and 31 of the

Constitution.

We recommend

deletion of this

provision

Section 24 Invesligating
Procedures

ARTICLE 19 finds no

public interest reason

that warrants this

extra-judicial
procedure for the

acquisition of a
production order with
respect Lo subscriber

information and

recommends Lhat

section z6(O) be

removed in its
entirety.

We recommend

deletion of this
provision

Section 26 (6) Investigating
Procedures

We find the extended

surveillance periods to

go against

international law and

besl practices

We recommend

deletion of these

provisions

Investigating
Procedures

Section 28 ar.d 29

The clause is open to

abuse as it is and

would allow
disproporLionate

hacking

We recommend

deletion of the

provision especially as

it provides for
"without

authorization"

International
Cooperation

Section 38
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