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CHAIRPERSON'S FOREWORI)

Mr. Speaker,

On Thursday 15fi February, 2018 a petition was conveyed to the House pursuant to Article 119

Speaker of the National Assembly on behalf of Mr. Michael Ouma Omuga and Mr. Julius

Njiraini.

pursuant to Standing Order 227, the petition was referred to the Departmental Committee on

Communication, Information and Innovation for consideration and thereafter report to the

House.

The petitioners prayed that the National Assembly-

;.-i-1i-t\'/r?-'1 1. Enacts legislation to provide for the registration, regulation and licensing of digital

security and forensics professionals in Kenya and sets guidelines on qualification and

, authorized professionals to practice the same in line with the Computer and Cyber Crime

Act, Cyber security and protection and any other related legislation; and

' 2. Enact legislation to provide the Cabinet Secretary, Information and Communication with

powers to maintain database of qualified digital forensic experts in Kenya.

In considering the Petition, the Committee held meetings with the petitioners and the Ministry of

lnformation, Communication and Technology to consider the prayers sought. The minutes of the

meetings are annexed to this Report.

Based on the submissions and oral presentations made by the Petitioners and the Ministry, the

€9 Committee therefore recommends that;-

The Commiuee shall formulate and sponsor a Bill for enactment to regulate the practice of all

professionals in the ICT sector.
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contributions during the consideration of the petition.

On behalf of the Departmental Committee on Communication, Information and Innovation and

pursuant to Standing Order, 227 itis my pleasant privilege and honor to present to the House the

Report of the Committee on its consideration of the petition regarding the enactnent of

legislation to govern the registration, regulation and licensing of digital security and forensic

professionals.
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WILLIAM KISAI\G MP, CHAIRPERSON

DEPARTMENTAL COMMITTEE ON COMMUNICATION, INFORMATION AND

INNOVATION

>-1 I

{t

6lPage



1.0 PREFACE

1.1 Committee Mandate

The Departmental Committee on Communications, Information and Innovation is established

under Standins Order 216 and mandated under Standins Order 216 (5) to-

a. Investigate, inquire into, and report on all matters relating to the mandate, management,

activities, ad.ministration, operations and estimates of the assigned Ministries and

departments;

b. Study the programme and policy objectives of Ministries and departments and the

effectiveness of the implementation;

c. Study and review all legislation referred to iU

d. Study, assess and analyze the relative success of the Ministries and departments as

measured by the results obtained as compared with their stated objectives;

e. lnvestigate and inquire into atl matters relating to the assigned Ministries and

departments as they may deem necessary, and as may be referred to them by the House;

f. To vet and report on all appointments where the Constitution or any law requires the

National Assembly to approve, except those under Standing Order 204 (Committee on

Appointments);

(fa) examine treaties, agreements and conventions;

g. make reports and recornmendations to the House as often as possible, including

recommendation of proposed legislation;

h. make reports and recommendations to the House as often as possible, including

recommendation of proposed legislation;

i. consider reports of Commissions and Independent Offrces submitted to the House

pursuant to the provisions of Article 254 of the Constitution; and

j. Examine any questions raised by Members on a matter within its mandate.

In accordance with the Second Schedule of the Standing Orders, the Committee oversights the

Ministry of Information, Communication and Technology and matters Communication,

€t
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Information, media and broadcasting (except for broadcast of parliamentary proceedings),

Information Communications Technology (ICT) development and advancement of technology

and modernization of production strategies.

1.2 Committee Membership

1. The Hon. Kisang William Kipkemoi, M.P - Chairperson

2. The Ilon. George Macharia Kariuki, M.P - Vice Chairperson

3. The Hon. Liza Chelule Chepkorir, M.P.

4. The Hon. Alfah O. Miruka, M.P.

5. The Hon. Annie Wanjiku Kibeh, M.P.

6. The Hon. Joshua Kimilu Kivinda, M.P.

7. The Hon. Marwa Kitayama Maisori, M.P.

8. The Hon. Mwambu Mabongah, M.P.

9. The Hon. Maritim Sylvanus, M.P.

10. The Hon. Mwangaza Kawira, M.P.

I l. The Hon. Jonah Mburu, M.P.

12. The Hon. Gertrude Mbeyu Mwanyanje, M.P.

13. The Hon. Wamuchomba Gathoni, M.P.

14. The Hon. (Eng.) MarkNyamita Ogola, M.P

15. The Hon. John Kiarie Waweru, M.P.

16. The Hon. Erastus Nzioka Kivasu, M.P.

17. The Hon. Innocent Momanyi Obiri, M.P.

18. The Hon. Godfrey Osotsi Atieno, M.P.

19. The Hon. Anthony Tom Oluoch, M.P.
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2.0 INTRODUCTION

Article 37 of the Constitution provides that every person has the right, peaceably and unarmed,

to assemble, to demonstrate, to picket, and to present petitions to public authorities. Article

119(1) of the Constitution provides that every person has a right to petition Parliament to

r,

consider any matter within its authority, including to enact. amend or repeal any legislation.

Upon presentation of a petition to the House, the Speaker refers it to the relevant Committee for

consideration, and reporting. After referral the Committee invites the Petitioner (s) to appear

before it and prosecute the petition; and the authority responsible for matters relating to the

subject mafier of the Petition to respond in writing or through oral representations.

The National Assembly Standing Orders require that a Committee, to which a petition is

committed, responds to a Petitioner within sixty days (60) days through a report tabled in the

House.

The Petitioners, Mr. Michael Ouma and Mr. Julius Njiraini are digitial forensics professionals. In

their petition, they seek the enactment or amendment of laws to govem the registration,

regulation and licensing of digital forensics professionais in Kenya and establish guidelines for

the practice of the profession in line with the ComputerMisuse and Cybercrime Act,2018 and

any other related legislation. The Petition is submitted pursuant to Article 37 and 119 of the

Constitution, the Petition to Parliarnent (Procedure) Act and Part XXIII of the National

Assembly Standing Orders.

The petitioners therefore pray that the National Assembly

(a) Enacts legislation to provide for the registration. regulation and licensing of digital

security and forensics professionals in Kenya and sets guidelines on qualification and

authorized professionals to practice the same in line with the Computer and Cyber Crime

Act, Cyber security and protection and any other related legislation; and

(b) Enact legislation to provide for the Cabinet Secretary, Information and Communication

with powers to maintain database of qualified digital forensic experts in Kenya.

l0 lPage



3.0 CONSIDERATION OF THE PETITION

3.1 Meeting with the Petitioners

On 15th May, 2018 the Committee met with the petitioners, Mr. Michael Ouma and Mr. Julius

(i) Digital security and forensic professionals have a legally registered association called

Kenya Cyber Security and Forensics Association (KCSFA) which has a total

membership of three hundred registered professionals;

(ii) In the year 2016, African countries are reported to have lost at least USD 2 billion in

cyber-attacks due to increase in the use of financial technology;

(iii)Several factors affect the investigation and prosecution of cybercrimes including the

failure to maintain a proper chain of custody and preservation of the evidence

collected;

(iv)Cyber-criminals are deliberately targeting the Kenyan digital economy with the

intention of wreaking havoc and making away with millions. The targets of these

cyber-attacks are the government, telecommunications, mobile money services,

savings and credit cooperative societies, microfinance, e-commerce and online

markets;

(v) During an investigation of a computer security incident, an untrained system

administrator, law enforcement officer or computer security expert may accidentally

destroy valuable evidence or fail to discover critical clues of unlawful or unauthorized

activity. The Petitioners noted that they have witnessed lack of education curtail

efforts to apprehend external and internal cyber attackers;

(vi)Ttre threshold for admissibility of digital evidence is high as it is volatile evidence.

There is therefore need for computer forensic expertise in digital crime investigations;

(vii) Digital forensics involves the investigatiorr of the theft of source code or

proprietary information, theft of password files or credit information, spam, e-mail

harassment and threats, unauthorized or unlawful intrusions into computer systems,

denial-of-service attacks, forensic support of criminal, fraud, intelligence, and

security investigations, fake online accounts. A digital forensics professional may

{}
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also act as the focal point for computer incident and computer forensic matters,

provide on-site assistance for computer search and seizures and help in ensuring an

organization adheres to regulations, standards, and statutes that promote incident

response capability;

(viii) A digital forensics professional is trained on how to create reports that accurately

describe the details of an incident which are understandable to decision makers, can

withstand the banage of legal scrutiny, and that are produced in a timely manner.

When working with law frrms, a digital forensics professional is usually requested to

offer an opinion, which qualifies him or her as an expert witness who will appear in

court;

(ix)There is need for qualified digital forensics professionals who can work well with

other forensic science experts. Cunently there are no mechanisms where evidence

collected at a crime scene can be shared among different forensic experts. This has

made most digital evidence susceptible to tampering at crime scenes, compromised

the chain of custody of digital evidence thus rendering it inadmissible in court;

(x) Digital evidence may require evaluation in a forensic lab which can only be done by a

qualified forensic expert. During an investigation of a computer security incident, the

untrained system administrator, law enforcement officer, or computer security expert

may accidentally destroy valuable evidence or fail to discover critical clues of

unlawful or unauthorized activity;

(xi)non-regulation of computer security and forensics professionals may pose danger to

the country's cyber eco-system as computer forensic experts are trained in handling of

evidence from a crime scene and maintaining the confidentiality, integrity,

authenticity, availability and non-repudiation of data;

(xii) Forensic and Computer security professionals can help the Govemment in setting

the required standards for managernent of digital evidence and its production on court

during prosecution of cybercrimes;

(xiii) The Computer and Cybercrime Bill, 2018 (now the Computer Misuse and

Cybercrime Act, 2018) oniy contemplates "authorized persons" assisting in the

$r
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investigation of cybercrimes but does not state the qualifications such an authorized

person ought to have. Various institutions of higher leaming are producing computer

security and forensics professionals who are well versed with evidence seizure,

gathering, preservation and presentation in a manner admissible in legal proceedings.

Evidence of cybercrime should be handlecl by trarnecl dlgltal torenslcs experts. Ihls ls

evidenced by the growing sophistication of cyber criminals where there is even

development of service based criminal industry which specializes in virtual

underground economy to develop products for use by other criminals. According to

Internet Organized Crime Threat Assessment (IOCTA), barriers to fighting

cybercrime are hampered by lack of technical expertise needed to investigate it.

IOCTA fi.rther calls for legislation, awareness raising and international and cross

border cooperation;

The petitioners therefore prayed that the National Assembly-

(a) Enacts legislation to provide for the registration, regulation and licensing of digital

security and forensics professionals in Kenya and sets guidelines on qualification

and authorized professionals to practice the same in line with the Computer and

Cyber Crime Act, Cyber security and protection and any other related legislation;

and

(b) Enact legislation to provide the Cabinet Secretary, Information and Communication

with powers to maintain database of qualified digital forensic experts in Kenya.

iF
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3.2 Meeting with the Principal Secretary, Ministry of Information Communications and
Technolory

(i) The Committee met with the Principal Secretary in the Ministry of ICT, Mr.Jerome

Ochieng who made oral and written submissions on the Petition. The Principal Secretary

noted that the Computer Misuse and Cyber Crimes Act, 2018 does not fully define

,::::---i

"authorized persons" as ooan officer in a law enforcement agency or a cyber-security

expert designated by the Cabinet Secretary responsible for matters relating to national

security by notice in the Gazette for the purposes of Pan III of this Act" while the petition

seems to seek limitation of the definition to only digital security and forensic

professionals;

(ii) The Act stipulates that the process of collecting the evidence of cybercrime should be

ca:ried out by a police officer or authorized person, however that can only be done by a

digital forensic expert;

(iii)The Petition therefore proposes enactment of legislation on the profession of digital

security and forensics to draw expertise from this sector to assist in cyber security issues.

The Ministry was of the opinion that-

a) Legislation to regulate the affairs of digital security and forensic professionals may

assist in the gazettement of such professionals under the Computer Misuse and

Cybercrime Act, 2018 as "authorized persons";

b) If enacted by the House, such Legislation should provide for self-regulation of

digital security and forensics akin to other professional bodies in the country; and

c) Any deliberations on the enactment of the proposed legislation should be

undertaken with the Ministry responsible for matters relating to national security

who are also charged with enforcing the provisions of the Computer Misuse and

Cybercrime Act, 2018.

EWzw
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4.0 COMMITTEE OBSERVATIONS AND RECOMMENDATIONS

4.1 Observations

Having held meetings to consider the petition, the Committee observed that-

Kenya Cyber Security and Forensics Association (KCSFA) which has a total

membership of three hundred registered professionals;

2. The Computer Misuse and Cybercrimes Act, 2018 does not limit the definition of an

o'authorized person" who may be gazetted to assist law enforcement agencies in

investigations under the Act with reference to academic or professional qualifications;

3. Enacting a legislation solely covering the area of Digital Security and forensics

professionals would lead to similar petitions for the enactment of legislation covering

other professionals in the broader ICT sector;

4. The Leader of the Majority Party, the Hon. Aden Duale had sponsored the Information

Communication Technology Practitioners Bill, 2016 (National Assembly Bills No. 18 of

2016) seeking to regulate practitioners in the broader ICT sector. The Bill however lapsed

in the I lft Parliament and is yet to be reintroduced;

5. As submitted by the two Petitioners, the Kenyan economy is largely leveraged on ICT

and there is need to regulate professionals in the ICT sector to prevent the ICT skills

being used to assist in the commission of crimes. This can be done through an umbrella

legislation instead of piecemeal legislation covering each ICT specialization.

4.2 Recommendations

The Committee therefore recommends that-

The Committee shall formulate and sponsor a Bill for enactment to regulate the practice of all

professionals in the ICT sector.

G
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Annexture L - Copy of the Petition
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J.'IITITION TC TI.Itr NATIONA.I, ASSEIVIBI,Y i?Oll Ti{E
trNACTNTE,NT AND OR AMtrNDN{E,NT OF LA\,VS TO GOVERN
'TI-IE RE,GISTITATION, REGUT,ATION AND LICBNSING OF

DIGITAL SE,CURITY FORENSICS PROFtrSSIONALS IN

l.
\lw'lJ

SAI\{E IN LINE WITI.I CON{PUTtrR AND CYBtrR-CRIX{E ACT
AND CYBtrR SECUI?.ITY AND PROTECTION ACT AND ANY
OTI.IER IIE,LATED LEGISLATION, PURSUANT TO ARTICLE,

37 AND 119 OII TI.IE CONS'TITU'TION, TI.IE PETITION TO

PAITI,IAMENT (PROCBDURII) ACT AND STANDING ORDE,R

PART XXIII OF TI{B NATIONAL ASSIIT{BLY STANDING

ORDtrRS

TO: TI{tr CLtrRI( OF TI{E, NATIONAL ASStrN{BLy
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PARLIAMtrNT BUILDINGS,

I'.O 8OX.41842-00100,

NAIROBI.

I/We tite undersigned petitioners being a citizen of Kenya
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37

and i 19 of the Constitirtion of I(enya, tire Petition to Parliament (ProceduLe)

Act, 2012 and Standing Order Part XXIII of National Assembly Standing

Order,s:-

DRAW the attention of the house to the following:

TI-IAT, according to Seriauu's Cyber- secr-rrity Reirort 2016 Afi'ican countries

lost at least $2 billion iu cyberattacks in 2016 clure to increase i1the use of
financial technology. Several factors including lack of proper mailtenance of
t|te cltain o.[cus(.ody u,[iich reqttires Lhat evidence collected are stor-ed in a

tauper-proof ntattner, where it cannot be accessed by unautirorized individuals.

Cirain of custody also requires thaI the ctigitat forensics investigator.s to trace

the locatiou of the evideuce [r'om the morneut it rvirs collectecl to the momcnt it

\\,as presellt-ed in a jurdicial proceeding. nrust "check-out" tlie eviclence

i'



PtrTITION TO TI'IE NATIONAL r\SSEI\{BLY FOR TI{tr

ENACTMtrNT AND OR AX{ENDMtrNT OF LAWS TO GOVERT\

THB RtrGISTRATION, REGULATION AND LICtrNSING OT

DIGITAL StrCURITY FORENSICS PROFESSIONALS IN

AUTI-IORIZED PROFESSIONALS TO I'RACTICE ON TI.IB

SAMD IN LINE WITH COMPUTtrR AND CYBE,R-CRIME ACT

AND CYBEIT SECURITY AND I'ROTtrCTION ACT AND ANY

OTI-ItrR I1ELATED LEGISLATION, PURSUANT TO ARTICLB

37 AND 119 OF TI-IE CONSTITUTION, TI.Itr P]ITITION TO

PARLIAMENT (PROCEDURE,) ACT AND S'TANDING ORDER

PART XXII OF TI.IE NATIONAL ASSE,MBLY STANDING

ORDI}RS

whenever the1, ns.6 to review it, and then "check-in" the evidence each tirne it

is returned to storage.

fuiothel challenge is to ensure that the data collected is identical to the data that

is presented in court. It is not Llrlcon'unon for several years to pass between the

collection of evidence and the procluction of evidence at a judicial proceeding.

But most attackers protect their source code. These reqr-rire a sound scientific

approacli to performing tool analysis.

1.TI-IAT, cyber-criminals are cleliberately targeting the Kenyan digital econoin)i

with the inteirtion of wreaking havoc aud making arvay with milliorrs. 'i'fie

targets of these cyber-attacks are the govemrrent, telecomruunications, i',ioirile

money services, Saccos. microfrnance and co-operatirres. e-coll'ltitcrr,r and

online markets. 'l'hele are r-rpto 3000

1\



PtrTITION TO TI-IE NAT IONAL ASSEMBLY TOR Ti.IE

BNACTMtrN'T AND OR AMENDMENI' OF LAWS TO GOVBRN

THE RBGISTIIATION, IIEGULATION AND LICENSING OF

DIGITAL StrCURITY FORIINSICS PROFESSIONALS IN

SAMtr IN LINE WITII COMPUTER AND CYBtrR-CRIME ACT

AND CYBER StrCUII.ITY AND PROTtrCTTON ACT AND ANY

OTI.IE,R RtrLATtrD LI}GISLA'IION, PURSUANT TO ARTICLtr

37 AND 119 OF TI{E, CONSTITUTION, TI.Itr PtrTITION TO

PARLIAMENT (PROCtrDURE,) ACT AND STANDING ORDIIR

PART XXIII OF TI{tr NATIONAL ASStrMBLY STANDING

ORDtrITS

monthly incidences according to the Information Technology, Security, and

Assurance (ISACA). Computers and networks are involved in virtuall), all

activities today. We use them to cornmunicate, to create intellectual property, to

shop, to perform business tlansactions, to plan trips, ancl much more. Netrvolks

afford use::s the opportunity to continuously use cornpLrters tirrough cell phones,

personal digital assistants (PDAs), wireless connectivity, and the ubiquitous

Internet. Any computer can be used for maLry llLlrposes. The pervasive nature of

computers aud netwolks means that they are incleasingly cor-urected to incidents

and crimes. Dr-rring an investigation of a computer securit), incident, the

untrained system administrator, law enforcernent otficer'. or cornputer security

expert uray accidentally destrol, valuable eviclence or fail to discover critical

clues of unlawful or r-tnauthorizecl activity. We have witnessed lack of edr-rcation

cuutail too many efforts to a1:prehend external ancl intemal attackers.

TI-IAT there is a high degree requirement of thLesholcl to adurissibilitv of

digital evidence especially volatile evidence. Ttrere is neecl lbr conrputer

tbrensic expertise in digital crinre iuvestigations. Lar.r, euforcers and legarl

practitioners re[1, oll conlpLrter' [breusics to catch criuiiuzrls ancl pl'eserrt

'i
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PETITION TO TI{E NATIONAL ASSE,MBLY FOR 1]I.IB

ENACTMBNT AND OR AN{ENDMENT OF LAWS TO GOVERN

THtr RE,GISTRATION, REGULATION AND I,ICENSING OF

DIGITAL SECURITY FORENSICS PROFESSIONALS IN

AUTI{ORIZED PROFESSIONALS To PP.ACTICE oN TI{E
SAMtr IN LINE WITH COIVIPUTER AND CYBtrR-CRIME ACT
AND CYBER SECURITY AND PROTtrCTION ACT AND ANY
OTI.IER RELATED LtrGISLATION, PUI1SUANT TO ARTICLE,

37 AND 119 OT TI{E CONSTITUTION, TI.IE PETITIbN TO

PARLIAMtrNT (PROCDDURE,) ACT AND STANDING ORDER

PART XXIII OF TFIE NATIONAL ASSBI\{BLY STANDING

ORDIDRS

adrnissible evidence to cout-t. Contputer forermics is qr-rickly becomiug used in

mally different areas of criurinai investigatior:s and there is an ipternatiopally

accepted standard tnethodology that is used. This is very irnportaut in how the

evidence is tnaintained and collected and it has become quite a precise process

in law enforcetnent hence increasing demand for expertise in computer

forensics. Digital forensics Investigate the theft of source cocle or proprietary

irlfortnatiou, performs investigation of the theft of passr,vorcl files or credit

iufbrmation, spanl or ernail harassment and threats, unautlrorized or unlawful

iutt'usious into corlputel'systems, denial-of-senrice attacks, forensic support

of criminal, fraud, intelligence. and security investigatiops, fake opiine

accouuts , may acts as tlre focal point for governntent/organizatiog's corlputer

incident and conrputer forensic nratters, Provides on-site assistance for

cotnputer search and seizr.tres and helps irr adhering to regr-rlatiols, stanclards,

and staturtes that prolnote an incident respol-rse capability. Responding to

coulputer secr"rrity iucidents can involve intense pressLrre, tinre. arrcl resolrr-ce

constraints. Tltere is need [o address relevarrcy of infornration be obtaiuecl

fi'otu computers to sr-tpport criurinal, civil. or clisciplinary action, the person



PtrTITION TO TI{tr NATIONAL ASSIIMBLY TOR 'I'I.IE

]TNACTI{trNT AND OR AN,{ENDN{trNT OF LAIVS TO GOVERN

TI.Itr REGISTRATION, ITtrGULATION AND LICENSING OF

DIGITAL SECURITY FOIIENSICS PROFtrSSIONAL.q IN

SAME IN LIN]T WITI.I COMPUTtrR AND CYI]trR-CRIME ACT

AND CYBtrR SECURITY AND PROTtrCTION ACT AND ANY

OTHtrR RtrLATtrD LtrGISLATION, PURSUANT TO ARTICLtr

37 AND 119 OF THE CONSTITUTION, TI.IE PETITiON TO

PARLIAN{EN'I (PROCtrDURtr) AC'f AND STANDTNG ORDER

I)ART XXIII OF TI{I} NATIONAL ASStrMBLY S'I'ANDING

ORDERS

respollsible for obtainiug this information and the roles of law enforcenlellt,

systetrl administrators, legal counsel, and business l1tanagel's.

The digital forensics investigation phase slior-rld involves determining the who.

what, when, wllere, how, and rvhy sulrounding an incident by conducting

investigation, revievving irost-based evidence, uetwork-based evidence, and

evidence gathered rria traditioilal, nontechnicai investigative steps and the

relation with the "ot['rer eviderrce" category involving testimony and other

information obtained from people. These are the collection of evidence

following more traditional investigative techniques. It's imperative to build on

tlie legal stancialds can regulate the admissibility of expert testimony. The U.S.

Supreme Court publishecl an opinion tirat wrote the standar:ds necessaLy for the

adrnissibility of scientific evidence in federal cases. Daubert v. lt4errell Doy,

Pharntacettticals, i09 U.5.579 (199-i), strifting the focus frour a test for general

acceptance to a test for "reliability n,-t,1 relevance. These helped in developing a

rnethodolog), that prorllotes coordinated, cohesive respouse arrd achieved the

foilowing: Prei,ented a disjointed, uou-cohesive response (which could be

ctisasirous). Conl-tuus oL disl:els r,i,lrether an incident occurlecl, Promotes

accumulation oIarccurate in[bLrlation. Establishes controls [or'1:ropelretrievarl

#
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I'E'I'ITION TO TI.IE NA'I'IONAL ASSEIVIBLY FOR ]'I.IE
trNACTMBNT AND OR AN{trNDMENT OF I,AWS TO GOVtrRN'

THE RtrGISTRATION, RIIGULATION AND LICtrNSING OF

DIGITAL StrCURITY FORENSICS PROFESSIONALS IN

AUTI{ORTZED PI1OFtrSSIONALS TO PRACTICE, ON TI{E
SAME IN LINE WITI.I CON/IPUTER AND CYBtrR-CRIMtr ACT

AND CYBER StrCURITY AND PROTECTION ACT AND ANY

OTI.IER RELATtrD LtrGISLATION, PURSUAN'I TO ARTICLE

37 AND T19 OF TI.IE CONSTITUTION, TI.IE PETITION TO

PARLIAI\{trNT (PROCtrDURE) ACT AND STANDING ORDER

PART XXII OF TI-IE NATIONAL ASSEMBLY S'I'ANDING

ORDEIi.S

and handling of evidence, Protects privacy rights established by law and policy,

Mininrizes disrr.rption to business and network operations, Allows for criminal

or civil action against perpetrators, Provides accurate reports and useful

recomrrlendatiot'ts, Provides rapid detection ar:d containment, Minintizes

exposule and compromise of proprietary data- Protects governnlent arrd

organization's reputation and assets, helps in education , Prornotes rapid

detection and/or preveution of sr-rch ir:cidents in the future (via lessons leamecl,

policy chauges, aud so on). Users are becoming more adel>t at using encryption,

steganography, anonynloLrs email accourlts, fake mail, spoofecl sourrce Ip

addresses, spoofecl N,lAC addresses, masquerading as other individuals, and

other nreans to mas[< their true iclentit-v in "c1rbs15pace." In fact, establishing the

identity of an attacker rvho brought down web site can be time consuuring that

most companies may elect not to even try making tltany organization

cotrcetltrate ott the things harured or clarnaged than focusing solely on rvirat.

was damaged, hor.v it r.rras damaged, aud hor.r, (.0 fix it.

'the digital fotensics is trained on lror.i, Lo create re[)orts that accurrateIl,clescribe

tlte details oi'an iuciderti. u,hiclt are understanclable to decision makers. [hat cau

withstaucl the barrage ol'Iegal scru{.iu\,. aud that are produrcecl in a tirrr.sll,
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irallner' According to u'S' Federal Rules of Evidence (FRE) ls 1002' an itetl or

ilformation presented in court must be tlre origirial. With digital tbrensics usage

i1 investigation , the following four factors can be apulied to determine the

reliability of scientific evidence namely whetirer the scientific theory or

teclurique have been empirically tested, vr,lrether the scientific theory or

technicl-re been subjected to peel review and purblicatiou, u,lrether there a

known or i:otential error rate, whether there exists standards contt'olthe

techlique's operation and general acceptance of the methodology ortecluriqr-re

ip tire relevant scientific corumunity. The digital evidence and documents

obtained are iikely to be r-rsed as exhibits in tire trial. Special rules exist to ensure

that the exhibits are genuine and exactly what they pr-rrport to be. TlieLefore,

durilg adverse civil or criminal pr-oceedin-es, collection, hancliing, and stot'age

of electr:Ouic nledia, Paper docLltnetlts, equil:tue ut, and any otlleL pirysical

eviclepce can be cirallenged by an adriersary. According to tlle Ii.S. Federal

Rules of Eviclence (FRE), relevant eviden.ce is deflned as al1)/ infoLrttatiou

"iravilg a tendency to make tlre existence of any lact that is of conseqlletlce to

the detelpipation of the action rlore 1lt'obable or Iess probable tharr itlvor-rld be

r.r,itl'LoLrt the infornratiotr." (FRll 40 t ).
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Evidence is any infornntion of probatit,e valtte, rr:eaning it proves sontething or

helps prove something relevant to tl're case. It is safest to treat an1, infonnation

of probative rralue that is obtained during an investigation as eviclepce.

Thelefbre, any docun'tent, electronic media, electronic files, printouts, or other

objects obtained during au investigation that may assist in proving yoLrr case

should be treated as evidence and handled accolding to evidence-lrandling

procedures. Docutletrts and recorded uraterial must be aLltl'rellticated before they

nray be introduced into evidence. Authenticcttion, defined in FRE 901(a),

basically tllearls that q4romever collectecl the evidence shourld testity dr-rring

direct exatuiuation that tlte infoluration is what the proponent clainrs. [n other

words, tlre most comll1ol1 way to ar:thenticate evidence is to have a witrress vyho

has persotral knowleclge as to the origins of that piece of ei,idelce provicle

testimony. Il'evidence cannot be autlienticated, it is ursr-ral11, consiclerecl

inadmissible, ancl that infounation cannot be plesented to ttre judging body. You

lneet the clertrauds of ar-rthenticatiou b), ensurirrg that r.vhoever co[lecfecl the

evidetlce is a ttratter of record. It is important to develop sonle sort oIiuterual

clocurment that recorc[.s the mannel in which eviclence is co[lectect.

.i :'' "_'*"'' ":"
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A forensic report should document facts and/or offer opinions vvith a style of

conutuuication that provides decision-makers with useful. \Vhen woLking with

lavr, firtns, corporate/private sector examiners are usually requested to offer an

opiuiou. which sr-rggests that the exanriirer writiirg the report vvill eventually

qr-talifi, as an expert aud offer this opiniou in court (hence, be an expeit witness)

3. THAT, there is rieed for qr-ralified digital forensics professionals rvirocan work

rvell with other foreusic science experts. Cr-rrrently there are no mechanisms

where evidence collected at a crime scerle can be sllared among different

forensic experts; this has rnade urost digital evidence to be tampered ri,ith at the

critue scene, impropet use of chain of custody tl'rus making it harcl to present

that evidence in the couLrt. Digital evidence may be further reqr-rired to be

evaluated in a fotensic lab rvhich can only be done by forensic tool kit and being

handled by a qualified tbrensic expert. Durring an investigation of a compllter

securit,r, inciclent, the urntrained system adrninistlator, larry enforceurent officer,

or coutpuler securitl, expert nray accidentaly destrol, r,aluable evictence or fail

to cliscorrer cLiticaI clures of r-rnlar,r,fuI or unauthorized activity. \\/e liave

t.t,ituessed lack of edr-tcatiou curtail too ntanl,el'lbrts to altprehencl externarl and

iuternaI attackcrs.
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4. THAT, norl-regLllation of compnter security and forensics professionals

rnay pose danger to the country's cyber eco systeur. The computer

forensic experts are trained in handling of evidence from a criure scetle

arrd maintaining the confidentiality, integrity, authenticity, availability

and non-repudiation. ICT on its own is broad cot'nprising of IT/BIT

professionals, computer science/ engiueering. This profession may not

be equripped in soure of the skills that a digital forensic prof'essional has.

including cyber-crime investigations. analysis. documentation of

erridence act

5. TI-IAT, the Forensic and Compr-rter secr-rrity profession can help the

Gorrernrnent in setting the required stanciards {br digital errideuce

lulanagerxent and appty it as exi:ert wituess iu a courl, of law to allow

best adjudicatiorr o1'cybercrime related cases.

6. 'i'l{AT the law ainrcd at legislatiotr aucl investigatiott of c1,bsr'-crintes

r,r,ith technologic.al and larv tools 1'rrr tangible eviclence [or prosecurtion is

alreadl, tablecl in parliamertt lbr ettacttltettL.
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TI{AT there is need for an erpert proi'essioilai in collection, maintaining

proper processes, 1:reselving, analyzing , and presenting computer-

related evidence in support of vulnerability mitigation and/or criminal.

fraud, counterintelligerice, or aiding law enforcement inrrestigations in

court processes,

TI{AT tl'rere is need fol an expert professional for recoveLing digital

evidence to be ursed in conrt of lar,v against offenders.

TI-IAT there is need for an expert professional for Identifying ,

Preserving , Recovering , Analyz.ing and Plesenting digital eviclence in

court proceeding.

'fl-lAT these professionals slror-rld be [<novr,[edgeable in technologl,, Iarvs,

investigation and court process inclr"rdlng being an expert wimess.

Section 48 of the llvidence Act, Cap 80 of the Larvs of l(enyastates that

(l) Wlrcn tlte cout't hos tofornt ttt oltirt.iott. Lt.p0n a poin.t offoreign

[411t,0t'of sciertce or ilrl, or ns lo itlenlityt or genuiueness of

Ironrlrpritirtg or.finger or ollr.er itnltressiotts, opi.ttiotts upon that poin/

orc nrtntiss'ibla if nmrle by ltersort.s's'1tccioll.1, sliiilcrl in srtcltforeign lutv,

science 0!'orl, or itt qucsliott.s tt.s'lo irlerttil.l', or {cnttittancss oj'

,;9,-,
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handwritirt.g orfingerprint or olher impressiorls., The petitioners are

gradr-rate of Corupr:ter Secr-rrity and Forensics heuce fits to seLve iu these

petition prayers.

I l. THAT the Computer and Cybercrime Bill only talks of ar.rthorized

person but does not state the qualification and prof'ession of the said

authorized persolt.

12. TI-IAT various institutions of higher learning are producit'tg coutl:utter

security and forensics professionals who are u,ell versed witlt eviclertce

seizure, gathering, preservation aud presentation iu a ttlatllter aclmissible

ip legal proceedings. Cun'ently tliere is uo ofl.tcial quali{ication on the

same.

r3. TI{AT there is treed for professionals who can work with police

investigators and crime scene [trst respotlclers.

CONCITRNE,I)

',y.1\ ! :
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14. TI{A'[ altliough the Govenlment did introduce The Computer and

Cybercrimes Bill, 2016, Part 3 section 21 explains the process of search

and seizure of stored data as follows:

l4/'ltere a poli.ce officer or on autlrorised person ha.s reosottable

groun.rls to be[i.et,e tlt.at lhere may be itt a. specifierl contpuler sysls711 s,'

part of it, cortzptder tlatt. sloroge nzerli.rutt, progrfinl., dota, tlxil-

(n) is teasonabllt requtred.for the Purpose of a crint.irtal investigcttiort

or crininnl. proceeditzgs whiclt ntay be nm.teritl. os evirlence;or

(b) has been ocquirerl by o parson as a restrll of the conmtissiort o.f an

o.ffence, the poli.ce officer or tlte oul.lrcrisecl person ntcr.y appllt lo tlte

cottt't.for issue of a warrant to antet' ortlt prent.ises lo ilccess, sen.rch und

sint.iIarl..1t sei.ze such rlato.

15. TI{AT in sutrsection 3 the Bill explains tl're ilrocess of rnaking

application in the court of law as follows:

ll/ltett rttoltirtg an applicrttion unrl.at' srtltscctiott (l), tlte police o.fficer

or tltc oulltorised person sltnl[:

(o) cxltItirt tlre rctsort lltelt bcIicvc tltnl llrc mtrtcrial soughl fltit1t [1s

.fcturtrl on llte prentises to be scnrcltcrl;



PE,TI'I'ION TO TI.IE NA'I]ONAL ASStrM]]I,Y FOR 'I'IIE

BNACTMIINT AND OR AMENDMENT'OF LAWS'IO GOVERN

TI{tr RBGISTT{ATION, RIIGUI,A'I'ION AND T,ICTINSING OF

DIGITAL SBCUIUTY FOITtrNSICS PROTIESSIONAI,S IN

AUTIIORIZDD PROFtrSSIONALS TO PRACTICtr ON TI.IE

SAMtr IN LINIT WITI.I COMPUTER AND CYI]IIR-CRIME ACT

AND CYI]EII StrCURITY AND PROTE,C'I'ION AC'I' AND ANY

OTI-IICR RtrLA'TIDD LEGISI,Af'ION, PUITSUAN'I' TO ARI'ICLE

37 AND 119 OF ]'I.Itr CONS'TI1'U'I'ION, ]'IItr PE'TI'TION TO

PARLIAMENT (PROCTDDUITE) ACT AND S'r'ANDTNG ORDER

PART XXIil OF TI.Itr NATIONAL ASSBMI]LY S'TANDING

ORDtrRS

(b) state thnt the search nzfly [2g fruslrnled or scri.ottsly prejurlicerl

ttttlcss rttt investigcrtittg oficer mily 0t thc first instnttce on orriwtl al

tlte prenzises secure immerliate etttry lo tlte prentises;

(c) identifl) an.d acltlain, the f.ype of evidence suspected to befoun.r[ on

the prentises; ond

(d) exltlairr tlte measrtes (ltatshall be talcen. to ltreparc trrrl ensure that

llrc seorclt an.cl seizttt'e is corried out lltror.tglt techttical mutts sttclr ts

inrugi.rtg, rttirrorirtg or cop.ltirtg of relevant data ortd not tltrottglt

Phy5is.1 ctstocllt o.f contpulct' syslen\ Progront, dtlrt, or compuler tlaln

storagc nrcdiunt.

t6.1'I-IAT the Bill goes orr to explain other prooesses. -l-he bill also

ennrrrerates the role of authorized persorr in section 21 (2) fi) and (1) in

Process and access to seized data,.rection 24 (l) and (2)on procluctiorr

orcler, sectiot't 25 exlllains o11 expedited. preservation arrcl partial

clisctosure oI tratl'ic data. .veclion 26 firrtlrer explains on Rea[-time

collectiou o1'tra{'Iic clata, scction 27 interception oI conlclt;lata and

seclion ?B on obstrLrction ancl misr-rse.

:l
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17. THAT the Bill only indicates that the foregoirrg process is caLried or-rt b1,

a police offioer or ar-rtl'rorized person u,heleas this process can only be

done by trained digital forer:sic investigator to maintain the integritl,' of

evidence thror-rgh maintainir"rg the chain of cr"rstody which is crurcial for

the adurissibility of the collected evidence during the legal process.

Some of the evidence rnay be volatile.

18. TI{AT these sections o1' ttre Bill can arrd shourld only be handled b1,

traiitecl digital forensics experts. This is evidenced by the -ercwing

sophistication of cyber criminals where there is even developurent of

service l:ased criminal industry which specializes in viltual underglound

ecoilorlry to develop prodLrcts for use by other criminals (crime as a

service lrusiness rriodel). AccoLding to Internet Organised Crime threat

assesslnerlt (iOCTr\) balliers to tighting cl,bercrime ale hanrpered by

lack of technical expertise needect to investigate it, iOCTA further catled

for firrther legislation, rl\\/arerless raisiug ancl iutel'rrational arrcl cross

border cooperation.

W,*rj
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FURTI{trR CONCtrRNED

19. THAT Part I of the Evidence Act Cap 80 of the Laws of l(enya talks on

condition of general admissibilitl,, where Part V provides for statements

in documeuts produced in civil proceedings, Part [\/ provicies statemetlts

Irnder special circurnstances, aud Part IX provides lor Opinions. The

Evidence Act is inadequrate as it also needs to ltrovide input of digital

forensics.

20. TI-IAT digital forensics is trained to u,ork with across diff'erent

ltrofessions including IC'f pLactitiouers, cligital securi[y experts, legal

practitioners, crituinal experts and othel brarrches o[' forcnsics scieuce

hence being part of first responder in crime scerle.

TI-ItrREFORII 1,0 ur h trm blc p oti tio n cr'(s) P ra1, tha t l'a rl i a nrcn t-

/,1) lluacts arrd ol' aurencls existing lar.i,s to govcl'n the registration.

regulation arrd Iicensing o['cligiral securrit-r, arrd lbrerrsics 1:Lol'essional irr

Ketrl,a atrd sets eLrictelirtes on cpralitled and alrtl'lorizecl prof'essionals to

-*)
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practice on tlle sanle in line with the Computer and Cyber-crime Act and

Cyber secr-rrity aird Protection Act and any other related legislation

(2) Enacts legislation providing the cabinet secretary ICT with the powers to

maintain the database of cluralified digital forensic experts professionals

in Kenya and methodologies of process of registration, licensiug and

legr-rlations of digitat security and foreusics professional in I(enya

And your PETITIONtrR(S) rvill evcr pray.
\ffi

Name o1'Petitioner(s)
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Ol'I.ItrR RELATED LtrGISI,A'IION, PURSUANT TO ARTICLB

37 AND 119 OF TFIT CONS'TITUTION, TI.IB PtrTITION TO

PARLIAMENT (PROCEDURE) ACT AND S'T'ANDING ORDtrR

I'AITT XXIII OT TI.IE NA'I'IONAL ASSEMBLY STANDING

ORDITRS
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NAME

I
Hon. KisanB, William Kipkemoi, M.P - ChairPerson

Hon.George, Macharia Kariuki, M.P - Vice -
Chairperson

3

Hon.Liza, Chelule Chepkorir, M.P

4.

Hon.Alfab, O. Miruka M.P

5

Hon. Annie Wanjilo Kibeh, M.P.

Hon. JoshuaKimilu, Kivinda, M.P.
6

7
Hon.Marwa Kitayama Maisori, M.P

8.

Hon.Mwambu Mabongah, M.P

9

Hon.Maritim Sylvanus, M.P

10

Hon.Mwan gaza Kawira M. P.

11

Hon. Jonah Mburu, M.P

lt2.
Hon. Gertnrde Mbeyu Mwanyanje,M.P

13.

Hon.Wamuchomba, Gathoni, M.P

14. Hon.(Ene).Mark Nwmita OeoIa,M.P

--->

15 Hon. John Kiarie Waweru, M.P

16. Hon. Erastus Nzioka Kivasr:, M.P

t7 Hon. Godfrey Osotsi, Atieno , M.P

18. Hon. Tnnocent Momanyi, Obiri, M.P

19 Hon.Anthony, Tom Oluoch, M.P
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MINUTES OF TITF' 38TE SITTING OF TTTP DEPARTT{ENTAL CONIMITTEE ON

COMMTJMCATION, INFORI\{ATION AND INNOVATION HTI,P tr'{ 5TE FLOOR

CoNTIENTAT HOUSE ON LsrE MAY,20L8 AT 10.30A-1\{

PRESENT

1. Hon WilliamKipke,moi, M.P. -Chairperson

2 Hou GeorgeMacharia Kariuki, M.P. -Yice Chairperson

3. Hon. A::nie Wanjiku Kibeh,M.P

4. Hon MarwaKitayamaMaisori, M.P.

5. Hou. GodfuyOsotsiAtieno, M.P

6. Hon- ErastusNziokaKivasq M.P.

7. Hon- JoshuaKimiluKivild4 M.P.

8. Hon. Jonah Mburu, M.P.

9. Hon Mwambu Mabongab, M.P.

10. Hon. Mwangaza Kawir4 M.P

11. Hon. (Eng.).Ma*Nydmit4 M.P

APOLOGIES

1. Hon. WamuchombaGathoni, M.P.

2. Hon- Liza Chelule Chepkorir,M.P

3. Hon_ Maritim Sylvanus, M.P

4. Hon- John Kiarie Wawerg M.P

5. Hon. Gertnrde lvlbeyu Mwanyanje, M.P.

6. Hon. Alfhh O. Minrka, M.P,

7. Hon InnocentMomanyi Obiri, M.P

8. Hon. AnthonyTom Oluoch, M.P.

National Assemblv Secretariat

1. Ms. EIla Ke,ndi ClerkAssistant Itr

2. Mr.Ronald Walala Legal Cor:nse1tr

3. Mr.Elijah Ichwara Audio Officer

4. Albert Atr:nga Serjeant at anns

MINUTE NO. 141/2018: PRELIMINARIES

The meeting was called to order at thirty minutes past ten o'clock followed with a word of

prayer and intoductions thereafter.

MINUTE NO.142I20I.8:
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The Chairperson informed the Committee that the petition regarding enactuelrt of legislation

to govem the registratio4 regulation and licensing of digital security and forensic

professionals was committed to the Deparhental Committee on Communication,

Information and Innovation on 156 Febnrary, 2018 for consideration and thereafter report to

the House.

The Petitioners prayd that the National Assembly;-

i. Enacts Legislation to provide for the registration, regulation and licensing of digital

secuity and forensics professionals in Ken),a and sets guidelines on Eralification and

authorised professionals to practice the same in line with the Computer and Cyber

Crime Ac! Cy,ber Security and protection and any other related legislation an{

u. Enact legislation to provide for Cabinet Secretary, Iaformation and Communication

with powers to maintain database of qualified digtat forensic experts in Kenya.

The Chairperson invited the petitioners, Mr Njiraini and Mr.Michael who made their

presentations as follows; thag

1. C)rb€r- criminals are deliberately targeting the Ke,npn digtal economy with the

intention of wreaking havoc and making away with millions. The targets of these

cyter -attacks are the goverrment, telecommr:nications, mobile money senrices,

saccos, nisrofinance and cooperatives, e commerce and online markets. There are q)
to 3000 monthly incidences according to the Information Technology, Security and

Assurance.

2. There is high degree require,ment of threshold to admissibility of digital evide,nce

especially volatile. There is need for computer fore,nsic expertise in digitat crime

investigations. Law enforcers and legal practitioners rely on computer forensics to

catch criminals and present admissible e\riderce to cotrl
3. There is need for qualified digtal fore,nsics professionals who can work well with

other forensic scie,nce experts. Currently there are no mechanisms where evide,nce

collected at a crime sceue caD. be shared among ditrerent fore,lrsics experts and this has

made most digltal evide,nce to be tampered with at the crime scene, improper use of
chain of crxtody thus impossible to present the evideoce in the courl

4. Non-regulation of computer security and fore,lrsics professionals may pose danger to

the Country's cyber eco system. The computer forensic orperts are trained in handling

2
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of evide,r.ce form a crime scene and maintaining the confide'lrtiality, iotegdty,

authenticity, availability and oon-reputation.

5. The Forensic and Cyber security profession can help the government in settling the

tEr

required standards for digital evidence manegement and apply it as expert witress in a

cor:rt of law to ailow best adjudication of cybercrimes related casies.

6. The law is aimed at legislation and investigation of cytercrimes with technological

and a law tool for taagible evidence for prosecution is already tabled in parliament for

e,rracfuerrt.

7. There is need for an expert professional in collection, maintaining proper processes'

preserving, analysing and presenting computer evide,trce in zuprport of vulnerability

mitigation and or criminal, frau4 cor:nterintellige,oce, or aiding law e,lrforcement

investigations in court processes.

8. There is need for an expert professional for recovering digtal evidence to be used in

court oflaw against offenders.

9. There is need for an expert for identifring, preserving, iecovering, analysing and

preselrting digltal evidence in court proceedings.

10. These professionals should be knowledgeable in tecbnology laws, investigations and

court process includi.g being an expert witress.

1 1 . The computer and cyber Crime bill only talks of authorized person but does not state

the qualifi.cation and profession of the said authorized person'

12. Various institutions of higher learning are producing computer security and fore, sics

professionals who are well versed with evidence seizure, gathering, preservation and

presentation in a manner admissible in legal proceedings'

13. There is need for forensic professionals who can work with police investigators and

crime sce,ne first responders.

14. That the Bill indicates that ttre foregoing process is carried out by a police officer or

authorized person whereas this process can only be carried out by a tuained digtal

forensic investigator to maintaiu the integrity of evidence through maintaiuing the

chain of custody which is cnrcial for the admissfoility of the collected evidence during

the legal process.

15. That some sections of the Bill can and shouldbe handledby tained digtal forensics

experts.this is evidenced by the growing sophistication of cyter criminals where there

is developmelrt of service based crimiual industry which specializes in virtual

r:ndergror:nd economy to dwelop products for use by other criminals.

3
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Following the preseartatious by the petitioners, the Committee obserned that;

1. Digital security and fore,lrsic professionals have a legally registered association called

Kenya C$er Seqrrity and Forensics Association (KCSFA) which has a total

membership of tbree hundred registered professio"als;

2. The Computer Misuse and Cytercrimes Act 2018 does not limit the definition of an

"authorized person" who maybe gazettd.to assist law enforceme,nt agencies in

investigations under the Act with reference to academic or professional qrralifications;

3. Enacting a legislation solely covering the area of Digital Security and forensics

professionals would lead to similar petitions for the e,nactue,rrt of legislation covering

other professisnals in the broader ICT sector;

4. The Leader of the Majority Part)r, the Hon. Aden Duale hrd sponsored the

Information Communication Technology Practitioners Bill, 2016 (National Asse,rcbly

Bills No. l8 of 2016) seeking to regulate practitioners in the broader ICT sector. The

Bill however lapsed in the I le Parliament and is yet to be reintoduce{

5. The Kenyan economy is largely leveraged on ICT and there is need to regulate

professionals in the ICT sector to prwe,nt the ICT skills being used to 
"rsist 

in,the

sqmmissisa of crimes. This can be done through an umbrella legislation instead of

piecemeal legislation covering each ICT specialization.

MII\ruTES NO.143/2018 ADJOT]RNMENT

There being no other business, the meeting was adjoumed at 11.43a-m-

\

Signed ..Date...1 a 4 G 2{ 1P
Chairperson.
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MINUTES OF THE 46M SITTING OF THE DEPARTMENTAI COMMITTEE ON

COMMT]NICATION, INFORIVIATION AND INNOVAIION HELD AI
CoNTINENTAL RESORT, MOMBASA ON TEIIRSDAY 24rE MAY, 2018 AT 9.30

A.I\{.

PRESENT

1. Eon. William Kipkemoi, M.P. -Chairperson

2. Hon. George Macharia Kariuki, M.P. -Vice- Chairperson

3. Hon. JoshuaKimiluKivinda, M.P.

4. Hon. Gertrude lv{beyr Mwanyanje, M.P.

5. Hon. Erastus NziokaKivasu, M.P.

6. Hon. Jonatr Mbunf M.P.

7. Hon. Alfatr O. Miruk4 M,P.

8. Hon. Liza Chelule Chepkorir, M.P

9. Hon. Wamuchomba Gathoni, M.P.

10. Hon. Mwambu Mabongah, M.P.

11. Hon. Anthony Tom Oluoch, M.P.

12. Hon. (Eng.).MarkNyamttq M.P

13. Hon. Maritim Sylvanus, M.P

14. Hon. lnnocent Momanyi Obiri, M.P

15. Hon. Mwangaza Kawira, M.P

16. Hon. Godfrey OsotsiAtieno, M.P

17. Hon..Marwa Kitayama Maisori, M.P.

APOLOGIES
1. Hon. John Kiarie Waweru, M.P

2. Hon. Annie Wanjiku Kibeh,M.P

National Assemblv Secretariat
1. Nicholas Emejen Deputy Director

2. Ms Ella Kendi ClerkAssistant

3. Mr.Ronald Walala Legal Counsel

4. Ms.Catherine Gati Fiscal Analyst

5. NIr.EIijah Ichwara Audio Officer

6. AlbertAtunga Serjeant at arms

7. Mr.StephenOmunzi OfficeAttendant

8. IvIs.Linah Kimuge SecretarY

Ministry of Information, Communication and Innovation

1. \[r.Joe Muchem Cabinet Secretary

Z. \dr.Sammy Itemere Principal Secretary, Broadcasting and Telecommrmication

3. Mr.ferome Ochieng Principal Secretary, ICT and Innovation

4. Ahmdlbrahim ChairpcsouMediaCouncilofKeoya

5. John Sergon Ag.CEO ICTA

6. Marwa Maguma Information Secretary
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7. KennedyOgola

8. Abdrabma Ondeng

9. PeterWakoki

10. He,nryMuugasia

11. David JakaiqEBS

12. Daniel Obam

13. Patrick Ngicuru

14. Paul Macharia

15. Gabriel Kaunda

16. Josphat Kimad

17. EdithNkanata

18. VioletKipken

19. Paul Jilani

20. Julie Nyawira

21. HiramMucheke

22.MoraMwangi

MINUTE NO.164/2018:

Economist
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Human Resource
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KYEB

KIMC

KOTDA

PRELIMINARIES
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The meeting was called to order at thifly minutes past nine o,clock followed with a word of
pra)€r.

MINUTE No. 16s/ 2018: coNSrpERATroN oF THE z0r8l19 BUDGET

Mr'Sammy Item'ere, the Principal Secretary appeared before the Commitbe and informed
the'm that the allocatiou for the Ft 2org/rg was as folows;

The State Department has been allocated a total of KShs 3,703.7 millisp for Ef 2018/l9@ecurrent
and Development)as indicated below
Area of
Expenditure

Recurreut

Dwelopme,lrt

Total

Approved
Estimates FY
20t7/18
KSh Million

Resource

Regtrirements

FY2018/19
KSh Million

Estimates

FY 2018/19

KSh Milliou

3,363.3 8,852.0 3,015.7

380.4 8,532.0 688.0
3,743.7 L7,394.0 3,703.7
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Resource Requireme,ntVersus Allocations for FY 2018119 developmentBUDGET(KSH

Millions)

RECI]RRENT BIIDGET BY ECONOi\{IC CLASSIFICATIONS

Variance Rem.arksProjectName

0.0t1 290.0 Io emhance roll out of Digitat TV
Broadcast infrastuctr:re in the underserved

reglons Ke,nyans

i(BC Analogue

trc DigitalTV
Migration

KBC

600

54 90 To operationalize newly established five
studios and set up additional five studios to

promote youth employm.eut through music

and creative arts

KBC Roliout of
Studio

Mashinarri.
'a--
a-a

KBC 144

74 zl2 Io modernize the operations of Ke,nya

News Age,ncy (KNA) to facilitate the

creation of conte,nt for socio-economic

dwelopment

Modemization of
KNA National
Desk and Press

Ce,nte.

Deparhent
cf
lnformation

286

186 11 Io set up 3 state of the art studios and

modemize existing analogue training

facilities to facilitate skill based taining

Modemization
of KIMC FiLn.

KIMC 197

64 z6 3ompiete Phase Itr of the project in FY
2018/19

40s Bd
CapacityHostel
Annor *Phase III

KIMC 90

1,317 588 629Iotal

Budget Component Approved Estimates
FY 2017/18

Estimates
r"Y 2018/19

Remarks

Compensation to Employees 381.7 386.0
To cater for the existing Personnel
emolrrments in line with the
expenditnre trends

Use of goods and services 1,809.2 1,718.4 Operation and maintenance

CURRENT GRANT TO SAGAS

Kenya Broadcasting Corporation s74.0 435.6 To cater for public broadcasting
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Kenya Institute of Mass
Communications

Media Council of Kenya

Media Complaints Commission

Kenya Yearbook Editorial Board

National Communication
Secretariat

Total

KEI{YA YISION 2030 PROJECTS under MTP m 2018-2022

The following MTP m projects have been fundd in FY 2018119

l. It was observed that due to inadequate provision in the FY 2018/19 budget estimates the

following senrices would be affected; WeeHy publication of My Gov by GAA Public

207.4 207.5 To support development ofmass
media industrythrcugh taining in
commuuication and cinematic-arts.

r31.3 129.3 Support media regulation in the
couotry

10.0 10.0 To cater for operations and
maintenance exDerrses.

128.4 s9.3 Publication of Kenya Yearbook
detailing Kenya's social economic,
political and e,nvironmeutal

120.0 80 Offer advisory services to the
Ministry

1,171.1 92t.7
Total Vote 3,362.0 3,015.7

Project Name Approved
Estimates Ef
2018119

Es"rrates fY
20t8lL9

Remarks

KBC Analogue to Digital
TV Migration.

268.5 310 To faciliate rollout of Digital TV
transrn ission infrastructre

KBC Rollout of Sttrdio

Mashinani
11.6 54 To facilitate establishment of 5 studio in

the FY 20l8ll9

Modemization of KNA
National Desk and Press

Ce,ntre.

18.3 74 To upgrade the KenyaNews Agency

Modernization of KMC
pilm

28.0 186 To cater for the ongoing modenrization of
the TV, radio and film 62fui1g studios

405 Bd CapacityHostel
Annex - CateringUnit

25.3 il To frcilitate completion of the catering

unit

Total 380.5 688.0
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broadcasting services by IGC Rem.itAnce of staffpension scheme for KIMC and

operationalization of already established 5 Mashinani studios delaying the expected

outcomes.

l.)ra:a

2. It was noted tbat the State De,parment required additional funding for j ob and wealth

creation tlrough investme,lrt in digital broadcaSing and telecommunications and promotion

of knowledge based economy through collectioq packaging and dissemination of real time

information to the citizens.

3. The Commi6ee raised concerrui operations and restnrcturing the KBC as the organization was

not economically viable. It was resolved to invite the Acting Managng Director to provide a

report to the Committee on the following;

1. Status of the TV digital migration projecq

2. Restructuring of the I(BC

3. Status of the snrdio maslxinani project;

4. The joint venture between KBC and Multi choice Kenla Ltd-

MINUTE NO.165/2018: CONSIDERATION OF TtlT PETITION

The Committee met with the Principal Secretary in the Ministry of ICT, Mr.Jerome Ochieng who

made oral and writteir sgbmissions on the Petition The Principal Secretary noted tlat the Computer

Misuse and Cyter Crimes Act 2018 does not fuIty define "authorized persons" as "an officer in a

law enforce,merxt agency or a cyber-security expert designated by the Cabinet Secretary responsible

for matters relating to national sectuitybynotice in be Gazette for the purposes of Part Itr of this

Act" while the petition seerru to seek limitation of the defiaition to only digtal secruity and

fore,:rsic professional s;

(i) The Act stipulates that the process of collecting the e\rideoce of cytercrime should be

caried out by a police officer or authorized persoq however that can only be done by

a digital fore,nsic experS

(ii) The Petition therefore proposes e,nactue,nt of legislation on the profession of digital

secgrity and forensics to draw expertise from this sector to assist in cyber security

issues. The Ministry was of the opinion that-

a) Legislation to regulate ttre affairs of digital secr:rity and fore,lrsic professionals

may assist in the gazetteme,lrt of such professionals rmder the Computer Misuse

and Cybercrime Act, 2018 as "authorized persons";

*{ry
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b) If exracted by the House, zuch Iregislation should provide for self-regulation of

digtal security and fore,nsicg alcin to other professional bodies in the countr56

and

c) Any deliberatiorur oB the e,nactueot of the proposed legislation should be

undertaken with the Ministry responsible for matters relating to national security

who are also cbarged with eirforcing the provisions of the Computer Misuse and

g,bercrime Act,2018.

MINUTENO.166/2018: ADJOURNMENT

There being no other business the meeting was adjournd, at 12.34pm.

Slgned
)=

..Date.....\.7' .s...0.. 7P
(Chairperson)
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MINUTES OF THE 74TE STTTING OF TTTE', DEPARTMENTAL COMMITTEE ON

CoMMIIMCATION, INFORMATION AND INNOVAnON mLD IN 4rE ILOOR

CONTINENTAL HOUSE, PARLIAMENT BUTLDINGS ON TT]ESDAY 148

AUGUST, 2018 Ar 11.30AM.

PRESENT

1. Hon. William Kipkemoi, M.P.

2. Hon. George Macharia Kariuki, M.P.

3. Hon. Annie Wanjilu Kibeh,M.P

4. Hon. Mwambu Mabongah, MP.

5. Hon. Gertude Iv{beyu Mwanyanje, M.e

6. Hon. Erastus Nzioka Kivasu, M.P.

7. Hon. Marwa Kitayama Maisori, M.P

8. Hon.Innocent Momanyi Obiri, M.P

9. Hon. Godfrey OsotsiAtieno, M.P

10. Hon. Maritim Sylvanus,MP

11. Hon. Mwangaza Kawira, M.P

12. Hon. Joshua Kimilu Kivinda, M.P.

APOLOGIES

1. Hon. @ng.). MarkNyamit4 M.P

2. Hon. Jonatr Mburq M.P.

3. Hon. Wamuchomba Gathoni, M.P

4. Hon. Alfatr O. Miruka, M.P

5. Hon. JohnKiarie Waweru, M.P

6. Hon.Anthony Oluoch, M.P.

7. Hon. Liza Chelule Chepkorir,M.P

National Assemblv Secretariat

1. Ella Kendi ClerkAssistant Itr

2. Ronald Walala Legal Counsel tr

3. Deborah MUpusi Media Relations Officer

4. MaryAtieno OfficeAssistant

-Chairperson

-Vice- Chairperson
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MIN.NO"/NA/CINOI8I269 PRELIMINARIES

The meeting was called to order at thirty minutes past eleve,:r o'clock followed with a word of

Prayer.

MIN.NO/I{A/CII20\8|270z COMIRMAUONOFTHEMINUTES

The agenda was defened

MIN.NO/I{A/Cfin0r8n71: ADOPTION OF Tm REPORT ON PETITION

REGARDING ENACTMENT OF LEGISLAilON TO

GO\IERN THE REGISTRATIONAND LICENSING OF

DIGruAL SECTruTY AIID FORENSICS

PRO['ESSIONALS

The Committee considered and adopted the draft report with the following observations and

recommendation having beeu proposed by Hon.Godfrey Otsosi,MP and secondd by
Hon_ Kawira \l[q;an gaza,Mp_;

The Committee obsenred that-

1. Digital security and forensic professionals have a legally registered association called

Kenya Cyber Security and Foreosics Association (KCSFA) which ha-s a total
me,mbership of three hundred registered professionals;

2. The C,omputer Misuse and Cybercrimes Act 2018 does not limit the definition of an

"authorized person" who may be gazrtted to assist law enforcement age,ncies in
investigations under the Act with reference to acade,mic or professional qualifications;

3. Enacting a legislation solely covering the area of Digital Sequity and forensics

professionals would lead to similarpetitions for the enachent of legislation covering

other professionals il the broader ICT secto4

4. The Leader of the Majority Parqy, the Hon. Aden Duale had sponsored the

Information Communication Technology Practitioners Bill, 201 6 (National Asse,mbly

Bills No. 18 of 201Q seeking to regulate practitioners in the broader ICT sector. The

Bill however lapsed in the l16 Parliame,nt and is yet to be reintoducd

5. As submittedby the two Petitioners, the Ke,np:r economy is largely leveraged on ICT
and there is need to regulate professionals in the ICT sector to prwe,nt the ICT skills
being used to assist in fts sommission of crimes. This can be done through an

umbrella legislation instead of piecmeal legislation covering each ICT specialization.

Recommendation

The Committee therefore recommends that-

The Committee shall formulate and sponsor a Bill for e,nactnoent to regulate the practice of all
professionals in the ICT sector.

2lPage
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MIN.NONAJ C:TTNOI.3 N72 ADJOITRNMENT

Thene being no other br:siness, ttre meoting was adjounaed at ttrirty minutes past twelve

o'clook

Signed..

(Chairperson)
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REPUBLIC OF KENYA

MINISTRY OF INFORMATION, COMMUNICATIONS AND TECHNOLOGY

STATE DEPARTMENT OF ICT & INNOVATION

Telephone: 020-4920000 I 492LOOO

Email: info@information.go.ke

When replying please quote

Our Ref: MICT/CONF / 18 /21

Clerk of the National AssemblY
Parliament Buildings
NAIROBI

TELPOSTA TOWERS

P.O. Box 30025

NAIROBI

KENYA

Sth June 2018
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ATTN: Mr. Jeremiah W. Ndombi

RE: PETITION REGARDING ENACTMENT OF LEGISIATION TO GOVERN THE

REGISTRATION, REGULATION AND LICENCING OF DIGITAL SECURITY

AN D FORENSIC PROFESSIONAIJ

Reference is made to the matter above which anticipated the enactment of the

Computer and Cybercrimes Bill. 2017 (the Bill).

The Bill did not interpret the meaning of authorized persons and the petition went

into great detail to define such persons as digital security and forensic professionals.

To be able to effectively administer the Act, the petition posited that legislation on

the profession of digital security forensics should be enacted to draw expertise from
this sector to assist in the Sovernance of the Bill once enacted.

The Bill was recently passed by H.E. the president as the Computer misuse and

Cybercrimes Act, 2}rc ("the Act"). Authorized persons have been interpreted undei'

the Act to mean:

" an officer in a law enforcement agency or cyber security expert designated by the

Cabinet secretary responsible for the matters relating to national security by notice
in the 1azette for the purpote of Part lll of the Acf' .

As to the proposal for the legislation under reference, the Ministry is of the opinion
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l. Legislation to regulate the affairs of digital security and forensic professionals
may assist in the gazettement of such professionals under the Act;

2. Such legislation should provide for self-regulation akin to other professional
bodies within the Republic of Kenya; and,

3. ln any event, deliberations on the proposed legislation for digital security and
forensic professionals to assist in the administration of the Act should chiefly
be undertaken with the Ministry in charge of national security who are
charged with carrying out the provisions of the Act.

We thank you for your continued support.

H*".
Henry Mung'asia
FOR: PRINCIPAL SECRETARY

CC Mr. Joe Mucheru, EGH
Cabinet Secretary
Ministry of lnformation, Communications & Technology
State Department of ICT & lnnovation
NAIROBI
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CHAIRPERSON'S FOREWARD

The International Broadcasting Conference is annual event that brings together both visitors and

exhibitors of media in Rai, Amsterdam. This year's event took place between 13th tolS

September 2018. The conference encompassed showcasing and presentation on the areas of the

media industry, entertainment and technology industry. The conference entailed the showcasing

of the equipment that are used in broadcasting in the developed countries; these included modern

calneras, modern big screens, lighting systems etc. The conference entailed different exhibitions

and various conferences.

The report herein covers the topics that were discussed in the various sessions that were attended

as well as the showcased media equipment that were shown to the delegation. The report as well

has included the observations and the recommendations of the delegation.

The conference devolved into the content of media, the new technology being implemented into

the media industry as well as how the diversity in the technology has had an impact on the

advertisements and the targeted consumer base. The conference enabled the members to

appreciate the challenges that are facing the media industry especially in the developing

countries e.g. Kenya.

The Committee wishes to register its appreciation to the offices of the Speaker and the Clerk of
the national assembly for the support accorded to the Committee in the execution of its mandate.

It is my pleasant duty to present the report of the Departmental Committee on Communication,

Information and Innovation on the International Broadcasting Conference.

SIGNED ..DArE.....1. t\ I.s. 2+> &

H KISANG, MP _ CHAIRPERSON

DEP COMMITTEE ON COMMUNICATION, INFORMATION AND
INNOVATION
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I.O PREFACE

I.I MANDATE OF THE COMMITTEE
The Departmental Committee on Communication, Information and Innovation is one of the

fifteen departmental committees of the House established pursuant to Article 124 of the

Constitution of Kenya,2010 and Standing Order 216 of the National Assembly and mandated to:

(a) investigate, inquire into, and report on all matters relating to the mandate, management,

activities, administration, operations and estimates of the assigned ministries and

departments;

(b) Study the programme and policy objectives of ministries and departments and the

effectiveness of the implementation;

(c) study and review all legislation referred to it;

(d) study, assess and analyse the relative success of the ministries and departments as

measured by the results obtained as compared with their stated objectives;

(e) investigate and inquire into all matters relating to the assigned ministries and departments

as they may deem necessary and as may be referred to them by the House;

(f) vet and report on all appointments where the Constitution or any law requires the

National Assembly to approve, except those under Standing Order 204 (Committee on

Appointments); and

(g) Make reports and recommendations to the House as often as possible, including

recommendation of proposed legislation.
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1.2 COMMITTEE MEMBERSHIP

1. Hon.Kisang William Kipkemoi, M.P - Chairperson

2. Hon.George Macharia Kariuki, M.p - Vice Chairperson

3. Hon.Liza, Chelule Chepkorir, M.P.

4. Hon.Alfah, O. Miruka, M.P.

5. Hon. Annie Wanjiku Kibeh, M.P.

6. Hon. Joshua Kimilu, Kivinda, M.P.

7. Hon. Marwa Kitayama Maisori, M.P.

8. Hon. Mwambu Mabongah, M.P.

9. Hon. Maritim Sylvanus, M.P.

10. Hon. Mwangaza Kawira, M.P.

11. Hon. Jonah Mburu, M.P.

12. Hon. Gertrude Mbeyu Mwanyanje, M.p.

13. Hon.Wamuchomba, Gathoni, M.P.

14. Hon. (Eng.) Mark Nyamita Ogola, M.p

15. Hon.John Kiarie Waweru, M.P.

16. Hon.Erastus Nzioka Kivasu, M.P.

17. Hon.Innocent Momanyi, Obiri, M.P.

18. Hon.Godfrey Osotsi, Atieno, M.P.

19. Hon.Anthony, Tom Oluoch, M.P.
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1.3 Committee Secretariat
l. Mr. Nicholas Emejen Deputy Director Committee Services

2. Ms. Ella Kendi Clerk Assistant III

3. Mr. Ronald Walala Legal Counsel II

4. Ms. Lorna Okatch Research Officer III

5. Ms. Catherine Gati Fiscal Analyst III
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2.0 THE INTERNATIONAL BROADCASTING CONVENTION CONFERENCE

2.1 Introduction
The International Broadcasting Convention, commonly known by the acronym LB.C is a trade

show that is usually held annually in the Rai, Amsterdam, in the Netherlands. IBC is an

independent body which is owned by six partner bodies, these include: International Association

for Broadcast & Media technology suppliers (IABM); the Institute of Electrical and Electronics

Engineers (IEEE); the Institution of Engineering and Technology (IET); the Royal Television

Society (RTS); the Society of Cable Telecommunications Engineers (SCTE) and the Society of
Motion Picture and Television Engineers (SMPTE).

2.2 Objectives of IBC
The main objective of the International Broadcasting conference was to show case the new

developments in the media, entertainment and technology industry. The conference entailed the

showcasing of the equipment that are used in broadcasting in the developed countries; these

included modern cameras, modern big screens that are used in broadcasting, lighting systems etc.

The conference entailed different exhibitions and various conferences.

2.3 The delegation
The Committee on Communication, Information and Innovation was invited to attend the

conference and the exhibition which was held from l3th to 18ft September , 2018. The Committee

nominated the following Members of Parliament to represent it in the conference and exhibition-

1. Hon. Anthony Tom Oluoch, M.P.- Leader of Delegation

2. Hon. Wamuchomba Gathoni, M.P.

3. Hon. Joshua Kimilu Kivinda, M.P.

4. Hon. Marwa Kitayama Maisori, M.P.

5. Hon. Jonah Mburu Mwangi M.P.

The delegation was accompanied by Ms. Catherine Gati - Fiscal analyst/Delegation Secretary
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3.0 IBC CONFERENCE PRESENTATIONS

3.1 Opening Keynote: Cutting Through

The conference officially started on l3s September,2018. The keynote address was given by

Mr. Tim Davie, the Chief Executive Officer, BBC studios.

He presented that the demand for stand out content has continued to rise, as well as the

competition for Internet Protocol (IP) and talent has become very fierce in the current world. The

media industry is powered by hits, traditional and public service broadcasters both compete and

partner with global players like Netflix and Amazon to reach audiences and deliver on their

expectations.

The chief executive officer elaborated on how the BBC and other media houses should refocus

their commercial production and distribution business to create the best content and experiences

for all the intended consumers intemationally through co-owned platforms as well as with third
party platforms.

3.2 Meeting with the globat game changers

In the session a presentation on changing the face for a new generation was done. The speaker,

Ms. Zahra Rasool, who did an editorial lead for contrast, Al Jazeera Media network presented

that, to reach the new younger audiences, the media industry needs a game changing approach to

content and advertising.

O 
For instance, Brave Bison, an example of a company that has changed its approach is able to

connect brands, creators, influencers and social media to reach the smartphone generation. Al
Jazeera, which is a media network, is breaking through limitations of two-dimensional

Television to create immersive content, pushing the boundaries of news coverage and putting a
new generation of socially- conscious digital-native viewers in the middle of the story.

3.3 The future of mobile cinematic film making

In a session a presentation was made by Teni Morgan. The delegation was heard that, the iOS

and android phones and tablets have quickly caught up to cinematic cameras in features, image

a
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quality and formats. Following a pronouncement by a renowned Hollywood director that he

would shoot all his movies on an iPhone; the impact of the proclamation alone has rejuvenated

the mobile film making industry in far reaching manner. There have been advancements in the

gear, accessories and applications which have all helped fuel tremendous new growth in the

category. This has had an impact on the quality and caliber of content that is being created by

professionals.

3.4 Bringing new content creators closer to broadcasters through cloud.

The Chief Executive Officer and co-founder of Make.tv Inc., Mr. Andreas Jacobi informed the

delegation on how to enable hyper-personalized viewing experiences that would captivate and

engage audiences.

He mentioned that hyper-localized, hyper-personalized, user generated content is what drives

greater percentages of viewing time. He explained that there are new advancements in smart

cloud video technology and Al enables live production operations which are used to automate

and scale the tasks involved in acquiring, moderation, processing and producing massive

amounts of video.

These advancements in the technology would greatly increase the number of viewers as

compared to the current models.

3.5 Transforming the future of advertising

() The Chief Transformation officer, Group M & WPP, Ms. Lindsay Pattison, gave a presentation

on how the advertisements of the future can be transformed. She presented that digital

advertising, branded content and programmatic have transformed the media landscape and piled

pressure on broadcasters to prove the value of traditional TV advertisements while innovating

new products.

The agencies such as global giant WPP are also responding to this changing market and the

future of creative, media buying.
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3.6 The IBC conference and exhibitions
The International Broadcasting conference exhibition covered over fifteen (15) halls at the Rai

Amsterdam and it hosted over 1,700 exhibitors. The exhibitions provided a perfect platform for

the delegation to network and build relationships with suppliers and customers, discover the

latest trends and technologies and drive their innovations and strategy.

Co-located with the International Broadcasting Conference, the event covered rich media

production, devices, apps, digital marketing, social media, content personalization, big data,

cloud services, second screens, investments and much more.

The focal point for International Broadcasting Conference content everywhere was the Hub; this

allowed exhibitors to showcase the latest products and services shaping the development of new

a) connected technologies. Visitors were able to attend free sessions, forming part of a curated

programme of sessions and panel discussions designed to engage and enlighten.

The International Broadcasting Conference Content Everywhere offered a range of
straightforward exhibiting packages which can be tailored to suit the needs of broadcasting. In

addition, the conference gave the delegation an opportunity to engage and build relationships

with attendees involved in this fast-developing market.

The delegates were taken through various exhibition halls; they included the IABM future trends

theatre, the big screens that offered star studded programmes which entailed hearing from

industry experts, the members were also shown the upcoming outdoor broadcasting.

0 The exhibitors at the conference were picked from various backgrounds of the industry based on

their ingenious, creative and futuristic innovations.

The delegation met with key players in the media industry. These included Sony, AVID, Grass

valley and more.

The IBC conference was envisioned around the theme 'shaping the future together". The

conferences focused on the impact of the changes that have occurred in the media, entertainment

and technology scene. The conferences brought together leading personalities to the stage to

dissect such changes.
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The conference attracted over 1,500 delegates and guests from all over the world who heard from
the outstanding speakers, there were fantastic networking opportunities and the delegation were

inspired to embrace the changes in the industry together.

4.0 DELEGATION OBSERVATIONS

The delegation observed that:

l. The use of modern technology has cut down on input costs and increased the revenue

generated by the media houses in the developed countries.

2' There is less use of human capital in most media houses in the developed countries and

this has promoted innovativeness.

3. The technology is moving so fast, for instance the use mobile cameras/robots instead of
physical humans.

5.0 DELEGATION RECOMMENDATIONS

The delegation recommends that;

l. The Kenya Broadcasting Corporation and the Parliamentary Broadcasting Unit participate

in such exhibitions to enhance their rebranding.

2. The Parliamentary Broadcasting Unit be revamped by implementing the Point to point

broadcasting which is real time as this will improve the quality of broadcasting in both the

Houses and the dissemination of the proceedings to the constituencies.

3. The Kenyan media houses use the modern equipment in media and technology, as this will
save on input costs and increase revenues. This can be enhanced by installation of modern

cameras e.g. 360 degree calneras. Frequent benchmarking and visits be undertaken to

expose the media houses to the modern technology which is already applicable in the

developed countries.

)
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MINUTES oF THE 85TH SITTING oF THE DEPARTMENTAL CoMMITTEE oN
COMMTJNICATION, INFORMATION AND INNOVATION HELD IN BOARDROOM

ON 9TH FLOOR HARAMBEE PLAZA. PARLIAMENT BUILDINGS oN TUESDAY

r6'n ocroBER,2ol8 AT l2.oopM

PRESENT

l. Hon. William Kipkemoi, M.P. -Chairperson

2. Hon. George Macharia Kariuki, M.P. -Vice- Chairperson

3. Hon. Annie Wanjiku Kibeh,M.P

4. Hon. MwangazaKawira, M.P

5. Hon. Jonah Mburu, M.P.

6. Hon. Anthony Oluoch, M.P.

7. Hon. Wamuchonrba Gathoni, M.P

8. Hon. Mwambu Mabongah, M.P.

9. Hon. Gertrude Mbeyu Mwanyanje, M.P

10. Hon. (Eng.). Mark Nyarnita, M.P

I l. Hon. John Kiarie Waweru, M.P

12. Hon. Liza Chelule Chepkorir ,M.P

13. Hon. Erastus Nzioka Kivasu, M.P

14. Hon. Marwa Kitayama Maisori, M.P

APOLOGIES

l. Hon. Godfrey Osotsi Atieno, M.P

2. Hon. Joshua Kirnilu Kivinda, M.P.

3. Hon. Maritim Sylvanus,MP

4. Hon. Alfah O. Miruka, M.P

5. Hon. Innocent Momanyi Obiri, M.P

IN-ATTENDANCE

National Assembly Secretariat

l. Ella Kendi Clerk Assistant III

2. Ronald Walala Legal Counsel II

3. Robert Rop Audio Officer

MIN.NO.AI N CIIIZO I8l3 1 5 PRELIMINARIES

The meeting was called to order at ten minutes past twelve o'clock followed with a word of

prayer.
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MIN.NO/NNClIl20r8l3t6: CONFIRMATIONOFTHEMINUTES

I . M inutes of the 5 l't sitting held on Monday 4tl' June at 9.3 0arn were confirrned as true

record of the proceedings having been proposed by Hon.Erastus Kivasu,MP and

seconded by Hon.Marwa Kitayama,MP

2. Minutes of the 52"d sitting held on Monday 4tl'June at 2.30pm were confirmed as true

record of the proceedings having been proposed by Hon.Liza Chelule,MP and

seconded by Hon.Mark Nyamita,MP.

3. Minutes of the 53'd sitting held on 5tl'June at 9.00arn were confirrned as true record of

the proceedings having been proposed by Hon.John Kiarie,MP and seconded by

Hon.Liza Chelule,MP.

4. Minutes of the 54tl'sitting held on l2th June,20 l8 were confirmed as true record on

the proceedings as proposed by Hon.Anthony Oluoch, MP and seconded by

Hon. Erastus Kivasu,MP.

5. Minutes of the 55th sitting held on l4th June,20l8 rvere confirmed as true record of

the proceedings having been proposed by Hon.Gathoni Wamuchomba,MP and

seconded by Hon.Kawira Mwangaza,MP.

6. Minutes of the 56th sitting held on l8tl'June,20l8 rvere confirmed as true record of

the proceedings having been proposed by Hon.John Kiarie,MP and seconded by

Hon.Mark Nyamita,MP

7. Minutes of the 57tl'sitting held on lgtl'June,20l8 were confinned as true record of

the proceedings having been proposed by Hon.Mark Nyarnita,MP and seconded by

Hon.Jonah Mburu,MP.

8. Minutes of the 58tl'sitting held on 22"d June,20l8 were confirmed as true record of

the proceedings having been proposed by Hon.John Kiarie,MP and seconded by

Hon.Gertrude Mbeyu,MP.

9. Minutes of the 59th sitting held on 25tl'June,20l8 were confirrned as true record of

the proceedings having been proposed by Hon.Jonah Mburu,MP and seconded by

Hon.Mark Nyamita,MP.

10. Minutes of the 60th sitting held on 26th June, 2018 were confirmed as true record of

the proceedings having been proposed by Hon.John Kiarie,MP and seconded by

Hon.Liza Chelule,MP.

o
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a ll. Minutes of the 6l't sitting held on 3'd July,20l8 were confirmed as true record of the

proceedings having been proposed by Hon.E,rastus Kivasu,MP and seconded by

Hon. Kawira Mwangaza,MP.

12. Minutes of the 62"d sitting held on 5tl'July,20l8 were confirmed as true record of the

proceedings having been proposed by Hon.E,rastus Kivasu,MP and seconded by

Hon. Kawira Mwangaza,MP.

13. Minutes of the 63'd sitting held on 23'd luly,20l8 were confirmed as tru record of the

proceedings having been proposed by Hon.Kawira Mwangaza,MP and seconded by

Hon.John Kiarie,MP.

14. Minutes of the 63'd sitting held on 23'd July,20l8 were confirmed astrue record of the

proceedings having been proposed by Hon.Kawira Mwangaza,MP and seconded by

Hon.John Kiarie,MP.

15. Minutes of the 64th sitting held on 23'd July,20l8 at 2.30prn were confirmed as true

record of the proceedings having been proposed by Hon.,John Kiarie, MP and

seconded by Hon.Jonah Mburu,MP.

16. Minutes of the 65th sitting held on 24th Juty, 2018 were confirmed as true record of the

proceedings having been proposed by Hon.Mark Nyarnita ,MP and seconded by

Hon.Jonah Mburu, MP.

17. Minutes of the 66tl'sitting held on 26tl'July,20l8 were confinned as true record of the

proceedings having been proposed by Hon.Gertrude Mwanyanje, MP and seconded

by Hon.John Kiarie,MP.

18. Minutes of the 67tl'sitting held on 27tt'July,20l8 were confirmed as true record of the

proceedings having been proposed by Hon.Jonah Mburu,MP and seconded by

Hon. Erastus Kivasu,MP.

19. Minutes of the 68th sitting held on 30thJuly,20l8 were confinned astrue record of the

proceedings having been proposed by Hon.Kawira Mwangaza MP and seconded by

Hon.Gertrude Mwanyanj e, MP.

20. Minutes of the 69'r'sitting held on 3stJuly,20l8 were confirmed astrue record of the

proceedings having been proposed by Hon.Kawira Mwangaza,MP and seconded by

Hon.Liza Chelule,MP.

21. Minutes of the 70tl'sitting held on 2ndAugust,20l8 were confirmed as true record of

the proceedings having been proposed by by I{on.Liza Chelule,MP and seconded by

Hon. Erastus Kivasu,MP.

(,
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22. Minutes of the 7l't sitting held on 6thAugust,20l8 were confirmed as true record of

the proceedings having been proposed by Hon.Kawira Mwangaza,MP and seconded

by Hon.Gertrude Mwanyanje,MP.

23. Minutes of the 72nd sitting held on 7tl'August. 2018 were confirmed as true record of

the proceedings having been proposed by Hon.Anthony Oluoch, MP and seconded by

Hon. John Kiarie,MP.

24. Minutes of the 73'd sitting held on gthAugust,2018 were confirmed as true record of
the proceedings having been proposed by I{on.Gathoni Warnuchomba,MP and

seconded by Hon. Kawira Mrvangaza,MP.

25. Minutes of the 74tl'sitting held on l4thAugust,2Ol8 were confirmed as true record of
the proceedings having been proposed by Hon.Gertrude Mwanyanje, Mp and

seconded by Hon.Erastus Kivasu, MP.

26. Minutes of the 75thsitting held on 23'd August, 2018 were confirmed as true record of

the proceedings having been proposed by Gathoni Wamuchomba, MP and seconded

by Hon. Jonah Mburu, MP.

27. Minutes of the 76tl'sitting hcld on 28tl'August, 2018 were confirmed as true record of

the proceedings having been proposed by Hon.Erastus Kivasu, MP and seconded by

Hon. Kawira Mwangaza, MP.

MIN.NO/NA/CIU2OI8/3I7 ADOPTION OF THB REPORTS ON FOREIGN TRAVEL

The Cormmittee considered the following two reports and adopted them as follows;-

l. Report on World Summit on the Information Society (WSIS) Forum held in Geneva,

Switzerland on l gth to 23'd March, 2018 was adopted having been proposed by

lJon.Anthony Oluoch,MP and seconded by Hon.Kawira Mwangaza.MP

2. Report on lnternational Broadcasting Convention Conference held in RAI

Amstredam, Netherlands on 13tl' to l Ttl' September, 20 I 8 was adopted with the

following amendments having been proposed by Hon.Jonah Mburu,MP and seconded

by Hon.Cathoni Wamuchomba, MP

It was resolved the following observations and recommendations be incorporated in the

report;-

o
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a) There was need for Kenya Broadcasting Corporation (KBC) which is a national

broadcaster, to participate in such conventions to learn best practices and technologies

to enhance their rebranding.

b) Parliamentary Broadcasting Unit (PBU) needs to participate in such forums to learn

and adopt the technologies being used.

c) There is need to revamp Kenyan PBU by adopting technologies that allow real time

broadcasting of House proceedings to improve the quality of broadcasting in both

Houses.

d) The role Parliamentary Broadcasting Unit in some Countries is beyond the coverage

of House proceedings. Each Member of Parliament is allocated an officer from PBU

to cover the activities a Member is involved in at the constituency level and this has

enhanced the link between the legislative and the oversight roles of Members of

Parliament.

MIN.NO/N NCWaOIS/3I8 AI{Y OTHER BUSINESS

l. The meeting was informed that Communications Authority had sent a letter detailing

possible jurisdictions where the Cornmittee can benchmark on dominance in the

telecommunication sector. The Countries proposed were Nigeria, Ghana, South Africa

and Botswana. [t was resolved as follows;

a) Undertake a benchmarking visit to Nigeria, a Country that has enacted sector-

specific competition laws to address dominance in the telecommunication sector.

b) The Communication Authority liaises with the host Country, the Ministry in

charge of Information, Communication and Technology and other relevant

regulatory entities to secure appointments.

c) The benchmarking visit be undertaken between I 8th and 25th November, 2018

d) The delegation will comPrise-

(i) Hon. Erastus Nzioka Kivasu, MP - Leader of the Delegation

(ii) Hon. OsotsiAtieno GodfreY, MP

(iii) Hon. Innocent Momanyi Obiri, MP

(iv) Hon. Sylvanus Maritim, MP

(v) Hon. Mwangaza Kawira, MP

e) The Communications Authority nominates and caters for the expenses of officer/s

to accompany the Members of Parliament for the benchmarking visit to Nigeria.

a)
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2. The Chairperson informed Committee that they had been invited by the Ministry of ICT

to Plenipotentiary Conference held on 29d'October to 16tl'November in Dubai. However,

it rvas noted that due to budget constraint, the Committee will not attend the conference.

3. The Comrnittee was inforrned that the Connected Kenya Annual 2018 Summit will be

held at Bomas of Kenya from 23'd October,20l8 and that the Cabinet Secretary, Ministry

of Information Comrnunication and Technology had invited the Committee.

MIN.NO/NA/CIV2O T 8/3 18 ADJOURNMENT

There being no other business, the meeting rvas adjourned at forty minutes past one o'clock.

SIGNED ........DAT E......L Ip .==tB-
HON.W AM KISANG, MP - CHAIRPERSON
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