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REGISTIIATION OF PERSONS (NA
SYSTEM) RULES, 2020 AND
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o Reference is rnade to the above matter

The I ntcr-Ministerial Coordination Committee on Huduma Narrrba has developed
t\,o statutory instruments namely: Registration of Persons (Nationul Integruted
lcientitt' lltanagentenr S),srent) Rules,2020 and Data Protectiori (Civil Registationt
Regulations, 2020.
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The Cornmittee held a pre-publication meeting rvith the Cornrnittee on Delegated
t,egislation orr l6'h Septernber 2020 and the instrurnerrts were gazetted on l3'i'
Octobcr 2tJ20.

This is theretbre to tbrrvard you the instrunrents t'or processing and its
accornpanying documents namell': Irxplanatoly lvlcr:rorandum; Repoft on Pre-
Publication Consultati.,e nreetirrg u'ith National Assenrirly's Committee on
Deiegated Legislation; A rcport on oral public viervs received during public



J
participation meetings; A Report of Analysis of selected stakeholders; A list of
institutions and people who submitted written memoranda; A list of attendees in
oral public engagements; public participation pictorials; call for Public
participation and its addendum.
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Telegraphic address: "Rais"
Telephone: o2o-222741r
When replying please quote

Ref. OP/PA. l/80/1A

Mr. Michael R. Sialai, CBS
Clerk
The National Assembly
NAIROBI

Dear Mr. SLa)..a.it,

REGISTRATION OF PERSONS

P.O. Box 3oS10- ooloo
NAIROBI

l4tr' October, 2020

>^J lns/**
(NnrloNel rD'ENTrry MANAGEMENT

o

SYSTEM) RULES, 2020 AND DATA PROTECTION (CIVIL
REGTSTRATTON)REGULATrONS,2020 \\bIunu
Reference is made to the above matter.

The Inter-Ministerial coordination committee on Huduma Namba has developed
two statutory instruments namely: Registration of persons (National Integrated
Identity Management systent) Rules, 2020 and Data prorection (civil Registrarion)
Regulations, 2020.

The.cornrnittee hgld_a pre-pubtication meeting with the Committee on Delegated
Legislation on l6'n September 2020 and the instruments were gazefied on- l3,h
October 2020.

This is therefore to forward you the instruments fbr processing and its
accompanying documents ,a.rely: Explanatory Memorandum; Report on pre-
Publication Consultative meeting with National Assembly's committee on
Delegated Legislation; A report on oral public views received during public



participation meetings; A Report of Anafsis of selected stakeholders; A list of
institutions and people who submitted vnitten memoranda; A list of attendees in
oral public engagements; public part[cipation pictorials; call for public
participation and its addendum. I

Yo,rrs ti/t4/oetry)4t,

JA KIBICHO, CBS
T Y OR ITIZEN SER S
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EXPLANATORY MEMORANDUM TO

THE DATA PROTECTION (CIUL REGISTRATION) REGULATIONS'

2020

PART I

Name of the Statutory Instrument: The Data Protectron (Civil Registration) Regulations, 2020

Name of the Perent Act: The Data Protection Act No.24 of 20 I 9

Enected Pursuant to: Sections 7l (l) ofthe Data Protection Act No.24 of20l9

Name of the Ministry: Ministry of ICT, lnnovation and Youth Affairs

Department: State Depanment of ICT and Innovation

Gazetted on:

Tabled on:

PART II
l. Purpose of the Stttutory instrument

The purpose of the Regulations is to unpack the data protection aspects that relate to the civil

registration entities, such as registration of binhs, adoptions, maniages, citizenship and deaths in

the country The entities that process civil data ofpersons are very critical and therefore a need to

prioritise in providing them rvith guidance on how they ought to comply in the processing of

personal dara The regulations obligate the civil registration entittes to compty with the right to

data protection. The Regulations further prescribe the security standards and safeguard that civil

registration entities are expected to comply rvith in their processing activities.

Legislative Context

The Constitution ofKenya provides for the right to privacy under Article 3l rvhich entitles

citizens to not have information relating to their family or private affarrs unnecessarily

required or revealed, or the privacy oftheir communications infringed.

2

2.1



2.2.

2.3

The Data Protection Act No. 24 of 2019 is the principal legislatron regulating the

processtng of personal data, rvhile ensuring that the processing of personal data ofdata

subject is guided by the principles oldara protection.

The Data Protection (Civil Registration) Regulatrons,2020 rvill provide a comprehensive

legat and regutatory framervork for the processing and the protection of personal data

collected by civil registration entities.

PART III

Policy Background

TheMrnistryof [CT, Innovation and Youth established the Taskforce on the development

ofthe policy and regulatory franrervork on Privacy and Data Protection, which successfully

developed the draft Data Protection Policy and Data Protection Bill'2019.

3

3.1

t 3.2. Thereafter, the Cabinet approved the Data Protection Polrcy on l8'h April 2019, with the

National Assembly legislating on the Bill, rvhich rvas assented into larv on 8th November

2019 and come into operation on 25th November 2019

3.3. Subsequently, upon the determination of the Court deciston on the enrollment of cttizens

onto the National Integrated Identiry Management system (NIIMS), that required the

exlstence ofa comprehensive legal and regulatory framervork, the Cabinet Secretary as

empowered under section 7l ofthe Data Protection Act formulated the regulations.

3.4 It is expected that the Regulations rvill provide a comprehensive regulatory framervork that

rvill guide the crvil registration entities in the application of the right to privacy and data

protection as guaranteed under legislation.

4. Consultation outcome



4. l.Pursuant to Article l0 of the Constitution, The M inistry of ICT, Innovation and Youth Affairs

consulted rvith all key stakeholders, who rvere likely to be affected by the proposed regulations

over a period of I4 days. The consultations rvere conducted benveen l7'h February 2020 and

2d March 2020.

4.2.The Mintstry, vide a public notice dated l7n and l8th February,2o20 invited member of the

publrc to submit any representations on the Data Protection (Civil Registration) Regulations,

2020 Subsequently, the Ministry held publrc hearings on the draft Guidelines on 27'h Februarl,

2020 in eight regions as follorvs;

Region Town Venue

Western Region Kakamega Mashariki Hall (RC's Office Compound

Nyanza Region Kisumu Tom Mboya Labour College

Central Region Nyeri CDF Hall, Nyeri Town ConstituencY

Rilt Valley Region Nakuru Water Buck Hotel, Nakuru

Narrobi Region Nairobi KICC

Coast Region Mombasa Kenya School of Government

Eastern Embu Embu Social Hall

Nonh Eastern Carrssa Government Guest House

4.3.The stakeholders acknowledged that the regulations rvilladd on to the existing legal framework

and provide a comprehensive regulatory envrronment for the protection of personal data held

by the civil registratton entities. Concerns rvere raised over the Regulations comprehensiveness

on the rights of the Data Subjects including the nghts of persons wrth incapacities such as

minors and the duties of the civil registration entities torvards the data subjects.

4.4.The Ministry, in collaboratron rvith the Office of the Attomey Ceneral, Kenya Larv Reform

Commission, National Registration Bureau, Civil Registration Services, Communications



Authority of Kenya and the Ministry of Interior & Co-ordination olNattonal Government held

a rvorkshop on 3rd - 7th March 2020 in Machakos to consider the viervs of the public and

incorporate the input into the final draft of the Regulation.

5. Guidance

The Ministry of ICT Innovation and Youth Aflairs rvill sensitize key stakeholders including civil

registration entities, National Government Ministries and Independent Offices on the provisions of

the Regulations to ensure that the Regulations serve the purpose for rvhich they have been made'

6. Impact

6.t The Impact on Fundamental Rights and Freedoms: These Regulations do not limit

fundamental rights and freedoms

6.2 The impact on the Public Sector: These Regulations will aid in providing a

comprehensive regulatory framework on the administration ofthe right to privacy and

data protection Thrs will have a positive impact on the Government relations by

increasing the levels of transparency and good governance, increasing the level of

public trust.

7. Monitoring and review

7.1 The Ministry of ICT Innovation and Youth Affairs shall monitor the implementation

of the Regulation by the civil Registration Entities. This shall be done through annual

repons from the civil registration entities to the office of the Data commissioner.

8. Contact

The contact person at the Ministry of ICT Innovation and Youth Affairs is Mr. Jerome

Ochieng, Principal Secretary, State Department for ICT and Innovations

,
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(a) NIIMS datahase:

(b) Huduma Namba: and

(c) tluduma Card.

5. The NIJMS database_

t" 
il.,1i.Jl,':ffi:T#X*,#Xtij-" resisrer or residenr

^, *:l *r-":..rs the primary source of foundarional data forevery enrolled resident indrvrdual: anrt
(c) shall contain-

(i) foundatronal data specified under section 5 ( I ) of Ihe Acf;

(ii) functional data genersted and linted by anv agencv

iffffi:rr!"*fi: a function requiring the use ;i;;
,hullj 

P*"u-, to secrion 9,A (2) of the Acr, the MIMS dstabasc

(a) enablc use of biometric crndrvrdual: lsta to idsnliry an effolled residcnt

(b) facilitate use of data under the NIIMS database to_(i) assigr the lJuduma Namba;
(ii) is.sue the Huduma card:
(rii) issue a passpon: and
(rv1 suppoa access and tssuanc€ o[ electronically generatedcoptes of identity documents.

NIIMS r!,-r-r

. . . ]. Th" Huduma Namba is

*:ii:;#,;:ffi hl,,LTJl,i' i"HS",.-0, ffiIi,fiilffi
.. - 

8 (l) The Iluduma card shs
Namba and panicui;;;;,,ffi i#X,:L,*liff i;lTl,*U:l*,-"
*",." li]ffi". [31 

of Hudurna card that mav bs issued undlT these

(a) minors' Huduma card
age of six years;

, rssued to a child who has attaired thc

(b) adults lluduma card, rssucd ro
,g" or'.i&rdl"u,i' ' -'w tu a citrzcn who has anaincd Ihc

(c) foreign national.s lluduma card, issued to a foreipsr national;

(d) Refugces' Iluduma card, issued ro a rctuge.
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,) lror thc purptr'" r'l cstahlt''htng pt':]t ']i 'J:Tl'l:':."I:
*"'.-o,-ir','f iit' I'lu'i'umu tu"j ('r rhc lluduma Namha uulhcnrrcatcu

[r"i;H.-;". "';'trtutcs:\uflrorcnr 
prrDI - ., .^ ... --

I I ) An\ ( i()\ cmmcnt. atrcnc\ 
;c,li:il :,ffi:'iil'ffi l''u:',il,'i' ill

rn.lrrrrlual *hull..at thc tito, 'illll,I;"'.rr,,tt"ll..,,t,"r,t rndrrr,.tual
:rulhLTtlcatc thc i(rundatl()nal dulu (r

PAR I [II-I ]NROLMIIN I IN I () NIIMS

I I An adult rcsrdcnt tndtrtdual sl,tlrng lo cnrol rnto thc NIIMS

.hall-
(a) afl&-dr ln pcrxrn bclilrc u ilc''lgnatL'(l rcgl\Lratlon o[hccr

tbt pror t'lc puntcular' r1'-c'l'''i rrnrlcr YJcfxrn 5 tl) ol thc Act

i'r trllrng In thc datir "'p*t 
f "* llN I rt't out In lhc

sihcdule ' and

(c) a\all ant ()thcr docume'ntaD pt(x'l'as ma\ bc rcqutrcd

,2 .) A chrrd mar l"-"Xi;lll ]UIS"JJI\: i'r:l[,I"]:
bclinc u dcstg,nated rggl\tratlon (

guardt an

t I I r',rr t hc pu rpo'c' .'1, 
$r1if i" :ril.::;' il,.]i,,". ltlilll "l

,ruu-dtitn t'[ a chrld shall cu'r'lhc '

;egr.tratr(tn ()lliccr utd shall-

lr) nrc'*'nl Jocumcnl' ln suPpon t)l lhc tlgc and ctttzenshtP ol

ihc chrld ' cnJ

( h ) c.n*nr r,,,1",lt'l-1,,'l'* 
|..',-'".';'l:l::'." 

t"rl'::]fl;.]'
emtxrs\lng u thumh f\nr
[orm

(3) A chrld shall he cnrolled rnto thc NIIMS tmmcdrateh aftcr

lhc rcBl\uatl()n ol a hlnh

l1 {l) fhe l)nncrpul :idcrctan :,hall' uJxrn cramtntng |hc

rnlormatrtrn Prrrrrrlcd br thc upphcant -
(a) a:''itgn a I luduma Numba to thc tndrvrdual \r llhln thlrt\ da\ \

oI uPPltcattt'n unrl

ttl not j thc rndtrtdual o[thc suoocssill cnrolmcnt

t])whcr'" un apprtcarton |or cl':f(til]\i::.llf HI"I"ltdJcl
Sccrctcn rhull rrtthtn scvcrt d

":;;;;,*; "trtrng 
to the applicant cnd prorrdc-

(a) lhc n:a\ons lor ''uch dettston' and

(b) nght o[ rc\ Ic\l ar arlablc to thc alphcant

lJ t I I lhc I lurlumu curr'l 'hull r'L r:sucd trr an 
'tndrvrdual 

uho

h.ls rLLLn x:'srlmeJ a Ilurluma N"^#"rti';ih';' dur' from thc du(c ('l'

\uch asslSnmcnt

(2)l)csPrtc paragraph ( l)' a chrld rs onh clrgrhlc to hc rsrucd $tth

u I luduma card uPrtn-



Kenvs Subsidiun I2gislotion. 2O2O 2091

- (3)'llc inrrial issue of rhecharge. Iluduma card b a citizeD is free of

(4)An indrudual whose l
lTr:t.:i,,h ill;;d];; ;,$,i[;:il J;lT:;:il #il];r(rs. as may bc specified by the Cahinet Secretary in ,i",C-*iri, 

.",
(5)A replacemenl envisaoerl, under-parsgaph (4) shall bc issucdwrthm fourteen davs from th'e

paragaph (4). dste ol aPPlicalion s;r:cified under

15. tt) An cnrollctl rcsit
parrrcutars under NIIMS o, ,r,,r,'i:t^ Tlll]o'l , ", updare rheir

3, j:il,ts ;, ;; ;ffi ;.",. l"iHTf, ff ?:ff 
,ff 

^1.!, 
H"lL 

.,Tifl;

, -,._12] 
U*i tl.e qccipr of a norificarion of change of parricularsuncer paragraph ( | ). the designatc(inrormarroripiovidJ;il"ffi.".,ifi i[s"::lf,[T,#llffi?*.

. (3)The parriculars ot.a child

ll;llr;l;li*i":';,t*$,"#_T:,;i#f1ffi-$1il:'l"Ts.*lfl

**,.# l#ff*:,T:ffiilrii:xil:lsiln illf s* o,,*

o*,.,.1"r1H1* 
rhe apphcanr rn wriring. scrting our reasons for rhc

(b)inform the applicant ofthe right ofreview or ap,peal.

. 16 Any govcrnment entltv

mru,tl;#lffi 
"t:;'#' #,#,':' T".'ff H:ir ;i T;

- 17. The provisions of the I)a
to the pror:cssing oi';#,;i il,'fi.a'Jfi:l':?H",i#,;usharr apprv

. 18. A govemmenl arencv tl

mmUlifi lli l,*#,,, .,#,"". il""J 
*I*",',XiI"#.n"j

(a)

(b)

attslnng the age of six vears; and

.rfrd:,lr*, *: rcquired hiometric dara and othcr particularsspecrlred undcr rule I 5

", llllfffrfir"rsonar dara m rheir possession with NrrMS

(b) tr_ansmil. acccss or relneve foudational data necessan.forproper dischargc of thc agency.s lunclrons

20t9
No 24 0f 2ol9
NIIMS l.int'sc
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MANA(iliMl:N l SYSIiM ) Rtll'ljs 2020

)

3

CI IANG IiOFPARl ICI,II, ARS I]()RM

,lqv"

Fill as aPProJniatc

slic'lloN l: Dl-: I AU.S OF RLCORI) ()WNI:R

F ull Namc

(l"irst:i'ome)

Biflh CertilicBtd Notification No

Idcnti$ Card/ I'as+x)rt No

Postal Addrcss

Mobilc No.

llmail addrcss

,lfidovirs or <>tlrcr documentart evidence t;rs opplicable in suppoi oJ the request uay

be oltoche.l. .-Adit infirmta on os on
'ir",'i"'ii, providetl fot in this l'orrn B ino'lequate' submit inlon'

.,trr"rrr" ,,, tii' F"nt arul sign ea'h Poge'

ll'here a person orher than'n" a'u[ 'i'io"' 
nrokts a request lt'r 

'rectifcotion' 
the

penon making tlv request nust L ;:h 
''i'"1"1 

"'n"'"t 'o 
ocr on hehal[ ol the data

On receipt of a duh'llled [orn' lxtu *ill receire a res1onse *ilhin three vorking

4

()ther Name) (F'ather's (sumame or last Name)



Kenyq Subsidian l,egislation , 2(nO

SEC'llON 2: pERSON INITIATING TIIIS R.ti QUEST
l'ull Name

(l'irst Name)

Identity Card/ psssport No

(Other Nane) (Fathe r's (surname or last) Name)

Mobile No.

Iimail address

SECTION .3: pROpOSED CltANcE (S)

SECTION 4: DECI-ARA TION

Signature
Date

DOCUTdENT CHECKLIST;

I have provided:

(a) A duly conpleted requesl form.

209s

Pleasc notc that any sltemDt tmisreprescntarion'm";k;'iil;;:rf:T. access lo trrsonal information through

I conlirm Ihar I bave read and un.*Ttmd.lhe rerms of tirs rcquest form 8ndccntfu that thc information grven in tfirs appltcstion is Eue

ln/oraat

mobile r,

nonal cut7e lently ben
le e nome fesI ide ial J atu, aad

be e I addreJ.t

The propoted
change

Reason /or the
proposed
changeI

2

3

4

5

6

7
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(h) Attached tltrument(s)' t'rcludt"g pru{ d onlhonzalrun (tf

aPPlrcable)

lcl Srgned and tlaled lhe requesl lorm

FRED MATIANG'I'
Cabntet Secrelary' Mt' slry of h'Prrc'r

and io-ortlnaltttn ol Nalronol Goven'me"l'

L,r (, \l N()llcl N() 196

lllll DA lA PR() I IrC ll()N ACl ' 2019

lito 2J of 2019)

llllr t)A'l n PRO I llcl ION (ClVlt' Rll(;lS IRA I ION) Rll(illt'A I IoNS' 2020

n RRAN(ihMl'-Nl ()F Rll(il JLA I loNs

Regulotron

PAR I I -PRI 
I,IMINARY

l-Cltatl()n

2-lntcrprctatlon

3-ScoPc of thc Rcgulatton'

I'AR I II-I)AIA PRo I IiCl'IoN I'RINCIPI'IiS

4-l,al'r lul prtrcrcsstng of Jrerstnral da(a

i-Pnt ac\ ln Procc\\lng of fErronal data

6-C()ntunt

7-MannrT Qf gl\ lng cons.-nt

ta-Colloctl(',n ol f)crsonal data

9-l,lmltatlon In prtrcesstng of p'crsonal data

PnR I lll-RlGIl lS oF n i)A IA SIIBJITC I

l0- noccss t() Pcr\()nal dala

I l-Rcctttlcatton oI pcrsonal data

l2-Ob-lcctron to Proccs\lng oI P.rY)nal data

I3-l)rta F rtabllr$ rcqucst

I.l-li crctsc oI tiata suhlrr;t nghts br olhcr\

l5- Pcrronal data rclatrng to a chlld

PAR I IV-()I}I,I(iA I ION oI' I I Iti CIVII' RI-'GIS IRN 'I I()N I'-N II'TIIiS

l(--l)un to notrh
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I 7-Retention of personsl data.

I 8- Notification of breeh of pcrsonsl d8ta.
lg-Data prolection impsct assessment.

2G- Reponsibilities of a Data protection OIIicer.
2 I 

-Sharing of personal data.

22-Automated individual d€cision-making.
23-lntanal complaints handling procedure.

PART V_SECLTRITY SA.FEGUARDS
24-Data protection by dcsign or default.
2s-Security ssfegusrds of pcrsonal data.
26-D8tabase security .

27-Monitoring by the DEta Comnrssioner.
28-Data s€curity procedule.

29-Database systerns and ri* assessrnent
30-Physical protection and securc zurmundmgs.
3 l-Dat8 s€cudty in mlDpowcr management.
32-Access permission managemeat.

3 3-Monitoring 8nd documendng access.

3,+-Docunetrtstion of security incidcnts.
3t-Network secu-ity.

36- Periodical audits.

37-Data backup and resqstioD.
38-Transfer ofpersonal data outside Keny8.

PART YI-GENERAI- PROYISIONS
3g-Repons to the Dats Commissioner.

4o-Oulsourcing.

SCHEDULE-.FORMS

2097
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'ltllr l)A'l A PIt()'t lic I loN AC I' 2ol9

lNo 2J oI2ltl9)

lN I rXliR( llrli ('l thc Po\\crs c()nli'rrcrl br *\jtton 7 l' ol thc Duta

rt*Ll,l,i''n.,.' :" r 
q','i.., 

-t-{lL.",1,, }:'i:i. lil, Jl';:L::'iil"
(:ommunlcutlon. IL!hn()l()$ lnntrv

lblkrurng Rcgulatron'-

II ltt DA I A PRO I l C llON (Clvll RLGIS IRA'IIoN)
RIi(il)l'A IIONS' 2020

I'ART I-PREI-IMINARY

I thcvc Rcgulatron:' ma\ bc cltcd a' thc Datu Ptt'1st11eq lCtvtl

Rcgr''tratton) Rcgulatrons' 2()20

2 In thesc Regulatron\' unlc\s lhc conte\l olhcnt lsc rcqulre'-

--Act mcan' thc I)ata ProlLltron Ac( 2()19

''culhonTcd ()l'[lcl.'r nrcans.an rrfliccr ol thc ctrtl rcgt'lratton

*"n ;;;;"i.' ;iPtt"l' p"t"t.''''l hr thc crrrl rcgrslralnrn cntrt\ kr

,"""'. ii"'r.t-'tf t"'g'slratro; LntttY's dstabaeu and datBbasc s\ stem'

-'chrld' ha'' thc meanrn8 asstgncd to lt under the Chtldren Act'

2(X) I .

c,r,r rcg,.rra..n' .:r rT.:,Jliil'il';t#llil.illllil'x',1,
anrl untrcrsal rccordlng t'l th(' (r;c

c\Lnls l(r lhc p(tPulutx'n lncludln! rcBlstt ll()n 
'r)l 

hlrth\' ildoftlon'

;Hl*"';;;';ii ^ pr.,"Jc'l unJer thc c\rrtrns la$ ''
''ctrtl rcgt'tratton cnllt\. mcans a puhlrc agcncr rcsJxrnsthlc lirr

,a*,nti*,ng i;*'' *Jcr rcgulutton J' und rncludcr-

(a) thc Natronal Rcgtstratton llurcau'

(b) thc Clvll Rcglstratl(D Scr\lcc'

(c) the Rcgl\trar o[ Mamagcs'

(d) thc IL'J'ortmLnt o[ ImmlSratr()n'

(c) thc Rcgr\trar rc'Jnnrrhlc lbr Chrldrcn At'larr'

(D thc l)!'poamcnt of Rcligec Aftarrs- and

Io\ lhc l)nnclpal SL-crctarJ rc\Pon\lhlc lirr thc Nutronal

rnt.gr'ri".r'i.l-"ntiti Minagcmcnt s\ :tcm dalaha:'c

"databavc ' rnclude\ Jtljr$nal data \k)rql b\ thc clvll rogrslratlon

cntlN .

databass s\ stcm mcans a ro[t$ arc *cn rng the databa*c

--dalaconl'ollei'mcansthePnnclPalSocrclanlbrthetrmcbctng

rcsP()n\lblc lbr ol\ ll rcglstra(l()n'

"l)ota C()mml\\loncr" ha' thc mconlng ns\lgncd to lt undcl thc

\o:-.lof:ole



Kenya Subsidian Izgislttion, 2020

_- ,3,fh:* Rcgulatons shall appty lo a crvil registratron cntrrvrnvolvcd in the pro€ssing of persrmat dala relating Io_
(a) registration of births:

@) regi stration ofadoptions;
(c) registration of persons;

(d) issuance of passpon;

(e) re6listration of marriages;

(f) registration of desths, or
(g) issuance ofany documsnt of identity.

PART II-DATA PROTECTION PRINCIPLES

_.._.. 
n. J\ processing of personal data is lawful. if undertalen

[fg, ,o ,r. o", and in accordancc to tt 
" 

p.oui.ioni'ur il.*iJfiLirg

(a) the Rcgistr8tion of persons Act:
(b) the Biahs and Desths Registration Act:
(c) the Kenya Citizenship and Immitmtion Acr;
(d) rhe Mariagc Act;
(e) the Children Act;

(f) the Refugce Acr; or
(g) any othcr law relating to the issuance of identity docunsnt.

*"urln 
civil registration entity shall take all practica.l measures to

(a) access to the dda in its system js only bv authorized officers;
(b) the database svstem hrs.adequate technical and proceduralsaleguards for proccssing personsl data:

(c) the dala suhiect is orovided. with &e necessary informationrclstlng to lhe proc€ssing theiipervrnat Oata;

(d) the Frrsonal data being process€d is verifiedt and
(e) compliance ro the code ot

f:f :*:*;,.dfi.:r',ffi $:+*f '",',ilBil"t$';il1,11,?;

^..r,^.u- ",1, 
A civil retls:tration entiry shsll scek consent frorn 8 data

::it:I..jr*.*ing of pcrsonal dara al rhe rime rhe personal data is

- .(2) A civil rcgrstration entrt!
cara, rnlorm thedata subJecl. -'shall' befqe processing personal

(a) thc type of psrsonsl data to be processed:

2W

LlvtuJ pra.+nrB of

I C.p 107

(\p 149

No l2 of lot I

No 4 of 20t4

No E of 2ool

No Il of :m6



2loo Kenvu Subsulrur't bT$ldno 2020

(b) thc magnltudc ()f p'grsonal data t() tr proc,:rsr:d'

(c) thc rcas()[s f()r thc P(]cci\mg thc rcqutrcd pcrvrnal data' und

(d) whethcr thc Pr'{tnal data pnrces'r-d rhall bc sharcd *rth

thrrd partrcs

(3) A orlrl rcglstrallon cntlt\ shall obtaln consent from thc data

.ublett *htlc cn''unng that-

(a) thc data \ublcct ls lnlormcd ln a lan8uagc thc\ undcr'tand

(b) thc data \ublcct voluntofllv Slvc\ conscnt-

(c) conY-nt ts sF;ctllc' and

(d) the data sublect has aaPacltv trl undcrstand and communlcale

thclr convlnt

(4) A clYll rcglstrall()n cntltv shall obtatn thc cons{rnt ln Phy'lcal

or clLltronlc lorm

7 tr) consenr :'harr trt' g,'r:n 
:lt:lii"l[*:1,:l]':i:1"11;

rnclur.lc a handwntte'n \lgnuturc'

"i".rr,,nt" 
a".t,u* t(t \l8nll! ugrL'r'mcnt

( 2 ) n c,\,r rus,srro,,on .nu,v \ifl, 
Jji:llt[T:,]5'":.ol,ii.-'.:ll.:i

hds sl\ L'n con'*-'tlt on thc hasl' thal

il]i,Ji;ili" p"r*'rnal 'lata 
tn ir Partrcular mcnncr

l3) Cons€nt 5hall not be rmphed' uhcrc the rntcntx)n "f tT lY
'rb,"J,',.',i-,i;i;;.,;" 'o'itto" '" '""in"i'i"-o"ut't 

as to thc rrrcnrr()n of

thc dal,a',ub1oct

14r suhlcct to s'.tlron :12 l2) aDd tllt tr[ thc Acl thc dula \uh]ccl

'^', ['' :";:;::i' ,.,1: thc rmpltcarron* of pror t'Jtng tr rthh('ldrn!' ('r

*r${.frr-"tn* "unt*l 
h\ thc cl\ll rcgtslratlon cnlll)

8 (l) A cl\ll reSlstratlon enttt\ shall hare rcgard to thc f'ollot'llng

durlnB thc data collcctlon-

(a) collcor perwrnal datu $htch lt ls pcrmrttod to c'ollect br thc

dBta \uhlocl'

(b) undLnalc strTs lo cn:'uro thc qualrtv ol personal data' und

(c) undLTtalc procc:'s'cs to sucurr; personal data

t2t Whcrc d cl!ll rcgl\tratlon !$llt\ lntcods ttr u'c pcrsrrnal'dotit

liir ir nc$ Puryx)*' tt *t'"tt "n"'ij'tiui 
ih" n"'" putpt'*' ts c.mpatthl"

$lth thc lnltral PurPoYc

I :l ) Whcrc thc nert purp"sc rr n(!t c()mpatlhlc u rrh th'^ rnrllal

nr*,,Ii] ,tf ii,:', *g''i"ttl'n "nt'n 
shall sq-L lic\h c.ns!'nt lr('m thc

dala \ub-lect

{.1) Suhtcct t(t soclron'12 (l) and tlt o[ thc net' lhc data \uhjccl

.hrll,-:' ;i:;ilj',.,t: ih" "npl'"ot"'n'',l 
prtrr rd-tng " ithh"lu:li. ::

Illilil";;;,;;*"t li)r thc nc\r Purrx!\c hr thc ctrtl rcgr\trutr('n

cntltv

)
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i'ilT*ril*;:, l.";*rj,;ff ,g;:1,J 
l?

2tot9 (l) A dara
restricl lhe proc€ssin
the Acl

a

*,.,f,1 f,"TH::i;::ti":ed under paralsaph (r) shar be in Form r

(3) A civrl registratior
c'nvrsaged under parrgrrpl, i2l:tiry 

shall uJr,on receiving thc request

(a) consider tlc restriclion requesl;
(b) rcspond in wnurg

o,_ *" ou,".,i#,',Jff ,i:,:":[?ni:jf#f urteen dsys

(c) indicatc on its wsr,
rr^ u*, .*r"r*]'ern that the processing of prsonar data

(d) notifi, any relevanr t
-"r, rot ,"tlor rlrlTl"p#nwhrerelrrsonal data subjecr to

(4) Where a civil reeisrr

fr::il It txilii;t"#"ff #,,r-" li?jffi $;{}ii" :tt,;

g,"ffi!,11,1:,i$;jtr,:?#,,iff ,#'.,[ffij,s#;"8::l,rr*:
PART III-RIGIITS OT'A DATA SUBJECT

*_#oJ,?,10.#"r,:|lffi ;r,fl]f;$" " *r,*-. 
""*qss 

rheir Acca!,op.,!o.,

(2) A civil registrstion eirtity shall _
(a) on requesl. provide accr

art, i' ir" po*' ollJr:;T 
t t data subject to their personal

(b) pur in place elecuunic o*hj*i' ;;-","iJ;:; S##[il*"'isms b enabre data

ff;Tl;"*Hi#Hr:,g il:ffi **ttt','fi ,iil i: Hff ffi '
* .,f ,,1 iffi , 

:",'Jfl f ;ti:ffi 1{sased.nder 
parae,aph 

1 I I shal

ilffi [+JIfi3'i*'*U',r$::l::i"[i#ffJii"'?1,*:11,ff

*" ",#',*,1i,il'I#HilTfflil :rude sulncient rietair ro enabre

(a) the data subject maling the rcque.{:
(b) the F:rsonsl data requelsledi
(c) thc recrificstioo requcslal b_v the dala subject;
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(a) a birth ccrtificate;

O)an adoPtion cefl ificstc;

(c)a court Order; or

(d)an)- othcr rclevant document

li tl) Whcn processlng pr-rsr'rnal data of a child' thc cisil

rcgisr;i.,n "ntity 
shall cnsure thal-

'""'"';; 
";;*;t 

ts given bv thc child's parort or guardian;

{b)oroccssingisrlrrnclawfullvandsafeguardsthctrcstintercst
.rf thc child:

(c) where requircd' thot the child is prcseflt;

(d) th€ lnformatlon uscful to warrant thc rcctification; and

il, *" ,"tn'""tt.ln for rectification of the Frsonal data'

**,ll,l*iU,T 
..i:**:h::r# HIr]rL-:r;#:::

' * 
,n, n civl rceistration. cn':P- **J,:Illqnl|{l"it:,1""',1

;:liTf ll ::H:[],["lH?#iJtii*i p]'*a"""*n s thcrcto

--fi*ltt*-t#*-,lsir*.+i**ffi 
r-l-

""'" 
,;; " 

casc of all "11l*",I"n:ili3,0'J;"il T:ir.i'il'':$'
;::'lJ: ilI'$lil,u"l'i!"," t".,o*''"n u', 0""

--i**+tHt*}I,$#*tfttliil::"'rT:'ti:

*,-[*i.Hffi 
',$]'#,t*grn"*y'*'["ffiffi

'"*'T.*:?T'j".1.:.,..fl1'IJJ-:iJ'i.*:L-Ir".*fr 
Hi'*l:

::*gL*il",I;"*illlil:'il
:1,"t'f;:|"'iJi'i;"ffi 'nt""'t' 

ur th" d"ru "hi'"t'

il**[*.**i,*ffi $"t'--':*-:*
I1\ Wherc t}le nght is being cxcrciscd on behall of a mtnol

p"*"ll i-tt"itl"e'thainght mav produce -

-l

,

,|
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(d) unauthorized access to personal data relating to a child ls
prohibitcd;

(e) it hs:, desiSn systems and processes thst safeguard the hcst

interest of the child: and

(f) thc risks and conscquerrces of the pro'cessing arc r&ntified'

and appro;rrate safeguards are put in place

PAR'T IV-oBLICATION OI' TI1E CIVII. REGISTRATION
tiN'l I I Y

16. (l) The informatton given by thc civil rcgrstration cntitY

pursuant ; section 29 of ths Act shall tr simplc, clcar and in an

understandable language.

(2) In giving thc inlormalion cnvisagul undsr Paragraph (l )' a

" ciril r"li"rrtion entity may urie physical or elecronic formats' vsrbal

mcans or 8nY othsr technoloSry.

17. (l) A civil registration entitl- strall retain processed. perrcnal

aara in perpetuitv and in accordancc with thc enabling writtcn laws.

(2) Where a civil registration cntity Proccsses Pqsonal data for a

,rrecihc rcason and dtrs not require rctentton of the Pcrs()nal d8ta in

f"rp"trity, Personal dala shatl be deleted, anonvmised or

pseudony mi sed.

(3) A civil registralion entitv shdt lbrmulale sdministrative

-""t *i*" ttt"t a".";U" thc cateSories of personal data that shall be

deleted, crased, anonymised or pscudonymised'

18. ( l) Pursuant to s€Qtion 43 of thc Act' a civil reSistration entitY

shatt in wriiing notify the Data Commisioner 8nd Gommunicate to lhe

riata subjcct ofbreach to Perional data

(2) Where a data subjcct suspccts th-at their Pc'sonal dals has

b*n bieached, thc data subject maY. wilhin founcen daYs from the date

.ri .;;; ;t*ro", notify the rcspectivc civil regltstration entrty and lhe

Data Com;issioncr of such Jrervrnal data breach in writinS'

(3) I'hc provisions of rcgulation 23 shall apply to this regulation

with necessary modiltcations.

19. (l) Wherc a data Protcction imPact asscssmenl may be

rcouincd in accordance with scrtion 3l of thc Act' a clvrl registralion

;;iil;;ii 
"onJu"t 

ti,. data protection impsct assessmLnt guided by

Form I set out in th,L' Second Schedulc'

(2) Tlre data impact assessmcnt refprt prspared pursuant to

.ru."-urt flt shall, with rhc approval of the l)ata Commissioncr' he

put ti.t,xt in ttrc manner dctcrminerl bv the Data ( ommlssioner'

20. ( I ) Subject to scction 24 (7) of the Act, the responsibilitics of

the Data Protection Officcr includes to-
(a) monitor and eva.luatc the cfTiciencv o[ the data svstems ln the

organization, and
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(b) Lecp \rn(cn rccords of thc processrng actlvttlc\ of thc crr,tl
rcgtstral()n cTIttl]

(2) I hc r"*cords sp!'crllql undcr paragraph ( I ) (b) shall he rn
\tntrng or cloctronrc Iirrm and ,hall rnclude thc folkrurng
r n lirrm al ron

(a) tho namc and contact dstalls oflhe ctvtl regrstralr()n cntltv.
(b) thc purJx)s. lbr pr(x}cs.\lng thc dala.

(c) a descnpl()n of thc catcgono., of tho dato suhlcot\ and ol.thc
calcgoncs ol' the pcrsonal dala.

(d) thc calcgoncs of rcclplcnls t() $hom l^-r\onal data havc or
shull h: drrclosed to, tncludrng t() th(hc outsldc Kcnya.

(e) an\ tr-an\lLTs of ptrwrnal data outsrdc Kcnr a tnclurJrng the
ldcnttflcatlon of thc thrrd peut\ or an organL/all()n oul:,tdc
Kcn] a to whrch thc data ls to bc tranrfcrrJ.

(l) a dcscnptron of the lochnlcal and sr_'cunt\ mca\urcs that ha\c
bcen ulthzcd to allc! latc data-r.-'lated n\L\

(g) number ol' \talr tatncd on lhc data pR)toc(!on. and

(h) data protcctlon lmpact as-ses\mant undcrtalL,n. lf arv

2l ( I ) Sub-)ccl to s,cctlon 25 of thc Act, u ctttl rc{tstralton cnlltv
mar ma|c p(T\onal dala collor;tcd b\ rt. ararlahlc to a puhlto agencr.
uB)n rcquc\t

, ,.,(2) A rcquL'st li)r personal data cnvrsagerJ under parugraph 0)
shall be-

(a) msde b\ an authon/cd ollicer of thc requc\tlng puhho
Igcnoy.

(b) ln wnllng, spr'r -\ tng-
(r) the purposc li)r rlhrch FLrM)nal dato rs rcqurred.

(l) lhe duratton fi)r uhrch pcrwrnal data rhall r-L Lcpt. and

(lll)prool'of the safcguards put ln placc to seturc perxrnal
data from unlau lul drsclosurc

(3) Pcrsonal data collccrr\l hr a pubhc agLncr. puhuant to lhr\
rogulatron \hall-

(a) r-L adequatc. rclevanl. and ltmttgd to $hat ts ne,ccssan tn
rclatl()n lo thc puryrsrs lbr *hrch tt t:\ re(luc$ql. and

(b) not tle pnrco.,sgJ ln a manncr $at ls tncompatrblc wtth thc
purp<lse lirr whrch tt $ as rcqucstcd

. ?2 (l) A crrrl rcgrstratton cTltlt\ makmg automatcd dect\tonsrhull-
(a) tnli)rm thc data sub;crct uhcl cngagrng !n lhc au(omaled

pr()ccs\lng.
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fti) provide meaningful information atnut thc logic irvolved,

(c) cxplain thc significancc and envisaged consequences of the
proccssing;

(d) ensure the prcvention of errors, bias and discrimination:

(e) use appropriate mathcmstical or slatisticel pnxodurcs;

(l) put appropriate tcchnical and organizational measures in
place, so thst il can corroct inaccuracies and minimiz-e thc
risk of errors:

(g) secure personal data in a way Ihat is proportionate to the risk
to the intercsls and rights of th(j data subject, and that
prevents discriminatory cffccts: and

(h) onsuc that dats subjects can-
(i) obtain human intervsrtion, 8nd

(ii) express thsir point of view.

23. (l) Whcre a data subject is aggricved by the processing of
their perxrnal d8ta, thc d8t8 subject may lodge a complaint with the
civil registration cntty.

(2) A complaint mele under paragraph (l ) may be made orally or
in writing.

(3) A civil regisration cntity shall reduc€ 8n oral mmplaint into
writing and shall be executql by thc complainant.

(4) A complaint tv I dats subjcct may provid!-
(a) the full name of the data subject lodging the complaint;

(b) contact details of lhc dats suhject;

(c) d€tails of the complainl:

(d) period over which thc suspccted wrongdoing occurred; or

(€) documcntar), evidence in supr,orl of the complaint wh€re
available.

(5)'Ihe civil regislration entity shall invcstigate thc complaint
ard notify the data subject of the investigation outcome in writing
within seven days from the datc of completion of the investigation and
any action taken where &e c.<rmplaint has bo'cn uphcld.

(6) The civil registration entit_v shall inform the data subject of
the right to appeal to thc Data Commissioncr, where the data subject is
dissatisfied with the decision of the civil repslration entitv.

PART V-SIJCI-,RITY SAIE(iT'ARI)S

24. (l) A civil registration cntit) shall cmtxd data privacv
features directly into the desi€m of lhc database 10 ensure protection of
personal data.

2105
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(2) A oivil rcgistration entity's operational and technical systcrns

shall incorpnrate-

(a) data protcction pnnciPlcs;

(h) cnforceabilitl mcr,hanisms of the data subject s riShts;

(c) risk management mechanisms for dsta protcction and for
information security,

(d) cytrr sccuritv mea$ues;

(e) acless socurit],

(f) physical li.rcurity; and

(8 ) dc-identifi cation measursr

(3) A civil rcgistrstion entity shall take ressonahle stL?s tG-
(a) protect prsonal data it holds from misusr:, interferenc€ and

loss, and unauthorizcd accc:is, mrxlfication or disclosure:
and

O) protect pc$onal data at all stagcs of the tErsonal data

lifcrcyclc.

25. A civil regislration cntit) shall put in Placc sccurit-v

sal'eguards lo ensure that personal data held by them is ac'cesscd by

authorized persons which include-

(0) tcchnical safeguards for encryption of pervrnal data 8t rL'st or
in transit:

(b) personnel saleguards throuSh thc vetting of personnel

involvul in the processing of prvlnal data: and

(c) procedural safeguards which may inclu& restricted access

iontrol to data Ccntre or systcm holding or carrying perxrnal

data.

26. A civil registration cntity shatl implsmcnt rcstricti<m of
unauthorizcd acc€ss, configuralion to Prevcnt dislributed denial of
lrervicc attsck or user overload and conlinuous database backup to
cnhanc€ database li.rcuritY.

27. lhc Data Commissioner may on a periodic basis conduct

monitoring and qvaluation of sccurity safeguards employed by a civil
rcgistration entity.

28. (l) A civil registration entit-v shall lbrmulste a written dats

security pmcedurc for its entity.

(2)'ltc proccdwe sgrecihul under paragraph (l) shall be binding
upon the authorDed officcr and shall include-

(a) instructions concerning physical protection of thc database

sitcs and their sunoundings:

(b) access authorizations to the dstabasc and database systerns'

(c) dcscription of the mcans intend(d to Protecl the database

systems and thr: mannrr of thcir operadon for this purpose;
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(d) instructions to authorized officer of thc databaso and
databsse svstems regarding the protection of data stored in
the databa-se:

(e) thc risks to which the data in thc database is exposrJ in the
course of the civil registration entity's ongoing activities;

(l) the manncr of dealing with information security incidcnts,
according to the severity of the incidsnt;

(g) instructions conc.erning thc management and usage of
portahle dcvices;

(h) instructions with res?cct lo conducting peri(dical audits to
cnsuro tlat appropriate security measures, in accordance
with the Prcedure and lhese Regulations exist: and

(i) instructions regarding backup of prsonal the deta.

(3) The civil registration ontity shall, on an annual basis, assess
the need to update the security pr<xedure.

(4) I)e+ite paragraph (3), lhe civil registrstion entity shall assess
whether thc security procedure rcquircs to be uglated in the following
instances-

(a) matenal mcrlifications in the database syslsms; or

(b) ncw trn:hnobgical risks relating to thc database s)-stems are
known

(5) A civil registration cntity that controls several databases mav
develop a data sccuntv proccdun: in accordance wrti thcse Rcgulatron.s
in a single document that conc€ms all databases it controls.

29 (l) A civil regislration entity shall maintain an up-to-date
document of lhc database structure, and an uplo-date invenlon of the
databss€ sydems, including-

(a) infrastructurc and hardware systems, t,yFEs of
communication and data security comfxrnenls:

(b) the soflware systems uscd to operate, administer and
maintain th€ databssr:, to support, mmilor and scrcure its
activity:

(c) software and interfaces used for communication to and from
thc databasc systems;

(d) a dia8Sam of the nctwork in which the database is operating,
including a description of the conncctions betwcen the
different s_vstem comlrunsnts and the phvsical location of
comp0nents; and

(e) thc dates in which the documrnt and the invcntorv were last
updated.

(2) The up-to-date database structure document and inventory
shall bc securcd in such a manner that onlv authorizrd uwrs who
rcqulrc them for lhc performatrcc of thcrr role shall he provideJ accuis.

2ttl
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(3) Thc civil regislration cntity shall be rcsponsible to c{)nduct a

dats scrurity risk assessrncnt-

(4)'t'hc civil regislmtion cntity shall consider-

(a) thc findings of the risk aslicssment provided: and

(b) the need to uFiate thc datab&se definitims documcnt or thc

data s&urity procedure a-s a result, and act to ami'nd the

shortcomings iound in thc course of the assessmcnt' if an]'

(5) The risk asqissrnent spccified under parapgaph 4 (a) shall

carried out on a trriodical ba-sis.

(6)'the civil registration cntity is rcsponsible to conduct' at least

onae evcry ciShtecn months, access tests to the databasc systcms in

ordcr to te$ th;ir lulnerability to c\ternsl 8nd intemsl thrcats'

(7) Thc civil registration entity shall considor the rcsults of the

access lcsts and ame'Ild thc fauls foud, if any

30. (l) A civil registration cntity shall cnsure that the datsbss€

and database systems 8re mainlsined in a s:curc place' prcventing

unauthorized acce*s, and which is suitable lo lhe mture of the d8tab&se

activity snd the sensitivity of information thercin

(2) A civil rpgistrstion cntity shall take measures to monitor and

documcnt thc cntry to 8nd 91(it t'rom sites in which thc database or

database systcms are krcatert, including the sctting and rernoving of
equipment in and from the databasc systems.

31. (l) A cilil rcgistration entitv shall not [rsnl acces's to

rnformalton stored in thc dstabasc and shall not changc the scopc ol

authorization granted, unless the civil rcgistration entity-has undcrtsk!11

rcasonable measures, to licrccn and placc authorized officers' to ensure

that the unauthorized uscr is not lranted acccss to thc persons'l data

stored in thc database.

(2) Thc measures specified under paragraPh ( I ) shall be taken in

arxordance with the scnsitivity of the information in the database and

thc rcopc of access pcrmissions stlach(d to the rolc proposed to the

rclcvant person.

(3) Prior to authorized officcrs gaining access to the datsbase or

before a changc in the scoPe of thcir authorizations, lhe civil
rofdstration e'ntity shall trsin authoriTcd officer on tre obligations

cmbodied in the Act and these Reelulations.

32 (l) A civil registration entity shall determinc acccss

ocrmission of authorizcd uscrs lo thc databasc and dalabase systerns in

lccordancc with the authorizcd o[[ccr's rcsponsibilities.

(2) Acc.css Permission shall be granted to thc extent required for

;rcrforming the role.

(3) A civil rcgistration entit-Y shall keeP an up-to-date recoll -of
authoriztd u*.'" tol"", user frrmission Srantcd to these roles and the

authorized users ;rcrforming such roles.
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(4) lmm€diatcl_v following the termination of an aulhoriz€d user's
role, a civil registration entity shall rcvokc the pcrmission of an
authorized user who ha-s ceased worliing in thcir role, and changc thc
passwords lo the databa-sc and databas€ sastems to which thc
authoriT.gd uscr could have known.

33. (l) An automatic recording mcchanism shall be incorporated
in the datsbase svstem to c'n8ble monitoring acc€ss to the database
systems including on -

(a) user idcntity;

(b) datc and timc of acrcss altsmpl;

(c) system component to which access was attempted: and

(d) ac!!'ss type, its scope, and whethcr access was lranted or
denied.

(2) The monitoring mechanism shall-
(a) not !-nable disabling or m<xlifying its opsralion; 8nd

(b) in the ev!:nt of disabling or modifving, sc-nd alrts to the
authorized officcr or anv ()the, rclevanl person.

34. (l) A civil reSistration entitv shsll documcnt cases in which a
data s{rcuritv incident was discovcred, raisin6l conc,cm regarding a
breach of Personal data inte€I-tty, unauthorized use thgreof or deviation
lrom authorization.

(2) Thc docunentation spcified under parapraph (l ) shall, as far
as is practicable, bc storcd in electronic form.

(3) ln the data security proc{dure, I civil registration cntity shall
prexribc instructions with respect to handling inlormation socuritt'
incidents, dcFnding on thc event severity and the information
sinsitivity levcl, including-

(a) revoking authorizations and othff necessary immcdiate
mcasures: and

(b) reporting securilv incidents, to th€ Data Commissioner and
thc actions taken in rcsponsc to thc security incid.nts.

35. (l) A civil registration sntitl" shall not conncct thc dstaba-se
syslsms to thc intcmet or to anothq public netwo* without installing
thc appropriatc sal'eguards against unauthorizcd acc.ess or against
soft* arc that m8y dsmage or disrupt computers (x computer material.

(2) Thc transfer of personal data fnrm the database through a
public nctwork or the iltcmet shall bs conductcd by commonly used
encryption mcthods.

36. (l)'lte civil rcgistration entity shall conduct, at lca^st oncc in
tw!'ntv-four months, an intem8l or extlrnal audit bt an auditor
adcquatcly falned in ths ficld of data sccuriw who is not thc civil
rcgistration entity's data prolection officer. in ordd to c[surc it
complici with the provisions ol the Act and theee Regulstions.

21f})



2l l0 Ke nyu Subsdun I 2 Sislution. 2020

(2) The auditor shall report on the adherqlce of thc security

measures to $c data v:curity proccdure and to these Reprulations,

idmtify shortcomings and recommend the neccssary measures to

correct thc situalion.

(3) A civil rcSistration sntity shall revicw the audit repons

specified under sutr-.rcgulation (2) and assc'ss the need to u;xlate the

database riefinitions docume[t or the data secuig* procedure,

accordin gly .

(4) A civil registration entrty that controls scveral datobases may

comply with thc duty prcscriM in this regulation by performing a

singlc audit for all the databas€:r it conlrols

37 ( I ) 
'the civil regislration sntity shall retain lhe backup copy of

thc data and of the sccurity prx,edures in a manner that ensures the

intcgnty of tlc personal dsta and thc ability to reslor€ the information

in oase of loss or destruction.

(2) The ciril registrstion entiry shall formulatc -
(a) pro,cedures for routinc periodical backup in accordance with

thesc Regulations, and

(t ) procedursj to ensure rEstoration of the data.

(3) In dmumcrting security incidents pursuant to regulation 34'

data restoring processes shall slso be docum€nted' including the

idcntity of lhc Jrerwn who pcrformed thc data restoration and the

details of the frrsonal dsta reslorcd.

3L. (l) A civil rcgistration entitv shsll not transl'er Personal dala

collected for civil regislration purposcri out of Kcnya, except with the

$ntten spproval of the Data Commissioner

(2) A penon who contravsnes Paragraph (l) shall' on conviction,

hc liablc to a pcrralty pecifiod under section 73 of the Act

PART VII-GENERAT PROVISIONS

39. A civil registration entity shall, on annual basis, submit a

compliancc rBport to the Data Commissioner'

40. (l) A civil registration cntity entering into an agreemenl with
an ext€mal s€rvic€ providcr in order to recsive a s6!'ice which involvcs
granting extemal service provider access lo thc database sha.ll-

(a) sxsels, prior to entering 8n a8reerncot with 0tc external
servicc providcr, thc data security rislis involved in the

enBagement;

(b) expressly aErqr with the cxtemal scrvice provider on the

foilowing, taking into acaount the risks mentioned under
parsSraph (aF
(i) the data the extcmal servioc provider may procrss and

the Frmitted purposes of its use as requircd by the

agr€mcnt betwccn the Parties;
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(ii) the dstabase systcms lhat the external scrvice providcr
may access;

(iii) the typ of proccssing or activities thc extsrnal n:rvice
providcr may perform;

(iv) the agrement duration, thc manner of retuming the
data to thc civil registration entiry at the end of the
a€treemcnt, its dcstruction at thc disposal of the
extemal senrice provider and of reporting accordingly
lo the civil rsgislration enlitv.

(v) the manner data socurity ohligations which apply to the
processor of thc datab&se ac{ording to thes€
Repulations are impleflIerrted, and additional data
securitv instructions set by the civil registration entitv,
if any:

(vi) the extemal service provider shall have his authorized
users sipn an tmdcnaking to protect the information
conhdentiality, to use the data only according lo the
agreement and to implement thc data security measures
prescribcd in the aEeementl snd

(vii) where a civil rcgistration fititv permitted the extemal
s€rvicc provider to provide the service through another
entity, it shall bc the duty of thc civil registralion entity
to includc in thc aSreement with the other enlit-v all the
matters dctailed in lhese Regulations.

(2) The extemal scrvice provider shall report to thc civil
registmtion entity, al lc&sl quarterly, the manner the obligations by
thcse Regulations and thc a€reemsnt arc implemented. as well as lo
notify the civil registration €ntity any security incident.

(3) 'lhe civil registration entity shall take measures to monitor
and superlise the compliance of the extemal service provider witb the
provisions of the a!trcr:ment and these Regulations, as appropriate,
taking into account any risks.

(4) A civil registration entitv that controls several dstabases and
crtsrs into sn a€lreement with an extemal service provider that includes
acccss to the databases by the extlTnal servicc provider, may ent$ into
a single agrcement conccming all databases.
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SCI IF,I)I.JI,I'S
I. IRS I SCIIIiI)I]1,I]

I'ORM I

(r 9 (2)). (r I l(2)). (r l2))
RLQUES I I'ORRI'SIRICIIONoROIlJlrC'llON I() ltIE PR0CESSIN(i OF

PI.RSoNAI, I)ATA

0 Afrdovtts or olher dtrcumenlary ewdence tn fitpporl of the ohlectrunr

may be allached
(rr) U the space provtded /or tn lhr litrm n tnadequale, wbmtl

tn/ormalrn a.s an Annexure b lht,s lttrm arul sryn each page

(ttt)Ilhere an ob1ecltot s n ruled by a lterton olher lhan lhe data sttblecl,

lhe mtltdhr musl albch ptoof of a thonly lo acl ot, behaf tf the data

subJecl.

A. Sl:C I ION NATTIRI: OI' RIrQtlllS t
MarL thc appropnate tx)\ wrth an "r" Rcqucst I'<rr

RIrS I RICTION oI]JIiCTIoN

B. I)l-lTn ILri ol 'llllr l)A1A SllllJLC'l

Sumamc Mrddlc namc I trst namc

Ilrrth Certrficate'/ Notrficatron/ Nah()nal Identrly Card,/ Pas\port numbcr
Porlal rddrcss
Contaot numtrr(\)
L-marl addrcss
C. l)lrIAll.S()! PERSON INI I IA IING IIIl OilJlrCIION (where the.lato suhle.t ts

o nrnor or ncalx)cttdted)

Sumame
Natlonal ldontrt\ Csrd-/ Pa\\pon oumtcT
P()\tal addrcs\
Contact numbs(5)
c-marl address

Mrddle namc f-trbt namc

RI,ASoNS I oR Rt]S I RIC I ION
(l)lcasc pro\1dc dctarlcd rcaxrns frr c rcstrrctx)n or o
(a)

OITJI:C'l ION
bJoclr(,n)

(h)
(c)

(d)

(.^)

fl)

I I

(g)
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SIICI'lON 5: DIiCI.ARATION
Plcasc notc that any attcrpt t() Sain a(}cclis to penional inftrrmation thruugh

misrcprcsr-nlatron may rcsult ln Pr(rsq:uli(,n.
I confirm that I have read and undcrst<xxl thc terms of this rcquest lirrm and ccrtify
that thc information given in this application is lrue

DOCt.IMIiNI CIIECKLIST: I I lAVli l'ROVII)llD:
(a) A duly compleled requcst lorm.

(b) Attached document(s), includin6t pr<xrf of authorization (if applicahlc)

(c) Signcd and dated lhe rcquest lbrm

Sipaturc Date

loRM 2 (r l0 ( l))

REOtJI]S'[ I.OR ACCIiSS 1'O PI]RSONAL DAl'A

5. ..ffrdovitt or other fucumentam' evidence as applicable in support ol the request mav

be attoched.

6. tf the space provi&tl Jor in thh l'irrm is inadequate, submit in/ormation as an

.-lnnerure to this F-orm and sign each page.

7. ll'lvre a reques,lor rectilcalion is made by o penon olher than lhe data subject, tle
person making the requesl nust attach plool o/ authoriry' to act on behallofthe data

suhject.

l\. On receipt of a dulv flled form, you will receive a resP.tnse eithin three wolking
,1qv"

lrill as apprupriatc

slicl loN I : DETAILS OF l'I lli I)ATA stJtlJUCT
l ull Namc

Ilinh Crrlifi oatc/ Notifi cation/

ldcntitv Car(Y Passport No:

fl clcphonenvlobilc No:

*[imail addrcss:

sF:C'l'lON 2 PliRs( )N lNl l lA I INC THIS RliQt II:Sl'
Full Namc

lliah Clnifi catc/ Notifi cation

Idqrtitv Card,/ Pas-sB)rt number
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Mobrle No / I.,matl address

lillc I l()N 1 PROPOSI:D CIIAN(;U (S)

SIjCI ION .l I)I:CLARATION

l)lcasc n()tc that anv attcnpt to gsln acccss to p€rsonal mformalron throug]r
mlsrcPrc\.iotatlon mal result ln pro\.-'cutr()n

I c.onlirm that I havc rcsd snd under\l(xxl thc terms of thrs n"qucst form and qcrtrl'\
thal lhc lnlbrmatlon grrcn rn thrs opplrcalron l\ tn-re

Slgnaturc l)ale

I)OC('Ml'Nl CHliCKt.tSl
I fuue provrded

/d) ) duly completed requesllontt
(e) ,lttached document(s), rn<lu ng proof of outhonzauon (ttapplrcahle)
(!t Srgned and dated tlr requett lotm

l)crwrnal lnl'ormatton currcntly on filc t() bc
iorccted c 8 namc. n)srdenlral status, and
mohrlc numhcr, ernall addrc\\

lhc proposrrl
changc

Rcavrn lirr lhc
:roposcrJ
.:hangc

1

3

,l

)
6

1
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I. ORM I (r.19( l)
DAl'A PROTI]CTION IMPACT ASSESSMIJNI'

Part I : Description of thc processing operations

Pan 2: An assessment of the neces-sily and proportionalitv of $c prccessing opcrarions in
relation lo the sc

Part 3: An &lsessment of the risks to the n s and freedoms ofdata ects

I Pruject Name
2. Prcject Outlinc: What and why

tixplain hroadly what lhc pro1ect aims to
achieve and what tvpe of proccssing it
involves

3. Describe the lnformation Ilow -
I)escribe thc collection, us€ and dcletion of
pcrsonal data here. It ma-y- in a flow diaSgam
or anolier format of explaining data flows-

(a) where you arc gettinS Ue data
from:

(b) where the dala will bc stored:
(c) whsre data could bc transfered

to; and
(d) how many individuals are likely

to be afTcctcd br thc proiect.

Dcscritr compliaoce and prop,ortion ality
me&sures, in parlicular:

What is
proccssing'/

your lawful basis fot

2. Does the processing actually achievc
your pumose?

3. Is therc another way to achieve th€
samc outcome?

4 How will you ensurc data quality and

data minimizaticm?
5. What information will you givc

individuals?
(r. Hou will you hclp to supF)n their

righLs?
7 What mcasurgs do you takc to ensure

procesrcrs c,omply ?
It [[ow do .vou sal'eguard any

intemstional transfers'l

Assessrnent Ouestions
No. (Please givt
csplanation)

l'lxplain what practical steps vou will take t
ensure that you identifr 8nd addrcss pn\'8c
risks..

Yes. (Pleax
give
e\plsnstion)

Will the project involve thr{
cr,rllcr"tion ol nc\r ldcntlfiablc ()rl

fxltcntrally idcnlrfiahlc data atrttu{
data subiects l I

I



2. Will the project compel dats
suhjects to pmvide infrxmali,on
about themselves, i.e. wh(-rc thsy
will have linle awareness or choicc?

3. Will identifiable information about
the data subjocts be shared with
othcr organizrtions or Fople who
hsvc nol prcviously had routinc
acccss to the information?

4 Are you using informstion stxlul
data subjects for a purposc it is rxrl
currcntly uscd lor ur a ncw way, i.e
usinS data collected to provide care
for an evaluation of service
developrnsnt.

5. Wherc information about dsta
subjocts is being used, would this be

likely to raise privacy concerrLs oI
expectalions, i.e. will it include
health records. criminal rrcords u
othcr information that people may
considcr to brc sensitive and pnvatr
and may cause lhsn concern or
distress?

6. Will the prqect rcquire you to
cont8ct data subjects in wavs, which
therr may find intrusive, such as

telcphoning or emailing them
withoul th€ir prior consent'l

7. Will the project rcsult in you makine
decisions in ways which can have a

si[mlficant rmpact on data subjects.
i.c. will it sffect the sgrvices a

peron receivcs?
8. Das the project involvc you using

new tccbnolo€iy which might bc

pcrccived as treing privacy intrusive.
i.e. using biomelrics, facial
rearlmrtion or sutomated decision
making?

9. Is a ssrvice b€ing transferred to I
ncw supplier (re-contrsctcd) and thc
end of an exising contract?

10. Is processing ol
identifiable/potentially identifi able
data being moved to a ner,r

organiz-ation Oul with same stafl
and processes)

2t t6 Kenya Subs i ditry I z gi^tlanon, 2O2O

Pan4: The measures orvisagcd addressing the risks and the safeguards, security
measures and mechanisrns to ensure the protection of Frsonal data and lo demonstrate
compliance with the Data Protection Act
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Huduma
NA]4BA

REPORT OF THE PRE.PUBLICATION CON SULTATIVE MEETING ON THF, DRAFT

DATA PROTECTION (CIVIL RECISTRATIO N) REGULATIONS.2O2O AND THE

REGISTRATION OF PF],RSONS (NATIONAL INTEGRATED IDENTITY

MANA(;EMENT SYSTEM) RF],GT]LATIONS. 2O2O

A. INTRODUCTION

On l6'r' September 2020. the Ministry of lnterior & Co-ordination ol'National Covernment, d/r.l

Ministry of lnlbrmation. Communication. 'lechnology, Innovation & Youth Affairs, held a

consultative lneeting with the National Assernbly's Commitlee on Delegated Legislation at Radisson

Bluc Hotel. in Nairobi.

2. 'l-he purpose of the rneeting was Lo appraise the Committee on thc contents ol the Druft Data

Protection (Civil Regisrration) Regulations. 2020 and Registration of Persons (National

lntegrated ldentity Managcment System) Regulations, 2020.

3. 'fhe Regulations are aimed at providing a regulatory tiamework tbr the implementation of'

the National lntegrated Identity Management System (NIIMS) popularly referred to as

' Httdunra Nuntha .

4. 'Ihe [{egulations had additionally been formulated in compliance with the decision of the

Iligh Court in Nubian Riehts Forum & 2 others v Allornev General & 6 olhers: Child

llelfare Sociel & 9 olhers (Inleresled Parlies) 120201 eKLR rvhere the courl authorised the

Ministries to proceed with the implementation of the National lntegrated ldentity

Management System (NllMS) project. only on condition that an appropriate and

comprehensive regulatory fiamervork on the implementation of NIIMS' be first enacted.

1
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B. OPENING REMARKS

5 In his remarks, the Principal Secrctary ol'the State Department of lnterror & Citrzen Services.

Dr. (Eng.) Karanja Krbicho established that the Natlonal Integrated ldcntity Management

System was conceptualised to address the challenges facrng Kenya's civll registration and

identity management systems. He noted that over the years. Kenya's population databases

have been existing in paper-based records and silos. a challenge that had detrimental impacls

on service delivery and left the cttizens' personal rnformation vulnerable to the emerging

security threats The lntegrated identity management system would therefore operate as a

stngle source oftruth, thereby easing registratlon and identrfication ol'persons and rmproving

the security of the countrY

6 On hrs part. the Chairperson olthe Committee, Hon. Kamket Kassait noted that Parliamentary

scruliny ofstatutory lnstruments is authortsed under the Statutory Instruments Act. 2013. l'le

termed the invitation by the two mtnlstrles as an advtsable gesture as it rvould reduce an1'

issues that may arise after publication

C. GENERAL OBSERVATIONS

7 Members acknowledged there had been a lot of public rnterest on matters related to thc

Htulttna Namba projecr since its launch tn April 2019 'fhe1' therclore called upon thc

Minrstries to fast-track the issuance of the Huduma Nantbd cards to aven ally m lscollcept lolls

and anxieties that may artse orving to delays in issuance olthc cards'

8. Members called upon the Ministrres to enhance putrlic sensitrzatton on the lluduma Nunhu

project, panicularly on the significance of the project rn gurding national planning processes.

t'acilitatrng access to government services. and addressrng crimes such as impersonatton.

rdentity theft, lraud, and duplication in registration

9 Members sought clarification on whethcr there was any conflict between the provistons oI

sections 2 and 9A of the Registration of PersonsAct.CAP I 07 rvith regards to the app lication

of NIIMS to children. It was however clarrfied that in the case ol Nubian Rights Forum & 2

Parlies)others v Atlorner: Generol & 6 others: Child llelfare Socielv & 9 others (Inleresled

2
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120201 eKLR where this issue came up for determination. the Honorable court found in para

8 16, rh section 9A being a later amendment was deemed to have amended section 2 with

respect to its application to NIIMS, and to that extent the inconsistency had been resolved

10. On whether the public consultations conducted by the Ministries on the Regu lations/Ru les

were sufficient, members were informed that in addition to the advertisements ln newspapers

calling for views and proposals on the Regulations, public participation forums were held tn

eight regions of Carissa, Kisumu, Embu, Nyeri, Kakamega, Mombasa. Nakuru, and Nairobi

between 26s -27rh February 2020 where members of the public offered oral presentations

generally and on specific issues on the Regulations. This was considered as sufficient

consultation. as information relating to the Regulations had been wrdely disseminated to the

publrc and adequate opportunity to participate in the process of developing the Regulations

grantcd

D. SPECIFIC RECOMMENDATIONS

The matrix below presents specific recommendations made by the Committee on the Registralrcn

oJ Persons (Nattonal Inlegroled ldenlity Monagemenl System) Regulalrcns, 2020 and The Data

Proteclnn (Civil Regislration) Regulations, 2020:

3



I. THE REGISTRATION OF PERSONS (NATIONAL INTEG RATE,D IDENTITY MANAGEMENT SYSTEM)
REGULATIONS 2020

REG. PROPOSAL RATIONALE ACTION
I Consider renaming the title of the

instrument from Nolronal Integrated
ldent ig, Managemenl' Regululrons' lo
Natrunal lntegrated lclently
Managemenl 'Rules '

s. l6 of the Registration of Persons Act,
assigns the Minister the power to make 'Rules'
and not'Regulations'

To be redrafted

I l(c) Enlist the specific documents requrred

under I l(c)
The phrase 'any other documentary proof as ma1

be required' rs ambrguous and may be open to
abuse

Para. ll(c) to be redrafted to the
effect that additional rnformat ion
shall only be required where the
information provided at the first
rnstance is insufficient

Schedule Prescribe the fees applicable
issuance of Hudumu ('ards

to lor clarity Pera l,l(3) ol- the Regulatrons

provides that the lnrtial tssue of the

Huduma card to a cltizen rs free of
charge.

Subsequent fees chargeable lor

replacement of lost or mutr lated cards

to be prescribed by notice in the

Gazette on establishment of the

applicable cost

4
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2. DATA PROTECTION (CIVIL REGISTRATION REGU I,ATIONS.2O2O)

REG. PROPOSAL RATIONALE ACTION
3 Include'registration olvoters' into

the scope of the Regulations
To address the challenges assocrated with
voter registration and identification and

facilrtate cleaning up of the Register of
Voters

lt is considered that management ol
elections in Kenya rs supervised by an

independent institution established under
Article 88 of the Constitution and not
within the scope of the Ministry.

Additionally section 8A(2) of the
Elections Act, 20ll oblrgates the Kenya
Citizens and Foreign Nationals
Management Service established under
section 3 of the Kenya Citizens and

Foreign Nationals Management Service
Act (No. 3 of 201 I ) to make available to
the IEBC the information held by it tn the

national population register for the
purpose of the conduct of an audit of the

Register of Voters.

I 4(3)(d Clarifu the meaning of 'any other
relevant document'

To prevent abuse Para l4(3)(d) to be redrafted to the effect
that addrtronal informatron shall only be

requircd where the information provided
at the first instance is insuffictent

5



ANALYSIS OF ORAL VIEWS ON THE DATA PROTECTION (CIVIL REGISTRATION) REGULATIONS,2O2O SUBMITTED
DURING PUBLIC ENGAGEMENTS

STATION SUBJECT MATTF:,R PROPOSAI, ACTION TAKEN

All Stations Data proleclion The Data Commissioner should put in place mechanisms
of engaging with the public on any matters related to
information processed by civil registration entities,
especially where a member of the public is concerned
about the security of their data

Not adopted

Section 56 of the Act authorises a data

subject lodge a complaint with the Data

Commissioner, if they are aggrieved by a
decision of any person, on any matter
related to data protcction

Nairobi,
Mombasa,
Kisu mu,
Garissa,

Kakamega,
Nyeri

Intcgrity of public ofice r Provide a mechanism for vetting public officers who
handle personal data belonging to residents

Not adopted

The conduct ofpublic officers is regulatcd
under Chapter l3 of the constitution and

the Public Officer Ethics Act, 2015

Nairobi,
Kisu mu

Transfcr of personal dala
oulsitle Kenya

Provide that transfer of Personal Data outside Kenya
only with the consent ofrhe National Security Council.

Not adopted

The conditions lor transfer of personal

data outside Kenya are as stipulatcd
under Part VI of the Data Protection Act,
20t9

Nairobi,
Mombasa,
Nakuru,
Embu, Nyeri

Oulsourcing Limit the category of officers who may enter into
agreements with extemal service providers in order to
receive a service which involves granting external service
provider access to the database, to senior state officers
e.g. PS, AG

Not adopted

Procurement to be undertaken in line
with the Constitution and the relevant
procurement larvs

;a
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Offences Prescribe punitive measures for violation of the

Regulations to ensure compliance

Adopted

The prescription of punitive measures to

be undertaken rn line with the Statutory

lnstruments Act, 20 t 3

All Stations Shanng of personal dola with

Publtc Agencres

Clarify that, where a person commits an offence

punishable under the law, the person shall lose their rights

to have their data protected and their information shall be

shared with the relevant law enforcement authorities for

purposes of investigation and prosccution

Adopted

Exemptions lrom compliance with the

principles ofdata protection are provided

under section 5 I of the Data Protection

Act, 2019

All stations Security safeguards Provide for security saleguards for data collected Adopted

Processing of data to be undertaken in

line with thc Data Protection Act, 20 l9

All stations Dala Proleclrcn a More stringent penalties for data breaches than

are provided for under the Act.
When personal data is interfered with an alert

should be sent to notify him or her ofthe
interference.

There should be notification alerts sent to

cltrzens upon use of data by government and for

what purpose

Mechanisms to be put in place to ensure card is

not misused when it falls into the wrong hands

a

a

a

Adopted

Addressed by Part V of the Regulations

Srarians.' Nairobr, Mombasa, Kisumu, Nakuru, Nyerr, Embu, Kakamega, Gartssa
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ANALYSIS OF STAKEHOLDER PROPOSALS ON THE DRAFT DATA PROTECTION (CIUL
REGISTRATION) REGULATIONS, 2020
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WRITTEN MEMoRANDA oN THE DATA P(OiECTION (CIVIL REGISTRATION) REGULATIONS' 2O2O

I. ARTICLE 19 EAST AFRJCA AND KENYA ICT ACTION NETWORK

ACTION TAKENPROPOSALSUBJECT MATTERPROVISION

The term 'authorised uscr is replaced
with 'authorised officer' wherever it

ars in the Re ulations

AdoptedSubstitute the term 'authorised user' with
'authorised officer'

Defintion of an 'aulhorised user'InterprGtation

Adopted.

It was noted that:
o Information relating to DNA and

GPS coordinates was no1 collected
during the enrollment Proccss.

Pursuant to ParagraPh 6 of the

regulations, no Personal
information may be collected from
a data subject without the data

subject's informed consent.

Further, According to paragraPh

9(l ) a data sublect may restrict the
processing of their personal
information whcre the Processing
is unlawful

a

a

Restrict the collection of personal

rnformation relating to DNA and GPS

coordinates, in line with the decision of the

Cou( in Consolidated Petitrons No. 56, 58

& 59 of20l9

It was noted that the High Court tn

Consolidated Petitions No. 56, 58 & 59 of
2019 held that the collection of for the

purposes of identification was intrusive
and unnecessary.

Definilion of 'biometrrc data'Interpretation

It is considcrcd that Passports are

intematronal travel documcnts

Not adoptedDelete paragraph 3(d) which relates to
issuance of passports as the same is already
provided for under paragraPh 3(c)
(registration of persons)

Scope of RegulalionsRegulation 3

2



issued under the Kcnya Citizcns
and lnrmigration Act , 201 t and
are to be distinguished from
National Identity Cards issued
under the Regislration of Persons
Act, CAP 107

Reguletion 5
Privacy in processmg of personal
dala

Provide that data subjects shall be
provided with receive all the necessary
information relating to the processing of
their personal information

Adopted.

Paragraph 5(c) is revised to the effect
that the data subject shall be providcd
with the necessary information
relating to the processing of their
personal information

Regulation 6 and 7 Consent

Insert new provision recognising data
subjects' right to withhold consent and the
implicatrons therefrom.

Not adopted

It is considered that under regulation
6(3)(b), data subjects are required to
give consent voluntarily, hence the
right to withhold consent is recognized
thereunder.

Regulation 9 Lm tatrcn in processing ofpersonal
dala

Provide an appeal mechanism where the
Civil Registration entity denies a data
subject the nght to limitation of processing
of personal data

Adopted.

a Pursuant to regulation 9(5), where
an application for limitation of
processing of personal data is
declined by the civil registration
entity, a data subject may appeal
to the Data Commissioner

Reguletion l0 Access lo personal informalion
Remove obligation to pay fees to access
personal information held by a Civit
Registration Entity

Not adopted

It was considered that section l2 of
the Access to lnformation Act,

a
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2016 authorises public cntities to
charge fees for provision of
information, provided that such
fees charged does not exceed the

actual cost of making copies of
such information.

Regulation I I is revised by:
o introducing paragraph I l(3) which

provides that an application lor
rectification of personal data shall
be supported by such documcnts as

may be rcquired to support an

apphcation lbr rectifi cation.
o providing, undcr paragraph I l(5)

that a request for rectificalion shall
be processed within thirty days.

. providing that, where an

application for rectification is

declined by the civrl registration
entity, the dara subject may appeal
to the Data Commissioner.

AdoptedClarify the evidence that will be to
support an application for rectification of
personal data by a data subject

Rcguletion I I Rect ificol ion of personol
informalion

It is considered that section 38(6)
of the Data Protection Act
stipulates that a data portabrlity
request shall be complied with

Not adopted

within thi da

Provide timelines for processing the data
portability request

Regulation 13 Dala portability request

Not adoptedof data
tc Civilfl tsbsub ect's

unauthorised exerctse
obti

ProhibitRcgulation l4 Exercise ofdata subject rights by
others

4



Registration Entities to use all reasonable
effort to verify the identity of a pcrson who
requests to exercise rights on behalf of
anolher

It is considered that-
. regulalion pursuant to Regulation

l4(3), a person cxercising a right
on behalf of a child may be
required to producc either a copy
of the child's certificate of birth,
adoption certificate, court order or
any other document.

o It is not reasonably practicable to
legislate on all possible scenarios
where a person may scek to
exercise a right on behalf of
another

. An authorised officer of the CRE
shall on a case by case basis
undertakc such adrninistrative
measures to verify the idcntity and
authority of the person who wishes
to exercise a rrght on behalf of
another.

o Regulation 14(2) authorizes a CRE
to declinc a request lor exercise of
rights on behalf on anothcr where
there is doubt

Regulation l7 Relention of personal data It is recommended personal data retained
to for a specified period and purpose as

opposed to retention in perpetuity It rs considered that foundational
data collected by CREs is
necessary lor effective scrvice
delivcry and should be retained in
perpetuity.

Not adopted

shall
Pursuant
civrl re

to Regulation
stration enti

l7(3), a

5



formulate mechanrsms that
describe the categories of
ltnctional data that will be deletcd.
anonymrsed or psudonymised
where its se has been met

.lt is considered that, contrary to
section 3l of the Act, processing of
personal data by civil registration
entitics does not pose a high nsk to
the rights and frcedoms of the data
subject as it related to collection of
data lor purposcs of dclivcring a

service to the data subject and
therefore does not necessllate
carrying out data protectron impact
statements.

Not adoptedReguletion l9 Data Protection Impact Slalemcnls Delete this provision as it cannot be

operationalised before the appointment of
a Data Commissioner

Regulation 2l Sharing of personal Delete this provision as it raises
substantive issues that ought to bc
introduced through an amendment to
the Data Protection Act
Define'Public agencies'

a

a

It rs considered that the temrs
'public office' and 'public body'
are sufficiently defined in the
Constitution and the lnterpretatron
and General Provisions Act, CAP
2, respectively.

Additionally, section 30(1)(b)(ii)
of the Act authorises a data
processor or data controller to
process allows for sharing of
pcrsonal data for compliance with

Not adopted

a

a

an ation to whicl.r thele I obli

6



controller is subjcct

Public agencies are therefore
authoriscd to disclose, transmit or
otherwise rnake available personal
information in the course of
performance of obligations under
law.

Regulation 38 Transfer ofpersonal data outside
Kenyu

Delete this provision as there is no
legitimate basis for transfer of personal
information outside Kenya

Not adopted

a It is considered that section 48 of
the Act does not prohibit transfer
of pcrsonal information outside
Kenya but requires proof of
appropriate safeguards to
submittcd to the Data
Commissioner before the transfer.

2. CENTRE FOR INTELLECTUAL PROPERTY AND INFORMATION TECHNOLOGY LAW (CIPIT)

PROVISION SUBJECT MATTE,R PROPOSAL ACTION TAKEN

Intcrprctation Definition of 'consent' Add inlerptetation of consent as prescribed
under the Data Protection Act 2019.

Not adopted

It is considcred that wherc the
definition of a term is provided for
in the Principal legislation, it need
not be repeated in subsidiary
legislation.

InterDrctation Defin ion of 'voice signature'
__

Define the term'voice signature' for
clarity

Adopted

7



The term 'voice signature' is
deleted from the Regulations. lt is

considered that the definition of
'biometric data' in the Act

a

includes 'voice reco nition'

Regulation 5(a) is reviscd to the

effect that access to pcrsonal data

in the NIIMS system is limited to

authorised officers onl

a

AdoptedRedraft the provision to limit access of
personal data to authorised officers

Privacy in processrng of personal
data

Regulation 5

A new provision is added under
regulation 8(3) to the efl'ect that
where a new purpose is not
compatible with the initial
purpose, the CRE shall seek

consent a fresh from thc data

a

sub ect

Adopted.Review the provision to provide that a civil
registration entity must seek new consent

from the data subject in order to use their
data for a new purpose

Collection of personal dataRegulation 8

Paragraph (4) is reviscd to the

effect that where a ctvil
registration cntity declines to

comply with a request for
restriction in processing, it shall
within seven days notify the data

subject ol such declinc giving
reasons for the decision.

A new paragraph(5) is introduced

mechanism whcrc the a

Adopted.

a

anforproviding appeal
lrcation

Specify thc timeline for response from
the civil registration entity to the data

subject ofthe decline to the request for
restriction of processing personal data.

ldd provision for the right to appeal the

decision and the necessary steps

towards requesting for an appeal.

Regulation 9 (4) Ltmilalion m processing of personal
data

8



for restnction in Iimitation ol'
processing olthe data is declined

Regulation l3 Dala porlabil ity requesl Provide clarity on instances whether fees
may be charged to process a request for
data portability

Adoptcd

a Regulation l3 is revised to the
effect that a data subject shall be
provided with their personal
structured, commonly used and
machine readable format upon
payment of the required fees.

Regulation l8 Notificalrcn breach of personal dala Provide timeline for notification of the
data subject that the breach been acted
upon and any risk to their personal data
addressed or mitigated

Not adopted

a It was noted that notification of the
data subject shall be
administratrvely undertakcn by the
CREs depending on the risks
established

Regulation 22 A ut omate d I nd w td ual dc c i yo n
moking

In section 22 (d) replace "take steps to
prevent" with "ensure the prevention of
errors, bias and discrrmination"

Adopted.

a Paragraph 22ld)
proposed

rcviscd as

3. UNHCR REPRESENTATION FOR KENYA, NAIROBI

PROVISION SUBJECT MATTER PROPOSAL ACTION TAKEN
Interpretation DcJinition of a civil

reg$ltalion enl y
Revise the definition of a civil registration
entity to replace the Department of Refugee
Affairs with the Refugee Affairs Secretariat
(hereafter RAS) following the amendment
of the Refugees Act, 2006 through the
Statute Law (Miscellaneous Amendments)
Act,2017.

Adopted

9



4. INTERNATIONAL INSTITUTE FOR LEGISLATIVE DRAFTING

ACTION TAKEN

Not adopted

It is considered that where the

definition ofa term is providcd for in

the Principal legislation, tt need not be

repeated in subsidiary lcgislation.

Adopted
The term 'vorce signature' is deleted

from the Regulations. It is considcrcd

that the definition of 'biometric data'

in the Act includes'voice recognition'

Not adopted

It is considered that data sub.;ects are

required to give consent voluntarily in

language that they

Not adopted

It is considered that foundationaI data

collected by CREs is necessary for

effective scrvice delivery and should

be retained in perpetuity.

PROPOSALSUBJECT MATTERPROVISION
Review the definitionDefintlnn of a Dota sublcctInterprctation

Review definition and amend by adding

'an electronrc sound, symbol or process,

attached to or logically associated with a

contract or other record and executed or

adopted by a person with intent to siSn

the record'

Defirution of 'votce stgnalure 'I nterprctation

Add in Section 6 (3) 'before collecting

any data'
Regulation 6 Consent

Review of this provision and add a

section that provides for deletion of
personal data upon death ofa data subject

as follows
Section I 7(3) ' Upon death of a data

subject, personal data should be deleted'

Relention of Personal DolaRegulation l7

10



5. TRIPLE OK LAW ADVOCATES

PROVISION SUBJECT MATTER PROPOSAL ACTION TAKEN

Interpretation Definilion of Ciwl registation
syslem

Provide the definttion
registration system

of a civil The proposal is noted but not adopted

because the definrtion adopted is the

UN definition on civil registration to
cater for the dynamic nature of crvil
registration.

Interpretation Defirution of crvil registration Provide that civil registration includes

civil status events pertatning to the

population as provided by decree, law,
or regulation.

The proposal is noted.

Regulation 5 Techncal and
safeguurds fo,
personal dato

procedural
processing

It is our view that the Regulations should
have made provision for the technical
and procedural safeguards on data

protection

The proposal

consideration.

is noted for

Development of the operational

manual/ guidelines obligation

11



Guidehnes will be provrded for to

allow for all the crvil registration

entities to come up with their own

particular procedures and practtccs

AdoptedPrescribe a proper civil registration

system that encompasses all the facets of
registration includrng recording,

reporling, colleclion, compilation,

evalualion, presentalion and

disseminalrcn of dola which are not clear

in these draft regulations..

Componenls of a civil
regislrolon syslem

Rcgulation

Proposal adopted;

The words 'where possible' delete

Responsibilties
proleclion officer

of datd Delete the words 'where possible' in
paragraph 20(2)(f) as this is unjustified

discretion...In other jurisdrctions, data

protection officers are required to report

on aspects such as darc security inctdenl

response program, the mechanisms laid
out fo, dala proleclion tmpact

asscssmenl, syslems for nnruloring the

dala secu'ity mfrastnrclure etc. The

Regulatrons must clearly provrde for

such requirements.

Regulation 20

Not adopted

Collaborative mechanisms to be

established adnrintstratively

It is important that the regulation lay out

a coordinated mechanism for the

activities of various entities to ensure

close coordination and collaboration

across the government agencies This

will aid in producing timely and accurate

records and will help avoid duplication,
errors or omissions.

Rcgulation 38 Transfer of personal dala

oulside Kenya

L2



Rcgulation l5 Processing of processrng data

related to special groups such
as the elderly or those with
mental or physical disability.

AdoptedThe Act made mcntion o[ such groups
and it rs our vlew that the regulations
should have offered proper direction to
civil registration entities on how to
process data on such groups

6. KENYA UNION OF JOURNALISTS AND THE BLOGGERS ASSOCIATION OF KENYA.

PROVISION SUBJECT MATTER PROPOSAL ACTION TAKEN

Reguletion I Appotntmcnl of Dala
Commissioner

There is need to ensure that the Data
Commissioner is appointed before the

operationalisation of the regulations

Thc process of establishing the office
of the Data Commissioner is going on

Rcgulalion 3 Dola capture form We propose inlroduction of a clause

which requires the dcsigners ofdata
collection forms/tools in the

circumstanccs to specify which sets of
data shall be optional under the
legislation.

The proposal has been noted and to bc

considcrcd in futurc data collection
exerclses-

'-r
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The proposal is noted.

The principles of data protection apply

to processing ofdata under the

Regulatrons

We submit that depending on the

intended purpose of processing data a

framework be established for both

individual consent and Public
participation where the intended data

processing is with regards to the masses.

ConsenlRcgulation 6 (l)

Adopted

Notrfication will be carricd out on a

personal basis given the nature ofthc
right to dala protection

We recommend that before any such

processing is done, the same must be

notified and widely advertised vide

newspapers and onlinc. Further a

certification from the Data

Commissioner that compliance with data

protection mechanisms have been

achieved be should be obtained.

Restriclion o.[ the processmg of
personal dalo

Regulation 9 (l)

Not adopted

The procedure for notification of data

breaches has been outlined in the Act

We recommcnd that the same ought to

be done by use of elcctronic means

directly to the data subject as well as

Public advertisement for general public

precaution.

Noltficalion of breach of
personal data

Rcgulation l8 (1)

The proposal is notedWe recommend that a framework be

establishcd setting oul thc minimum

terms and conditions and based on

transparency and accountability for data

sharing and a mandatory attachment of
public benefit for such dala sharing.

sharing of data with third

parties.

Regulation 20 (2) (d) end
(e)
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Rcgulation 2l Shunng of personal data wilh
olher public agencrcs upon a
requesl

Rcgulation 35. network security We recommend that for greater security

it should be provided that access ofthc
said be limited only to secured IP

addresses

The proposal is notcd.

Further guidelines and admrnistrative

measures to be put in place to enlrancc

network securrty

Regulation 40 outsourcing of rcrvices We recommend that such sourcing be

done competitively and involve public
participation

The proposal is noted and any out

sourcing will be done in compliance

with the procurement laws of the

Country

We recommend that thrs provisron be

nng-fenced with a requirement for
notification of the data subject where the

request is with regards to an individual.
Where it is a request for mass supply of
data, the notificatron should be done by
means of an advertisement.

The proposal is notcd

The Data Comnrrssioner may develop
guidelines on shanng of personal data

with third partres

{ft
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EMAIL SUBMISSIONS- Data Protection (Civil Resistration) Resulations. 2020

l. United Nations High Commissioner for Refugees (LINHCR)

2. Triple OKLaw Advocates

3. Civil Society Reference Group (CSRG)

4. International Institute for Legislative Affairs
5. Dr. Linda Musumba & Co Advocates

6. Communications Authority of Kenya

7. Centre for Intellectual Property and Information Technology Law (CIPIT) -
Strathmore University Law School.

8. Kenya Union of Journalists

9. Kenya ICT Action Network (KictAnet)

10. Kenya Human Rights Commission. (KHRC)
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Public Participation on Data protection Act, 2020.
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Public Participation on Data protection Act,2020.
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Public Participation on Data protection Act, 2020.
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Public participation on Data protection Act, 2020.
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OF NATIONAL GOVERNMENT

Public Participation on Data protection Act, 2020.
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OF NATIONAL GOVERNMENT

Public Participation on Data protection Act, ZO20.
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2. TMBU

(27rH FEB 2O2O): EMBU: Publlc particlpatlon at Embu County Youth Talent Centre, Embu. Government spokesperson Col.(Rtd) Cyrus Oguna opened the Forum
on behalf of PS/BT accompanied by Reglonal Commlssloner, Eastern and County Commlssloner, Embu. A total of 151 partlcipants were ln attendance
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3. NAIROBI

(27n FEB 2@O): NAIROBI- Publlc Partldprtlon Forum ln Nelrobl- XICC (Amphltheatre). The Forum was ofllclally opcn.d by Chlef Admlnlstra0ve Secretary
Mlnlsrv ot ICT Ms. Maureen Mbaka.. Shc was accomoanlcd bv Counw Commlssloner N.hobl. A total of 455 DartldDants were ln attendance
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4. MOMEASA

(27rH FEB 2020): MOMBASA- Public Partldpation Forum ln Mombasa- Nenya School of Government (l(sc). The Forum was offlcially opened by
Huduma Namba Pro.lect Co-ordinator Mr. Phillip lemarasla. County Commlssloner, Mombasa also graced the forum. A total of 452 partlclpants were
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5. NAKURU

(27n FEB 2020): NAKURUT Publlc Panldpadon at Old Town Hallln Nakuru Preslded over by Director NRB Mr. Reuben Klmotho accompanled by County
Commlssloncrs from Nakuru & Narok. A totel of 221 partlclpants were ln attendance. A totel of 247 prrtlclpants were ln attendance.
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(27rH FEB 2020): NYERI: Public Participation at CDF Hall (Nyeri town Constituency). Presided over by Janet Mucheru, Director Civil Registration Services
and Deputy County Commlssloner, Mathlra Sub-County. A total of 217 partlcipants were ln attendance
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7. GARISSA

(27m FEB 2020): GARISSA- Publlc Paftlclpatlon at Government Guest House, Preslded over by Hesbon Malweyl, ICT Dlrector (MolCT) and Deputy County
Commlssloner, Garlssa Sub-County. A total of 702 partlclpants were ln attendance
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8. KAKAMEGA

l27rn FEB 2O2Ol; K{XAMEGA: Public Partlclpatlon at Masharlkl Hall (RC's offlce compound), Kakamega. Preslded over by Alexander Muteshl, Dlrector
General, lmmi8ration and Deputy County Commissloner, Xakamega Central. A total of 156 partlclpants were ln attendance
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REPUBLIC OF KENYA

MINISTRY OF ICI, INNOVATION AND YOUTH AFFAIRS

ADDENDUM
ADDENDUI{ TO THE PUBLIC PARTICIPATION ON THE DATA
PROTECTION (CIVIL REGISTPATION} REGULATTONS, 2O2O

The Government has formulated the draft Data Protection (Civil Registratron) Regulations. 2O2O. The draft
regulatrons seek to provide a legal f.amework under the Data Protectron Act. 2OI9 for the administration of
personal data collected and processed by the civil registration systems in the country. The Minrstry there-
Fore lnvites members of the pub|c to submit any representetions that they rhay have on the draft Regula-
tions. The vrews may be made orally or through rvrltlan mamo?andr in the following manner:
].orallythroUghPUblichearin9sthatwlllbeheldon@

atl
. Nairobi- (Kenyatta lnternational Conference Centre-KtCC)
. Mombasa- (Kenya Schoolof Government-KSG)
. Krsumu- (Tom Mboya Labor College)
. Nakuru- (Old Town Hall)
. Kakamega- (l'4ashariki Hall- RC Western office compo!nd)
. Nyeri- (CDF Hall, Nyen Town Constituency)
. Embu- (Embu Social Hall)
. Garissa- (Government Guest House)

2. Written memoranda clearly marked r'Publlc Plrtlclpation oa Tha D!t! Protectlon (CIvll Raglstr.tion)
Ragulrtlonr, 2O2O" m.y be forwarded lo the following to be recerved on or before 5.OO p.m. olr 2'd
Yatch 2O2O
a) Principal Secretary State Department of ICT and lnnovatron. Telposta Towers, lO'Floor, Kenyatta

Avenue, Koinange Street, P. O. Box 3OO25 - OO]OO Nairobi
b) Regional Commissioners (RC's) County Commissioners (CC's). Deputy County Commissioners (D-

CC's) Offices across the Country
ol

c) Emarled to drtarlCqbllCntcJct,tO.kg
The proposed draft Regulanons are avallable rn the following Government websites www.lct.oo.k..

www.lnt.ilor.oo.k.- and www.hudum.nrmb..do.k..

JOE l.{UCHERU, EGH
Cablnat Sacaatary,
Mlnlitry ol lct, lnnov.tion.nd Youth Aflrlrr,
los Floor, Talportr Towa?r, Keryatla Avanua,
P.O BOX 3002S-OOIOO
NAIROBI
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REPUBLIC OF I(E1{YA

U!}IISTRY OF ICT.I}It{OVATION AI{D YOUTH AFFAIRS

The Government has formulated the draft oata Protection [Civil ReSistration] RsSulations, 2020.
The draft regulations seek to provide a legal framework under the Data Protection Act, 2019 for the
administration of personal data collected and processed by th8 civil roSistration systems ln the
country.The Ministry therefore invltes members o, thepublicto submlt any representations that thoy
may have on the draft ReBUlations. The views may be made orallyorthrough wrltton mcmotaldt in

the following manner:

l.0rallythroughPublichearingsthatwillbeheldon2ThFebruary2020[0900hrs-l300hrs]at:
. Nairobi IKenyatta lnternational Conference Cenke-KICC]
. Nakuru [0ld Town Hall]
r Mombasa IKenya School of Government-KSG]

2. written memoranda clearly marked "Publlc Partlclpttlon on Th. 0at8 Protrction (Clvll
ReSbtrltlon, R.8ulrtlons,2020i may be forwarded to the followin8 to be received on orbefore
5.00 p.mon 2d Mrrch 2020:

al Principal Secretary, State oepartment of ICT and lnnovation, Telposta Towers,loth Floor,

Xenyatta Avenue, Koinange Street, P. 0. 8ox 30025 - 00100 Nairobi
bJ Regional Commissioners' (RC'sl, County Commissioners'(CC's). 0eputy County

Commissioners' IDCC's] 0ffices across the Country

0r

cJ Emailed to d.tsrsgulatlons@lct.go.ko

The proposed draft ReSulations are available in the followinS Government websites: www.lcl8o.h.
www.lr arlor.go.kr, and www.hudumanrmb!.8o'ka

,OE MUCHERU, EGH
Cabinet Secretary,

Ministry of lCT, lnnovation and Youth Affairs,
l0th Floor, Telposta Towers, Kenyatta Avenue,

P.0 B0x 30025-00r00
NAIROBI

puBltc PARTICIPATIOII ON THE DATA PROTECTIOI{ (ClVlL
REGTSTRATION) REGUtATIONS, 2O2O


