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REGISTRATION OF PERSONS (NATIONAL IDENTITY MANAGEMENT
SYSTEM) RULES, 2020 AND DATA PROTECTION (CIVIL
REGISTRATION) REGULATIONS, 2020

Reference 1s made to the above matter.

The Inter-Ministerial Coordination Committee on Huduma Namba has developed
two statutory instruments namely: Registration of Persons (National Integraied
Identity Management System) Rules, 2020 and Data Protection (Civil Registration)
Regulations, 2020.

The Committee held a pre-publication meeting with the Committee on Delegated
Legislation on 16" September 2020 and the instruments were gazetted on 13"
October 2020. :

This is therefore to forward you the instruments for processing and its
accompanying documents namely: Lxplanatory Memorandum; Report on Pre-
Publication Consuliative meeting with National Assembly’s Commitiee  on
Delegated Legislation; A report on oral public views received during public



participation meetings; A Report of Analysis of selected stakeholders; A list of
institutions and people who submitted written memoranda; A list of attendees in
oral public engagements; public participation pictorials; call for Public
participation and its addendum.

KARANJA KIBICHO, CBS
PRI AL SECRETARY/INTERIOR AND CITIZEN SERVICES
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Dear Mr. Sialai,
REGISTRATION OF PERSONSTNATIONAL IDENTITY MANAGEMENT

SYSTEM) RULES, 2020 AND DATA PROTECTION (CIVIL
REGISTRATION) REGULATIONS, 2020  \A{[ 20

Reference is made to the above matter.

The Inter-Ministerial Coordination Committee on Huduma Namba has developed
two statutory instruments namely: Registration of Persons (National Integrated
Identity Management System) Rules, 2020 and Data Protection (Civil Registration)
Regulations, 2020.

The Committee held a pre-publication meeting with the Committee on Delegated

Legislation on 16" September 2020 and the instruments were gazetted on 13"
October 2020. ;

This is therefore to forward you the instruments for processing and its
accompanying documents namely: Explanatory Memorandum; Report on Pre-
Publication Consultative meeting with National Assembly’s Committee on
Delegated Legislation; A report on oral public views received during public



participation meetings; A Report of Analysis of selected stakeholders; A list of
institutions and people who submitted written memoranda; A list of attendees in
oral public engagements; public participation pictorials; call for Public
participation and its addendum.

: NJA KIBICHO, CBS
PREN L SECRETARY/INTERIOR AND CITIZEN SERVICES
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EXPLANATORY MEMORANDUM TO

THE DATA PROTECTION (CIVIL REGISTRATION) REGULATIONS,
2020

PART 1
Name of the Statutory Instrument: The Data Protection (Civil Registration) Regulations, 2020

Name of the Parent Act: The Data Protection Act No.24 of 2019
Enacted Pursuant to: Sections 71 (1) of the Data Protection Act No.24 of 2019
Name of the Ministry: Ministry of ICT, Innovation and Youth Affairs.

Department: State Department of ICT and Innovation

Gazetted on:
Tabled on:

PART 11

1. Purpose of the Statutory instrument

The purpose of the Regulations is to unpack the data protection aspects that relate to the civil
registration entities, such as registration of births, adoptions, marriages, citizenship and deaths in
the country The entities that process civil data of persons are very critical and therefore a need to
prioritise in providing them with guidance on how they ought to comply in the processing of
personal data The regulations obligate the civil registration entities to comply with the right to
data protection. The Regulations further prescribe the security standards and safeguard that civil

registration entities are expected to comply with in their processing activities.

2. Legislative Context
2.1 The Constitution of Kenya provides for the right to privacy under Article 31 which entitles

i I

citizens to not have information relating to their family or private affairs unnecessarily

required or revealed, or the privacy of their communications infringed.



2.3,

The Data Protection Act No. 24 of 2019 is the principal legislation regulating the

processing of personal data, while ensuring that the processing of personal data of data
subject is guided by the principles of data protection.
The Data Protection (Civil Registration) Regulations, 2020 will provide a comprehensive
legal and reguiatory framework for the processing and the protection of personal data
collected by civil registration entities.

PART III

3. Policy Background

3.1

3.2

3.3.

3.4.

The Ministry of ICT, Innovation and Youth established the Taskforce on the development
of the policy and regulatory framework on Privacy and Data Protection, which successfully

developed the draft Data Protection Policy and Data Protection BilL.2019.

Thereafter, the Cabinet approved the Data Protection Policy on 18" April 2019, with the
National Assembly legislating on the Biil, which was assented into law on 8" November

2019 and come into operation on 25" November 2019.

Subsequentiy, upon the determination of the Court decision on the enrollment of citizens
onto the National Integrated Identity Management System (NIIMS), that required the
existence of a comprehensive legal and regulatory framework, the Cabinet Secretary as

empowered under section 71 of the Data Protection Act formulated the regutations.

It is expected that the Regulations will provide a comprehensive regulatory framework that
will guide the civil registration entities in the application of the right to privacy and data

protection as guaranteed under legislation.

4. Consultation outcome



4.1.Pursuant to Article 10 of the Constitution, The Ministry of ICT, Innovation and Youth Affairs
consulted with all key stakeholders, who were likely to be affected by the proposed regulations

over a period of 14 days. The consultations were conducted between 17t February 2020 and

2 March 2020.

4.2.The Ministry, vide a public notice dated 17" and 18 February,2020 invited member of the
public to submit any representations on the Data Protection (Civil Registration) Regulations,
2020 Subsequently, the Ministry held public hearings on the draft Guidelines on 27" February,

2020 in eight regions as follows;

Region Town Venue

Western Region Kakamega Mashariki Hall (RC’s Office Compound
Nyanza Region Kisumu Tom Mboya Labour College

Central Region Nyeri CDF Hall, Nyeri Town Constituency
Rift Valley Region Nakuru Water Buck Hote!l, Nakuru

Nairobi Region Nairobi KICC

Coast Region Mombasa Kenya School of Government

Eastern Embu Embu Social Hatl

North Eastern Garissa Government Guest House

4.3.The stakeholders acknowledged that the regulations will add on to the existing legal framework
and provide a comprehensive regulatory environment for the protection of personal data held
by the civil registration entities. Concerns were raised over the Regulations comprehensiveness
on the rights of the Data Subjects including the rights of persons with incapacities such as

minors and the duties of the civil registration entities towards the data subjects.

4.4.The Ministry, in collaboration with the Office of the Attorney General, Kenya Law Reform

Commission, National Registration Bureau, Civil Registration Services, Communications



Authority of Kenya and the Ministry of Interior & Co-ordination of National Government held
a workshop on 3rd — 7th March 2020 in Machakos to consider the views of the public and

incorporate the input into the final draft of the Regulation.

5. Guidance
The Ministry of ICT Innovation and Youth Affairs will sensitize key stakeholders including civil

registration entities, National Government Ministries and Independent Offices on the provisions of

the Regulations to ensure that the Regulations serve the purpose for which they have been made.

6. Impact

6.1. The Impact on Fundamental Rights and Freedoms: These Regulations do not limit

fundamental rights and freedoms

6.2. The impact on the Public Sector: These Regulations will aid in providing a
comprehensive regulatory framework on the administration of the right to privacy and
data protection This will have a positive impact on the Government relations by

increasing the levels of transparency and good governance, increasing the level of

public trust.

7. Monitoring and review

7.1. The Ministry of ICT Innovation and Youth Affairs shall monitor the implementation
of the Regulation by the Civil Registration Entities. This shall be done through annual

reports from the civil registration entities to the Office of the Data Commissioner.

8. Contact

The contact person at the Ministry of ICT Innovation and Youth Affairs is Mr. Jerome

Ochieng, Principal Secretary, State Department for ICT and Innovations
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(Legistative Supplement No. 108)
LEGAL NOTICE No. 195
THE REGISTRATION OF PERSONS ACT
Cap. 107)

THE REGISTRATION OF PERSONS (NATIONAL INT EGRATED IDENTITY
MANAGEMENT SYSTEM) RULES, 2020

ARRANGEMENT OF RULES
Rule
PART I—PRELIMINARY
I—Citation.
2—Interpretation.
3—Objects of the Rules,
PART II—STRUCTURE AND COMPONENT OF NIIMS
4—NIIMS Component.
5—NIIMS Database.
6—Functions of NIIMS database.
7—Huduma Namba.
8—Huduma Card.
9—Proof of identity.
10—Primary source of foundational data.
PART II—ENROLMENT INTO NIIMS
I I—Enrolment of adults
12—Enrolment of minors,
13—Assigning Huduma Namba.
14—Issuance of Huduma card.
15—Update of particulars,
16—Production of identity documents.
I7—Application of the Data Protection Act, 2019,
I8—NIIMS Linkages.
SCHEDULE
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(a) NIIMS database:

(b) Huduma Namba: and
(¢) Huduma Card.

5. The NIIMS database——

(a) 1s an integrated digital population register of resident
individuals enrolled under the Act:

(b) shall operate as the primary source of foundational data for
cvery enrolled resident individual: and

(¢) shall contain—

(1) foundational data specified under section 5 (1) of the Act;
and

(1) functional data gencrated and linked by any agency
responsible for a function requiring the use of the
Huduma Namba

6. Pursuant to section 9A (2) of the Act, the NIIMS database
shall—

(a) enable use of biometric data to dentify an enrolled resident
individual:

(b) facilitate use of data under the NIIMS database to—
(1) assign the Huduma Namba;
(11) issue the Huduma card;
(111) issue a passport; and

(1v) support access and 1ssuance of electronically generated
copies of identity documents.

8. (1) The Huduma card shall on its face contain the Huduma
Namba and particulars provided for under section X2) of the Act.

(2)The types of Huduma card that may be issued under these
Rules include the—

(a) minors’ Huduma card, 1ssued to a child who has attained the
age of six years;

(b) adults’ Huduma card, 1ssued to a citizen who has attained the
age of eighteen years:

(c) foreign national’s Huduma card, issued to a foreign national:
or

(d) Refugees’ Huduma card, issued to a refugee.

NIIMS Database

Functions of NIIMs
database

Huduma Namba

Huduma Card
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9  For the purpose of cstabhishing  proof of dentity, the
presentation of the uduma card or the Huduma Namba authenuicated
by mometnes constitutes sufficient proof

10 Any Government agency requinng personal particulars of an
individual shall, at the Iirst nstance. relv on the NIIMS databa~e W
authenlicate the foundational data of an enrolled resident mndividual

PARI III—ENROLMENT INTO NIMS
11 An adult resident mmdividual seehmg 0 enrol into the NITMS
~hall—
(a) appedr in person betore a designated registraion officer

(h) provide particular- specilied undet wction 5 (1) of the Act
by filling the data capture lorm HN 1 et out mn the
schedule . and

(¢) aval any other documentary prool as may bhe required

12 (1) A child may be cnrolied mto the NIIMS by appearning
pefore a designated registration officer accompanied by a parent of a
guardian

(2) lor the purpo~es ol updating pariculars. @ parent or 2
guardian of a child shall cauwe the ¢hild 1o appear before a designated
registration officer and shall —

(a) present documents m support of the age and citizenship of
the child. and

(b consent o the tahing of the requited particulars by
embosstng a thumb pnnt or 4 ~ignature on the enrolment
form

(3) A child shall be enrolled into the NiIMS immediately after
the registration of a hirth

13 (1) lhe Prncipal  Secrelan Shall, upon examining the
\nformation provided by the applicant. —

(2) assign a 1luduma Namba 1o the indrvidual withun thirty day~
of application, and

{ notfy the individuat of the successiul enrolment

(2yWhere an apphcation {for enrolment 1s dechined, the Principal
Seerctary  shall within seven davs of that decison  bemng made.
communicate i wWnung o the apphicant and prod 1de—

(a) the reasons for such decision, and
(b) nght of review & ailable to the appheant

14 (1) lhe Huduma card Shall be 1ssued to an individual who
has been assigned a Huduma Namba withm thirty davs from the date of
~uch assignment

(2)Despue paragraph ¢1). a child 15 only ehgible to be 1ssued with
a Huduma card upon-—

Proot of ldentity

Priman source of

loundatinnal data

Enrolment ol adulls

Fnrolment of mnnfi

Assigring Huduma
Nimba

Tesuanes of | uduma
card
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(a)  attaining the age of six years; and

(b)  updating the required biometric data and other particulars
specified under rule 15.

(3)The initial issue of the Huduma card to a citizen is free of
charge.

(4)An individual whose Huduma card is lost, worn out, or
tampered with shall apply for a replacement upon payment of such
fees, as may be specified by the Cabinet Secretary in the Gazerze.

(5)A replacement envisaged under paragraph (4) shall be issued
within fourteen days from the date of application specified under
paragraph (4).

15.(1) An enrolled resident  individual may update their
particulars under NIIMS by notifying a designated registration officer,
by filling in the Change of Particulars Form HN 2 set out in the
Schedule.

(2) Upon the receipt of a notification of change of particulars
under paragraph (1), the designated registration officer shall verify the
information provided and update the NIIMS database without delay.

(3)The particulars of a child captured after registration of a birth
shall, on application by the parent or guardian, be updated under the
NIIMS upon the child attaining the age of six years.

(4)Where a request to update particulars is declined, a designated
registration officer shall within seven days of such decision—

(a)mform the applicant in Writing, setting out reasons for the
decision; and

(b)inform the applicant of the night of review or appeal.

16. Any government entity involved in the production of any

document outlined under section 9A (2)(d) of the Act shall rely on
foundational data under the NIIMS database.

17. The provisions of the Data Protection Act, 2019 shall apply
to the processing of personal data under the Act and these Rules.

18 A government agency that relies on foundational data of
resident individuals to deliver a public service may be linked to the
NIIMS database in a manner that enables the agency to—

(a) authenticate personal data i their possession with NIIMS
database: and

(b) transmit, access or retrieve foundational data necessary for
proper discharge of the agency s functions,

Update of
particulars.

Production of
Identity documents

Application of the
Data Protection Act,
2019

No. 24 of 2019
NIIMS Linkages
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SCHEDULE

(r.11(b))
FORM HN 1- DATA CAPTURE FORM

s CONFIDENTIAL iR
- Huduma
NA__MBA Uigﬂal
"“E]D MM [,:I;[D SRR wwe Haduma Bors S
DIGITAL DATA CAPTURE FORM

mmmmmun—nnﬂn it}

[)Yes [ )Ne

Do,
(1] -

[TTTILH
NHIFNO.
ERERRREEE

Driver's Licence NO. | Passport No.
(TTTITTT |
CLTLL T I~ e i

Lol 0D MM YYYY

NSSF No.

| (I

‘ = e | Status: [
fg passportio. [ 11 11 1] ‘ { JWorkPermit ( )Special Pass () DependantPass. |
£ (opiydse) ] (1] CTTT) | Oneite Omen O
i- DD MM Y YYY | [ ) Asylum [ ) Stateless () Other

( )Single Spouse Name First Name uﬂ-l-: 5"""‘ ‘

{ ]Married ! B [ =S N EEE S anl

{ ) Separated 2 o — = S | N mEan|

{ ) Divorced 5. . , S mauauasan|

| (1 Widowed (O B — CCCTTLILLE

5 CTTLL LIl
Pt : 3 7 = T

| Father's First Name Middle Name Sumama [ ) ecname —_ ST .

| Mame: (e Passport No. | L_J;—_[[,TU:IL‘;

. Mother's First Name Middie Name Surname | [ ) Deceased B

| Name: | [ YA mﬂﬂ TAILLI\

Guardian First Name Wuddie Name S newme

| [ Joecesse| oyng TTTT 11 | |

\.“- I[}AM P-wﬂh.'l'll.\llln|1|

| Guardian Institution Rame

Name:

segarationto. [T T TT T T 1]

/
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Permanent Physical Address/Home Address B e e R |
| Sub-County: | Division: |
ST N s — ]

Village/Estate/House No, |

[Location: | Sub-Location

m
o Py R T e RIS

E | County: | Sub-County: Division:

|Location: | Sub-Location:

|PostalAddress: | Postal Code: -

| |
( ] Secondary ( )Sec . ‘
£ [ ]Vocational [ ] Vocational . D:D]:D:[jl‘
Tl ) Middle level colleges (diploma, cortificats) () Midle level colleges (diploma, certificats)
3 ] Undergraduate ( ] Undergraduate
[ )Pustgraduate ' ) Pustgraduate |
Other: Other:
____:*——Aﬁ_‘_—t_:_—_ﬁﬁ __.W_J_,ﬁ__:::‘f._ —_—
'eﬂ-_es____,_,,,_k_“___ﬁ__x_k__,,___ﬁ__fm,_#‘ NG 5|
| Type of industry: L k |
[ YEmployed [ ) Selt-Employed [ 1Unemployed | | [ age [ )Medium |
U ey et s oo )
s RN G AR o SR I SRR 5
Anymﬁnmadhlpiclﬂmldlctwﬂhs? | What Islhelmdtanwel(kmlshlu | Whatis the size of the farm? |
| [ )Yes[ JNo | status? |
§ It yes specify: [ JFish Farming []I‘meFannlngl { Ibelow acres ( }10-50acres
3 e e Lol ks Y | Ty |
(s ]

Doyouprndi’.‘einigaﬂu;? [ JPrivate () Pubiic | and

{[)Yes( )No

R — | _.,,_ﬁ_,,_,,,_.,__,,_g__j

[ Jover 100 acres

=il T FirstMenm [ Mot Swnsam ™ /P . E"'_. ’ - [

Hl 0TI |

8 I conlinm thet the o e — T e —
wh!ﬂﬁbw Including whmhmw-ﬂmln“&ﬂm

“  Disclaimer: h&m*hdhm:-mhm-ammm“dm

fysteme. | understand that my nformation may be provided ton suthorised Government #g2ncy /agencies. |

— . —_ = ._,,_Df_f_,,_.,_,|
Sentuns ™" | Ragistration Officer Narne Rogistration Officer | |
| e | [Firstitome [ Mkt Marme 'isugmmm.stampmd\ I
‘m' e S — 1 | Fingerprint: | P |
[';E_ﬁ,._g_k‘_ﬁ_,ﬁ R
Remarks:

! Swneme

| |
Shoutd the space provided on this 1orm be insutfic ient, . 88 the additional informationon white A4 sheot of pager and att b to this form. Write the Registration
hhdﬂnhnnﬁh’d-ym : e
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FORM HN 2 (r.15(1))

REPUBLIC OF KENYA
REGISTRATION OF PERSONS ACT

REGISTRATION OF PERSONS (NATIONAL INTEGRATED IDENTITY
MANAGEMENT SYSEM) RULES, 2020

CHANGE OF PARTICULARS FORM

CHANGE OF PAR L LO2s———
Note:

1. Affidavits or other documentary evidence as applicable in support of the request may

be attached.
2. If the space provided for in this Form is inadequate, submit information as an

Annexure to this Form and sign each page.

3. Where a person other than the data subject makes a request for rectification, the
person making the request must attach proof of authority to act on behalf of the data
subject.

4 On receipt of a duly filled form, you will receive a response within three working
days

Fill as appropriate

SECTION 1: DETAILS OF RECORD OWNER

Full Name:

(First Name) (Other Name) (Father's (surname or last Name)

Birth Certificate/ Notification No.

Identity Card/ Passport No

Postal Address:

Mobile No.

Email address
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SECTION 2: PERSON INITIATING THIS REQUEST.
Full Name:
(First Name) (Other Name)  (Father's (surname or last) Name)

Identity Card/ Passport No.

Mobile No.

Email address:

SECTION 3: PROPOSED CHANGE (8)

Personal Information currenily on file to be | The proposed | Reason for the
corrected e.g. name, residential Status, and | change proposed
mobile number, email addyess. change

l.

2,

3

4.

=)

6.

7.

SECTION 4: DECLARATION

Please note that any attempt to gain access to personal information through
misrepresentation may result in prosecution.

I confirm that I have read and understood the terms of this request form and
certify that the information given in this application is true.

o=y

Signature ... BN, v, omeveresmae socss

DOCUMENT CHECKLIST:
I have provided:
(a) A duly completed request form.
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(b) Attached document(s), ncluding proof of authorization  (if
applicable)
(c) Signed and dated the request form

FRED MATIANG'L,
Cabinet Secretary, Mimsiry of Interior
and Co-ordination of National Government.

LiGal Nonce No 196
JHE DATA PROTECIION ACT, 2019
(No Hof 2019
[0 DATA PROTECTION (CIVIL REGIS IRA TTON) REGULA TONS, 2020
ARRANGEMENT OF REGULA 1TONS
Regulation
PAR! 1—PRI LIMINARY
|—Catation
2—Interpretation
3-—Scope of the Regulations
PART II—DAIA PROI ECTION PRINCIPLES
4—T.aw ful processing of personal data
S—-Privacy 10 processing of personal data
(—-Consent
7—Manper of giving consent
%—-Collection of personal data
9——1.1mitat1on 1N Processing of personal data
PARI HI—RIGH TS OF A DA LA SUBILCI
10— Access o personal data
11— Reetification of personal data
12-—Objection 1o Processing of per~onal data
13—Data portabihty request
| 4—Exereime of data subject nghts by others
15— Personal data relatng o a child
PART IV—OBLIGA I1ON OF 1HE CIVIL REGISTRAT TON ENTTTIES

16—Duty 1o noufy



17—Retention of personal data.

18— Notification of breach of personal data.

19—Data protection Impact assessment.

20— Responsibilities of a Data Protection Officer.

21—Sharing of personal data

22—Automated individual decision-making.

23—Internal complaints handling procedure.
PART V—SECURITY SAFEGUARDS

24—Data protection by design or default.

25—Security safeguards of personal data.

26—Database security .

27—Monitoring by the Data Commissioner.

28—Data security procedure.

29—Database systems and risk assessment.

30—Physical protection and secure surroundings.
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THE DATA PROTECHTON ACT. 2019
(No 24 of 2019

IN 1XERCISE of the powers conferred by section 71 of the Dala
Protection  Act. 2019, the Cabmel Seerelary  for Information.
Communication, |echnology . Innovation and Youth Affairs makes the
following Regulations—

[HE DATAPROTFCTION (CIVIl REGIS RATION)
REGULA TTONS, 2020

PART I—PRELIMINARY

1 These Regulations may be ated as the Data Protecion (Cwl
Registration) Regulations, 2020

2 [pn these Regulanions, unless the context otherwise requires—
“Act means the Data Protection Act, 2019

~quthonzed officer  means an officer of the civil regtration
entity who 15 expressly permitted by the civil regstration entity 10
acecss the civil registratton eniity “« database and database sy stem.

~¢hild” has the meanmg assigned to 1t under the Children Act,
2001,

=gl registraton” means the continuous, permanent. compul~ory
and unnersal recording of the occurrence and characterisics of vital
cvenls to the population mcluding registration. ol births, adoption,
marmage and death as provided under the existmg laws,

~g1vil Tegistration cntity’ means a public agency responsible for
admimstering laws under regulation 3. and includes—

(a) the National Regstranon Burcau,

(by the Cnvial Regstration Serviace.

(¢) the Registrar of Marmages.

(d) the Department of Immigration,

(¢) the Registrar responsible for Children Affairs
(1) the Department of Refugee Affairs. and

(g) the Pnmcipal  Seeretary responsible  for the Nauonal
Integrated ldenuty Managemenl System database

~database” mcludes personal data wored Dy the civil registration
entity .

database syslem  means d woftw are ~erving the database
~data controller” means the Principal Sceretary for the ume being
responsible for en 1l registration.

~Data Commissioner” has the meamng assigned to it under the
Act

{manon

[nierpretanion

No Mol 2019

No Bol 2%
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3. These Regulations shall apply to a civil registration  entity
involved in the processing of personal data relating to—

(a) registration of births;
(b) registration of adoptions;
(¢) registration of persons;
(d) 1ssuance of passport;
(e) registration of marriages;
() registration of deaths: or
() 1ssuance of any document of identity.
PART II-DATA PROTECTION PRINCIPLES
4. The processing of personal data is lawful, if undertaken

pursuant to the Act and in accordance to the provisions of the following
laws—

(a) the Registration of Persons Act:

(b) the Births and Deaths Registration Act:

(c) the Kenya Citizenship and Immigration Act:

(d) the Marriage Act:

(¢) the Children Act:

() the Refugee Act: or

(2) any other law relating to the issuance of identity document.

5. A civil registration entity shall take al] practical measures to
ensure—

(a) access to the data in its system 1s only by authorized officers;

(b) the database system has adequate technical and procedural
safeguards for processing personal data:

(¢) the data subject is provided with the necessary information
relating to the processing their personal data;

(d) the personal data being processed is verified; and

(¢) compliance to the code of conduct relating to confidentiality,
privacy and security guidelines as specified by the Data Commissioner
from time to time.

6. (1) A civil registration entity shall seek consent from a data
subject for processing of personal data at the time the personal data is
collected. —

(2) A civil registration entity shall, before processing personal
data, inform the data subject.

(a) the type of personal data to be processed;

2099
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(b) the magnitude of pcn.unal data o be proccs.wcd_
{¢) the reasons for the processing the required personal data, and

(d) whether the pervonal data proceswd shall be hared with
third partics

(3) A enval registration entity <hall obtam consent {rom the data
subject while ensunng that-—

(a) the data subject 14 informed n a language they understand
(b) the data subjeet voluntanly gives consent.
(¢) consent 15 speeiic. and

(d) the data subject has capacitv 10 understand and commumeate
thair consent

(4) A civil regastration entity shall obtain the consent in th‘wlCal
or clectronme form

7 (1) Consent shall be given either orally or in wnung and may
include a handwniten signature, an oral statement, or use of an
clectrome medium to sigmiv agreementl

(2) A civil registration entitv shall not presume that a data subjecl
has given consent on the hasts that the data subject did not object 1o a
proposal 10 handle personal datan a particular manner

(3) Consent Jhall not be imphied, where the intention of the data
subject 15 ambiguous ot there 1s reasonable doubt as 1o the intention of
the data subject

(4) Subject to scetion 32 ¢2) and (3) of the Act. the data subjecl
hall be informed of the implications of providing withholdmg or
withdraw mg consent by the civil regrstration entity

8 (1) A civil registration entity shall have regard to the foliowmg
during the data collection—

(a) collect personal data which 1t 1> permtted to collect by the
data subject,

(b undertake steps o ensure the qualitv of personal data. and
(¢) undertahe Processes 10 >CCure personal data

(2) Where a avil registration cnuty intends to use personal data
for a new purpose, 1 shall ensure that the new purpose 15 compatible
with the ymtial purpose

(3) Where the new purpose Is not compatible with the mitral
purpose, the civil registration entity shall scek resh consent from the
dJala subject

(1) Subject to section 32 (2) and (3) of the Act the dala subject
<hall be informed of the mphications ot providing. withholding or
withdrawing consent for the new purpose by the civil repistration
catity

Manner ol giving
consent

Cellection of
personal data



(2) A request envisaged under paragraph (1) shall be in Form |
set out in the First Schedule.

(3) A civil registration entity shall upon receiving the request
envisaged under paragraph (2)—

(a) consider the restriction request:
(b) respond in writing to the data subject within fourteen days
from the date of receiving the restriction request;

(¢) indicate on its system that the processing of personal data
has been restricted; and

(d) notify any relevant third party where personal data subject to
such restriction may have been shared

(4) Where a civil registration entity declines to comply with a
request for restriction in Processing, it shall within seven days notify
the data subject of such decline giving reasons for the decision.

(5) Where the application for restnction in limitation of

processing of the data is declined, the data subject may appeal to the
Data Commissioner.

PART II—RIGHTS OF ADATA SUBJECT

10. (1) A data subject shall make g fequest to access their
personal data in Form 2 set out in the First Schedule

(2) A civil registration entity shall —

(a) on request, provide access to a datg subject to theijr personal
data n its possession; and

(b) put in place electronic Or manual mechanisms to enable data
subjects to access their personal data.

1L (1) Pursuant to section 40 of the Act, a data subject may
Tequest a civil registration enuty to rectify their personal data, which is
inaccurﬂtc, outdated, incomplc(c or misleadjng.

(2) A request for rectification envisaged under paragraph (1) shall
be made in Form | set out n the First Schedule.

(3) An application for rectification of personal data shal] pe
supported by the nhecessary  documents, relevant to the rectification
being sought,

(4) A rectification request shall include sufficient detai] 1o enable
the civil registration entity to identify —

(a) the data subject making the request;
(b) the personal data requested:

(¢) the rectification requested by the data subject;

2101
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(d) the information useful to warrant the rectification; and
(¢) the justification for rectification of the personal data.

(5) A cvil registration entity shall within thirty days rectify an
entry of personal data in the database where the civil registration entity
is satisfied that a rectification 15 necessary .

6) A civil registration entity shall in writing notify the data
subject of 1ts objection 10 rectify the personal data where such data 1s
required as envisaged under section 40 (3) and provide reasons thereto.

(7) Where rectification of personal data has been denied by the
¢civil registration entity, the data subject may lodge a complaint with the
Data Commissioner where dissatisfied with the decision.

(8). In case of any change 1n personal data in possession of the
civil registration entity, the data subject shall notify the civl
registration entity to update their personal data.

12. A data subject who objects to the processing of personal data
pursuant 10 section 26 (c) of the Act, shall apply to the civil registration
entity in Form 1 set out in the First Schedule.

13. A civil registration entity shall, upon request In writing by the
data subject, provide the data subject with their personal data in a
«tructured, commonly used and machine readable format within thirty
days from the date of receipt of the request and upon payment of the
required fees.

14. (1) Subject to section 27 of the Act, where a person duly
authorized by the data subject secks 10 exercise the rights of a data
subject on their behalf, the person exercising that right shall take nto
consideration the best interests of the data subject.

(2) Where there is doubt as to the existence of a relationship
between the duly authorized person and the data subject, the civil
registration entity shall halt the request of exercising a right on behalf
of the data subject until evidence to the contrary 1s adduced.

(3) Where the right 1s being exercised on behalf of a minor. the
persons exercising that right may produce —

(a)a birth certificate;

(b)an adoption certificate;

(¢)a court Order; or

(d)any other relevant document.

15. (1) When processing personal data of a child, the civil
registration entity shall ensure that—

(a) consent1s given by the child’s parent of guardian;

(b) processing is done lawfully and safeguards the best interest
of the child;

(¢) where required, that the child is present;
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processing of
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Data portability
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subject nghts by
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Processing of
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(d) unauthorized access to personal data relating to a child 1s
prohibited:

(¢) it has design systems and processes that safeguard the best
interest of the child: and

(f) the risks and consequences of the processing are identified,
and appropriate safeguards are put in place.

PART IV—OBLIGATION OF THE CIVIL REGISTRATION
ENTITY
16. (1) The information given by the civil registration entity
pursuant to section 29 of the Act shall be simple, clear and 1n an
understandable language.

(2) In giving the information envisaged under paragraph (1), a
civil registration entity may use physical or electronic formats, verbal
means or any other technology.

17. (1) A civil registration entity shall retain processed personal
data in perpetuity and in accordance with the enabling wnitten laws.

(2) Where a civil registration entity processes personal data for a
specific reason and does not require retention of the personal data in
perpetuity, personal data  shall be deleted, anonymised or
pseudonymised.

(3) A civil registration entity shall formulate admimistrative
mechanisms that describe the categories of personal data that shall be
deleted, erased, anonymised or pseudonymised.

18. (1) Pursuant to section 43 of the Act, a civil registration entity
shall in writing notify the Data Commissioner and communicate to the
data subject of breach to personal data.

(2) Where a data subject suspects that their personal data has
been breached. the data subject may, within fourteen days from the date
of such suspicion, notify the respective civil registration entity and the
Data Commissioner of such personal data breach in writing.

(3) The provisions of regulation 23 shall apply to this regulation
with necessary modifications.

19. (1) Where a data protection impact assessment may be
required in accordance with section 31 of the Act, a civil registration
entity shall conduct the data protection impact assessment guided by
Form 1 set out in the Second Schedule.

(2) The data impact assessment report prepared pursuant to
paragraph (1) shall, with the approval of the Data Commissioner, be
published in the manner determined by the Data Commuissioner.

20. (1) Subject to section 24 (7) of the Act, the responsibilities of
the Data Protection Officer includes to—

(a) monitor and evaluate the efficiency of the data systems in the
organization; and

Duty to notify
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(b} keep wntlen records of the processing activities of the civil
regstralion entity

(2) The records specified under paragraph (1) (b) shall be in
wnting or clectronic form  and  shall include  the following
information—

(a) the name and contact details of the eivil registralion entity
ib) the purpose for processing the data,

(¢) a descnption of the categones of the data subjects and of the
catecgones ol the personal data,

(d) the categones of recipients to whom personal data have or
shall be disclosed to, including to those outside Kenya,

() any transters of personal data outside Kenva mcluding the
idenufication of the third party or an organsation outside
Keny a 1o which the data 15 to be transferred,

(f} adescription of the technical and secunty measures that have
been utihized to alleviale data-related nsks.

(2) number of staff tramed on the data protection, and
(h) data protection impact assessment undertaken, if anv

21 (1) Subject 10 secuon 25 of the Act, a civil registration enlily
may make personal data collecled by it, available 10 a public ageney,
upon request

{2) A request for personal data envisaged under paragraph (1)
shall be—

(a) made bv an auwthonsed officer of the requesting public
agency,

(b) 1n wnting, specify ing—
(1) the purpose for which personal data 15 required.
(1) the duration for which personal data shall be kept. and

(1) proof of the safcguards put n place 1o secure personal
data from unlaw [ul disclosure

(3) Personal data collecied by a public agency, pursuant 10 ths
regulation shall—

(a) be adequate, relevant. and hmited to what 15 necessan n
relation to the purposes for which 1115 requested. and

{b} not be processed m a manner that 1s incompatible with the
pr P
purpose lor which it was requested

22 (1) A cvil registration entity making automated decisions
shall—

(a) mform the data subject when engaging m the automated
processing,

Sharing ol personal
intormation with
public agencies

Automated
indrvidual decisinn
making
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(b) provide meaningful information about the logic involved:;

(c) explain the significance and envisaged consequences of the
processing;

(d) ensure the prevention of errors, bias and discrimination;
(e) use appropriate mathematical or statistical procedures;

() put appropriate technical and organizational measures in
place, so that it can correct inaccuracies and minimize the
risk of errors;

(g) secure personal data in a way that is proportionate to the risk
to the interests and rights of the data subject, and that
prevents discriminatory effects; and

(h) ensure that data subjects can—
(1) obtain human intervention; and
(11) express their point of view.

23. (1) Where a data subject 1s aggrieved by the processing of
their personal data, the data subject may lodge a complaint with the
civil registration entity.

(2) A complaint made under paragraph (1) may be made orally or
m writing.

(3) A civil registration entity shall reduce an oral complaint into
writing and shall be executed by the complainant.

(4) A complaint by a data subject may provide
(a) the full name of the data subject lodging the complaint;
(b) contact details of the data subject,

(c) details of the complaint;

(d) period over which the suspected wrongdoing occurred; or

(e) documentary evidence in support of the complaint where
available.

(5) The civil registration entity shall investigate the complaint
and notify the data subject of the investigation outcome in writing
within seven days from the date of completion of the investigation and
any action taken where the complaint has been upheld.

(6) The civil registration entity shall inform the data subject of
the night to appeal to the Data Commissioner, where the data subject is
dissatisfied with the decision of the civil registration entity .

PART V—SECURITY SAFEGUARDS

24. (1) A cwil registration entity shall embed data privacy
features directly into the design of the database to ensure protection of
personal data.

(3%}
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(2) A civil registration entity ‘s operational and technical systems
shall incorporate—

(a) data protection principles;

(b) enforceability mechanisms of the data subject’s nights;

(¢c) risk management mechanisms for data protection and for
information security;

(d) cyber security measures;

(e) access securty;

() physical secunty; and

(g) de-identification measures.

(3) A civil registration entity shall take reasonable steps to—

(a) protect personal data it holds from misuse, interference and

loss, and unauthorized access, modification or disclosure;
and

(b) protect personal data at all stages of the personal data
lifecycle.
25. A civil registration entity shall put in place security
safeguards to ensure that personal data held by them is accessed by
authorized persons which include—

(a) techmcal safeguards for encryption of personal data at rest or
in transit;

(b) personnel safeguards through the vetting of personnel
involved in the processing of personal data; and

(¢) procedural safeguards which may include restricted access
control to data Centre or system holding or carrying personal
data.

26. A civil registration entity shall implement restriction of
unauthorized access, configuration to prevent distributed denial of
service attack or user overload and continuous database backup to
enhance database security.

27. The Data Commissioner may on a periodic basis conduct
monitoring and evaluation of security safeguards employed by a civil
registration entity.

28. (1) A civil registration entity shall formulate a written data
security procedure for its entity.

(2) The procedure specified under paragraph (1) shall be binding
upon the authorized officer and shall include

(a) instructions concerning physical protection of the database
sites and their surroundings,

(b) access authorizations to the database and database systems;

(¢c) description of the means intended to protect the database
systems and the manner of their operation for this purpose;

Security safeguards
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Database security
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Data security
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(d) nstructions to authorized officer of the database and
database systems regarding the protection of data stored in
the database;

(¢) the nsks to which the data in the database is exposed in the
course of the civil registration entity's ongoing activities,

(f) the manner of dealing with information security incidents,
according to the severity of the incident;

(g) instructions concerning the management and usage of
portable devices;

(h) instructions with respect to conducting periodical audits to
ensure that appropriate security measures, in accordance
with the Procedure and these Regulations exist; and

(1) instructions regarding backup of personal the data.

(3) The civil registration entity shall, on an annual basis, assess
the need to update the security procedure.

(4) Despite paragraph (3), the civil registration entity shall assess
whether the security procedure requires to be updated in the following
instances—

(a) material modifications in the database systems; or

(b) new technological nisks relating to the database systems are
known.

(5) A civil registration entity that controls several databases may
develop a data security procedure in accordance with these Regulations
in a single document that concemns all databases it controls.

29 (1) A cwil registration entity shall maintain an up-to-date
document of the database structure, and an up-to-date inventory of the
database systems, including—

(a) infrastructure and  hardware  systems, types of

communication and data security components;

(b) the software systems used to operate, administer and
maintain the database, to support, monitor and secure its
activity;

(¢) software and interfaces used for communication to and from
the database systems;

(d) a diagram of the network in which the database is operating,
including a description of the connections between the
different system components and the physical location of
components; and

(e) the dates in which the document and the inventory were last
updated.

(2) The up-to-date database structure document and inventory

shall be secured in such a manner that only authorized users who
require them for the performance of their role shall be provided access.
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(3) The civil registration entity shall be responsible to conduct a
data security risk assessment.

(4) The civil registration entity shall consider—
(a) the findings of the risk assessment provided; and

(b) the need to update the database definitions document or the
data security procedure as a result, and act to amend the
shortcomings found in the course of the assessment, 1f any.

(5) The risk assessment specified under paragraph 4 (a) shall
carried out on a periodical basis.

(6) The civil registration entity is responsible to conduct, at least
once every eighteen months, access tests to the database systems n
order to test their vulnerability to external and internal threats.

(7) The civil registration entity shall consider the results of the
access tests and amend the faults found, if any.

30. (1) A civil registration entity shall ensure that the database
and database systems are maintained in a secure place, preventing
unauthorized access, and which is suitable to the nature of the database
activity and the sensitivity of information therein.

(2) A civil registration entity shall take measures to monitor and
document the entry to and exit from sites in which the database or
database systems are located, including the setting and removing of
equipment in and from the database systems.

31. (1) A civil registration entity shall not grant access to
information stored in the database and shall not change the scope of
authorization granted, unless the civil registration entity has undertaken
reasonable measures, to screen and place authorized officers, to ensure
that the unauthorized user is not granted access to the personal data
stored in the database.

(2) The measures specified under paragraph (1) shall be taken in
accordance with the sensitivity of the information in the database and
the scope of access permissions attached to the role proposed to the
relevant person.

(3) Prior to authorized officers gaining access to the database or
before a change in the scope of their authorizations, the civil
registration entity shall train authorized officer on the obligations
embodied in the Act and these Regulations.

32. (1) A civil registration entity shall determmme access
permission of authorized users to the database and database systems n
accordance with the authorized officer’s responsibilities.

(2) Access permission shall be granted to the extent required for
performing the role.

(3) A civil registration entity shall keep an up-to-date record of
authorized user’s roles, user permission granted to these roles and the
authorized users performing such roles.
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(4) Immediately following the termination of an authorized user’s
role, a civil registration entity shall revoke the permission of an
authorized user who has ceased working in their role, and change the
passwords to the database and database systems to which the
authorized user could have known.

33. (1) An automatic recording mechanism shall be incorporated
in the database system to enable monitoring access to the database
systems including on —

(a) user identity;
(b) date and time of access attempt;
(c) system component to which access was attempted; and

(d) access type, its scope, and whether access was granted or
denied.

(2) The monitoring mechanism shall—
(a) not enable disabling or modifying its operation; and

(b) in the event of disabling or modifying, send alerts to the
authorized officer or any other relevant person.

34. (1) A civil registration entity shall document cases in which a
data security incident was discovered, raising concern regarding a
breach of personal data integrity, unauthorized use thereof or deviation
from authorization.

(2) The documentation specified under paragraph (1) shall, as far
as 1s practicable, be stored in electronic form.

(3) In the data security procedure, a civil registration entity shall
prescribe instructions with respect to handling information security
incidents, depending on the event severity and the information
sensitivity level, including—

(a) revoking authorizations and other necessary immediate
measures; and

(b) reporting security incidents, to the Data Commissioner and
the actions taken in response to the security incidents.

35. (1) A civil registration entity shall not connect the database
systems to the internet or to another public network without installing
the appropriate safeguards against unauthorized access or against
software that may damage or disrupt computers or computer material.

(2) The transfer of personal data from the database through a
public network or the internet shall be conducted by commonly used
encryption methods.

36. (1) The civil registration entity shall conduct, at least once in
twenty-four months, an internal or external audit by an auditor
adequately trained in the field of data security who is not the civil
registration entity’s data protection officer, in order to ensure it
complies with the provisions of the Act and these Regulations.
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(2) The auditor shall report on the adherence of the secunity
measures to the data security procedure and to these Regulations,
identify shortcomings and recommend the necessary measures 1o
correct the situation.

(3) A civil registration entity shall review the audit reports
specified under sub-regulation (2) and assess the need to update the
database definitions document or the data security procedure,
accordingly.

(4) A civil registration entity that controls several databases may
comply with the duty prescribed in this regulation by performing a
single audit for all the databases it controls.

37. (1) The civil registration entity shall retain the backup copy of
the data and of the security procedures in a manner that ensures the
integrity of the personal data and the ability to restore the information
in case of loss or destruction.

(2) The civil registration entity shall formulate —

(a) procedures for routine periodical backup in accordance with
these Regulations; and

(b) procedures to ensure restoration of the data.

(3) In documenting security incidents pursuant to regulation 34,
data restoring processes shall also be documented, including the
identity of the person who performed the data restoration and the
details of the personal data restored.

38. (1) A civil registration entity shall not transfer personal data
collected for civil registration purposes out of Kenya, except with the
written approval of the Data Commissioner.

(2) A person who contravenes Paragraph (1) shall, on conviction,
be liable to a penalty specified under section 73 of the Act.

PART VII—GENERAL PROVISIONS

39. A civil registration entity shall, on annual basis, submit a
compliance report to the Data Commissioner.

40. (1) A civil registration entity entering into an agreement with
an external service provider in order to receive a service which mvolves
granting external service provider access to the database shall—

(a) assess, prior to entering an agreement with the external
service provider, the data security risks involved in the
engagement;

(b) expressly agree with the external service provider on the
following, taking into account the risks mentioned under

paragraph (a)—

(i)  the data the external service provider may process and
the permitted purposes of its use as required by the
agreement between the parties;
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(1) the database systems that the external service provider
may access,

(1) the type of processing or activities the external service
provider may perform;

(1iv) the agreement duration, the manner of returning the
data to the civil registration entity at the end of the
agreement, its destruction at the disposal of the
external service provider and of reporting accordingly
to the civil registration entity;

(v) the manner data security obligations which apply to the
processor of the database according to these
Regulations are implemented, and additional data
security instructions set by the civil registration entity,
if any;

(vi) the external service provider shall have his authorized
users sign an undertaking to protect the information
confidentiality, to use the data only according to the
agreement and to implement the data security measures
prescribed in the agreement; and

(vi1) where a civil registration entity permitted the external
service provider to provide the service through another
entity, 1t shall be the duty of the civil registration entity
to include in the agreement with the other entity all the
matters detailed in these Regulations.

(2) The external service provider shall report to the civil
registration entity, at least quarterly, the manner the obligations by
these Regulations and the agreement are implemented, as well as to
notify the civil registration entity any security incident.

(3) The civil registration entity shall take measures to monitor
and supervise the compliance of the external service provider with the
provisions of the agreement and these Regulations, as appropriate,
taking into account any risks.

(4) A civil registration entity that controls several databases and
enters into an agreement with an external service provider that includes
access to the databases by the external service provider, may enter into
a single agreement concerning all databases.
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SCHEDULLS
FIRST SCHEDULE

FORM !
(r 9 (2)). (r 11(2). (r 12))
REQUESI FOR RIS [RIC TION OR OBJLCTION 10 THE PROCESSING OF
PFRSONAL DATA

Note:
(1) Affidavits or other documentary evidence in support of the objection

may be attached

(1)) If the space provided for m this Form 1s madequate, submit
mformation as an Annexure 10 this I'orm and sign each page

(11)Where an objection 1s imtiated by a person other than the data subjeci,
the muniator must attach proof of authority to act on behalf of the data
subject.

A. SECIION NATURE OF REQUIEST

Mark the appropriate box with an "\" Request for

RESIRICTION I:] OBJECTION

B. DETAILS OF THE DATA SUBJLCT

Sumame Middle name First name

Birth Certificate/ Notification/ National Identity Card/ Passport number

Postal address

Contact number(s)

L-mal address

C. DEILAILS OF PERSON INITIALING [THE OBILCON (where the data subject 15

a nunor or incapacitated)

Sumame Middle name First name
National Identity Card/ Passport number

Postal address

Contact number(s)

c¢-matl address

REFASONS FOR RESIRICITON OBJLCTION
{Please provide detailed reasons for the restnction or objection)

(@)

()

()

()

()

(n

()
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SECTION 5: DECLARATION
Please note that any attempt to gain access to personal information through
misrepresentation may result in prosecution.
| confirm that I have read and understood the terms of this request form and certify
that the information given in this application is true.

DOCUMENT CHECKLIST: I HAVE PROVIDED:
(a) A duly completed request form.
(b) Attached document(s), including proof of authorization (if applicable).
(c) Signed and dated the request form.

Signature Date

FORM 2 (r. 10 (1))

REQUEST FOR ACCESS TO PERSONAL DATA

Note:

5. Affidavits or other documentary evidence as applicable in support of the request may
be attached.

=

If the space provided for in this Form is inadequate, submit information as an
Annexure to this Form and sign each page.

7. Where a request for rectification is made by a person other than the data subject, the
person making the request must attach proof of authority to act on behalf of the data
subject.

8. On receipt of a duly filled form, you will receive a response within three working
days
Fill as appropriate

SECTION 1: DETAILS OF THE DATA SUBIJECT
Full Name: l |

Birth Certificate/ Notification/ r J

Identity Card/ Passport No:

*Telephone/Mobile No: [

*Email address:

SECTION 2: PERSON INITIATING THIS REQUEST.
Full Name: J

Birth Certificate/ Notification | |
Identity Card/ Passport number: I J
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Mobile No / Imal address

SECIION 3 PROPOSED CHANGE (%)

Personal Information currently on file to be  [lhe proposed Reason for the
cormected ¢ g name, residential status, and  phange proposed
mobile number, email address change

I

2

3

4

5

6

7

SECTION 4 DECLARATION

Please note thal any atternpt to gamn access to personal informaton  through

misrepresentation mas resull in prosccution

I contirm that I have read and understood the terms of this request form and certify

that the mformation given in tis application 1~ true

Signature Dale

DOCUMENT CHECKILIST
I have provided
td) oA dulv completed request form

e} . ittached document(s), including proof of authorization (1f applicable)

(N Signed and dated the request form
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SECOND SCHEDULE

FORM 1

DATA PROTECTION IMPACT ASSESSMENT

Part 1: Description of the processing operations.

2115

(r.19(1))

1. Project Name

2. Project Outline: What and why
Explain broadly what the project aims to
achieve and what type of processing it
involves

3. Describe the Information Flow —
Describe the collection, use and deletion of
personal data here. It may in a flow diagram
or another format of explaiming data flows—

(a) where you are getting the data
from;

(b) where the data will be stored;

(¢c) where data could be transferred
to; and

(d) how many individuals are likely
to be affected by the project.

relation to the purpose.

Part 2: An assessment of the necessity and proportionality of the processing operations in

Describe  compliance and  proportionality
measures, in particular:

I. What is your lawful basis for
processing?

2. Does the processing actually achieve]
your purpose?

3. Is there another way to achieve thg
same outcome?

4. How will you ensure data quality and|
data minimization?

5. What information will you give
individuals?

6. How will vou help to support their
rights?

7. What measures do you take to ensure
processors comply?

8 How do you safeguard any
international transfers?

Part 3: An assessment of the risks to the rights and freedoms of data subjects.

Assessment Questions

Explain what practical steps you will take tof ~ Yes. (Pleasq No. (Please give
ensure that you identifv and address privacy| give explanation)
risks.. explanation)

I. Will the project involve the
collecion of new identifiable o
potentially 1dentifiable data about

data subjects?
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2. Will the project compel datal
subjects to provide information
about themselves, i.e. where they
will have little awareness or choice?

3. Will identifiable information about|
the data subjects be shared with
other organizations or people who
have not previously had routing
access to the information?

4. Are you using information abou
data subjects for a purpose 1t 1s nof
currently used for in a new way, 1.¢.
using data collected to provide carg]
for an evaluation of servicg
development.

5. Where information about datal
subjects 1s being used, would this bef
likely to raise privacy concerns off
expectations, 1e. will 1t include
health records, criminal records or
other information that people may
consider to be sensitive and private|
and may cause them concern orf
distress?

6. Will the project require you to|
contact data subjects in ways, which|
they may find intrusive, such as
telephoning  or emailing them|
without their prior consent?

7. Will the project result in you making|
decisions in ways which can have af
significant impact on data subjects,
1e. will it affect the services 4
person receives?

8 Does the project involve you using
new technology which might be
perceived as being privacy intrusive,
e using  biometrics, faciall
recognition or automated decision|
making?

9. Is a service being transferred to a
new supplier (re-contracted) and thel
end of an existing contract?

10. Is processing of]
identifiable/potentially  identifiable
data being moved to a new
organization (but with same staff|
and processes)

Part 4 The measures envisaged addressing the nsks and the safeguards, security

measures and mechanisms to ensure the protection of personal data and to demonstrate

compliance with the Data Protection Act
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Huduma,
NAMBA

Kwa Huduma Bo

REPORT OF THE PRE-PUBLICATION CONSULTATIVE MEETING ON THE DRAFT
DATA PROTECTION (CIVIL REGISTRATION) REGULATIONS, 2020 AND THE
REGISTRATION OF PERSONS (NATIONAL INTEGRATED IDENTITY
MANAGEMENT SYSTEM) REGULATIONS, 2020

A. INTRODUCTION

. On 16" September 2020, the Ministry of Interior & Co-ordination of National Government, and
Ministry of Information, Communication, Technology, Innovation & Youth Affairs, held a
consultative meeting with the National Assembly’s Committee on Delegated Legislation at Radisson

Blue Hotel, in Nairobi.

[o]

The purpose of the meeting was to appraise the Committee on the contents of the Draft Data
Protection (Civil Registration) Regulations, 2020 and Registration of Persons (National

Integrated Identity Management System) Regulations, 2020.

3. The Regulations are aimed at providing a regulatory framework for the implementation of
the National Integrated Identity Management System (NIIMS) popularly referred to as

*Huduma Namba ',

4. The Regulations had additionally been formulated in compliance with the decision of the

High Court in Nubian Rights Forum & 2 others v Attorney General & 6 others; Child

Welfare Society & 9 others (Interested Parties) [2020] eKLR where the court authorised the

Ministries to proceed with the implementation of the National Integrated Identity
Management System (NIIMS) project, only on condition that an appropriate and

comprehensive regulatory framework on the implementation of NIIMS, be first enacted.



B. OPENING REMARKS

5 In his remarks, the Principal Secretary of the State Department of Interior & Citizen Services.
Dr. (Eng.) Karanja Kibicho established that the National Integrated Identity Management
System was conceptualised to address the challenges facing Kenya's civil registration and
identity management systems. He noted that over the years, Kenya’'s population databases
have been existing in paper-based records and silos. a challenge that had detrimental impacts
on service delivery and left the citizens’ personal information vulnerable to the emerging
security threats The ntegrated identity management system would therefore operate as a
single source of truth, thereby easing registratton and identification of persons and improving

the security of the country

6 On his part, the Chairperson of the Committee. Hon. Kamket Kassait noted that Parliamentary
scrutiny of Statutory Instruments is authorised under the Statutory Instruments Act. 2013. He
termed the invitation by the two munistries as an advisable gesture as it would reduce any

issues that may arise after publication.

C. GENERAL OBSERVATIONS

7 Members acknowledged there had been a lot of public interest on matters related to the
Huduma Namba project since its launch in April 2019 They therefore called upon the
Ministries to fast-track the issuance of the Huduma Namba cards to avert any misconceplions

and anxieties that may anse owing to delays in issuance of the cards.

8. Members called upon the Ministries to enhance public sensitization on the Huduma Nambua
project, particularly on the significance of the project in guiding national planning processes.
Facilitating access to government services, and addressing crimes such as impersonation.

identity theft, fraud, and duplication in registration

9 Members sought clarification on whether there was any conflict between the provisions of
sections 2 and 9A of the Registration of Persons Act, CAP 107 with regards to the application
of NIIMS to children. It was however clarified that in the case of Nubian Rights Forum & 2

others v Attorney General & 6 others; Child Welfare Society & 9 others {Interested Parties)

2



[2020] eKLR where this issue came up for determination, the Honorable court found in para
816, that section 9A being a later amendment was deemed to have amended section 2 with

respect to its application to NIIMS, and to that extent the inconsistency had been resolved

10. On whether the public consultations conducted by the Ministries on the Regulations/Rules
were sufficient, members were informed that in addition to the advertisements in newspapers
calling for views and proposals on the Regulations, public participation forums were held in
eight regions of Garissa, Kisumu, Embu, Nyeri, Kakamega, Mombasa, Nakuru, and Nairobi
between 26" -27" February 2020 where members of the public offered oral presentations
generally and on specific issues on the Regulations. This was considered as sufficient
consultation, as information relating to the Regulations had been widely disseminated to the
public and adequate opportunity to participate in the process of developing the Regulations

granted

D. SPECIFIC RECOMMENDATIONS

The matrix below presents specific recommendations made by the Committee on the Registration
of Persons (National Integrated Identity Management System) Regulations, 2020 and The Data
Protection (Civil Registration) Regulations, 2020:



1. THE REGISTRATION OF PERSONS (NATIONAL INTEGRATED IDENTITY MANAGEMENT SYSTEM)
REGULATIONS, 2020
REG. PROPQOSAL RATIONALE ACTION
1 Consider renaming the title of the | s. 16 of the Registration of Persons Act, | To be redrafted
instrument from National Integrated | assigns the Minister the power to make ‘Rules’
Identity Management 'Regulutions’ to | and not “Regulations’
National Integrated Identity
Management 'Rules’
11(¢) Enlist the specific documents required | The phrase ‘any other documentary proof as may | Para. 11{¢c) to be redrafted to the
under 11(c) be required” 15 ambiguous and may be open to | effect that additional information
abuse shall only be required where the
information provided at the first
instance is insufficient
Schedule | Prescribe the fees applicable to | for clarity Para 14(3) of the Regulations

issuance of Huduma Cards

provides that the nitial 1ssue of the
Huduma card to a citizen 1s free of
charge.

Subsequent fees chargeable for
replacement of lost or mutilated cards
to be prescribed by notice in the
Gazette on establishment of the

applicable cost




2. DATA PROTECTION (CIVIL REGISTRATION) REGULATIONS, 2020

REG.

PROPOSAL

RATIONALE

ACTION

Include ‘registration of voters” into
the scope of the Regulations

To address the challenges associated with
voter registration and identification and
facilitate cleaning up of the Register of
Voters

It is considered that management of
elections in Kenya 1s supervised by an
independent institution established under
Article 88 of the Constitution and not
within the scope of the Ministry.

Additionally section 8A(2) of the
Elections Act, 2011 obligates the Kenya
Citizens  and Foreign  Nationals
Management Service established under
section 3 of the Kenya Citizens and
Foreign Nationals Management Service
Act (No. 3 of 2011) to make available to
the IEBC the information held by it in the
national population register for the
purpose of the conduct of an audit of the
Register of Voters.

14(3)(d)

Clarify the meaning of ‘any other
relevant document’

To prevent abuse

Para 14(3)(d) to be redrafted to the effect
that additional information shall only be
required where the information provided
at the first instance is insufficient




ANALYSIS OF ORAL VIEWS ON THE DATA PROTECTION (CIVIL REGISTRATION) REGULATIONS, 2020 SUBMITTED
DURING PUBLIC ENGAGEMENTS

STATION

SUBJECT MATTER

PROPOSAL

ACTION TAKEN

All Stations

Data protection

The Data Commissioner should put in place mechanisms
of engaging with the public on any matters related to
information processed by civil registration entities,
especially where a member of the public is concerned
about the security of their data

Not adopted

Section 56 of the Act authorises a data
subject lodge a complaint with the Data
Commissioner, if they are aggrieved by a
decision of any person, on any matter
related to data protection

Nairobi,
Mombasa,
Kisumu,
Garissa,
Kakamega,
Nyeri

Integrity of public officer

Provide a mechanism for vetting public officers who
handle personal data belonging to residents

Not adopted

The conduct of public officers is regulated
under Chapter 13 of the constitution and
the Public Officer Ethics Act, 2015

Nairobi,
Kisumu

Transfer of personal data
outside Kenya

Provide that transfer of Personal Data outside Kenya
only with the consent of the National Security Council.

Not adopted

The conditions for transfer of personal
data outside Kenya are as stipulated
under Part VI of the Data Protection Act,
2019

Nairobi,
Mombasa,
Nakuru,
Embu, Nyeri

Qutsourcing

Limit the category of officers who may enter into
agreements with external service providers in order to
receive a service which involves granting external service
provider access to the database, to senior state officers
e.g. PS, AG

Not adopted

Procurement to be undertaken in line
with the Constitution and the relevant
procurement laws

Page | 1




Offences

Prescribe punitive measures for violation of the
Regulations to ensure compliance

Adopted -,

The prescription of punitive measures to
be undertaken in line with the Statutory
Instruments Act, 2013

All Stations

Sharing of personal data with
Public Agencies

Clarify that, where a person commits an offence
punishable under the law, the person shall lose their rights
to have their data protected and their information shall be
shared with the relevant law enforcement authorities for
purposes of investigation and prosecution

Adopted

Exemptions from compliance with the
principles of data protection are provided
under section 51 of the Data Protection
Act, 2019

All stations

Security safeguards

Provide for security safeguards for data collected

Adopted

Processing of data to be undertaken in
line with the Data Protection Act, 2019

All stations

Data Protection

e More stringent penalties for data breaches than
are provided for under the Act.

® When personal data is interfered with an alert
should be sent to notify him or her of the
interference.

® There should be notification alerts sent to
ciizens upon use of data by government and for
what purpose

e Mechanisms to be put in place to ensure card is
not misused when it falls into the wrong hands

Adopted

Addressed by Part V of the Regulations

Stations: Nairobi, Mombasa, Kisumu, Nakuru, Nyeri, Embu, Kakamega, Garissa

Page | 2




ANALYSIS OF STAKEHOLDER PROPOSALS ON THE DRAFT DATA PROTECTION (CIVIL
REGISTRATION) REGULATIONS, 2020




WRITTEN MEMORANDA ON THE DATA PROTECTION (CIVIL REGISTRATION) REGULATIONS, 2020

1. ARTICLE 19 EAST AFRICA AND KENYA ICT ACTION NETWORK

PROVISION

SUBJECT MATTER PROPOSAL ACTION TAKEN
Interpretation Definttion of an ‘authorised user’ Substitute the term ‘authorised user” with | Adopted.
‘authorised officer’
The term ‘authorised user is replaced
with ‘authorised officer’ wherever it
appears in_the Regulations
Interpretation Definition of ‘biometric data’

Restrict the collection of personal
information relating to DNA and GPS
coordinates, in line with the decision of the
Court in Consolidated Petitions No. 56, 58
& 59 0f 2019

It was noted that the High Court n
Consolidated Petitions No. 56, 58 & 59 of
2019 held that the collection of for the
purposes of identification was intrusive
and unnecessary.

Adopted.

It was noted that:

o Information relating 1o DNA and
GPS coordinates was not collected
during the enrollment process.

e Pursuant to Paragraph 6 of the
regulations, no personal
information may be collected from
a data subject without the data
subject’s informed consent.

¢ Further, According to paragraph
9(1) a data subject may restrict the
processing of their personal
information where the processing
is unlawful

Regulation 3

Scope of Regulations

Delete paragraph 3(d) which relates to
issuance of passports as the same is already
provided for under paragraph 3(c)
(registration of persons)

Not adopted

e Itis considered that Passports are
international travel documents




issued under the Kenya Citizens
and Immigration Act, 2011 and
are to be distinguished from
National Identity Cards issued
under the Registration of Persons
Act, CAP 107

Regulation 5

Privacy in processing of personal
data

Provide that data subjects shall be
provided with receive all the necessary
information relating to the processing of
their personal information

Adopted.

Paragraph 5(c) is revised to the effect
that the data subject shall be provided
with the necessary information
relating to the processing of their
personal information

Regulation 6 and 7

Consent

Insert new provision recognising data
subjects’ right to withhold consent and the
implications therefrom.

Not adopted

It is considered that under regulation
6(3)(b), data subjects are required to
give consent voluntarily, hence the
right to withhold consent is recognized
thereunder.

Regulation 9

Limutation in processing of personal
data

Provide an appeal mechanism where the
Civil Registration entity denies a data
subject the nght to limitation of processing
of personal data

Adopted.

¢ Pursuant to regulation 9(5), where
an application for limitation of
processing of personal data is
declined by the civil registration
entity, a data subject may appeal
to the Data Commissioner

Regulation 10

Access to personal information

Remove obligation to pay fees to access
personal information held by a Civil
Registration Entity

Not adopted

It was considered that section 12 of
the Access to Information Act,




2016 authorises public entities to
charge fees for provision of
information, provided that such
fees charged does not exceed the
actual cost of making copics of
such information.

Regulation 11

Rectification of personal
information

Clanfy the evidence that will be to
support an application for rectification of
personal data by a data subject

Adopted.

Regulation 11 is revised by:

introducing paragraph 11(3) which
provides that an application for
rectification of personal data shall
be supported by such documents as
may be required to support an
application for rectification.
providing, under paragraph 11(5)
that a request for rectification shall
be processed within thirty days.
providing  that, where  an
application for rectification is
declined by the civil registration
entity, the data subject may appeal
to the Data Commissioner.

Regulation 13

Data portability request

Provide timelines for processing the data
portability request

Not adopted

It is considered that section 38(6)
of the Data Protection Act
stipulates that a data portability
request shall be complied with
within thirty days

Regulation 14

Exercise of data subject rights by
others

Prohibit unauthorised exercise of data
subject’s  rights by  obligate  Civil

Not adopted

Y



Registration Entities to use all reasonable
effort to verify the identity of a person who

requests to exercise rights on behalf of
another

It is considered that—

regulation pursuant to Regulation
14(3), a person exercising a right
on behalf of a child may be
required to produce either a copy
of the child’s certificate of birth,
adoption certificate, court order or
any other document.

It is not reasonably practicable to
legislate on all possible scenarios
where a person may scek to
exercise a right on behalf of
another

An authorised officer of the CRE
shall on a case by case basis
undertake such administrative
measures to verify the identity and
authority of the person who wishes
to exercise a right on behalf of
another.

Regulation 14(2) authorizes a CRE
to decline a request for exercise of
rights on behalf on another where
there is doubt

Regulation 17

Retention of personal data

It is recommended personal data retained
to for a specified period and purposc as
opposed to retention in perpetuity

Not adopted

It 1s considered that foundational
data collected by CREs is
necessary for effective service
delivery and should be retained in
perpetuity.

Pursuant to Regulation 17(3), a
civil registration entity shall




formulate mechanisms that
describe  the  categories of
functional data that will be deleted,
anonymised or psudonymised
where its purpose has been met.

Regulation 19

Data Protection Impact Statements

Delete this provision as it cannot be

operationalised before the appointment of

a Data Commissioner

Not adopted

o It is considered that, contrary to
section 31 of the Act, processing of
personal data by civil registration
entities does not pose a high nsk to
the rights and frecedoms of the data
subject as it related to collection of
data for purposcs of delivering a
service to the data subject and
therefore does not necessitate
carrying out data prolection impact
statements.

Regulation 21

Sharing of personal

¢ Delete this provision as it raises

substantive issues that ought to be
introduced through an amendment to

the Data Protection Act
¢ Detine ‘Public agencies’

Not adopted

o It i1s considered that the terms
‘public office’ and ‘public body’
are sufficiently defined in the
Constitution and the Interpretation
and General Provisions Act, CAP
2, respectively.

e Additionally, section 30(1)b)(11)
of the Act authorises a data
processor or data controller to
process allows for sharing of
personal data for compliance with

any legal obligation to which the




controller 1s subject

Public agencies are therefore
authorised to disclose, transmit or
otherwise make available personal
information in the course of
performance of obligations under
law.

Regulation 38

Transfer of personal data outside
Kenya

Delete this provision as there is no
legitimate basis for transfer of personal
information outside Kenya

Not adopted

It is considered that section 48 of
the Act does not prohibit transfer
of personal information outside
Kenya but requires proof of
appropriate safeguards to
submitted to the Data
Commissioner before the transfer.

2. CENTRE FOR INTELLECTUAL PROPERTY AND INFORMATION TECHNOLOGY LAW (CIPIT)

PROVISION SUBJECT MATTER PROPOSAL ACTION TAKEN
Interpretation Definition of ‘consent’ Add interpretation of consent as prescribed | Not adopted
under the Data Protection Act 2019.

e It 1s considered that where the
definition of a term is provided for
in the Principal legislation, it nced
not be repeated in subsidiary
legislation.

Interpretation Definition of ‘voice signature’

*

Define the term ‘voice signature’ for
clarity.

Adopted.




o The term ‘voice signature’ is
deleted from the Regulations. It is
considered that the definition of
‘biometric data’ in the Act
includes ‘voice recognition’

Regulation 5

Privacy in processing of personal
data

Redraft the provision to limit access of
personal data to authorised officers

Adopted.

e Regulation 5(a) is revised to the
effect that access to personal data
in the NIIMS system is limited to
authorised officers only

Regulation 8

Collection of personal data

Review the provision to provide that a civil
registration entity must seek new consent
from the data subject in order to use their
data for a new purpose

Adopted.

e A new provision is added under
regulation 8(3) to the effect that
where a new purpose is not
compatible  with  the initial
purpose, the CRE shall seck
consent a fresh from the data
subject

Regulation 9 (4)

Limitation in processing of personal
data

e Specify the timeline for response from
the civil registration entity to the data
subject of the decline to the request for
restriction of processing personal data.

s Add provision for the right to appeal the
decision and the necessary steps
towards requesting for an appeal.

Adopted.

e Paragraph (4) is revised to the
effect that where a cwil
registration entity declines to
comply with a request for
restriction in processing, it shall
within seven days notify the data
subject of such decline giving
reasons for the decision.

e A new paragraph(5) is introduced
providing for an appeal
mechanism where the application




for restriction in limitation of
processing of the data is declined

Regulation 13

Data portability request

Provide clarity on instances whether fees
may be charged to process a request for
data portability

Adopted

e Regulation 13 is revised to the
effect that a data subject shall be
provided with their personal
structured, commonly used and
machine readable format upon
payment of the required fees.

Regulation 18

Notification breach of personal data

Provide timeline for notification of the
data subject that the breach been acted
upon and any risk to their personal data
addressed or mitigated

Not adopted

s [t was noted that notification of the
data subject shall be
administratively undertaken by the
CREs depending on the risks
established

Regulation 22

Automated Individual decision
making

In section 22 (d) replace “take steps to
prevent” with “ensure the prevention of

Adopted.

errors, bias and discrimination™ e Paragraph 22(d) revised as
proposed
3. UNHCR REPRESENTATION FOR KENYA, NAIROBI
PROVISION SUBJECT MATTER PROPOSAL ACTION TAKEN
Interpretation Definition of a civil Revise the definition of a civil registration | Adopted.

registration cntity

entity to replace the Department of Refugee
Affairs with the Refugee Affairs Secretariat
(hereafter RAS) following the amendment
of the Refugees Act, 2006 through the
Statute Law (Miscellaneous Amendments)
Act, 2017.




4. INTERNATIONAL INSTITUTE FOR LEGISLATIVE DRAFTING

PROVISION SUBJECT MATTER PROPOSAL ACTION TAKEN
Interpretation Defimution of a Data subject Review the definition Not adopted
[t is considered that where the
definition of a term is provided for in
the Principal legislation, it need not be
repeated in subsidiary legislation.
Interpretation Defirution of ‘voice signature’ | Review definition and amend by adding | Adopted
‘an electronic sound, symbol or process, | The term ‘voice signature’ is deleted
attached to or logically associated with a | from the Regulations. It is considered
contract or other record and executed or | that the definition of ‘biometric data’
adopted by a person with intent to sign in the Act includes ‘voice recognition’
the record’
Regulation 6 Consent

Add in Section 6 (3) ‘before collecting
any data’

Not adopted

It is considered that data subjects are
required to give consent voluntarily in
language that they

Regulation 17

Retention of Personal Data

Review of this provision and add a
section that provides for deletion of
personal data upon death of a data subject
as follows

Section 17(3) ¢ Upon death of a data
subject, personal data should be deleted’

Not adopted

It is considered that foundational data
collected by CREs is necessary for
effective service delivery and should
be retained in perpetuity.

10



5. TRIPLE OK LAW ADVOCATES

civil status events pertaining to the
population as provided by decree, law,
or regulation.

PROVISION SUBJECT MATTER PROPOSAL ACTION TAKEN
Interpretation Definition of Civil registration | Provide the defimtion of a civil | The proposal is noted but not adopted
system registration system because the definition adopted is the
UN definition on civil registration to
cater for the dynamic nature of civil
registration.
Interpretation Defimtion of civil registration | Provide that civil registration includes

The proposal is noted.

Regulation 5

Techmical and  procedural

safeguards  for processing
personal data

It is our view that the Regulations should
have made provision for the technical
and procedural safeguards on data
protection

The  proposal is  noted for
consideration.

Development of the operational
manual/ guidelines obligation

i1




<

Regulation

Components of a civil

regisiration system

Prescribe a proper civil registration
system that encompasses all the facets of

registration including recording,
reporting,  collection,  compilation,
evaluation, presentation and

dissemination of data which are not clear
in these draft regulations..

Adopted

Guidelines will be provided for to
allow for all the civil registration
entities to come up with theirr own
particular procedures and practices

Regulation 20

Responsibilities  of  data
protection officer

Delete the words ‘where possible’ 1n
paragraph 20(2)(f) as this is unjustified
discretion...In other jurisdictions, data
protection officers are required to report
on aspects such as data security incident
response program, the mechanisms laid
out for data protection impact
assessment, systems for montoring the
data security infrastructure etc. The
Regulations must clearly provide for
such requirements.

Proposal adopted;

The words ‘where possible’ delete

Regulation 38

Transfer of personal data
outside Kenya

It is important that the regulation lay out
a coordinated mechanism for the
activities of various entities to ensure
close coordination and collaboration
across the government agencies This
will aid in producing timely and accurate
records and will help avoid duplication,
eITors Or omissions.

Not adopted

Collaborative mechanisms to be

established administratively

12




Regulation 15

Processing of processing data | The Act made mention of such groups | Adopted
related to special groups such | and it 1s our view that the regulations
as the elderly or those with | should have offered proper direction to
mental or physical disability. civil registration entities on how to
process data on such groups
6. KENYA UNION OF JOURNALISTS AND THE BLOGGERS ASSOCIATION OF KENYA.
PROVISION SUBJECT MATTER PROPOSAL ACTION TAKEN
Regulation 1 Appointment of Data There is need to ensure that the Data The process of establishing the office
Commissioner

Commissioner is appointed before the
operationalisation of the regulations

of the Data Commissioner is going on.

Regulation 3

Data capture form

We propose introduction of a clause
which requires the designers of data
collection forms/tools in the
circumnstances to specify which sets of
data shall be optional under the
legislation.

The proposal has been noted and to be
considered in future data collection
exercises.

13




Regulation 6 (1)

Consent

We submit that depending on the
intended purpose of processing data a
framework be established for both
individual consent  and public
participation where the intended data
processing is with regards to the masses.

The proposal is noted.

The principles of data protection apply
to processing of data under the
Regulations

Regulation 9 (1)

Restriction of the processing of
personal data

We recommend that before any such
processing is done, the same must be
notified and widely advertised vide
newspapers and online. Further a
certification from the Data
Commissioner that compliance with data
protection mechanisms have
achieved be should be obtained.

been

Adopted

Notification will be carricd out on a
personal basis given the nature of the
right to data protection

Regulation 18 (1)

Notification
personal data

of breach of

We recommend that the same ought to
be done by use of electronic means
directly to the data subject as well as
Public advertisement for general public
precaution.

Not adopted

The procedure for notification of data
breaches has been outlined in the Act

Regulation 20 (2) (d) and
(e)

shanng of data with
parties.

third

We recommend that a framework be
established setting out the minimum
terms and conditions and based on
transparency and accountability for data
sharing and a mandatory attachment of
public benefit for such data sharing.

The proposal is noted

14



Regulation 21

Sharing of personal data with
other public agencies upon a
request

We recommend that this provision be
ring-fenced with a requirement for
notification of the data subject where the
request is with regards to an individual.
Where it is a request for mass supply of
data, the notification should be done by
means of an advertisement.

The proposal 1s noted

The Data Commissioner may develop
guidelines on shanng of personal data
with third parties

Regulation 35.

network security

We recommend that for greater security
it should be provided that access of the
said be limited only to secured IP
addresses

The proposal is noted.

Further guidelines and admunistrative
measures to be put in place to enhance
network security

Regulation 40

outsourcing of services

We recommend that such sourcing be
done competitively and involve public
participation

The proposal is noted and any out
sourcing will be done in compliance
with the procurement laws of the
Country

15
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9

United Nations High Commissioner for Refugees (UNHCR)

Triple OKLaw Advocates

Civil Society Reference Group (CSRG)

International Institute for Legislative Affairs

Dr. Linda Musumba & Co Advocates

Communications Authority of Kenya

Centre for Intellectual Property and Information Technology Law (CIPIT) —
Strathmore University Law School.

Kenya Union of Journalists

Kenya ICT Action Network (KictAnet)

10. Kenya Human Rights Commission. (KHRC)
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2. EMBU

(27™ FEB 2020): EMBU: Public participation at Embu County Youth Talent Centre, Embu. Government spokesperson Col.(Rtd) Cyrus Oguna opened the Forum
on behalf of PS/BT accompanied by Regional Commissioner, Eastern and County Commissioner, Embu. A total of 151 participants were in attendance




3. NAIROBI

(27™ FEB 2020): NAIROBI- Public Participation Forum in Nairobi- KICC (Amphitheatre). The Forum was officially opened by Chief Administrative Secretary,
Ministrv of ICT Ms. Maureen Mbaka,. She was accompanied bv Countv Commissioner Nairobi. A total of 455 participants were in attendance

=T S T




4. MOMBASA

(27™ FEB 2020): MOMBASA- Public Participation Forum in Mombasa- Kenya School of Government (KSG). The Forum was officially opened by
Huduma Namba Project Co-ordinator Mr. Phillip Lemarasia. County Commissioner, Mombasa also graced the forum. A total of 452 participants were




5. NAKURU

(27™ FEB 2020): NAKURU: Public Participation at Old Town Hall in Nakuru Presided over by Director NRB Mr. Reuben Kimotho accompanied by County
Commissioners from Nakuru & Narok. A total of 221 participants were in attendance. A total of 247 participants were in attendance.




6. NYERI

(27™ FEB 2020): NYERI: Public Participation at CDF Hall (Nyeri town Constituency). Presided over by Janet Mucheru, Director Civil Registration Services
and Deputy County Commissioner, Mathira Sub-County. A total of 217 participants were in attendance




7. GARISSA

(27™ FEB 2020): GARISSA- Public Participation at Government Guest House. Presided over by Hesbon Malweyi, ICT Director (MoICT) and Deputy County
Commissioner, Garissa Sub-County. A total of 702 participants were in attendance




8. KAKAMEGA

(27™ FEB 2020): KAKAMEGA: Public Participation at Mashariki Hall (RC's office Compound), Kakamega. Presided over by Alexander Muteshi, Director
General, Immigration and Deputy County Commissioner, Kakamega Central. A total of 156 participants were in attendance




REPUBLIC OF KENYA

MINISTRY OF ICT, INNOVATION AND YOUTH AFFAIRS

' - ADDENDUM 4 :

ADDENDUM TO THE PUBLIC PARTICIPATION ON THE DATA
-+~ PROTECTION (CIVIL . REGISTRATION) REGULATIONS, 2020

The Government has formulated the draft Data Protection (Civil Registration) Regulations, 2020. The draft

regulations seek to provide a legal framework under the Data Protection Act, 2019 for the administration of

personal data collected and processed by the civil registration systems in the country. The Ministry there-
fore invites members of the public to submit any representations that they may have on the draft Regula-
tions. The views may be made orally or through written memoranda in the following manner:

1. Orally through Public hearings that will be held on Thursday, 27® February 2020 (0900hrs-1300hrs)

at:

* Nairobi- (Kenyatta International Conference Centre-KICC)
+ Mombasa- (Kenya School of Government-KSG)

+ Kisumu- (Tom Mboya Labor College)

+ Nakuru- (Old Town Hall)

+ Kakamega- (Mashariki Hall- RC Western office compound)
* Nyeri- (CDF Hall, Nyeri Town Constituency)

* Embu- (Embu Social Hall)

* Garissa- (Government Guest House)

2. Written memoranda clearly marked “Public Participation on The Data Protection (Civil Registration)
Regulations, 2020 may be forwarded to the following to be received on or before 500 p.m. on 2"
March 2020:

a) Principal Secretary, State Department of ICT and Innovation, Telposta Towers, 10" Floor, Kenyatta
Avenue, Koinange Street, P. O. Box 30025 - 00100 Nairobi
b) Regional Commissioners'(RC's), County Commissioners'(CC's), Deputy County Commissioners'(D-
CC’s) Offices across the Country
or
c) Emailed to dataregulationsaict,go.ke
The proposed draft Regulations are available in the following Government websites: www.ict.go.ke,

www.interior.go.ke, and www.,hudumanamba.go.ke,

JOE MUCHERU, EGH

Cabinet Secretary,

Ministry of ICT, Innovation and Youth Affairs,
10" Floor, Telposta Towers, Kenyatta Avenue,
P.O BOX 30025-00100

NAIROBI




REPUBLIC OF KENYA

WARAM S,

MINISTRY OF ICT, INNOVATION AND YOUTH AFFAIRS

PUBLIC PARTICIPATION ON THE DATA PROTECTION (CIVIL
'REGISTRATION) REGULATIONS, 2020

The Government has formulated the draft Data Protection (Civil Registration) Regulations, 2020.
The draft regulations seek to provide a legal framework under the Data Protection Act, 2019 for the
administration of personal data collected and processed by the civil registration systems in the
country. The Ministry therefore invites members of the public to submit any representations that they
may have on the draft Regulations. The views may be made erally or through written memoranda in
the following manner:

1. Orally through Public hearings that will be held on 27* February 2020 (0900hrs-1300hrs) at:

+ Nairobi (Kenyatta International Conference Centre-KICC)
« Nakuru (Old Town Hall)
» Mombasa (Kenya School of Government-KSG)

2. Written memoranda clearly marked “Public Participation on The Data Protection (Civil
Registration) Regulations, 2020 may be forwarded to the following to be received on or before
5.00 p.mon 2" March 2020:

a) Principal Secretary, State Department of ICT and Innovation, Telposta Towers, 10" Floor,
Kenyatta Avenue, Koinange Street, P. 0. Box 30025 - 00100 Nairobi

b) Regional Commissioners' (RC's), County Commissioners'(CC's), Deputy County
Commissioners' (DCC's) Offices across the Country
or

c) Emailed to dataregulations@ict.go.ke

The proposed draft Regulations are available in the following Government websites: www.ict.go.ke,
www.interior.go.ke, and www.hudumanamba.go.ke

JOE MUCHERU, EGH
Cabinet Secretary,

Ministry of ICT, Innovation and Youth Affairs,
10th Floor, Telposta Towers, Kenyatta Avenue,
P.0 BOX 30025-00100
NAIROBI




