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THF' CH IRPF'RSON'S F'ORF'WORN

The report contains the Committee's proce.eding' olntlt,tonsideration of the Data Protection

Bill, 2019 which was read a first time on Thursday 4'n July' 2019'

The Data protection Bill, 2019 a Bill for an Act of Parliament sponsored by Hon' Aden

Duale,MP was referred to the Departmental Committee on Communication' Information and

Innovation for consideration and ihereafter the Committee is to report to the House pursuant

to National Assembly Standing Order No'127(1)'

The Committee placed an advertisement in the local dailies on I lth July' 2019 and wrote to

key stakeholders inviting them to submit their views on the Bill on or beiore 16th July' 2019'

Upon receipt of the memoranda, the committee held a total of fifteen meetings with the

stakeholders and considered submissions received which submissions are incorporated in this

report. A total of sixteen *.*oruniu *".. received from members of the public and

inititutional stakeholders in the ICT sector'

The Committee held public County forum meetings with stakeholders from Kakamega'

Mombasa, Kilifi, Kisumu, Kericho and Nakuru Counties' It further held meetings with the

commission on Adminisiration of Justice, Google Kenya, Amnesty Intemational Kenya'

Article 19, Bowmans LalCoulson Harney LLP,-Lawyers Hub, Tespok' coDE-IP' Kenya

private Sector Alliance (KEPSA) 
"rd 

iir. Ministry of Information, Communication and

Technology to deliberate on their memoranda'

Thereafter, the committee proceeded for a report writing retreat which provided the

opportunity to consider the submissions of the pubtic and stakeholders and to fuither draft,

consider and aPProve its RePort'

on behalf of the Departmental committee on communication, Information and Innovation

and pursuant to the provisions of the Siunaing Order 199 (6), it is my pleasant privilege and

honour to present to this House the Report of-the committee on its consideration of the Data

Protection Bill, 2019.

TheCommitteeisgratefultotheofficesoftheSpeakerandtheClerkoftheNational
Assembly for the logistical and technicut ,uppott accorded to it during its sittings' Finally I

wish to express my appreciation to the Honorable Members of the Committee who made

useful contributions towards the preparation and production of this report'

Hon William Kisane. MP
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EXECUTIVE SUMMARY

The Data Protection Bill, 2019 a Bill for an Act of Parliament sponsored by Hon' Aden

Duale, was read 
" 
;,,;;h"'"" of i"rv,rorq and subsequently referred to the Deparrmental

committee on co*-rnications, rnro.mution and Innovaiion for consideration and thereafter

report to the House fursuant to Standing Order No'127(1)'

From the memorandum of objects and reasons the principal object of the Bill is to give effect

to the right to privacy as provided f"r;;';;;;tk 3i and'(d) of-the Constitution by setting out

the requirements # ,t. protection oi p"*onul q'? processed by both public and private

entities. Further, the Bill outlines th; i; p;inciples that shall govern the processing of

personal data by u"ii p"uri" and privat. .ntiii.r, while setting out ihe rights of data subjects

and the duties orautu Jontrollers and processors as they handle data'

The Bill further seeks to estabrish the office of the Data protection commissioner, and sets

out the mandate ;i ,h; office which 
-shau 

incrude inter-aria to make provisions for the

regulation of the processing of p.r.onui data, and obligations of data controllers and

pio""rrort, and for connected purposes'

TherightsofdatasubjectsulderthisBillincludetherighttobeinformedoftheusetowhich
personal data is to le put, right to "";;ih;it f""ondlata in custody of a data controller or

data processor, nght io object t" th. ;;;;;.tf,,g :l all or part of their personal data' right to

correction of false or misleading autl-una in.1igrr, to deletion of farse or misleading data

about them

ommunication, Information
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cH ^ 
PT['R oNF'

PSEEACE
l.l Committee Mandate

r. The Departmentar committee on communications, Information and Innovation is established

under Standing order 216 whose mandate pursuant to the Standing order 216 (5) is as

t"::ti."estigate, 
inquire into, and report on all matters relating to the mandate'

management, activities, administration, operations and estimates of the assigned

Ministries and dePartments;

b.StudytheprogrammeandpolicyobjectivesofMinistriesanddepartmentsandthe
effectiveness of the implementation;

c. Study and review all legislation referred to it;

d. Study, urr.., and analyze the relative success of the Ministries and departments as

,n.ur.rr.J iy the resutts obtained as compared with their stated objectives;

e. Investigate and inquir" inio ati matters relating to the assigned Ministries and

departments as they may deem necessary, and ai may be referred to them by the

f. ffX;; and report on alr appointments where the constitution or any law requires the

NationalAssemblytoapprove,exceptthoseunderStandingorder204(Committeeon
APPointments);

(fa) examine treaties, agreements and conventions;

g.makereportsand.recom*.noutionstotheHouseasoftenaspossible,including
.."o*rn"ndation of proposed legislation;

h. make reports and recom."na?ions to the House as often as possible, including

,".o-*.ndation of proposed legislation;

i. consider reports of commissions and Independent offices submitted to the House

p,,,,u*totheprovisionsofArticle254oftheConstitution;and

j.ExamineanyquestionsraisedbyMembersonamatterwithinitsmandate.

2.InaccordancewithSecondScheduleofthestandingOrders,theCommitteeismandatedto
oversee communication, mro..utio.r, *"aiu and-broadcasting (except for broadcast of

parliamentary proceedings), rnro.rnutiln communications Technology (ICT) development

and advancement of technology and modernization of production strategies'
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1.2 Committee MembershiP ! r .- --

The Departmental committee on communication, Information and Innovatton was

constituted by the Ho,rr" in December ZOtl andcomprises of the following Members-

ChairPerson
Hon. Kisang William KiPkemoi, M'P

MP for Marakwet West ConstituencY

Jubilee Partv

I

Vice-Chairperson
Hon. George Macharia Kariuki

MP for Ndia ConstituencY
Jubilee PartY

Hon. Liza, Chelule ChePkorir, MP

M.P for Nakuru CountY

Jubilee Partv

Hon. Alfah O. Miruka, MP

M.P for Bomachoge Chache Constituency

Kenva National Congress

Hon. Annie Wanjiku Kibeh, MP

MP for Gatundu North ConstituencY

Jubilee Partv

Hon. Joshua Kimilu, Kivinda, MP

MP for Kaiti ConstituencY

Wiper Democratic Partv

Hon. Marwa KitaYama Maisori, MP

MP for Kuria East ConstituencY

Jubilee PartY

Hon. Mwambu Mabongah, MP

MP for Bumula ConstituencY

Independent

Hon. Maritim SYlvanus, MP

MP for Ainamoi ConstituencY

Jubilee PartY

Hon. Mwa ngaza Kawira, MP

MP for Meru CountY

Independent

Hon. Jonah Mburu, MP

MP for Lari ConstituencY

Jubilee ParW

Hon. Gertrude MbeYu MwanYanje' MP

MP for Kilifi CountY

Orange Democratic Party

Hon.Wamuchomba, Gathoni, MP

MP for Kiambu CountY

Jubilee Partv

Hon. (Eng.) Mark NYamita Ogola, MP

MP for Uriri ConstituencY

Oranse Democratic Partv

Hon. John Kiarie Waweru, MP

MP for Dagoretti South

Jubilee Partv

Hon. Erastus Nzioka Kivasu, M'P'

MP for Mbooni
New Democrats Partv

Hon. Innocent MomanYi Obiri, MP

Bobasi ConstituencY
People' s Democratic Partv

Hon. GodfreY Osotsi Atieno, MP

Nominated
African National Coneress

Hon. AnthonY, Tom Oluoch, MP

MP for Mathare ConstituencY

Oranse Democratic Partv
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1.3

2

Committee Secretariat

The Commiffee is facilitated by the following secretariat:-

Ms. Hellen Kina

Clerk Assistant II
Lead Clerk

Ms. Marlene AYiro

Senior Legal Counsel

Ms. Ella Kendi

Clerk Assistant II

Mr. Gorod Abdirahaman

Fiscal AnalYst II

Ms. Lorna Okatch

Research Officer III
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CEAPJELI]UA
INTRONUCTION

2.1 Background Information

TheDataProtectionBill,20lgsponsoredbytheLeaderoftheMajorityPuly'theHon'Aden
Duale, Mp, was read a first iime ;;/t 

'J'rv, 
zorq and subsequently referred to the

Departmental committee on commrrrrication, Iniormation and tnnovation for consideration

11i;1i,"r:""*",I"ji: efrect to Articte 3t(c) and (d):r the constitution on the right to

privacy. The Bill fu?n., seeks to .rtuiii,t' the'office of the Data Protection Commissioner to

oversee the implemlntation of urra u.'r"rponsible for the enforcement of this law' The Bill

arso seeks to provide obligations or autu .ontrollers and processors as well as provide for the

regulation of the p;;r-g of data by data processors _and 
data controllers. The Bill also sets

out the rights "r 
a"t" Irui""cts which ,,ghd incrude the. right to be informed of the use to

which personal data is to be put, ,o u"""!, irreir personal da:ta in custody of a data controller

or data processor, to object to the processing ofail or part oftheir personal data' to correction

of false or misleadirg a'"" 
""a 

to deletion oT fult" or misleading data about them'

T*r"il:ffi"r::il[li"i preriminary provisions and sets out the objects and purposes or

the Bill' 
, This Bill is an Act of parliament that seeks to give effect to A.rticle j t (c) and (d)

of the constitution; to establirr, ,rr. office of the Data Protection commissioners;

to make provision for the ,,g.,tution of the processing of personal data; to provide

ro, tt",i!ti, orau,u subjectrand obligations ofdata controllers and processors'

b) This part provides ro, tt 
"_int".pr.iu,ion 

section which contains definition of terms

that are io'be used in the Bill. Ii introduces new terms such as;

"Anonymisation" *t i.rr -euns removing personal identifiers from personal

data so that the aata suuject ir-no iong"r iaentinaule. This being read together

with .,consent" which *"un, any voluntary, specifilTd.informed expression

of will of a data subject to process pe.sonal iata' This implies some control

that a data subjectInuy .*"rcise withiegard to data that pertains to them'

Data has been categorir"J i*o three; biometric data, health data and personal

data'
Personal data breach has been defined in an effort to curb cyber security'

c) rh. #il,;; ;;;;" 
" 
r,hi..Tl:ffi 

ff 
.# 

l!?::,f1,:iq.:,:: 
-'-

ii. ensuring ,t" i"*n f handling of p"rronul data in accordance with

the principles of lawful processing;

iii. establishin;i;i;"J institutiona'imechanisms to protect personal

data;
iv.providingdatasubjectswithrightsandremediesinrespecttothe

protection of their personal data'

6 part II establishes the office of the Data ctmmissioner and provides for the appointment,

qualifications, functions, powers' removal of the Data Commissioner'

a) This part provides for the Establishment of the office of the Data Protection

commissioner which ir;;;t;;rporate with perpetual succession and a common

5

seal capable of suing and being sued;
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b)ItisadesignatedstateofficeunderArticle260(q)oftheConstitution.(anoffice
established uno a.rignut.d as a State office by national legislation);

c) The office ,hdi;;;dr. "f 
t\g Daia Protection Comriissioner as its head and

accounting off'""' uni other staff appointed by the Data Commissioner'

d) Clause 6 of the ;ilfi;;i!". .. ,fiJ.pp"in*"* of the Data Commissioner' The

appointment of th; Data protecti", c;;*issioner is to be initiated by the Public

Service commission who uft., ,..Jring uppri"utions from the applicants shall

shortlist tt " 
qruiiirJ candidate in a transparent process and forward the names to

the cabinet Secretary *to ,r'urt-*itii,i la days of receipt of names of the

nominated r*iia't"t"appoint the Data Commissioner'

e) The data .o*-irrion"i.uy establish such directorates as may be necessary for

the better.u,tying out of the function of the office' 
^r +r^- T-rqrq cnmm

fl clause z of the ?i[- proria., for the qualifications of the Data commrssronef

whichtffi',;!tJ::t#?rory 
u university recognized in Kenya in data science, law,

information technology or any other related field

(ii) has knowledge and relevanl;;"."ry. of not less than ten years; and

(iii) meets;il;G;**"1]: of Chapter Six of the Constitution'

s) The Data commissioner shall b. ;;il;Jio, u single term of six years and shall

not be eligible for re-appointment'

h) Some of the tu;;i;tio be carried out by the office include-

1. o";;;;;g the implementation and enforcement of the Act;

2.Establishandmaintainaregisterofdatacontrollersandprocessors;
3. Conduct assessment "f;fitk.and.private 

bodies or at the request of

a private body to ur..rtuii *h.th", information is processed according

to the Provisions of the Act;

4. gj""':t" tr'e general public on the provisions of this Act;

5. Receive and investig* 
""ycompiaints 

regarding infringements of the

Act; r r -----^-+^ i- rlora r
6. Uniertaking research to the further developments in.data processtng

andensuringthattr,",.u*noadverseeffectsofanydevelopmentson
the PrivacY of individuals'

i) In performing his duties, ,t. ouiu commissioner shall have the following

powers-
l.Toconductinvestigationsonitsowninitiativeorbyvirtueofa

comPlaint made;

2.Toobtainrelevantconsultancyoradvicefrompersonswithinthe
p,Ufit **ice outside it where it is appropriate;' ' ^":^:^

3. To facilitate altemativ. airpri. ,.roiution on disputes arising from the

Act;
4. To summon witnesses for the purposes of investigation;

s. T;;;;;;;-fin"' for failure to complv with the Act'

j) clause 11 
"r'i^ti. 

sill provides for instances when the office of the Data

Commissionermaybecome,u"un.'TheseincludeinstanceswheretheData
commissioner dies, resigns f;;; office is convicted and sentenced to

imprisonment for a term "*...aing 
six months, or is removed from officer on

various grounds.

Report of DePartmental Committee on Communication, Information
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7

k)Clausel2oftheBillprovidesfortheprocedureforremovalofaData
commissioner from office. e."*pr"i"t shall be submitted to the Public Service

commission who shall inform the bata Protection commissioner of the complaint

D EiillJ.,'siHiT,iffiHiid., thut the Data commissioner shall appoint such starr

aSmaybenecessaryfortt,"p'op.'ai'chargeofthefunctionsoftheoffice.
part III provides rorirr" i"gistrationof data controllers and data processors'

a) craure i s Jr the Bill provides that no person shall act as a data controller or

data processor unless *giri.r"a with the Data Protection commissioner'

b1 tt oitines the uppti.ut.n;il;'i-n.tuaing necessary thresholds that will

be prescribed by the oaia'protection Commissioner that must be met by a

Person seeking to be registered'

c) A d;;;" ,.&irg t" b;;;ittered as.a data controller or data processor must

pr";i;;;h" folloviing info;ation to the Data. Protection Commissioner-

(i) a description or irr. p..ronal data to be processed by the data controller

,,0I'ollilippli"TTfiie purpose for which the persona data is processed;

iibil;;d;orv orau,J.-u'bi".,. to which the persona data relates;

ii;i ;;;i;;t ietaits of the data controller or data processor;

(v) a general a.r.ripiion-oi tf" risks' safeguu'dt'- security measures and

mechanism, ,o .it"tt the protection of personal data; and

(vi) any other detaiit 
"t 

tty U't prescribed by the Data Commissioner'

d) It p;iG ro, trre isruun..'or u registration certificate upon successful

,pJfi"",i* which shaltte valid for three years (Clause 20)'

e)rn..o"t"protectionc"-*''i"neristot.."p.uregisterofalltheregistered
autu.*t'ollersanddataprocessors(Clause21l).

0rr,.outuProtectionCommissionercancancelorvarythetermsofthe
..nir*"i.uponshowingsufficientcause(Clause22).

g) cr"rr. i+ of the Bi[ plovides for the appointment of Data Protection offrcer

by the data controll., ;;;t"r," ?O;t:. 
the data controller and ensure that

*,"f tornptied with the provisions.of the Act'

part IV of the Bill provides for principies and obligations of personal data protection-

a) clause 25 of the Biil?;;il;'i;.igrri f.i.giples for-the processing of

personal data that .r.r,i"t" controller is bound by to ensure that the data is

handled in a way ,# i;'j;iri. wrri.tr princiiles include that the data

controller or processor shall ensure that personal data is-

(i) process"a i, u"to'Jance with the right to privacy of the data subject;

(ii) process"d l";;lly, iuirf, and in a tiansparent manner in relation to any

data subject;
(iii)collectedforexplicit,specifiedandlegitimatepurposesandnotfurther
'---'p-."rred in a manner incompatible with those purposes;

(iv) adequat., ,.I"u*t, limited to what is necessary in relation to the

'- 'p.rrPor.s for which it is Processed;

(v) accurate and ;;;" nt"tt'u'y' kept up to date' with every reasonable

step being taken to ensure that any inaicurate personal data is erased or

8

rectified without delaY;

(vi) kept in a form which identi fies the data subjects for no longer than is

necessary for the Purposes which it was collected;

I Comm ittee on Communication,
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(vii)releasedtoathirdpartyonlywiththeconsentofthedata
subject; and

(viii) noii.*rf"rred outside Kenya, unless there is proof of adequate

b) There are several rights that are ,onf.tt"al n a datasubject under Clause 26 of

the Bitl which'rigf;it i".fude the tigtt to be informed of the use of their

personal autu, ,igtiiio u.".r, ofperso"nal data and to have false data corrected

*a tigftt to have misleading data deleted'

c) Clause 27 oftt 
" 

Sifi proviies for 
"*Lr.i,e 

of rights of data subject in cases of

minors, o, autu'ruiil,]" *iit physical or mental disability with the assistance

of guardians' - n:rr --^,.:r^- +lrar is to collect data from a
d) Cti,r." 28 of the Bill provides that the data processor t

subject-
(i) directlY from the subject; or

(ii)inindirectlywheredataiscontainedinapublicrecord,thedatasubject
has deliierlt"rv rnua, the data public, the data subject has consented to

thecollectionfromanott,e.,o.,,...wherethereisaguardianthe
guardian has given consent among others'

(iii)Thedataprocessorisobligedtocollect,storeorusepersonaldatafora
purpose that was explicitly defined'

e) Clause 29 oftft.-iliff prouia., foi the duty to notify where a data controller or

data procer.or-rtutt ilefore .ott"riing p"ttonut data in so far is practicable

inform the data subject'

0 Clause 30 of tr,. silr is on lawful processing of personal data which envisages

that-
(i) the data subject consents to the processlng; or

(ii)theprocessingisnecessaryfor-,processirrg.ofacontractwhichthedata
,rU.i""t-i, puiy-a, 

"o-piiance^with 
any tegal obligation, in order to

protect ttre vitat interest oi tt e data subject, for the performance of a

task carried out in the pubic interest, p.ifot**.e of a task carried out

by a fublic authority and for the purpose of historical, statistical,

;orrnuiitii., literature-and art or scientific research'

g) Clause lf ofifr.-'eiii ;;ia.., noi-a data protection impact assessment in

instances where the operatton ,, iit.iv io t"s"tt in high risk to the.rights and

freedoms or u Juiu ,uulect uy virtue oi its nature, scope, context and purposes'

a datacontroller or data processor shall, prior to the processing, carry out a

data protection impact assessment'

h) Clause lz orit. iiii proria.rfor conditions of consent' A data subject must

consent t" h";i;g;h;ii personal data processed and.the burden of proof lies on

the data pro..rrJ, to deiermin..*pr.i, consent of the data subject.

i) Clause 33 "f 
th. Bill provides for processing of personal data relating to a

child. The consent of the parent unaiot guardiin isiequired before processing

j)

ommittee on
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k) clause 36 of the Bill provides that the data subject can object to their

processingoftheirpersonaldata,howeverifthedatacontrollershows
compelling legitimate irt.i.rt that overrides the data subjects interest' the

oveniding interest will stand'

l) chu; ti of the Bill provides for processing for direct marketing and data

controller or a data processor shall not proviie, use, obtain,. procure personal

data of a data subject for the purposes of direct marketing without prior

., :T:::t39 o, the Bill provides Limitation to retention of personal data' A data

controllerorprocessorshallretainpersonainformationonlyaslongasmaybe
t..;;;;;t to satisfv the purpose lorlhicl.r 

it is processed"

n) Cfurs. iO of the biff p"ro"iOes for the right oi rectification and erasure' The

datasubjecthasa,igr,t-torequestfor.rectificationwithoutunduedelayof
p",,o*tau.athati,ina".u.ute,outdated,incompleteormisleading.

o) Cfause +l of the Siff pr;iJ., ihut the data subject has the right to be notified

by th; data controlier where their p".ro'ui data is subject to breach-

unauthorized access to their personal data'

part V of the Bitl outlines the grounJ. io' p'ott'sing of sensitive personal data including

n t tt". categorization of sensitive personal data'

a) The principles of autu prol.rri"g r"r" apply when handling sensitive personal

b) 8n[:tilt""f?;" Bill provides for permitted grounds for processing sensitive

personal data is only processed where-

(a)theprocessingiscarriedoutinthecourseoflegitimateactivitieswith
appropriate safe guards ;

@) the processing r.tut.rlo personal data which is manifestly made public by

the data subject; or

(') p'"i$ 
lffi::,:i;l'ffiJ"Tl*...i," or.derence ora regar craim;

(ii) the pu.po.""J.uoying out the obligations ind exercising specific

' ' 
righis of the controiler or of the data subject; or

(iii)protectingthevitalinterestofthedatasubjectoranotherperson
where the data subject is physically or legaily incapable of giving

consent'

c)Clause46oftheBillprovidesforpersonaldatarelatingtohealth.Personaldata
regardinghealthistobeprocessedbyhealthcareprofessionals.

d) Cfarrse iZ of the Bill privides that ih" Dutu Commissioner may prescribe further

categories of personar auiu *rti.t' *uy be classified as sensitive personal data'

l0 part VI provide, f", in" conditions for the transfer of personal data outside Kenya'

a)Clause48oftheBillproria.,forConditionsfortransferoutofKenya'someof
the conditions for tr*.f;;-;;f or r.nyu include; consent by the data subject'

necessity and that the Data commissioner has been given proof on appropriate

safeguards regarding protection ofthe data'

b) clause 4g of ihe niir proria"s for safeguards prior to transfer of personal data out

ofKenya.TheDatacommissionerisempoweredtosuspend,prohibitorsubjecta
transfer to certain 

"onaitior. 
in protection of the rights of the data subject'
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c) clause 50 of the Bill provides for processing through adata server or data center

in Kenya. This clause .-;;.;. the Cabinei Secretary to prescribe processing of

certain data in KenYa'

llPartVllprovid.,ro,theexemptionstoprocessingofpersonaldata.
a) cruur.51 of the Bill frfrides foigeneral exemptions for data controllers or

data processors from J"*pivirg *iih tt" provisi-ons. of this Act' Exemptions

maybe given when processing of dutu which is for journalism' literature and

ii, ai"for research' history and statistics'

b) iil;; 52 of the eilipro;iaes that the Data commissioner is to develop a data

;'f,"t* t"ae which aims to promote good,practlt:ll,:Hng data'

c) Clause 54 of th. Bill;;oriA"..ttrutih. dutu commissioner is empowered to

prescribeinstanceswherecompliancewiththeActmaybeexempted.

|2PartVlllsetsoutenforcementprovisionsofhowtheDataCommissionermayexercisethe
powers granted to them under the act'

a) clause 56 of the ;ill makes provisions for complaints to the Data

Commissioner. The Data Commisiioner may receive complaints on matters

regarding non-compliance of this Act'

b) clause 57 of th" B;ll-;;ovides for investigation of complaints' The Data

commission., -uy'"orJro investigation and summon witnesses and issue

enforcement notices ".J 
p"rA,y ,otl", if necessary where there is failure to

comply with the provisions of the Act'

c) clause 58 of the 
'nill 

provides for enforcement notices that the Data

CommissionermayServeonapersonrequiringthatpersontotakesuchsteps
una *i't'ln the period as may be specified in notice'

d) clause 64 ofthe Biii prou'll1"r for the Right of Appeal..The right to appeal to

the High Court is bestowed upon u p"..lon aggrieved by the decision of the

Data Commissioner' . 
ln to a subject data.

e) Cfurt. 65 of the Bill provides for the.right to Compent"I::":;l?:::Jiffi;
The data subject -;;1;.o*p.nruted #here they suffer damage as a result of

non-comPliance with the Act'

13 Part IX provides for financial provisions, reporting mechanism, and management of funds by

the offici of the Data Commissioner'
a) clause 67 of at " 

gitr provides for the source of funds for the office are

provided to includ.--utio.ution, from the National Assembly' grants and

donations and funds accruing to the office in the discharge of their functions'

b) clause 6g of ,r,. eiti provid-es for annual estimates. The office shall prepare

estimates or trr.i.""*plrai*. to submit to the National Assembly before the

commencement of every financial year'

c) That the office ir r"u.i.Lt to having its annual accounts audited'

14 part X contains the provisions on'delegated fowers. This part empowers the cabinet

Secretary to make regulations that give 
"rrJ.t 

to the implementation of this Act'

l5 part XI contains miscellan.or. pr8,i'ion' and p'o'iJ!' for offences including the unlawful

disclosure of personal data, g.n"rur p.nurri"r, tire development of codes and guidelines and

,u tf.'i,lii:H};ff"[:lilffiT';",h of office for the Data commissioner upon appointment in

,, illti;.ond schedule provides for the consequential amendments of various laws that would

need to be aligned to the data protection regtme
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PITRT IC P RTTCIP TION

,, i',lrrr",l"i:\i:,:i"tls(t) (b) orthe constitution and Standing order No. 127(3) which

provides tt ut tt e purliameni stratt iacititate public participation, the committee placed an

advert in the l;;;ili*';; iilrJriy,2or9 und *roie to ti,. kev stakeholders inviting them

to submit their views to the Clerk of it. National Assembly on oib"fo'e l6th July' 2019'

1g By the deadline fo, srb*ission, the committee had reieived seventeen (17) memoranda

from; Commission on administrati,on of Justice (CAJ), Amnesty International Kenya'

Lawyers Hub, Google Kenya, M"riii;, tgspor, Arricle'19, KEPSA, coDE-IP' Taskforce

that formulated the Bill, Bowman'siCoulson and Haney LLP' KenYa Medical Association'

Branch International Limited, Digital f':4t':. Association of Kenya' Teachers Service

CommissionMr.KaranjaMatindiandClPlT.ThememorandaarenumberedasAnnexures

CHAPTER THREE

four (4) to nineteen (20)

Clause of the Bill-

Clause 2 InterPretation
22 Six memoranda received bY the Committee contained submissions relating to this Clause

KEPSA proPosed an amendment to the definition of the term "sensitive personal data" as the

definition Provided for in the Bill was ambiguous' The Committee disagreed with this view,

noting that the Provistons under the Act and as ProPosed by the Bill was similar to what

KEPSA was Proposing its memorandum

23 Digital Lenders Association proposed that the term ' 'sensitive Personal Data" be defined to

include religious or Pol itical belief or affiliation to belief, The Committee disagreed with this

view as religious and Pol itical beliefs should not be categorized as sensitive data.

24 Mozilla Propo sed to expand the definition of sensitive personal data to include official or

national IDs, Passwords, financial data, location information'

25 Article 19 recommended that the definition of "personal data" to be synchronized with the

one provi ded for in the Access to Information Act thus exemPting information about Public

acttvtttes and functions of Public offic ials and those exercising Pub lic functions.

26 Content DeveloPment and Intellectual Property (CODE-IP) Trust proposed that the definition

of several other terms be include as follows-

Report of Departmental Committee on Communication, Information
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3.2 Committee Meetings
20 upon receipt of the memorlnda, the committee held a total of fifteen sittings, three of which

were held to hear oral submissions from Google Kenya, Amnesty International Kenya'

Tespok, code -Ip-, cAJ, t u*y"rr-HrU, n.ti.tJ 19' Bowmans law/ coulson Harney LLP

KenyaPrivatesectorAllianceetc'TheCommitteealsohadmeetingwiththeSenate
committee on ICT over the Senate Bill on Personal Data Protection Bill,20l8 as well as a

meeting with Hon Omar Mohamed Maalim, Mp who had formulated a legislative proposal

on Dati Protection and Privacy Bill' 2019'

3.3 Consideration of the Data Protection Bill' 2019

21 In considering-the pata Protection 
-gitt, 

zotg, the Committee took into account the

memorandaandoralsubmissionsreceivedfromthepublicand.itsdeliberations.The
following constitutes the views of the committee on the issues arising with regard to each
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..data collector" means a natural or legal person, public authority agency or

other body which uto* o, iointly with oih..t, collects public data'

'data owner" means the same as" data subject"
..metadata,, means Auiu uUout data, and foi tt e purposes of this Act, qualifies

as data wherever consolidated metadata reveali private data or personally

identifi able information'

27 CIPIT propor.ar.ririon of the definition of the term ' sensitive personal data' to include

membership of trade union, the commission or alleged commission of any offence' or any

proceedings for any offence .o-*i,i.J o, df"gta tJ have been committed' the disposal of

such proceeaingt oi the sentencg o-f anV court in such proceedings'

TheCommitteeproposedthedefinitionoftheterms..data,,und..p.,,ons',andelaborately
define the term "consent"

Clause 3- object and purpose of the Act

Two memoranda were received on this Clause'

2g coDE-p rruriliro ,."o,n*"na"i^tt" ir"turion of the purpose to establish a framework to

protect against;h";;;..srury.olle.iL. "f 
informationio relating to one's family or private

,, LTIT proposes incorporation of the internationa,y recognized data .protection 
principles

including; Fairness and T,a,,pu,.n.y, Storage limitation and Accountability.

The committee did not agree *itr, ih. prop-osals to amend the provisions of clause 3 as the

same were deemed to be in order'

Clause 4- APPlication

Four memoranda received by the committee contained submissions relating to the clause'

30 Lawyers Hub ,."o-*.ndei the #;;;i;; of application to incrude data controllers and

processors *t o it ougr, not resident; Ii;t;;, ptt"" data of data subjects resident in Kenya'

3l Bowmans taw/ a;;l-r", Harney LiP^;;;il;tlo.,tut 19r 
purpost' of.claritv' the underlined

words to be included; not establishJ oi oiiinurily resident in Kenya, but processing personal

,, +t$5?:H;?:;i',f.":lTil'ff:1",r. p.,o:.:ling of personalaala outside Kenva from th1

scope of the giti. Atternatively, th"; ;;"d tt ut tt.i. is'need to limit application to the data of

Kenyan r.ria"ntr'in-"it.riurirai.tiot's, and that there was a need to-limit the scope of data

(eg. Data collected for the purpose of engaging in commercial activity)'

33 CIPIT observed that clause a( b) provia".dtirnit.a protection for the personal data of people

in Kenya as the controller o, pro..rJo; -."*{r_"1il5.rr" can easily remove its processing

from the scope 
"ft.he 

er, uv conducting the processing outside *"r]1.^.,^_

34CODE-IPTrustproposedtheexpansionofthe..op.ofprivacyprotectiontoincludeforeign
entities collecting private data of rc""v"". r"r inclusion in arien data systems' They suggested

the revision of 
"t"uut" 

4(b) to read as follows-':'^ab)b;;"atl$rttllff 
i;Ht'.'fi ,ffi ,i,.f,','i."i,Yl!"nri,o,

(ii) not establisn.J "r "rain*ity 
resident Kenya but processing personal

data of data subjects in KenYa

The committee was of the opinion-irrut inr.rting the term "located" was good for clarity

purposes
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Clause5establishmentoftheofficeofthedatacommissioner
Four memoranda received by the c;;it;. contained submissions relating to the clause'

35 Lawyers Hub in recognizing. that the commissioner shall exercise some quasi-judicial

functions, opined that there i, n..i to ensure independence and proper function of the

commission.Theyrecommendedthe.*p*'ionortnecompositiontoaboardchairedbythe
Data Protection Commissioner'

36 The cAJ recommended that the crause should be amended so as to provide for the

establishment of an indepena.nt o,".,ight institution with full powers to oversight and

implementthelaw,u.*.lltoreceiveandresolvecomplaintsonimplementationofdata
protection Uv iotf, fublic and private bodies. Determinations made in exercise of the

foregoing powers should also be ;;; L- u.tigl't.of appeal to the High court and not any

other institution.The CAJ runf,.. lpinea tnai the. data protection function should be

undertaken by the proposed orn.e oiirr" Data commissionei so long as the independence of

the offlrce could be guarante"a giu"n thu, i, *u, intended to be an ovirsight institution which

must ensure preservation of the rule of law and must not appear to be subservient to the

executive.Theystatedthatifthatcaveatcouldnotbesuffrcientlyguaranteed'however'
parriament should consider pru.irlli. irn.tion.of the office within one of the existing

Article 5g commissions since th.i;:r;;;.na"n.. is treavity safeguarded under chapter 15 of

,, lli^?T::?:'.""1 inclusion of a data privacy commission/committee who will provide

diversity and technicar expertise on heafth data protection due to the nature and sensitivity of

,, Br#,Ti:5*l3i:h establishment of the Data commissioner office as a constitutional

Commission under Chapter 15 of the Constitution'

3g. Mr.Karun;u rurutinaiwas of the view that the Data protection commissioner recruitment and

removal process should be the same as for the constitutional commissions and independent

office holders such as Director or puuri. prosecution given the importance and mandate of

oo. tl l,rliiJ,irn" or concruding its report, the commit13. 
"_ny;d lllli::::::::J"il;:1.*ll

the Bill were sufficient and ,r," ii. pt;;il'']t on the office of the data commissioner were

adequate enough to accord ,fr. om.'. the indepe'de"" sought by the stakeholders in their

proposals. TnJ Committee howw.r-ptopo"d that the clause be amended to provide for

directorates oirrr" office of the data commissioner for ease of work'

Clause 6- Appointment of Data Commissioner

Four memoranda were receir.a w irr" committee which contained submissions relating to

this clause.

41. The process of appointment.connotes that the Data protection commissioner reports to the

cS, which p;il;, was said to be one that did not promote the independence of the Data

protection Commissioner. The ,tut.t otatts therefore rlcommended as follows-

42. Amnesty tnternational Kenya pd;;;"J;hut tt" 1r1laent 
gazettes the vacancy in the office of

Commissioner and constitutes " 
;;i;i", panel for tfre pufrose of appointment' that would be

comprised of a chair person ,"r."t"a uv ihe President and on" ,"p,."ntative from each of the

following entities: Ministry for ICT, kNCgR, one data science professional of at least 15

years, .*p"ri.n"., one IT p-f.r.ional of at least 1i ytu"' -"-*p"ii"ntt' 
the Association of

professionar Societies of East #i; and the t-a* stciety of Klnya. The selection panel to

hord proceedings in pubric 
""a 

,"u-il a report of the intlrview proceedings to the National

Assembly, *rri"f, should in"trJ. 
-tt 

e "o'L' 
of eactr candidate interviewed together with
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criteriaforselection.Theselectionpanelshouldthenforward3namestothePresidentfor
nomination, the President then r"*il;;; one person for approval by the National Assembly'

43. Lawyers Hub proposed that appoiniment oi the Data tommissioner to be done by the

president and approved by ttre Natio'nJesr.muty and that a reconciliation of this clause and

clause 11 0f ttre gitt shourd u" aon" u, clause i 1 uddr.rred the resignation process to the

*. 
tJ:'r',1,?;?ll*:l.fu??urriu-ent 

should set qualirications or the Data commissioner and

nominate the Data Protection Commissioner' and that the appointment should be made by the

President.

45. TESpoK proposed that the appointing body should be the same as the one of resignation as is

addressedlo clause 11 of the Bill'
46. Further committee agreed with the stakeholders that the Data protection commissioner

should be appointed by the President and not the cS as has been proposed in the Bill'

Clause 7- Qualifications of the Data Commissioner

The Committee received two memoranda on this clause'

47. Digitall-enders Association propor.J,r'u' tht Data Commissioner should be appointed for a

term of three years which shall be subjected to renewal for a further final. The committee

disagreed with the stakeholde. u, .t," provisions of Clause 7 that provided for a non-

rene-wable six years' term were in order'

4g. TESpor ,uu,iritt.d that it wourd i. i*ponunt for the Data commissioner to demonstrate an

understanding of Information Technology systems and data handting processes both manual

and automated and have knowledge J sgcJor. specific data handling practices' This will

ensure the streamiining of data handling legislation.fgr various sectors'

The Teachers Service commission-fitt;r"p."red inclusion of Information science/ Record

Management as one of the significant key requirements'

49. The committee noted that the Data protection commissioner was going to be required to

handre very nover and technicur ao.t"t and it therefore proposed.that the holder ofthat office

should have at least a minimum oiu mart..'s degree so that he can be fully equipped to

execute his mandate'

Clause 8- Function of the Office

Three memoranda received by the committee contained submissions relating to the clause'

50. Lawyers Hub opined that the "frig".* 
of the. Data protection commissioner to promote

self-regulation was unnecessary, ;; statutory body established to regulate cannot then be

.t urg.i with the duty to promote self-regulation' 
-

51. They also held the opinion ar," i""- proE.rro* should not be allowed to form self-regulating

organizations whose mardate and jurisdiction would be' for instance' to conduct

investigation, *a administer nn., rot breach' This would lead to double jeopardy'

52. Mozilla recommended that additional powers and functions be assigned to the Data

protection commissioner includirgl.*i"gof regulatory guidance, codes or practice to data

controllers and processors, i"".itig"i"ti, ua.iuaitutoty] tet'ylng- penalties and punitive

measures as well as providing redresJand compensationio useis when their rights have been

violated. The Data Protection co*tittioner to be empowered. to promote public awareness

and engage in capacity develo"p;;;!.;:,rrities., The committee did not agree with the

proposal as th; ru-" *u, ut."uoy'provided for under clause 74 of the Bill'

Communication, Informati
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53. TSC recommended that there was need to clariff rinkages and relationship between the

office of the proposed Data Commi,,.i*., and public entities with constitutional or statutory

mandate to generate public data e.g- teacher regiitration and Registrar of Persons'

,-. SliH';;.H:n:j lH,lffilocess or sanction should apprv to complaints investigated bv

the independent data protection "r,'h"riry;; 
its own initiative as it empowered to do so under

sub_ clause I ("jih;'committee agreed with the provisions of clause 9'

Clause 10- Delegation by the Data Commissioner

55. The committee agreed with the p.oui'ion' of clause 10' As at the time of concluding its

report, the Comniittee had not received any memoranda with submissions relating to the

Clause.
Clause 11- Vacancy in the Office of the Data Commissioner

52.TheCommitteeagreedwiththeprovisionsofClausell.Asatthetimeofconcludingits
report, the comriittee had not received any memoranda with submissions relating to the

Clause.

Clause 12- Removal of the Data Commissioner

53. Amnesty tnternational Kenyu *u. oi ,tr. view that security of the office was key to the

independen".-oi,t. offic! of ire Commissioner. 
-The 

ofntt of the Commissioner is

established as a state office ,na", irtirte 260 and therefore requires that the removal process

reflects the removal process of u ,iut. offit"' They thus propoied the removal from office to

be done in accordance with ariirti 25r of the constitution. process of removal should

commence with a petition to the Nuiionut Assembly, *t i.t if satisfied will send the petition

to the president foi the formation of a tribunal to investigate the conduct of the commissioner

and recommend action to the President'

54. The committee did not agree with the proposal from the stakeholder as the office of the Data

commissioner would enjoy independence pursuant to the provisions of the Bill'

,r. rtl3'3illi,1tt"'"1:I',fl"1fi|t,". Data protection commissioner had no singular capacitv to

appoint the staff of the data protectio. om.. uno tr,"ierore the committee proposed that such

appointment should be aorr" ir,- 
"onsultation 

with the Public Service Commission a

constitutionally mandated office i" t ""ii. 
matters of human resources in the public service'

Clause14-RemunerationoftheDataCommissionerandStaff
56. The Committee agreed with the pl""iri.""r of clause i+. nt at the time of concluding its

report, the Comriittee had not received any In"-o*nda with submissions relating to the

Clause.

,r. rtlStilt;,ffjt;L'"fi^i,,n the provisions of crause 15. As at the time of concluding its

report, the Comriittee had not rlceived any nlt*o'anda with submissions relating to the

Clause. However, the Committee noted that ihere *;; ; typographical error that needed to be

corrected in the Bill

,- i?:Hlt-,-t,:"frX::fTtflif,ffiffil[ns or crause 16 As at the time or concruding its

report, ttre Comriittee had not received any memo'unda with submissions relating to the

Clause.
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ClauselT.Protectionfrompersonalliability
59. The committee agreed with the p.oui'ion' of cluu" 17' As at the time of concluding its

report, the Comriittee had not received any *t'no'unda with submissions relating to the

Clausels.Registrationofdatacontrollersanddataprocessors
Ten memoranda were receiv.a *iir, it',. p.ouirions of clause 18' The stakeholders were

opposedtoandr""orn*rrdedther.'""""r"rtherequirementformandatoryregistrationfor
all data contro,ers and proces.or., J, ui,"rnatively, uit."rr,ota for registration be established'

60.GoogleKenyaandCODE-IPTrustproposedthatClausesls-24bestruckoutentirelyonthe
grounds that datalo*-uing and dalta processing are not business models in the strict sense,

they are irr"iO"niui-a ,t " nlrmal 
"o,.r.r. 

of business. Therefore, requiring registration will

...ut" an immense implementation burden'

61. Google and Mozilla opined that the requirement for registration places.a, undue burden on

SMEs and startups. They also stated ihat the ,"q.rir.*Ent for fees would disproportionately

affect SMEs.

62. Bowmans rawi coulson Harney LLp proposed that registration should not be mandatory on

all data controllers and proces.or. uniitlt a threshold"io the registration-requirement should

be introduced to the Bill. This can be linked to turnover, employies' numbers or according to

the number of data subjects processed'

63. Lawyers Hub recommended the removal of mandatory registration and only require

registration fro* tt or. who meet ttre it"T estrold to be espoused by the commissioner'

64. Digital Lenders Association of Kenya suggested the removal of the registration requirement

sirice it will cause an implementation challenge.

65.KEPSAprovidedthattheBillrequiredmandatoryregistration.ofdatacontrollersand
processors unJ r"girtration of Data 

^Commissioners and iequires the D-ata Commissioner to

set a threshold to exempt ,-uff 
".o*funi91 

KEPSA p'oposed that the Clause should be

changes to be as follows:.. No person shall act as urjutiofficer or Data controller except

those expressly exempted from th;"A;t;rless one is registered and accredited by the data

Commissioner"

66. It further recommended that in prescribing the threshord for mandatory registration the Data

commissioner should exempt ttr. iutu controllers in. the fo'lo:llg.,circumstances from

registration. Data controllers *il^;;;;* pt"onut data by non-automatic means as a part of

a filing system, lawyers, indepenient accountan,t *a i:r*:11:1,'l:"" Natural or legal

persons having less than fifty.employees per anlum' the processing^ of personal data is

required fo, .i-i*inul investigati"rJ"ifot p..r.ntion-of u tiitninal offense' if persona data

being processed is already p,rUri.ir.a by the autu 'ffi'-if 
processing of personal data is

required to protect the economic and financial interesi of the itut. i., relation to budget, tax

Clause.

67
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6g. T.s.c were of the view that criteria for primary registration should be provided while the

- - 
secondary criteria should be left for the Regulations

69. The committee maintained that the requirement of registration should be compulsory for

purposes or ur.ountuuility and therefore the clause to stay as is.

Clause l9-Application for registration

70. cIpIT proposed the followirrg u*"nJ-ents for clarification and to strengthen the right to

informationandtherighttoaccessasprovidedforinClause26

a)sub-clause2(a)toclearlystatewhatpersonaldatawillbeprocessed
b) sub-clause 2(b) to spec.ify ,i" r.*Lie for which the personal data is collected

"i sub-clause 5 ihe period to be prescribed

71. The committee agreed with the proririon, of Clause 19 and proposed an amendment to sub-

clause 4 of the gfito gir. clarity to the provision that was ambiguous'

Clause 20- Duration of the registration certificate

T2.Thecommitteeagreedwiththepro'i'ion'ofclause20'Asatthetimeofconcludingits
report, the Com#ttee had not received any memoranda with submissions relating to the

Clause.

Clause2l.Registerofdatacontrollersanddataprocessors
T3.Thecommitteeagreedwiththepro,i'ion'ofclause2l'Asatthetimeofconcludingits

report, the Comriittee had not received any memoranda with submissions relating to the

Clause.

Clause 22- Cancellation or variation of the certificate

T4.TheCommitteeagreedwiththep'o'i'ion'ofClause22Asatthetimeofconcludingits
report, the comniittee had not received any memoranda with :*-i:-::'s 

relating to the

Clause.However,thecommitteeproposedanamendmenttorecastitswording'

Clause 23- comPliance and audit

Three *.rnor*da were received on the clause'

75. cIpIT proposed that the crause should provide crarity on the criteria the Data commissioner

to use to decide on carrying ou, oi-,nl audit and who would be undertaking the audit The

Committee agreed with t'he frovisions of Clause 23 ' Clase 24

76. Digital Lenders Association of Kenya proposed the amendment of clause 24 to ptovide for
" 

,"[i**,ion and accreditation of data officers'

77. T.s.c recommended incrusion of qualifications to be considered for appointment as a data

protection officer

Clause 24-Designation of the Data Protection Officer'

7g. clprr observed that the term ,may, in sub-clause 24(r) makes it unclear when the obligation

to designat e a dataprotection "ff,;;-;piies 
and.ih"y proposgd a tiered system through

subsequent regulations to delineate- nr*r'that will u. r.quir"a to employ/contract a data

protection officer'

ThecommitteeheldthatthelawasprovidedintheclauseoftheBillwasadequate'

Clause 25-Principles of data protection

The Committee received four memoranda on this Clause'
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79. Digital lenders Association of Kenya proposed that clause 25 (c) be reviewed to provide as

follows-
.oevery data controller and processors shall ensure that personal data is collected and

processed for explicit, specific or for any incidental purposed that may be reasonably inferred

having regard to the specific prrpo.., and the context and circumstances in which the

personal data is .ott..i.a including transfer to third parties with prior notification and

80. CODE-IP Trust proposed the addition of a new subsection after (d) to read as follows-

..(e)Avalidexplanationmustbeprovidedwheneverinformationrelatingtofamilyorprivate

affairs is necessary to be collected"'

g 1 . Lawyers Hub recommended the use of the word "and" instead of "or"' for better protection of

data subjectr. di;;;;Lntially *orrla *[uire that all conditions are met prior to the processing

of the data. The committee held that the reasonability test and incidental test does not allow

for the consent of the data subject;ri;; ;; ,h. collection of data. consent should be sought

prior to transfer of the data to tfre ttri'J farties and mere notification will not suffice'

82. CIPIT proposed inclusion of the following principles

a)Integrityandconfidentiality_itlistedinClause4land42butmustappearinthis
clause for consistencY

b) AccountabilitY

clplT further recommended that sub-clause 25(g) be amended to ensure consent is not the

sole legal basis of sharing p"rronul Jutu *ith a third party and sub-clause 25 (h) be amended

toensurethatthetransferofdataou.,id.ofKenyaisnotprocessedunlessthereisadequate
data protection safeguards and consent'

The committee agreed with the submissions by coDE-lP noting that there was need to

ensure that the data subjects are Jriy irr"r.^"d of reasons for co,ection of data relating to

private and family affairs for them toL*. informed decisions before granting the consent'

Clause 26- Rights of data subject

The Committe"e received two memoranda on this clause'

g3. on subsection 26 (d) and (e) T.S.C submitted that there was need for clarification on the

powergrantedbyvirtueoftheprovision.Theyarguedthattherighttoalterorvarypersonal
data ought to be stringently reguiated. They iurther submitted that there exists Government

directionsthatspeaktotheint"g,itvundpreservationofprimaryofficialdatadeclaredbya
public employeeT citizen eg place of birth

84.ClPlTproposedinclusionofthefollowingrights;therighttoaneffectiveremedy'rightto
compensation and liability, rigtt to supp6 giblock *'iln is provided for in clause 36' right

to data portability provided fo. in ctaure :S and the righti in relation to profiling and

automated a..irio"--aking which is provided for in clause 35

The Committee agreed with the provisions of Clause 26'

Clause 27-Exercisse of rights by data subject 
-.

85. The Committee agreed with the pi;i9;; of Clause 27 ' As at the time of concluding its

report, the comriittee had not received any memoranda with submissions relating to the

consent.
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Clause 28-Collection of personal data

The Committee received iour memoranda on this clause'

g6. Lawyers Hub stated that the clause creates a wide discretion on data controllers

processors to interpret what u-o*t to prejudice. This creates opportunity for abuse

iherefore should be deleted'

and
and

g7. on subsection 2(c), Bowmans submitted that the narrow exceptions where personal data can

be colrected indirectry should be finite and limited. By allowing for the indirect collection of

personal aata where the data subject has consented to the colrection from another source

rimits and conflicts with the data ,J:..i rigrrts under the Bill and conflicts with the definition

of'consent'

88. CIPIT submitted that the sub-clauses 28 (a, b,c,e,and. f(ii) require amendments in order to

ensure that the right to informatiori p-ria.a'for undei crause 26 (a) is upheld effectively'

Further the clause should U" .t."rgtti*ed to require.the firms to conduct a Data Protection

Impact Assessment to show tha?-ih;t understand the risks and effects of collecting

maintaining and dissemination of personal data

g9. Digital Lenders Association of Kenya proposed. the incrusion of; "A data subject has a right to

be notified of the use of their persorut autu. The committee held that the clause should stay

as is because is the element of .onrent was already set out in the Bill' The amendment

impliesthatconsentcanbedoneawaywithaslongastheyarenotifiedoftheiruseoftheir
data after the fact

The Committee was of the view that the Clause as provided for in the Bill was adequate

enough

Clause 29- DutY to notifY

90. CIPIT submitted the clause is open to abuse and that a specific period .of 
time should be

provided. eurtt.r,iney proposedlnclusion of the following information to be provided

a) a description of the personal data;

b) the legal basis for the processing;

c)thethirdpartieswhomthepersonaldatahasbeenorwillbetransferred,including
details of safeguards adoPted;

d) the envisaged time limits for deletion of the different categories of data;

e)adescriptionofthetechnicalandorganizationalsecuritymeasurestakentoensurethe' 
integrity and confidentiality of the data'

The committee agreed with the stakeholder on the need to provide for a description of the

technicar and organizational security measure taken to ensure the integrity and confidentiality

of the data.

Clause 30- Lawful processing of personal data

Two memoranda were received on the clause'

91. Bowmans ladCoulson Harney LLP were of the view that there should be strict limits on the

avoidance of the aPPlication of the Bill for national securitY reasons bY anY Person in Public

interest, national securitY or Public order. The Parties seeking protection under the

exemPttons should be subject to a higher standard of Proof and should indicate beyond

reasonable doubt whY a data subjects rights should be Protected.
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92. CIPIT was the view that there was need for clarity as what are the legal grounds for

processing p.r.onul data by a.nningir. terms such as public interest and legitimate interests

io strengthen the protection of such data'

Clause 31-Data protection impact assessment

The Committee received two memoranda on this clause'

g3.DigitalLendersAssociationwhichproposedthatclause3l(3)beamendedtoprovidefor
Data commissioners powers to provide io, pro."r.es that are considered to be high risk thus

requiring this assessment. Th"i i;;..f,opottd that 
Clause 31(2) on consultation to be

deleted and finally that crause 3l(4) to u"'irtLayce$ to provide that Data Impact Assessment

Reports shall be zuumittea within oo Juy, from the date of publication as per clause 31(3)'

94. CIPIT recommended that assessment should be an obligation -prior 
to any processing

activities. ln addition, the duty ,rrouta be strengthened by specifying the means/forms in

which this right should be implemented'

The committee did agree with the proposals and the importance of ensuring that timelines

were provided on whJn data impact assessment reports would be made available'

Clause 32-Conditions of consent

The Committee received two memoranda on this clause'

g5. Mozilla stated that expricit con sent shourd be required for processing sensitive data and that

the Data protection Commissio";; ; i*u. grridrli.t". on ho* requirements for consent

should be interPreted'

96, Digital Lender Association proposed that the clause be amended to provide that as follows-

..Unless otherwise provided under this Act, a data subject shall have the right to withdraw

consent at any time and the data controller o, p,o".,,or shall notify the data.subject of the

procedure of withdrawar of the 
"onr"n, 

prior to obtaining the consent to receiving personal

data. provided further that withJia*at st att not be arb-itrary and shall be subject to the

overriding legitimate grounds of the data controller or data processor as provided in clause

34(d).

TheCommitteeheldthatadatasubjectshouldhavetherighttowithdrawconsentatanytime
and any processing of the Autu *di""ts data after. withdiawal of the consent is not la"vful'

However, caution should u" tut"n-io ensure that the procedure.givel by the data controller

for withdrawar was not so stringent that it prevents the data subjict from easily withdrawing

consent. The requirement ro, .orr..nt has been adequately ptouid"d for in the Bill in clauses

25,26,30,32.Furtherthatthedefinitionoftheword"consent"intheBillcapturesthe
explicitness of consent'

Clause 33-Processing of personal data

The committee receiied fbur memoranda on this clause.

g7. code-IP proposed the addition of a new sub-section after sub-section (c) to provide-

"all personal data relating to a child collected' processed. and or achieved subject to

subsection 6 ;;r, be deleied upon the child becoming an adult".

This in their view would prevent the overzealous law enforcement officers from labeling

children as criminals for life as a result of a child's youthful indiscretions'
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gg. Mozilla proposed the need for reconciliation of the provisions of this Bill with those of the

children Act. The Bill shoula ,f..iry that data controllers and processors should not

knowingly market, track or p-ry";i(r* u,rr"J:ll" consent of their parent or guardian'

Mozilla also opined that the parental consent raises practical 
. 
questions regarding its

implementation, thus Data Co**ir.i*er be mandated io provide guidelines' They also

proposed a"f.tio, oithe provisiorr'**a"ing the Data Protection Commissioner to appoint

data controllers and procer.orc ur- guu'aA-In' The Committee in disagreeing with the

stakeholder stated that ihe provision in the Bill was adequate'

99. cIpIT recommended the crause be reconciled with the protection provided for in the children

Act which upf,otJt the right to privacy under Article 19

100. KEpsA recommended that clearer guidance that protect children's data should apply to

children under the age of 13 avoiding any s|ggfstion that additionar privacy-invasive

measures are needed for the p*.p";;;iig. ,oirrJu:tion should be considered' In essence the

requirement for age of consent ro, .t il,or"i should be reduced to 13 years' The committee did

notagreewiththeproposalsor*,...tur.eholdersandemphasizedontheneedtoensurethat
the data of cnlirlnl.yo"a age of majority are protected'

r0r. Mr. Karanja Matindi, submitted that the provision courd breach the rights of the children

since under the law of Kenya a child i, unyon" under lSyears.He emphasized that

requirement f- ,t . Parental/guaraiun tonttnt would be inappropriate for a child of between

l3-lTyears as they may want to *.r, services that requireihem to give personal details'

TheCommitteeresolvedthattheclauseshouldbeleftasitwasprovidedforintheBill.

Clause 34-Restriction on processing

102. The committee agreed with the prEuirions of clause 34 As at the time of concluding its

report, the Commitee had not received any memoranda with submissions relating to the

clause.

Clause 35- Automated individual decision making

The Committee received three memoranda on this Clause'

r03. Digitar Lenders Association of Kenya proposed lhat 
the crauses be deleted accordingly and

repraced with the following n"* .iuur"- ,.the data controlrer should implement suitable

measures to safeguard the data *u;"iit rights and freedoms and legitimate interests' at least

the right to outuii rr.r*an interventi;; ffipart of the controller, to express his or her point

of view and to contest the decision'"

104. Branch International Limited proposed that clause 35(3) and (a) of the Bill be amended to

provide that the rights of a data.s"Uf ".ia" 
not apply, to'"i..*'n'i'Y:- Yl,*e 

the data subject

had given prior-*i."nt to decisior.'U"ing made tlftt, based on automated data processlng'

105. cIpIT were of the view that the section should be strengthen by including the following

obligations and key considerations;

a) data controllers and processors who profile must be transparent about it and

individualsmustbeinformedaboutitsexistencefortheonsetandnotasSoonaS
practicable as per sub subsection 3(a);

b)forprofiling,thedatacontrollersandprocessorsshouldalsonotifythedatasubjects' 
about the risks and their rights;
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c) impose restrictions and safeguards on the ways in which data can be used to profile

and make decisions'

The committee was of the opinion that the provision shourd remain as was crafted in the Bill'

The initial consent should not be b-dG into the data subject and there should be various

opportuniti", gir", io afr" data subject to review the consent given' The Committee however'

propo."a an amendment to correct typographical error'

Clause 36-Objecting to processing

Two memoranda were received on the clause'

106.DigitalLendersAssociationofKenyaproposed.theinclusionofaprovisionthatadata
subject has a right to object to the ;;;;*'"; of their personal data under clause 30(iv) and

37, unless ,fr. iuo cont'roller o, auiu pro..rlo, demonstrates compelling legitimate interest

for the processing which overrides the data subject's interests' or for the establishment'

exercise or defence of a legal claim'

107. cIpIT were of the view that the clarity must be provided on what the 'compelling grounds'

are.

The Committee opined that a data subject must .always 
hayg the right to object to the

processing of th.ir'p"rsonal a"tr. irur.ciing it to the included in the clauses may eliminate

any entitlement to consent that the data subject has'

Clause 37-Processing for direct marketing

10g. The committee agreed with the ;;;;trt"* of clause 37 As at the time of concluding its

report, the commiitee had not received any memoranda with submissions relating to the

clause,howeveritproposedthattheclausebeamendedtoprovidefo.rtheprocessingofbroad
commercial data as opposed to narrowing down to just direct marketing'

Clause 38-Right to data portability
10g. The committee agreed with the fioririon, of clause 38 As at the time of concluding its

report, the commitee had not reteived any memoranda with submissions relating to the

clause.

Clause 39-Limitation to retention of personal dllu
The Committee received two memoranda on this Clause'

I10. TSC recommended that management/ retention/ destruction of personal data ought to be

harmonized with existing regulatory frameworks'

l l l. cIpIT proposed that clarity must be provided tl r., terms on the applicability of this law to

other laws which imposed the data r;tention policies such as the KICA which regulates the

retention of electronic records *a it. Registration of subscribers Telecommunication

Services Regulations,20ls. rurtt"rirr"y suurriitted that pseudonymised data is still personal

data and therefore subject to the protections of the law'

The committee opined that the provision as provided for in the Bill was sufficient to cater for

the concerns raised by the stakeholder'

Clause 40-Right of rectification
The Committee received three memoranda on this clause'

l12. Google Kenya proposed that a clarification be made to the effect that erasure rights are to be

associatedwithwhereprocesslngisoccurring,anonthebasisofconsentwithnootherlegal
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ground. They noted that Article l7(b) of the GDPR uses equivalent language to the

recommendation,

113. TESpoK recommended that a provision providing to the effect that'where erasure is not

technically possible, controller/processor to restrict use"

I 14. CI,IT were of the view that the clause lacks clarity on the factors to be considered when

decidingonadatasubject'srequesttodeleteinformation

The committee was of the view that the provision in the Bill was very clear'

Clause 4l-Data protection by design or default

115. Mozilla cautioned against the ovei-reliance on pseudonymization as.a security tool under

clause 41(4), as it may not be feasible in many tu"'' The committee averred that the

provisioninthelawwasadequate.TheCommitteeproposedamendmentofsub-clause3as
thecostofproducingthedata*uyu..*ponentialandthereforeshouldbeaccountedfor.

Clause42-Particularsofdeterminingorgantzationalmeasures
l16. The committee agreed with the p."iiri"li, of clause 42 As at the time of concluding its

report, the commiitee had not reteived any memoranda with submissions relating to the

clause.

123. Google KenYa oPined that the exemPtions Provided for under clause 44-47 are very narrow

(e.g. religious and Pol itical institutions for their membership) and excludes Processlng even

when persons/institutions may have legitimate interests The recommend that the Bill allows

Report of DePartmenta I Committee on Communication, Informat

Clause 43-Notification and communication of breach

The Committee received six memoranda from stakeholders on this clause'

ll7. Digital Lenders Association "f 
K;;;p-."p*"a t11.tt'" Data Commissioner should issue

guidelines on the threshold for reporting bttuu" parties may report non material breaches'

l1g. Moz,la recommended clarifying clause 43(5) to require that attribution information to be

included "where available", u. it i, a*uyt;i difficult and time consuming to obtain such

information.Thiswillensuretimelynotificationofbreach.

llg.ClPlTsubmittedthattheterms.realrisksofharmtothedatasubject,isvagueandcan
constitutealoopholefordatacontrollers.Further,subsection3tobeclarifiedonwhat
justificatio, f,r;'d.ilying notification meant in subsection 6 there is no guarantee that the

encrypted data *on,l bJaccessibr. to it. person who unlawfully obtained the data at that

pointintimeandthattheyshouldacquiremeanstodecryptthedata.

120. Google Kenya and coDE-IP Trust proposed that the clause be revised to require

notification, o;ly *Ln ur.u"t i, tit .iy to result in a risk to the rights of the natural persons'

They noted that ihe GDPR contains an equivalent provision'

121. Lawyers Hub proposed that the duty to notify a {1ta 
subject and should ensure security

measures especially for sensitir"-pJ.ronul data. Alternatively, such breaches should be

logged and presented to the Commission in the annual audit'

r22.The committee held that establishment of a reporting threshold is agreeable to prevent

reporting of immaterial breach"r.--no*"u.r, u u"iy hig[ threshold must be put in place to

piotect Jata subject's data from being compromised'

Clause 44-Processing of sensitive personal git"^.
The Committee received two memoranda on this Clause'
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processing of sensitive data in the language andon similar grounds as GDPR provisions' The

committee held that the exemption, *'.t"-properly provided for in the Bill'

124. TESpoK recommended that entities handling data for deceased will appry the principles of

data protection that deal with ,."s,i* perlonal data as this will provide for sanity in

addressingsuccessionissuestoenableonlyregisteredkintohandletheinformationwith
relevant entities.

125. The committee in disagreeing with the stakeholder was of the view that the exemptions are

properly provided for under the law'

Clause 45-Permitted grounds for processingsensitive data

The Committee receivtd thtt" memoranda on this clause'

126.Lawyers Hub and Digital Lenders Association of Kenya proposed that.the:l"lt: :T.il.1
expressly include the government-and other public authorities who will collect sensrtrve

personal data and biomltric data purs,rant to the Registration of Persons Act' The committee

did not agree with the stakeholder'

rz7. crprr disagreed with subsection (b) noting that the complexity of the data generation and

processing u autu ruul"r, ,-unir"rtty' mak-ing data public. is not sufficient justification of

indirectlyp,o.",,ingthedatawithoutinvolvingthedatasubject.

Clause 46- Personal data relating to health

128. The Committee agreed with the"pioririont of Clause 46 As at the time of concluding its

report, the Commitee had not received any memoranda with submissions relating to the

clause.

Clause 47-Further categories of sensitive personal data

The Committee receivedlwo memoranda on the clause'

129. cIpIT submitted that the threstroiJfrovided fo1 in subsection 2(a) and (c) was too high and

should be revised to ensure the best interests and protection ofthe data subjects

l30.TheCommitteeagreedwiththeprovisionsofClause4TAsatthetimeofconcludingits
report, the commitee had not reteived any memoranda with submissions relating to the

clause.

Clause 48-Conditions for transfer out of Kenya

The Committee received four memoranda on this clause'

l3l. Bowmans law/coulson Harney iir proposed that.the Data commissioner should establish

at the outset what exactfy upprop.iui.'safeguards entail' They also proposed that the

following underlined words to t" included und on condition that enforceable data subject

rights una.rr..ii* legal remedies for data subjects are available.

r32. Digital Lenders Association of Kenya proposed the revision of clause a8(1xa) to read; " the

Data controller or Data processors tt-as given proof to the Data commissioner on the

appropriate safeguards with respect to the-securiiy and protection of personal data' and the

appropriatesafeguardsinclude.jurisdictionswithcommensurateDataprotectionLawsand
apptou.a by the Data Commissioner'

r33. Lawyers Hub proposed clauses 4g and 49 be amended to alrow a data subject to waive the

requirementofhavingadequatesafeguardsaslongasthedatasubjecthasbeenadequately
informed.
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I

I f 34. CIPIT submitted that the terms 'proof and'approPfiate safeguards' in subsection l(a) be

I ''. ,t#i'.6 and how this oversighi una authorization will work in practice' They further noted

I tfrut rrUr..iion c(iii) .uy b. o"p.n for abuse due to the term'public interest'

I

I rhe committee agreed with some of the proposal of ensuring that processing of data in

I iurisdictions with.o..".rr*aie data proteciion laws was brought to the attention of the Data

1 iln,irrion". by the data processors and controllers.

Clause 49-Safeguards prior to transfer of personal data out of Kenya

I fwo memoranda were received on this clause'

135. Digital Lenders Association of Kenya clause proposed revision of clause 49(1) and (2) to

state that appropriate safeguards iniua. jurisdictions with commensurate Data Protection

Laws and approved by the Data Commiisioner. The committee in not agreeing with the

stakeholder stated that amending clause 49 would create a high likelihood of abuse thereby

jeopardizing the protection ofdata subjects'

r 36. TESpoK was in support of allowing cross border data transfer as long as there was proof of

adequate safeguards in Place'

ClauseS0.ProcessingthroughadataserverorcentreinKenya

TheCommitteereceivedfivememorandaonthisclause.Moststakeholderswhomade
comments on this clause were weary of the power given to the cs regarding processing

through a dataserver or data centre in Kenya'

l3l,Mozi|laopinedthattherequirementforserversanddatacenterstobelocatedinKenya
creates a security risk, with u c"ntrut foint of attack or single point failure' It also undermines

.ffi.i.n.y and integrity and integrity of internet traffic'

13g. clprr submitted that strategic interests of the state or on protection of revenue is too vague

and must be defined clearly and define 'critical personal data'' They further noted that other

jurisdiction. rrur. 1*posed'data rocalization as a way to facilitate unlawful surveillance and

limiting the capacity of individr"f tl" pi"tect the confidentiality of their communications'

139. Branch International Limited opined that there should be an amendment to introduce a

requirement that where autu pro""rrG tr restricted, the cost of processing data in Kenya as

well as the applicable capacity .t o"iJ"u" comparable to what is available cross border' They

also sugges*iitu, the aifected data controllei or data processor should be informed by way

of notice of the restriction. And that the affected data controllers/ processors should be heard

and be given an opportunity to take any measures to comply or mitigate any adverse effects

on its operati;;;. 
'crr."r., una uutunre should be introduc"d to 

"ntrte 
that the powers under

the clause are exercised reasonably'

l40.DigitalLendersAssociationofKenyaproposedthattheclauseshouldbedeleted.There
should not be a restriction to force Autu prote,sors to hold data in their local servers' They

also proposed that the decision of the Cabinet Secretary should be subject to appeal at the

high court.

141. Bowmans law/ coulson Harney LLp were of the opinion that Kenya cannot place territorial

limits on the processing of certain types of data at the discretion of the cabinet Secretary

since internationar data contro,ers need to be assured of the level of technical and network

security integrity which Kenya may not be able to guarantee'
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r42.Thecommittee resolved that there was no need to effect an amendment on this clause as it

provided that the Cabinet Secretary 
;;;;; nrelcfbg that certain data of strategic interest be

processed through Server o-r data ."ni" iocated in ftnya' This Clause did not mean that all

data must be pr;cessed in Kenya, besides the process ormd ing regulations will require the

requisite public participation from uii riuf..noliers who will be gi'"n an opportunity to raise

their concerns'

ii1H:';,ff#:::ti::T3:oJl,no,u.,aa on thi s c r ause. Stakeho I ders who made submi ssi ons

under this clause were conce*.a ,t ",in. 
wording ortt ir .turse regarding-the exemptions for

purposes of national security o, p.rUii" order will be prone to abuie if left in the ambiguous

*oiding it currentlY is in'

143. CIPIT submitted that the exemptions provided in the crause were too broad and should be

revised to ensure that they ur" p.""'ibed by law' respect individuals rights and freedoms'

Amnesty International Kenya *rr;;;;.rnei that the'e*tent of national security or public

order has not been defined in the clause. It must u" .r*r the nature and extent of data that

may be co,ected for purposes of.nationar security or pubric order. They propose that the state

agencies ,.rpo*iU1"?or national ;;;;i,y *a puUfit oJt' Ut Uo'na ty ttre general rules of

data protection e.g. security of autu, 
"oilection 

limitation' purpose limitation' etc'

r44. Digital Lenders Association of Kenya proposed.that the exemption should apply to both

personal data and sensitive data' notjust personal data'

145. Article 1g proposed that the clause should require public bodies to apply for exparte orders

beforeprocessingdataunlessthereisimminentdangertolife/property

146. Regarding clause 51(2Xb), Bowmans law/ coulson Harney LLP wer.e.of the view that there

should be strict limits on the avoidance of the .ppli;;,i;; of the Bill for national security

reasons, by any person in the pubric interest, natioJ-security or public order. The parties

seeking proteciion under tt. "*"ilptio* 
,t o.rta.b" t"bj;;' io u ttigh"t standard of proof and

should indicate beyond reasonable ioubt why a autu ,uu.;..ts rights-should not be protected'

l4T.ThetaskforceappointedtoformulatetheBillandKEPSAalsorecommendedanamendment
of clause 5l (2) (c) to derete th. ;;;l ..order,, and substitute therefor the word " interest" as

public inter"sl-i.'oppo*a to public order was more encompassing'

r4g. The committee held that this submission should be considered and the rights of a data

subject should be given high priority and must u. p.ot".i"Jfto* breach that may be excused

by flimsy ,rJrJir'uy u.,iprurrc;d. It therefore resolved that an amendment requrnng

public bodies to appty for ex p;;d;s when collecting data should be added to the clause'

,0,?lti,ii-i,uxl'ilt'H:::H,ff :i11.i:-"Tili:l',.:::"Y'::,:i";1ff '-"'#,,lli'.,"
intended for communicating iniorrriation to ihe public, ideas or opinions of great interest'

including for journalistic purposes and the pu'pottt -o.f 
acadqmic' artistic or literary

expression,, inl-"o*mittee iria ,"i"g*" *ith the ,iur."trora.r and directed that the provision

inihe Bill be retained as it was'

,ro.?i]'3;:#::TlJ":t*1,?;:tJfJiilT' or crause 53 As at the time or concruding its

report, tte Commiltee had not received any .;;;;a with submissions relating to the

clause.
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Clause S4-Exemprtions by the Data Commissioner

l5l. Amnesty International Kenyu ,".o...nded that the provisions of the Bill regarding

rimitations to article 3l of the constitution should meet the criteria set out in article 24 0f the

constitution. They thus proposea tnai ctause 54 should instead set out the exemptions clearly

in the law and the commissioner uorna by the rules in Article 24in the exercise of this

function. The committee was of the Lpiri", that the clause as provided for in the Bill was

adequate.

Clause 55- Data-sharing code

l52.TheCommitteeagreedwiththeprovisionsofClause55Asatthetimeofconcludingits
report, the commiitee had not received any memoranda with submissions relating to the

clause.

Clause 56-Complaints to the Data Commissioner

153. CIPIT submitted that subsection SOOiAil, to-p,o'ide further details on what avenues would

be open to a data subject should tt. putu commissioner be'unable to arrange within a

reasonable time for the amicable resolution by the parties concerned' The Committee was of

the view that the clause should u"-u*.na.d io provide clarity in how the office of the Data

Commission.,*u,goingtohandlecomplaintsfromDataSubjects.

Clause 57- Investigations of complaints

l54.TheCommitteeagreedwiththeprovisionsofClause5TAsatthetimeofconcludingits
report,theCommitteehadnotreceivedanymemorandawithsubmissionsrelatingtothe
clause.

Clause S8-Enforcement notices'

155. Three memoranda were received on this crause. stakeholders who made submissions under

this clause had divergent views ", itr. 
measure of fines and penalties under the Act' Some

held the opinion thatihe fines were too punitive, especiarly foi ttre SMEs and start-ups while

others considered them too lenient'

156. Digital Lenders Association of Kenya opined that the fines are too punitive especially for

small players and should be reducJ iL nr. hundred thousand and removal of the jail term'

157. Amnesty International Kenya thought the.penalties are lenient and may not serve the

deterrence purpose especially for big corporations'

l5S.GoogleKenyaopinedthatthefineswerenotclearlymappedtothelikelihoodorseverityof
breach. They proposed that ttre pen'alties accorded for vioiations should be consummate to the

nature, grurity u,iO extent of infiingement, in line with GDPR Article 84.

The committee was of the view that the penalty was in order so as to deter malpractices in

the area of data Protection'

Clause 59-Power to seek assistance

l59.The Committee agreed with the iiovisions of Clause 59 As at the time of concluding its

report, the commiltee had not received any memoranda with submissions relating to the

Clause 60-Power of entry and search

160.TheCommitteeagreedwiththeprovisionsofClause60Asatthetimeofconcludingits
report, the Commiitee had not received any memoranda with submissions relating to the

clause.

clause
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Clause 61-Obstrauction of the Data Commissioner

Three memoranda were received on .t ir clause. Stakeholders who made submissions under

thisclausehaddivergentviewsonthemeasureoffinesandpenalties-undertheAct.Some
held the opinion that the fines were i"" p"ri ire, especially foi ttre SMEs and start-ups while

others considered them too lenient'

161. Digital Lenders Association of Kenya opined that the fines are too punitive especially for

sma, players and should be reduced tl nve hundred thousand and removal of the jail term'

162. Amnesty International Kenya thought the penalties are lenient and may not serve the

deterrence purpose especially for big corporations'

163. Google Kenya opined that the fines are not clearly mapped to the likelihood or severity of

breach. They proposed that the penalties accorded for violations should be consummate to the

nature, gravity and extent of infiingement, in line with GDPR Article 84'

164. The committee was of the view that clause as provided for in the law was adequate'

Clause 62-PenaltY notices

165.TheCommitteeagreedwiththeprovisionsofClause62Asatthetimeofconcludingits
report, the Commiitee had not received any memoranda with submissions relating to the

clause.

Clause 63- Administrative fines

166. Four memoranda were received on this crause. stakeholders who made submissions under

thisclausehaddivergentviewso,.r,.measureoffinesandpenaltiesundertheAct.Some
held the opinion that ihe fines were too punitive, especia,y foi trre SMEs and start-ups while

others considered them too lenient'

l6T.DigitalLendersAssociationofKenyaopinedthatthefinesaretoopunitiveespeciallyfor
small players and should be reducJ iL n". hundred thousand and removar of the jail term'

l6g. clplr recommended for a wider variety of sanctions beyond administrative sanctions in case

of no compliance or breach of the Bili& criminal offences and direct liability for directors of

comPanies

169. Amnesty International Kenya thought the .penalties 
are renient and may not serve the

deterrence purpose especially for big corporations'

lT0.GoogleKenyaopinedthatthefineswerenotclearlymappedtothelikelihoodorseverityof
breach. They proposed that the penarties accorded for vioiations should be consummate to the

nature, gruritv u,iJ"*,"na of infiingement, in line with GDPR Article 84'

l7l. The committee was of the view that clause as provided for in the law was adequate'

Clause 64-Right of aPPeal

rT2.Digitat r.ena;rs association of Kenya proposed the creation of the Data protection Tribunal

to handle 
"ll ";;;it 

i--,fr. administrative action of the Data Commissioner'

This was not agreeable to the committee as the country was moving from the creation of

many bodies uni,ribrnuls and;;ithe opinion that th! High Court would be better placed

to deal witfr a#ffate matters arising from tire subject matter under this law'
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Clause 65-Compensation of data subject

173. The committee agreed with the prov"isions of clause 65 As at the time of concluding its

report, the commitee had not received any memoranda with submissions relating to the

clause.

Clause 66-Preservation Order
174. The committee agreed with the provisions of clause 66 As at the time of concluding its

report, the Commitee had not received any memoranda with submissions relating to the

clause.

Clause 67- Funds of the Office

175. The Committee agreed with the provisions of Clause 67 As at the time of concluding its

report, the Commiitee had not received any memoranda with submissions relating to the

clause.

Clause 68-Annual estimates

r76. Amnesty tnternationat r.nya and Lawyers Hub proposed that the commissioner to report to

the National Assembly instead of the babinet secretary. They suggested that clause 68 be

amended to provide that he commissioner preparet urd tables annual financial estimates to

the National AssemblY'

177 . Thecommittee opined that the provision in the Bill was in order and there was no need for

amending the clause of the Bill'

Clause 69-Accounts and Audit
lT8.TheCommitteeagreedwiththeprovisionsofClause6gAsatthetimeofconcludingits

report, the commiitee had not received any memoranda with submissions relating to the

clause.

Clause 70-Annual rePort
179. Amnesty lnternational Kenya proposed the amendment of clause 70 to provide that the

CommissionergazettesandforwardstheannualreportstotheClerkoftheNational
AssemblY for debate and adoPtion'

l80.TheCommitteeindisagreeingwiththestakeholderopinedthattheofficeofthedata
commissioner was to be t 

"la 
,rnJ., the aegis of the cabinet Secretary and therefore the

provisions were sufficient'

Clause 71-Regulations
l8l.ClPlTsubmittedthatthedelegatedpowersweretoowideandinparticularsubsection2(i).-ttratrequiresthemtomakeanyotherregulationstheyseefit

ClauseT2.offencesofunlawfuldisclosureofPersonalData

lS2.TheCommitteeagreedwiththeprovisionsofClauseT2Asatthetimeofconcludingits
report, the commlttee had not received any memoranda with submissions relating to the

clause.

Clause 73- General PenaltY
l83.AmnestylnternationalKenyawereconcernedthatthepenaltiesprovidedforunderthis

clause are lenient and may not serve the deterren". pu,po'e especially^for big corporations.

The Committee agreed with the ,iJenotaer and enhanced the penalty from two years to ten

years.
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Clause 74-Codes, guidelines and certification

ls4.TheCommitteeagreedwiththeprovisionsofClauseT4Asatthetimeofconcludingits
report, the commiltee had not received any memoranda with submissions relating to the

clause.

Clause 75-Consequential amendments

l85.TheCommitteeagreedwiththeprovisionsofClauseT5Asatthetimeofconcludingits
report, the commiitee had not received any memoranda with submissions relating to the

clause.

3.4 ADDITIONAL PROPOSALS

l86.AshadbeenindicatedtheCommitteeheldpublicengagementsin.variouscounties'the
Committee received both oral anJ written submissioni ano the following were the key

observationandrecommendationsfromthevariouscounties.

MOMBASA COUNTY
lg7. The term limit of a data commissioner to be clear such as 3 years and renewable once or a

one term of 6 Years'

l38.Emphasisontherightsofdatasubject(s)toissue.consentbeforeanydataiscollectedorused
with clear provisioris on the r.ina or p.nulti., and fines provided in the bill in case of misuse

of personal information'

l8g.Therighttoconsentbeclearonthepurposeof.thedatatobecollectedandconsentobtained
in a manner that is consultati,. una not to be obtained forcefully. Information or data

collected should not be used to iniilniaut. or deployed for malice by the person or entity

tasked with the same

1g0. The proposed law to include requirements- such as values such as trustworthy'

professionalism, honesty and respect ttrat witt apply to data collectors or processors as well as

ihose in the office of the Data Commissioners'

l9l. Data collected should be used for only the purpose and objective for which it was collected

or sought and not anY other'

lg2.Includeaclausetocaterforinformationalreadyinthe
bodies/agencies.

wrong hands/entities/

193. Consent by chitdren through guardian to be clear'

lg4. Government trusted offices such as the office of the chief to provide data on street families

or children without parents and guardian'

r95. Data managers to ensure safe keeping and security of data including protecting such data by

means of data password with aim of fiot"tti'g and safeguarding private information'

196. The proposed data commissioner,s office should be welr resourced with highly qualified and

comPetent staff.

197. Research institutions should be exempted from this law'

198. Enhance provisions on penalties by including. a. penalty of Kshs 1 million or an

'- - 
irnpii.onment f* 1 y.u, foipractices such as unethical hacking.

1gg. The bilr to provide for three (3) months timeframe within which disputes and cases before a

court relating to violations of this law be heard and concluded.
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200. There should be a specified timeline for data deretion and erasure as well as contrnuous

updatingofinformatiorvdatathatmayhavechangedduevariouscircumstances.

20l.Therightsofthedisabledshouldbeconsideredandbeclearintheproposedbill

202. Thedata commissioner to be independent

203. The office of the data commissioner should be fair and transparent in its dealings, and thus

to further inform principles provided in the bill'

204. There should be continuous civic education through the office of the data commissioner

205. The rights of a registered guardian should be protected'

206. Provisions and clauses on deter data leakage should be clear

207. Enhance definition of data to include all forms of data: numbers, text, video, messages,

images etc 
r^- ^^f,^+., ^r lata or information on account of their

208. The bill to provide for safety of people. giving out c

position/munaut.- *-gir"n turr. Ii-*ti.it.-uto*ing. iufety of such people is currently

compromised.

KILIFI COUNTY

During the public forum sessions in Kilifi, members of the public submitted the following

views on the Bill;-

209. The Bill to provide for powers of the Data Commissioner to sue

210. Data misuse to attract a fine not exceeding 2 million and a jail term of 2 - 5 years'

21 1 . The Bill to address concerns on data privacy stored or preserved in various storage locations,

forms/ or platforms such as iClouds 'etc

212. Disclosure of sensitive private data including data on personal health should attract a penalty

of life imPrisonment

213. There should be a crear protocol and engagement mechanism before discrosure by the data

-'- 
.rt:.". Need for systemaiic approach and policy coherence'

2l4.The Data commissioner to ensure integrity of the data' maintenance of data while

safeguarding ..'*iti"t data particularly on data on health

215. The Data commissioner,s office should be decentralised to enhance outreach and service

deliverY

216. The creation of the office of the data commissioner to be considered further with a view to

reduce duplication among e*istinJiJr.r"r"*, offices and if possible the proposed office to

be domiciied in the Statebepartment of Interior'

2r7 . Transmission of data to be done within the shortest time possible for effective service

deliveryandonlyforthepurposeforwhichithasbeenobtained.

21g. The office of the Data commissioners should have and utilize adequate legal services i'e' a

pool of lawyers to assist in legal issues'

219. proposed penalties by the pubric such as rife imprisonment to be looked at from the rights of

accused person and ensure propor"J flnatties uri d.tttt"nt and not punitive'
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zzo.Theproposed raw to ensure protection of children including dissemination of their data to

foreigners.

22r. Theoffice of the data commissioner to ensure use of uniform questionnaires when collecting

data on a particular theme or same subject to avoid misuse or discrimination'

222. TheBill to be clear on cost of accessing data and to ensure that the cost is affordable'

223.TheData commissioners office to be domiciled in the office of the Directorate of criminal

Investigattons'

KERICHO COUNTY

During the public forum sessions in Kericho, members of the public submitted the following

views on the Bill;-

224.Theproposed office of the Data commissioner would create more institutions, and this will

IeadtomoregovemmentexpenditureTherefore'usetheexistinginstitutionstoaddressthe
public expenditure pressure tirat would result from passing of the proposed law'

225. Provide for a penalty of Kshs. 1M and a jail term of l0 to 15 years on account of misuse of

data belonging to data subjects or use oi such data that are under institutions like Kenya

PowerandSafaricomforfraudandothercriminalactivities.

226.Fineto be introduced on third parties in case there is breach or mishandling of the data

withoutconsentofthedatasubjectsorwherenecessary,concurrenceofbyofficeofthe
data commissioner

227. Section 25 0f the Bill to be amended to include the fo[owing additional principles;

(a)Fairlyandlawfullyprocessedandonlinewithexistingrights

(b) Processed for limited PurPose

(c) Adequate relevant and not excessive

(d) Not kept for longer than its necessary

(e) Secure and where necessary not transferred to other countries without adequate

Protection/ safeguards

(0 Not giving out information without consent

228. DalaCommissioner office should be independent

229 Bill to ensure that the services of the office of Data Commissioner are decentralized with

offices across the Country such as Kericho town

230. Sections on regulations to contatn Provlsl ons to mandating the data Protection law to

consistentlY be uPdated with modern technologies, innovations and other develoPments in the

ICT sector to keeP uP with the evolving trends in the ICT sector and modern technologies

231. The bill to Provide timelines for data breach notification and to be set at 72 hours' and where

possible with Penalties to punish for such breaches'

232.The Data Protection Bill to encourage innovation and use of big data including levying

businesses using such data for commercial ization/business or other purposes'

233. The Bill to provide clause on applications that mine data either by registration or through

other means embedded in cations or data e source code.
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234.lntroducepenaltiesoroffencestodeterbreachofconsent

NAKURU COUNTY

During the public forum sessions in Nakuru, members of the public submitted the following

views on the Bill;-
235. Sharing of data and related information only be permitted in unavoidable circumstances such

as on national security, money d;J;;"investigations by Government agencies, normal

criminal/electoral malpractic.rl t"ro, acti'iities and drug trafficking investigations'

236.IssuesonNationalsecuritytobewellspeltoutanddeclaredwithclearcriteriaor
circumstances for purpose of ensuring clarity'

237. Criminarizerelease / sharing of individual information without consent with the following

penalties while taking into account Jetenence aimed at decongesting prison facilities;

FineofKshlMillionandimprisonmentoflyearorbothfineandjailinextremecases.

238. Include provisions to grant compensation to. K3nlans who suffered in any manner on

account of rnta*n l dissJmination of their data in the last five years'

239. Conditions on consent to be clear in every instance or stage'

240. The bill to provide crarity including interpretatign gn personal data relating to state officers

vis_a_vis provisions of ciapter o Jr tne'constitution without curtailing public scrutiny on

state officers.

24|.Thebilltobeclearonthenumberofcommissioners,powersof.theCommissionersaswell
as functions of the commission",s u,_its not clear and comprehensive as currently proposed.

242. rJnderclause g of the Bill on the functions of the office to include a provision to recognize'

reward and sustain intellectuals in the field of data processing and management'

243.Thebi, to provide for protection of whistle-blowers and witness that give information

relating to the provisions of the bil. past experiences indicate unfair and dangerous treatment

of whistle blowers'

244.Datacommissioners to be given prosecutorial and High court powers to further buttress his

functionsandenforceconsentandotherprovisionsofthebill.

245. Under the Second schedule of the Bill the following proposals were cited by stakeholders for

inclusion in the schedule-

(a) Intellectual ProPertY Act

(b) Trade Mark and CoPYright Act

(c) Industrialization and Trade Act

(d) Prevention of organized Crimes Act

(e) Ethics and Anti comrPtion Act

(0 Central and Banking Act

(g) Land Act

246.TheDataCommissionerofficetoconstantlyenhancecapacitytohandleandmanagedata.
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247 . Data commissioner should possess experience on data and ICT rather than having

qualification on data science'

24S.lnclause30,exemptionsinrespecttojournalisticusemaybeusedformaliceand
misinformation.

24g.WhenappointingaDataCommissioner,thePublicserviceCommissiontoconductthe
recruitment pro."L and nominate three pti'on'for appointment by the Cabinet Secretary'

KAKAMEGA AND KISUMU COUNTIES

During the public forum sessions in Kakamega and Kisumu, members of the public submitted

the following views on the Bill;-

250. The bill to provide that any data collected should be accompanied by a signed declaration

form.

251 . The following regime of penalties or fines to apply:

(a) A fine of kshs 10 million Penalty on data misuse

(b) an imprisonment of 7 years with respect to data leakage

(c) A fine of kshs 10 million for unauthorised access of personal data i'e snooping and other

forms/waYs

252. Death sentence/penalty with respect to disclosure of sensitive data which can cause mass

harm

253. Criminalize indirect collection of data

254.Proposedlawtocompelentitiesorpersonswhohavemisusedatatodiscloseorrevealtheir
sources

255. The bilr to provide that the vetting of the Data commissioner to be done by the National

AssemblY

256. Thebill to provide that cyber owners to be vetted as data processors

257 . Thedata subject to be informed of the lifetime or duration of use of his or her personal data

before issuing consent'

258. Ethical hacking should be protected by proposed law bill

259. crear guidelines to be formulated to ensure fulr compliance of this bill once enacted into law

NAIROBI COUNTY

260. The committee had a stakeholder forum in Nairobi and the stakeholders who had submitted

their memorandum appeared before the committee to reiterate the contents of their

memoranda.

26|.ThesubmissionsandmemorandafromvariouspartiesappearingbeforetheCommitteeare
as attached.
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@
COMMITTF'F' RF'COMMF'ND TTONS

262. lnlight of the submissions in the ltvlernoranda, the oral representations made before the

committee and the committee deliberations on the Bill, the committee recommends-

CLAUSE 2

THAT, clause 2 of the Bill be amended by-
(a) inserting the following new definitions in their proper alphabetical sequence-

"data" means information which-
(a)isprocessedbymeansofequipmentoperatingautomaticallyinresponseto

instructions given for that purpose;

o) i; recorded *itn inr.n,i", trr", is should be processed by means of such

equiPment;
(c) is recorded as part of a relevant filing system;

(a) wrreie it does not fall ,nde, purugiupr, (a) (b) or (c), forms part of an

accessible record; or

(e)isrecordedinformationwhichisheldbyapublicentityanddoesnotfall
within any of ParagraPhs (a) to (d);

,,person,, has the nl"unil-,f )$ig"Li to it in to under Article 260 of the

Constitution'

(b)deletingdefinitionoftheterm..consent,,andsubstitutingthereforthefollowing
new definition-
"consent" means any manifestation of express, unequivoCal, .free.' 

specific and

informedindicationofthedatasubject,swishesbythedatasubject.byastatement
or by a clear affirmative action, signifies ug"t111"nt to the processing of personal

datarelating to the data subject"'

Justification:
l. To include the definitions of the terms data and person that have been repeatedly

used in the Bill;
2.Todeletethedefinitionof"consent"provided-forinthebillandsubstitutewitha

more elaborate definition trrut'*iri properly define consent which is a pertinent

element of data protection and management

iltY:J"lse 4 of the Bil be amended by inserting the word "located" immediatetv after

the words "Outu *Uj..,r" upp"uring in ,utpurugtuph (ii) of paragraph (b)'

Justification:
Theamendmentseekstoprovideforclarityofthekindofdatathatcanbeprocessedbya
datacontrollerorpto"t"otwhoisnotresidentinthecountry'

CLAUSE 5

THAT,clause5oftheBillbeamendedbydeletingsubclause(5)andsubstituting
therefor the following new subclause-
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(5) The Data commissioner shall in consultation with the cabinet Secretary'

establish such directorates as may be necessary for the better carrying out of the

Justification:
The amendment seeks to provide clarity of the provision by inserting a word that was

omitted in the sub-clause of tn" Act as well as to make provisions for directorates taht5

will support the office of the Data Commissioner in the execution of its mandate under

functions of the office

this Act.

staff of the otfice

Report of Departmental Committee

13. The Data Commissioner shall in

consultation with the Public Service Commission'

;;;i"t tr"h number of staff as may be necessary for

;ilJ;.p;, and efficient discharge of the functions under

this Act or any other relevant law'

CLAUSE 6

THAT, clause 6 of the Bill be amended-
(a) in sub-clause fli uv deleting the words "Cabinet Secretary" and substituting

therefor the word "President";

(b) bV deleting ,ui.iuur. (4) and substituting therefor the following new subclause-

..(4)TheDataCommissionershallbenominatedbythePresidentand,withthe

approval of the National Assembly' appointed by the President"'

+f:fff,'Tu, ,n" Data commissioner is recruited through a competitive process and

appointed by the President and not ttre CaLinet Secretary given the onerous mandate that

he or she will be required to execute'

ffitY:ilrse 7 of the Bilt be amended bv inserting the following new paragraph

immediatelY after ParagraPh c-
"(ca) holds a master's degree'

Justification: - n^l^ r-^**iocinnp
To introduce reasonable qualifications for appointment.as Data commissioner i'e' one

has to hold at least a masters, degree to serve in this is a technical position that may

,"qri." some additional knowledge and expertise'

CLAUSE 13

THAT,theBillbeamendedbydeletingclausel3andsubstitutingthereforthefollowing
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Justificationio* 
tt,e Data protection commissioner to consult with the Public Service

commission when appointing 
-r,ir 

rturr. Public Service commission is a

constitutionally mandated commission that handles matters of human resource in

the Public service'

;lti::'l:'" 15 of the Biu be 
.am.ended,,ql 9.:1"^tl:?.-tl:, 

word "the" appearing

immediately after ttle *ori' "First Schedule on" in sub-clause (5)'

Justification:
The amendment seeks to correct a typographical error in the Bill'

CLAUSE 19

iHei,.f*se l9 of the Billbe amended bv-
(a) deteting rrb;i;;;;'i+l *a substituiing therefor.the following new subclause -

,,(4) The D";;*a;;;issioner .rruiL irlu" a certificate of registration where a data

controllerordataprocessormeetstherequirementsforregistration;
(b) inserting the word ,,this,' in.,*.iiut.ry uft.r the words "the provisions of'

aPPearing in sub-clause (7)'

Hl,ff:lffient seeks to crarify the provision on regisrration and clearry set out that a

certificate shall only ie-irru"d *1,.n tir.,tqul""ntJof registration are met as well as to

correct a tYPograPhical error'

CLAUSE 25

THAT, clause 25 ofthe Bill be amended by inserting the following new paragraph

immediatelY after ParagraPh (d)-
..(e)collectedonlywhereavalidexplanationisprovidedwheneverinformationrelating

to family or privaie affairs is required;"

+Ht'lT,:i:lat principre was aimed at ensuring thit"11i.::?*:::::#'Irilrormed or

reasons for collection of data relating.';;;;;and famity afiairs so that they can make

iniot*.d decisions before granting the consent'

CLAUSE 29

THAT, clause 29 of the Bill be amended by-

(a) deleting paragraph (d) and substituting therefor the fol

"(d) the third parties whom. personal data has been

inciuding detaiis of safeguards adopted;
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(b) inserting the following new paragraph immediately after paragraph (ef
,,(f) a o"r.riilion "iir.,. 

techniJal and organization security measures taken to

ensure the iniegrity and confidentiality of the data"'

+t}'ffi::]a un.,.no,,ent seeks to ensure that the rights of data subjects are protected

and that security n1.urrr., are taken into account by data controllers and processors to

ensure the integrity of data collected'

CLAUSE 31

THAT, clause 3l of the Bill be amended by inserting the following new subclauses

immediatelY after sub-clause (4) -
,,(5) The data impact assessment reports shall be submitted sixty days

Prior to the Processing of data;
..(6)TheoataCommissionershallsetoutguidelinesforcarryingoutan

impact assessment under this section'

Justification: - -.-r tL^ +,,^^- ^r ^ '

L There is need for the Data Protection commissioner to set out the types of processing

operations that will require a data impact assessment'

2. Setting of timelines onwhen data impact assessment reports should be submitted will

ensure protection of ,n. rights of Aaia subjects when processing operations likely to

result in trigtr risk to the rights of data subjects'

,:iirYt?iL * of the Bill be amended in subcrause (3) (b) bv deleting the word

ibefore" and substituting therefor the word "after"'

Justification:
The amendment seeks to correct a typographical error in the Bill'

cLAusE 37 .r,^..^f^- +L^ f^ilnrr,'
THAT,Billbeamendedbydeletingclause3Tandsubstitutingthereforthefollowing-

commercialuseof 37' (l) A person shall not use' for commercial

data. purposes, p"rronul data obtained pursuant to the

proritiont of this Act unless the person-
' (a) has sought and obtained express consent

from a data subject; or

(b) is authorised to do so under any written

law and the data subject has been

informed of such use when collecting the

data from the data subject'

(2) A data controller or data processor that uses

personal data for commerciat purposes shall, where

possib le, anonym ise the data in such a manner as to

ensure that the data subject is no longer identifiable
with(3) The Cabinet Secretary in consultation
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the Data Commissioner may prescribe practice

guiartin., for commercial use of personal data in

Justification: .. --.,-:r ^ +L^ -o,,,
The current proposal was making reference to direct marketing while the new provlslon

is seeking to ensure that data ,rJd fo,. commercial purposes which is much broader than

direct maiketing ifs properly secured'

CLAUSE 4I

THAT, clause 4l of the Bill be amended in subclause (3) by inserting the following new

paragraph immediately after paragraph (d)-

(e)thecostofprocessingdataandthetechnologiesandtoolsused.

Justification
It is imperative to have in mind the cost and technology that will be required in

processing data as sometimes the cost oi f,.oauting the data may be exponential and

iherefore should be accounted for'

accordance with this Act'

CLAUSE 48

Justification:

l. To substitute the words Public order with public interest' Public interest is a

broader concePt which encompasses an interest that is a common concern among

citizens in the managem ent, local and national affairs'

2. To mandate public bodies seeking to retrieve data necessarY for national securitY

and public interest to secure ex Parte orders from the law courts before retrieving

the rights ofdata subjects against fragrant abuse.

THAT, clause 48 of the Bill be amended by-

(a) deleting the item ..(l),, appearing immediately before the words ,,a data

controller";
(b) deleting paragraph (b) and substituting therefor the following new paragraph-

..(b)thedatacontrollerordataprocessor!TgivenprooftotheData
Commissioner of the appropriut"- ruf.guards with respect to llre security and

protection of personal data, and.the appr-opriate safeguards including jurisdictions

with commeniurate data protection laws;"

Justification -t_-,.-.:- +L^ Li, ac .isdiction
The amendment is necessary to provide clarity in the bill as well as to set out JUI

with comm.nrrru,. Jutu pro,.ttion laws during transborder transfer of data

CLAUSE 51

THAT, clause 5l of the Bill be amended in sub-clause (2) by deleting the word "order"

appearing in paragrapr., iul una substituting therefor the word "interesto'.

such information to safeguard

Communication, Informati
ll,2019

on and Innovation on the
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CLAUSE 56

THAT, Bill be amended by deleting clause 56 and substituting therefor the following -
complaints to the 56. ( l) A data subject who is aggrieved by a

DataCommissioner decision of any person under this Act may lodge a

complaint with the Data Commissioner in accordance

with this Act-

(2) A person who intends to lodge a complaint under

this Act shall do so orally or in writing'

(3) Where a complaint made under subclause (l) is

made orally, the bata Commissioner shall cause the

complaint io be recorded in writing and shall be dealt

with in accordance with such procedures as the Data

Commissioner may Prescribe'

(4) A complaint lodged under subclause (l) shall

contain such particulars as the Data Commissioner may

prescribe.

(5) a complaint made to the data commissioner shall be

investigated and concluded within ninety days'

Justification:

This clause seeks to provide clarity with regards to complaints mechanism by data

subjects aggrieved by a decision of any person under this Act'

CLAUSE 73

THAT, clause 73 ofthe Bill be amended in subclause (l) by deleting the word "two"

appearing immediately after the word "year" and substituting therefor the word "ten"'

of the general penalty in a bid to deter persons from committing

The p[posed two ylurr' imprisonment is too lenient and may

"nruring 
the protection of personal data'

Justification:
To enhance the sentence

offences under this Act.
not serve the PurPose of

,
SIGNED

HON.WILL KISANG, MP CHAIRPERSON

DEPARTMENTAL COMMITTEE ON COMMUNICATION, INFORMATION

AND INNOVATION
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THE DEPARTMENTAL COMMITTEE ON COMMUNICATION, INFORMATION
AND INNOVATION

ADOPTION LIST

AGENDA: ADOPTION OF THE REPORT ON THE CONSIDERATION OF THE DATA
PROTECTION BILL,2OI9

SIG ATURE

liz

NO. NAME

I

Hon. Kisang, William Kipkemoi, M.P - Chairperson

2 Hon.George, Macharia Kariuki, M.P - Vice - Chairperson

J

Hon.Liza, Chelule Chepkorir, M.P

4.

Hon.Alfah, O. Miruka, M.P

5

Hon. Annie Wanjiku Kibeh, M.P

6

Hon. Joshua Kimilu, Kivinda, M.P

7

Hon.Marwa Kitayama Maisori, M.P

8

Hon.Mwambu Mabongah, M.P

9

Hon.Maritim Sylvanus, M.P

l0
Hon. Mwangaza Kawira, M.P

ll
Hon. Jonah Mburu, M.P

t2
Hon. Gertrude Mbeyu Mwanyanje,M.P

13.

Hon.Wamuchomba, Gathoni, M.P.

t4 Hon.(Eng).Mark Nyamita Ogola,M.P

15. Hon. John Kiarie Waweru, M.P

16. Hon. Erastus Nzioka Kivasu, M.P \

t7 Hon. Godfrey Osotsi, Atieno , M.P

l8 Hon. Innocent Momanyi, Obiri, M.P /

l9 Hon.Anthony, Tom Oluoch, M.P



MINUTES OF THE 43RD SITTING OF THE DEPARTMENTAL CoMMITTEE oN
COMMUNICATION, INFORMATION & INNOVATION HELD IN BOARDROM
oN nrH FLooR pRoTECTIoN Housn, pARLIAMENT BUILDINGS oN
THURSDAy rTrH ocroBER,20t9 AT 9.30AM

PRESENT
l. Hon. William Kipkemoi, M.P.
2. Hon. George Macharia Kariuki, M.P.

3. Hon. Annie Wanjiku Kibeh,M.P
4. Hon. Maritim Sylvanus,MP
5. Hon. Mwangaza Kawira, M.P
6. Hon. Anthony Oluoch, M.P.
7. Hon. Erastus Nzioka Kivasu, M.P
8. Hon. Godfrey Osotsi Atieno, M.P
9. Hon. Mwambu Mabongah, M.P
10. Hon. Marwa Kitayama Maisori, M.P
11. Hon. Joshua Kimilu Kivinda, M.P.

12. Hon. Wamuchomba Gathoni, M.P
13. Hon. Jonah Mburu, M.P

APOLOGIES
l. Hon. John Kiarie Waweru, M.P
2. Hon. Liza Chelule Chepkorir,M.P
3. Hon. lnnocent Momanyi Obiri, M.P
4. Hon. (Eng.). Mark Nyamita, M.P
5. Hon. Gertrude Mbeyu Mwanyanje, M.P
6. Hon. Alfah O. Miruka, M.P

THE SECRETARIAT
l. 'Ms. 

Hellen Kina
2. Ms. Ella Kendi
3. Mr. Nimrod Ochieng

-Chairperson
-Vice- Chairperson

- Clerk Assistant II
- Clerk Assistant II
- Audio Officer

MIN.NOAI Nclrl20l9/188: PRELIMINARIES
The Chairperson called the meeting to order at thirty two minutes past nine o'clock followed
by a word of prayer.

MIN.NO/NNCIU2OL9|I89z CONFIRMATION OF THE MINUTES
The agenda was deferred to the next meeting.

MIN.NO/N NcrV20l9ll90z ADOPTION OF THE REPORT ON THE
CONSIDERATION OF THE DATA PROTECTION BILL,
2019

The Committee considered and adopted the report with the following recommendations
having been proposed by Hon. Anthony Oluoch, MP and seconded by Hon. Marwa Maisori,
MP
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In light of the submissions in the Memoranda, the oral representations made before the
Committee and the Committee deliberations on the Bill, the Committee recommends-

CLAUSE 2

THAT, clause 2 of the Bill be amended by-
(a) inserting the following new definitions in their proper alphabetical sequence-

"data" means information which-
(a) is processed by means of equipment operating automatically in response to

instructions given for that purpose;
(b) is recorded with intention that is should be processed by means of such

equipment;
(c) is recorded as part of a relevant filing system;
(d) where it does not fall under paragraph (a) (b) or (c), forms part of an

accessible record; or
(e) is recorded information which is held by a public entity and does not fall

within any of paragraphs (a) to (d);
"person" has the meaning assigned to it in to under Article 260 of the
Constitution.

(b) deleting definition of the term "consent" and substituting therefor the following new
definition-
"consent" means any manifestation of express, unequivocal, free, specific and
informed indication of the data subject's wishes by the data subject by a statement or
by a clear affirmative action, signifies agreement to the processing of personal data
relating to the data subject".

Justification:
l. To include the definitions of the terms data and person that have been repeatedly used

in the Bill;
2. To delete the definition of "consent" provided for in the bill and substitute with a

more elaborate definition that will properly define consent which is a pertinent
element of data protection and management

CLAUSE 4
THAT, clause 4 of the Bill be amended by inserting the word "located" immediately after the
words "data subjects" appearing in subparagraph (ii) of paragraph (b).

Justification:
a. The amendment seeks to provide for clarity of the kind of data that can be processed
by a data controller or processor who is not resident in the country.

CLAUSE 5

THAT, clause 5 of the Bill be amended by deleting subclause (5) and substituting therefor
the following new subclause-

(5) The Data Commissioner shall in consultation with the Cabinet Secretary, establish
such directorates as may be necessary for the better carrying out of the functions of
the office.
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Justification:

The amendment seeks to provide clarity of the provision by inserting a word that was omitted
in the sub-clause of the Act as well as to make provisions for directorates taht5 will support
the office of the Data Commissioner in the execution of its mandate under this Act.

CLAUSE 6
THAT, clause 6 of the Bill be amended-

(a) in sub-clause (3) by deleting the words "Cabinet Secretary" and substituting therefor
the word "President";

(b) by deleting subclause (a) and substituting therefor the following new subclause-

"(4) The Data Commissioner shall be nominated by the President and, with the
approval of the National Assembly, appointed by the President".

Justification:
To ensure that the Data Commissioner is recruited through a competitive process and
appointed by the President and not the Cabinet Secretary given the onerous mandate that he
or she will be required to execute.

CLAUSE 7
THAT, clause 7 of the Bill be amended by inserting the following new paragraph
immediately after paragraph c-
"(ca) holds a master's degree.

Justification:
To introduce reasonable qualifications for appointment as Data Commissioner i.e. one has to
hold at least a masters' degree to serve in this is a technical position that may require some
additional knowledge and expertise.

CLAUSE 13
THAT, the Bill be amended by deleting clause l3 and substituting therefor the following -Staff of the Office. I 3 . The Data Commissioner shall in

consultation with the Public Service Commission,
appoint such number of staff as may be necessary for
the proper and efficient discharge of the functions under
this Act or any other relevant law.

Justification:
To allow the Data Protection Commissioner to consult with the Public Service
Commission when appointing his staff. Public Service Commission is a
constitutionally mandated Commission that handles matters of human resource in the
public service.

CLAUSE 15
THAT, clause 15 of the Bill be amended by deleting the word "the" appearing immeitiately
after the words "First Schedule ono' in sub-clause (5).

Justification:
The amendment seeks to correct a typographical error in the Bill

CLAUSE 19
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THAT, clause 19 of the Bill be amended by-
(a) deleting subclause (a) and substituting therefor the following new subclause -"(4) The Data Commissioner shall issue a certificate of registration where a data

controller or data processor meets the requirements for registration;
(b) inserting the word "this" immediately after the words "the provisions of' appearing

in sub-clause (7).

Justification:
The amendment seeks to clarify the provision on registration and clearly set out that a
certificate shall only be issued when the requirements of registration are met as well as to
correct a typographical error.

CLAUSE 25

THAT, clause 25 of the Bill be amended by inserting the following new paragraph
immediately after paragraph (d)-
"(e) collected only where a valid explanation is provided whenever information relating to
family or private affairs is required;"

Justification
The additional principle was aimed at ensuring that data subjects are duly informed of
reasons for collection of data relating to private and family affairs so that they can make
informed decisions before granting the consent.

CLAUSE 29

THAT, clause 29 of the Bill be amended by-
(a) deleting paragraph (d) and substituting therefor the following new paragraph -"(d) the third parties whom personal data has been or will be transferred to, including

details of safeguards adopted;

(b) inserting the following new paragraph immediately after paragraph (e)-
"(0 a description of the technical and organization security measures taken to ensure
the integrity and confidentiality of the data".

Justification
The proposed amendment seeks to ensure that the rights of data subjects are protected and
that security measures are taken into account by data controllers and processors to ensure the
integrity of data collected.

CLAUSE 3I
THAT, clause 3l of the Bill be amended by inserting the following new subclauses
immediately after sub-clause (4) -

"(5) The data impact assessment reports shall be submitted sixty days prior to
the processing of data;
"(6) The Data Commissioner shall set out guidelines for carrying out an
impact assessment under this section.
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Justification:
l. There is need for the Data Protection Commissioner to set out the types of processing

operations that will require a data impact assessment.
2. Setting of timelines on when data impact assessment reports should be submitted will

ensure protection of the rights of data subjects when processing operations likely to result
in high risk to the rights of data subjects.

CLAUSE 35
THAT, clause 35 of the Bill be amended in subclause (3) (b) bV deleting the word "before"
and substituting therefor the word o'after".

Justification:
The amendment seeks to correct a typographical error in the Bill.

CLAUSE 37
THAT, Bill be amended by deleting clause 37 and substituting therefor the following -Commercial use of 37. (l) A person shall not use, for commercial

data. purposes, personal data obtained pursuant to the
provisions of this Act unless the person-

(a) has sought and obtained express consent
from a data subject; or

(b) is authorised to do so under any written
law and the data subject has been
informed of such use when collecting the
data from the data subject.

(2) A data controller or data processor that uses
personal data for commercial purposes shall, where
possible, anonymise the data in such a manner as to
ensure that the data subject is no longer identifiable.

(3) The Cabinet Secretary in consultation with
the Data Commissioner may prescribe practice
guidelines for commercial use of personal data in
accordance with this Act.

Justification:
The current proposal was making reference to direct marketing while the new provision is
seeking to ensure that data used for commercial purposes which is much broader than direct
marketing ifs properly secured.

CLAUSE 41

THAT, clause 4l of the Bill be amended in subclause (3) by inserting the following new
paragraph immediately after paragraph (d)-

(e) the cost of processing data and the technologies and tools used.

Justification
It is imperative to have in mind the cost and technology that will be required in processing
data as sometimes the cost of producing the data may be exponential and therefore should be
accounted for.

CLAUSE 48

THAT, clause 48 of the Bill be amended by-
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(a) deleting the item "(1)" appearing immediately before the words "a data controller";
(b) deleting paragraph (b) and substituting therefor the following new paragraph-

"(b) the data controller or data processor has given proof to the Data Commissioner of
the appropriate safeguards with respect to the security and protection of personal data,
and the appropriate safeguards including jurisdictions with commensurate data
protection laws;"

Justification
The amendment is necessary to provide clarity in the bill as well as to set out jurisdiction
with commensurate data protection laws during transborder transfer of data

CLAUSE 51

THAT, clause 5l of the Bill be amended in sub-clause (2) by deleting the word "order"
appearing in paragraph (b) and substituting therefor the word "interest".

Justification:

l. To substitute the words public order with public interest. Public interest is a broader
concept which encompasses an interest that is a common concern among citizens in
the management, local and national affairs.

2. To mandate public bodies seeking to retrieve data necessary for national security and
public interest to secure ex parte orders from the law courts before retrieving such
information to safeguard the rights of data subjects against fragrant abuse.

CLAUSE 56

THAT, Bill be amended by deleting clause 56 and substituting therefor the following -
56. (l) A data subject who is aggrieved by a

decision of any person under this Act may lodge a

complaint with the Data Commissioner in accordance
with this Act-

(2) A person who intends to lodge a complaint under
this Act shall do so orally or in writing.

(3) Where a complaint made under subclause (l) is
made orally, the Data Commissioner shall cause the
complaint to be recorded in writing and shall be dealt
with in accordance with such procedures as the Data
Commissioner may prescribe.

(4) A complaint lodged under subclause (1) shall
contain such particulars as the Data Commissioner may
prescribe.

(5) a complaint made to the data commissioner shall be
investigated and concluded within ninety days.

Justification:

This clause seeks to provide clarity with regards to complaints mechanism by data subjects
aggrieved by a decision of any person under this Act.

CLAUSE 73

SlPage
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THAT, clause 73 of the Bill be amended in subclause (l) by deleting the word o'two"

appearing immediately after the word 'oyeaf'and substituting therefor the word o'ten".

Justification:
To enhance the sentence of the general penalty in a bid to deter persons from committing
offences under this Act. The proposed two years' imprisonment is too lenient and may not
serve the purpose of ensuring the protection of personal data.

MIN.NO/NA/C[U20L9 I 19 I : ADJOURNEMENT

There being no other business, the meeting was adjoumed at forty nine minutes past ten
o'clock

-\,

SIGNED. .DArE....I e^r)
KISAI\IG, MP
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K i > Governor says trickle down effect of the factory is in terms of jobs created and the effect on economy

I
I

I

a

to haw
Ngllussid she
dellv$ed the

mtimal admlnistrators,
meticulos details

md sp€cifietions, wlthin 8 period
of only three months.

"Today mtrks 8 blg mllestone
for Kltui Comty's wealth aeatlon
agenda. This is how the Asisn
figers started, before gtowing to
overtake Kenya md mmy other
mutries, s global mmufscnring
Elmts'''MB Ngilu said.

She thsnlcd Pmidmt Kmyatte
for the support given, saylng
his dlrective to have uiforms

for members of the national
govement admiristratlon me-
ufactued in Kltui w8s a stmp of
spproval in her hitistive - the
fust one by a couty govement.

This, she said, was in line with
the "mmufatuing pill,ar' of Pres-
ident Kenystta's Big Fow Agenda
memt to accelerate Elowth of the
cmtry's overall economy.

The 2,804 sets of uniforms,
,rcludlng ceremonial geu, were
packed in boxes at the factory
based ln Syongila, loaded 8nd

tmported to Nsirobi for onwrd
distributlon to the adsinistratoB.

Whlte receiving the consign-
mmt, the Corumdet of Criti@l
Infrastructure Pollce Unlt Musa
Kakawa said he wff hsppy to note
that the chief's mifoms met the
qulity expectstioN.

"We are happy to receive the
2,804 lcslly made uifom sets.
I cm connm the qullty ls above
ou expectations md thls is m
encouaglng step for the comty
md the coutry," sald Mr Kakawa

Kitui Couty Commissloner rohn
Oldego said the costy had rerched
a mllestone in mmuf8ctulng ud
called on leaders to uite for shiled
gowth.

"There is no polnt in uslng publlc
resowes to support other econo-
mies by importlng things rire can
make here.

"Am rery impressed by this tqtites
frctory that builds ou om eonomy
md upllfts ow peopte," Mr Ondego
said.

He ssld the President ws keen
to suplDrt Kitui Couty expud its
manufEcturing, besides gtvlng it
govement buslness, in his ralylng
call to Kenyss to build the comtry
by buying locally manufactured
products.

In October lsst y€e, Kltui Couty
scored 8 fust in the comtry 8fter lt
establlshed the gment fectory to
manufactue school ulforms snd
other fabrlcs for local md export
milket.

Accordlng to Govemor Ngilq the
trickledom effect of the factory cm-
not just be mesured by the nmber
of iobs tt h6 dlrtrtly created or the
revenues, but by the overall b@st lt
glres to Kitui economy,

She said the revenue Benerated
from the factory would boost the
cNt/s domesHc rewnues md helD
bridge development budget defictt;.

"The county's manufacturing
dream has come true. We lnvlte
schools, hospitsls, hotels and other
organlsstions ftom scross the com-
try to consider us for thetr clothing
n€edsi ssid covemor Ngflu, adding
that the frr8l orders would be dellv-
ered ln I month.

scorr forNSIu as gflrrnent nrm
batch of uniforrns for chiefs

Ihb is the first batch
of tiniforms for chiefs
rnd th.i. assistants
rcrdss the country

l

3Y KITAV| MUTUA
o,KltlvlM
(mutub@*e.nationm€dia.om

I

R1' l'"11""",:l'1il" #.T i:til
f \lof unlfoms for chiefs sd
.heir 4ssistets, a mJor milestone
br tbe fscility thst opened its
l@rq less thm I yea sgo.

Wtlh a label bearlng three
rcrd{ "M8de tn Kttuti the fabrics
mufactred at the Kltui Couty
fextlles Centre (Kicotec) were
BeivFd by I tem of govement
ffrcl4s led by Assistmt INpector
fenerhl of Potice Msa Kakawa.
Th )rms were the Ilrst

-

nent

vhlch

Governor Charity
Ngllu (left)
and Assishnt
lnspector Generdl
of Police Musa
Kakawa, admire
a chiefs untlorm
made at the Kitul
County Textiles
Centre, yesterday.

KITAVI MUTUA I

NATIq

BACKGROUND
ln April, President Kenyafta
dir*ted thal uniforms for
provincial administrato6.
including thousnds of
chiets and their dsistants,
be made at the Kitui County
Textiles Centre (Klcotec),
in line with his iourth pillar
of the Big Fou. Agmda -
manuracturing.

The 2,804 sets of unifom
were packed in boxes
at the frtory based in
Syongila, lcded and
transported to Nairobi for
onward distribution to the
administrators.
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Genenl Edwd Ou-ko hs satd.
In hls repod, he sdd only the

ShZ.7 b[Uon Amrdm prcrectm
sanctioned by the Cablnet. Neflon-
al Assembty Merorlty leader Aden
Duele on Tu6dey tabled the 20u-18
rcport lrx the HoE.

Nadonal TreNry Cabtnet Ssre-
tery Henry Rodch ud Hnclpd se-
retary Kamu'Ihugge rcrc forctd to
step slde aft€r th€y rcre charged
mrthedamrudd.

Rotlch and Thugge srcndered
on hrly 22 efts Dirctor of crkninal
ImstlSafloN N@rdln Hari ordered
thelr ercst. Thcy were taken to the
DCI headquartes.

o Valley Development Au-
/s roneg,ng director David

- ---osop 
m sked on May 30 oEr

the smdal. He re also cherged.
Cltlng a Cablnet memomdum

of December 3, 2oo8, Ouko std
thet only the Amr lnteSrated mul-
tlpurpos dm prcrect rc ghrcn the
grEnught. Prcsldent Uhuru Ken-
]atta cha.lEd the cebinet meetlrB.

'There E no evldene to show

'Although, the maragmnt indi-
€tes that the tenderhg pffi E
lnfomed by the Cablnet apprcvd,
the Cabtnet memos avallable for au-
dlt r€vttr lndlote that only Amr
mappmd."

Ouko also faulted KVDA for lgnor-
h8 advta ftom tlE Attomey Genaal
to establlsh the capaclty of ltalim
orm - CMC Dl Raw - to udertake
a pmrct of that mrgnltude.

'Ihe ompuy which re at one
tlme stralnlnS to Bet rcluntary llq-
urdadon tn Itetji m amrded the
multi-bullon shilllng prcrect with-
out dn-ft techdcal d68N wtUch m
cruc,al dments requiEd before
a contnct ls lssued.

Ouko wed thet taJeayeB 6uld
spend more due to a delay ln ffi-
lng land for the twtn dm prcJects.

'[he gowment m to 81ve m ad-
dldonal Sh7.7 btllon to met loel
costs of re*ttlement, ompeNdon,
pmJect menagment md eny other
msts not corercd by the donol

The report indlcates that
the Treasury has only released

Audtor Gsffil Edwd Ouko dwlng ttp lamdr of State Capturc lnslde l(eqa's
lEblltty to FlSlrt Compdon by Afyl@8ln Nakobl m May 23 nma ?Ictll

ThuBday, August 8,2019

flEt IHtR$t$

Twofakecensus
enumeEtors
selzed ln Mlgorl
r ,r.E-cxY/Polke ln Mlgorlare
holdlng tuto suspects for lmperson-
adng census officlals.

Mgorl polke comander.,oseph
Nthenge sald susp€cts Polycarp
Mbqfa Ndeg€ and Vlctor Onyango
ochleng w€ arrested yescftlay
afternoon durlnga tralnlng by the
f€nya Nadonal Bureau of Stadsdcs.
Ihe tralnlng started on Monday.

Nthengeeld o8anlsec reE
ssuunlslngthe llst of parddpants
whmthey iound the suspec6'
names.

"lhey are being held at Mlprl
pollce stadm and wIl be taken to
@urt on lluEday to face charBes,"
he sald. Ndegehadtold the pollce
that he ms wlth hls colleagues after
an lntervlew andheclalmed theytold
hlm that tralnlng wlll be on Monday,

Ochleng was lmpeEonatlns hls
cousln,loseph Ogolla Ochleng, who
passedthe lntervlew but got another
job.

"Hetook hlscousln's nadonal lD
and eglsteredhls namefortwo days.
But on Wednesday [yesterday] he
forBet to wrlte 'hls name'. He wrcte
hlsorlglnalname whlch gave hlm
away," Nthen8e sald.

THE-STAR.CO,KE

"llEus0EllERlt

, 6RITI

Kimunrer dam not apprurved - Ouko
Auditor General says Cabinet only sanctioned the Sh27.7bnArror dam in Elgeyo Mankwet
uxE N$ou '[he Cablnet dld not ep- that Klmmrs muldpurpos prcJ-
prow the ontromtd Sh22.5 bU- ect m appmd by the Cablnet,'
tlon KtMrEdmpmjst, Audltor olrko sald.

?
Sh643,2OO,0OO for the Arcr prcre€t
out of whlch Sh8,634,135 hed b€en
spent on publlc partlclpatlon md
*mitlsetlon.

'Ihe Trcasury is yet to releoe a
shllltng for the Kinwr couter
fundlng. 'Trcnty-tm mondts after
th€ sntract agreement m stgned,
KVDA ls yet to omplete the pre
of acquirlng prorect land frcm af-

feded rctdents md lt ls not knom
when the pffi will be ompleted "
read part of the rcport.

'Furthe( there is no evldenct tlEt
the total mout requlred for land
acquisltlon md compeBtion hs
be€n fectorcd in the 20f8-19 budget
to en ble the authorlty acqulre land
for rerttlment md@mpeNte the
lardmers."

Attkh I t8(1)(b) of the C@sdtutu pwldct dpa'Padlomfit tholl lelLot wilk Ndklqttu ond lo@lv@6t
ln dE legltlotta oN othd butln$ ol Podiomaht and ia Commik: Furthei the tLdon.l Assbly Standlf,g
ordo t27(3) Euicrth.OeFffid Cmdlnetowhlch a Slll licomolfi.dtofrdllbte poblkp.rddP.do
md bk krb eunt tha vls and cffim.ndalions of the publlc when the Colmlfte rukas lts rryd

fua.

r.b PEodbo ell 20tt ruin obl<dE l! b gilE affed to dr€ dght b pdv.<y.. provid€d fof ln Ardcl.
I I (<) .nd (d) of the CffsdEti@ br gtting @t th. rcqulffit fo. th. p.ot(d6 of pc.s.l d.E pfta$t{
by both publlc.nd prlvde cndtiet.

It D.b Fmc6o.r Un, mlg h.r undtrgone Flrit R.ading purtunt to Sundlog Odtr 127(:) and It
nil cmn*tcd b tha lraDaffil Cdnmlk d Cmmslodff, lnlb.hadd and ln@.dqt fot
@sld6dd .nd thdeftd Epon to ttE H@*.

Pue.nt b A.dd. I I 8(l Xb) of the cmsdMim and dtc Sunding frs I 27(3) nmbc6 of the publlc are
h.Eby rcfficd th.t the CffihG dll b. <6duding psblic h..dngt on thc O.b Prct<h gi[, rcl 9 ln
tha iollo$ng Countierr

lh. loft copy of th.8fll f i.nll.bl. m thr wbir of fE P*lhMr oa rarrF ffi,Euaa-b,

ffi
THE NATIONAL ASSEMBLY
TWELFTH PARTIAMENT - THIRD SESSION

REPUBTIC OF KENYA

ln 6. mlttr of @ddmdm by ifi. ]{.don.l Aemblyr-
Th. Dlt. Prot <ds llll (il.don.l turmbly Blll ilq/x ot 2019,

t. Mmba$ lcnya kh@l of Gdcrnment H.ll Thurd.y, I sth August 201 9

2. KI16 MoKlmlsdlH.ll Frtdry, 16th Awutl, 2ol 9

ThuEd.y, 22nd AuqutL 201 94. XI$m Nd t{y.na Ragion.l Hsdqu.naE

5. bk re. S.lv.h Afiiy Sefd H.ll F ldry, 23rd Augur! 2ol 9

6. lcddro Boly Trlnlty A<.dmy h.ll

,. Frld.y, 3olh Atgu& 2Or9

LlUplr t{.ryv& Sodd tLll Frldry, I 3th Ssmb.r, 201 91.

8. lfrlo glw Bcllr kE{ S.urd.x 14dl S.phh.r, 2019

9. N.liobl Cooty lt lL P.,llfrcnt BulldlNt Tcrdry, lTth S@tdnbc, 2019
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$tftlt lil lllrt stvl$ ililI

D*ff xaxcoco/Barlngo county
otrfidssloner Henry Waftrla hs
thanked a dilldrcn's home and the
medla for svaB the llfe of a one-
md-a-hau-yed malnoudshed chitd.

'Ihe Star publtshed a photogEph
of a stetrlng ,eptm CheruUch on
the ftont page of lts Monday July 5

editlon.
Many lndtvlduals were touched

md theyofiered to help. Whtulasid
the ch[d ls ln the sfe hands ofdl-
rctor Mary Seng who m KabanEt
Suffis Children s Home.

Wafula trrde m imprcmptu vis-
it to the home on Tu6day nlSht at
mud 8pm aeompanted by Be-
lngo C€ntral sbcomty dslstant
@Eunlssloner Raben Ratemo.

'Where m you? Can ]ou come
qulckly to help s ltrate where thls
child is. I'm Eelvlng a lot of pffi-

sure from by boss6 ln Natrcbl,"
WhtuIe totd the Ster.

Wafula sald he together wtth
Rtft \hlley regtona.l comlssloncr
ccor8c Natembera rcre ln Eldoret
deallng wlth other tssu6 wtrcn he
got the catl fom his bos.

At AFt, Whfirla ffi not pleed
wlth the rcport about the chlld.

'l'm t Ed of )ou fellm ln the me-
dia md the bad reporB )Du wrlte
ffryday about ou cuty. Some
m not tmc. Sometlms the things
}!u wrlte cm malc sm@ne dle of
heart attack' he said.

'Sometlm6 I wt to rclax after
beeflng up scudty owing to bandtt
attacks but then oths stuptd thlngs
llke malnutrltlon arls.'

How€ver, he later relued md
ml€d dom hls temper afts w-
lrg the chlld at the home.

+

Malnourished Baringo kid
gets help after Star photo
County commissioner visits her at children's home I

Bd(8o@qty
qmtssbE
Herry uffiia
holds rcptoo
ctsutch.t
K$ilEt Srrbr
Oldln'rHqrc
mnEsdryrtsht
,D*tl
rttcoco

\

mrcfl rl.R.n^ullas
cLB( oF flt uTrotaal tsstfltlY
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About us

This submission is made bythe National Coalition of Human Rights Defenders - Kenya (NCHRD-K),

the Centre for lntellectual Property and lnformation Technology (ClPlT), KELIN and Privacy
lnternational (Pl).

The Centre for lntellectual Property and lnformation Technology (ClPlT) an evidence-based
research and training think tank based at Strathmore University Law School, Nairobi, Kenya. Our
Mission is to study, create, and share knowledge on the development of intellectual property and
information technology, especially as they contribute to African Law and Human Rights. We take
pride in furthering non-partisan research that is independent and objective. CIPIT has in the past been
instrumental in helping to highlight some of the limitations facing data protection in Kenya most
recent of which includes a study on the privacy implications of adopting biometrics in the zorT
Kenyan elections. The report was discussed in one of the events of the 6znd session of the African
Charter for Human and Peoples Rights to inform the inclusion of the right to privacy to that Banjul
Chader. ln partnership with other stakeholders, CIPIT has also organized localforums and workshops
to identify and debate the peftinent issues on the current legislative proposals.

The National Coalition of Human Rights Defenders-Kenya (NCHRD-K) is a national organization
estabf ished in zooT and incorporated in the Republic of Kenya as a Trust in zorz whose mission is to
strengthen the capacity of Human Rights Defenders (HRDs) to work effectively in the country and to
reduce their vulnerability to the risk of persecution. The NCHRD-K has a track record in advocating
for a favourable legal and policy environment in Kenya, conducting preventive security management
trainings and offering support to HRDs at risk through legal, medical and psychosocial support.

KELIN is an independent Kenyan civil society organization working to protect and promote health
related human rights in Kenya. We do this by; Advocating for integration of human rights principles
in laws, policies and administrative frameworks; facilitating access to justice in respect to violations
of health-related rights; training professionals and communities on rights based approaches and
initiating and participating in strategic partnerships to realize the right to health nationally, regionally
and globally.

Privacy lnternational was founded in r99o. lt is the leading charity promoting the right to privacy
across the world. Working internationally through an lnternational Network of partners, Privacy
lnternational works, within its range of programmes, investigates how our personal data is generated
and exploited and advocates for legal, policy and technological safeguards. lt is frequently called
upon to give expert evidence to Parliamentary and Governmental committees around the world on
privacy issues and has advised, and reported to, among others, the Council of Europe, the European
Parliament, the Organisation for Economic Co-operation and Development, and the United Nations.

To find out more about privacy and data protection in Kenya, please refer to 'The State of Privacy in
Kenya' (last updated in February zorg).

Contacts

Ailidh Callander
Legal Officer, Privacy I nternational
a i lid h(D privacyi nternationa l.org

Alexandrine Pirlot de Corbion
Programme Lead, Privacy lnternational
a lex(D privacyinternationa l.org

2

Dr. lsaac Rutenberg Dr. Robert Muthuri



Director, CIPIT

iruten berg@ strath more.ed u

Kamau Ngugi
Executive Di rector, NCHRD-K
d knqugi @ hrdcoalition.org

Allan Maleche
Executive Director, KELI N

Ama leche (D kel i n ke nva.o rg

Senior Research Fellow - lT, CIPIT

rnruthuri @strathmore,edu
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Overview

Privacy is a fundamental human right. Protecting privacy in the modern era is essential to effective

and good democratic governance. This is why data protection laws exist in over rzo countries

worldwide including z5 African countries,'and instruments have been introduced by international

and regional institutions such as the African Union,'the OECD,3 Council of Europe,a and ECOWAS.S

We welcome the effort by the Government of Kenya to give life to and specify the right to privacy,

already enshrined in Article 3r(c) and (d) of the Constitution of Kenya by proposing a draft Data

Protection Act. We particularly appreciate the direct reference to this Constitutional right in the

purpose of the Act and the way it is referred to on several occasions in this proposed Bill.

Development of an effective and comprehensive Data Protection law in Kenya is a priority. ln
particular, given that a number of strategies are currently being deployed in Kenya to promote digital
inclusion including: digital identities, micro-lending and Alternative Credit Scoring. While these
efforts have positive intentions, a number of concerns ought to be addressed and a strong data
protection framework would be a step in the right direction, for example:

a) Firms should deploy secure infrastructures to avoid data breaches, like those currently being
seen with the Aadhaar system in lndia.

b) Biometrics are used excessively in certain circumstances where less intrusive options such as

unique identifiers would be sufficient without the concomitant risk. This is particularly true in
the health sector where biometrics could expose certain at-risk populations.

c) Alternative Credit Scoring by Micro-Lending institutions use a vast range of data points such

as call detail records (CDR) and customer relationship management (CRM) details. These

firms are often acting without clear opt-in mechanisms or sufficient information being
provided to individuals.

However, the Data Protection Bill proposed by the TasHorce has a number of significant

shortcomings. We recommend that to effectively protect privacy and to meet international

standards in protecting personal data, that full consideration be given to the areas of concern and

improvements outlined below under each Part of the Bill, and include:

Reviewing the definition of 'sensitive personal data'to ensure a comprehensive definition

1 See Graham Greenleaf, Global Data Privacy Laws 2OL7: l2O National Data Privacy Laws, lncluding lndonesia and Turkey
(2017) L45 Privacy Laws & Business lnternational Report, 10-13, UNSW Law Research Paper No. 45 available at:

https://papers.ssrn.com/sol3/papers.cfm?abstract id=2993035
2 See the African Union Convention on Cyber security and Data Protection, 2014, available at
h tt p://oages. au. i nt/i nfosoc/cvbersecu ri tv
3 3See the OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data, updated in 20L3,

available at
http://www.oecd.orqlinternet/ieconomv/oecdguidelinesontheprotectionof orivacva ndtransborderflowsofoersonald
ata.htm
4 See the Convention for the Protection of lndividuals with regard to Automatic Processing of Personal Data, ETS 108, 1981,

available at htto://conventions.coe.int/Treatv/en/Treaties/html/108.htm
s See the Supplementary Act on personal data protection within ECOWAS, February 2010, at

htto://www.ecowas.int/publications/en/actes add telecoms/SIGNED-Personal Data.pdf
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Replacing the current proposal to establish the office of the data commissioner as a body

corporate with its establishment as a Constitutional Commission under Chapter r5 of the

Constitution.

Guaranteeing that alldata protection principles are included and revised clearlyto provide for
principles of integrity and confidentiality and accountability.

Guaranteeing that data subjects are consolidated in the law in a clear manner underthe same

section, and the right to effective remedy, and the right to compensation and liability which are

currently missing must be added to the list of rights of data subjects.

Reviewing the current scope of the obligation to inform a data subject about the processing of

their personal data.

Providing clarity as to what the legal grounds for processing may be including by defining

concepts such as 'public interest' and 'legitimate interest', and in pafticular review the legal

grounds for processing 'sensitive personal data'to strengthen the protection of such data.

Ensuring that any exemptions relating to the different data protection principles and the rights

of data subjects must be provided for in the law in a form which is clear, precise and limited to

specific necessary and proportionate exceptions rather than broad blanket exemptions,

particularly for government a uthorities.

Reviewing the grounds for processing including ensuring that data processing of data which is

available to the public or deemed publicly available is not free for all to use without requiring

further involvement of the data subject.

Reviewing the clause on the storage of data in Kenya and recommending that focus should be

on ensuring the data is protected with the highest safeguards rather than demanding data

localisation which may not achieve the purpose of providing a higher level of protection as

intended.

Guaranteeing that a strong process is in place to regulate the transfer of personal data including

developing a process for assessing adequacy of protection in the receiving country, and not only

in terms of data protection but protection of human rights and rule of law.

Ensuring that the protection of the data subject and their data as well as their right of privacy is

balanced with freedom of expression under Article 33 of the Constitution for the media, artistic

or literary work.

a

a

a
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l Part l- Preliminary

Definitions (section z)

The most fundamental and recurrent terms in the law must be clearly defined at the outset. ln

particular we would like to outline the following comments with regards to the definitions provided

for in the Bill.

'Sensitive personal data'
There are a couple of omissions from this definition including membership of a trade union, the
commission or alleged commission of any offence, or any proceedings for any offence committed or
alleged to have been committed, the disposal of such proceedings or the sentence of any court in

such proceedings. These should be included. Furthermore, clarity should be provided that by'belief';
the law includes religious or philosophical beliefs or other beliefs of a similar nature.

Object and purpose (section 3)

Echoing concerns, we further flag down in this submission Section 3 (b) which fails to incorporate all

of the internationally recognised data protection principles within this section of the Bill, including:
- Fairness and transparency
- Storage limitation
- Accountability

Application (section 4)

The scope of the Act as set out in section 4(b) provides limited protection for the personal data of
people in Kenya as a controller or processor established in Kenya can easily remove its processing

from the scope ofthe Act by conducting the processing outside Kenya.

PART II _ ESTABLISHMENT OF THE OFFICE OF DATA PROTECTION

COM M ISS IO N ER

Establishment of the Office and Appointment (section 5 & 6)

The establishment of the office of the data commissioner as a body corporate does not grant this
office with the necessary institutional and financial independence to execute its mandate effectively
under the new law. We continue to call for the establishment of a Constitutional Commission under

Chapter r5 of the Constitution.

Powers of the Data Commissioner (section 9)

Whilst we welcome the range of powers given to the Office of the Data Protection Commissioner we

would suggest clarifying that the process of sanction should also apply to complaints investigated by
the independent data protection authority on its own initiative as it empowered to do so under

Section g(r)(a).
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PART III _ REGISTRATION OF DATA CONTROLLERS AND DATA
PROCESSORS

Application of Registration (section r9)

We welcome the additional details provided around the process for registration of data controllers
and processors but the following provisions require clarification to strengthen the right to
information and the right to access provided for under section z6:

- Section r9 (z) (a): lt is not sufficient to merely provide a "description" of the personal data to
be processed. lt should be clearly state what personal data will be processed.

- Section rg (z) (b): lt is not sufficient to merely provide a "description" of the purpose of
processing. ln accordance with the principle of purpose limitation, the purposes for which
personal data are collected should be specified,

- Section r9(5): lt is not clear what the "prescribed period" is. This must be clarified.

Compliance and audit (section z3)

It is unclear what the criteria would be for the Data Commissioner to decide to carry out an audit of
the systems of a data controller or data processor. We would like to request further clarity on the
decision-making process behind this section including who would be undertaking the audit. lt is

important that the audit be independent and effective.

Designation of the Data Protection Officer (section z4)

The use of the term 'may' in Section z4 (r) makes it unclear when the obligation to designate a data
protection officer applies - it means that it appears optional as opposed to mandatory. We propose
a tiered system through subsequent regulations to delineate firms that will be required to
employ/contract a data protection officer.

What constitutes "regular and systematic monitoring of data subjects on a large scale" as noted in
Section z+(r)(b). Further clarity should be provided on this term, so data controller and data
processors know when they are obliged to designate a DPO.

This provision should be strengthened by including further details on the mandate and functions for
the DPO including that they be involved in a timely manner in issues related to data protection, that
they have the necessary resources to carry out theirtasks, that they are sufficiently independent and
will not be dismissed or penalised for carrying out their tasks, and that they report to management
(i.e. Board).

PART IV_PRINCIPLES AND OBLIGATIONS OF PERSONAL DATA
PROTECTI ON

Principles of data protection (section z5)

Section z5 should be strengthened by providing clear and coherent principles. ln particular, this
section would be strengthened if it included the following principles:
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lntegrity and Confidentiality: This principle is provided for in Section 4r and 4z but it must
also be listed here in section zz for consistency.
Accountability: The Bill should also include a principle of accountability. An entity which
processes personal data, in their capacity as data controllers or processors, should be

accountable for complying with standards, and taking measure which give effect to the
provisions provided for in a data protection law. Those with responsibility for data
processing must be able to demonstrate how they comply with data protection legislation,
including the principles, their obligations, and the rights of individuals.

Section z5(g) must reviewed to ensure that consent is not the sole legal basis for sharing personal
data with a third party. And Section z5 (h) needs to be reviewed to ensure that the transfer of data
outside of Kenya is not processed unless there are adequate data protection safeguards and there is

consent from the data subject. Consent should not be the sole condition fortransferring data outside
of Kenya.

Rights of a data subject (section z6)

A central component of any data protection law is the provision of the rights of data subjects. These
rights should appear early in the law, as they should be seen as applying throughout, underpinning
all provisions in the law. These rights impose positive obligations on data controllers and should be

enforceable before an independent data protection authority and courts.

We welcome the inclusion of the current rights under section 25. However, there are several rights
missing for the current Bill including, which we would urge be included:

The right to an effective remedy: The law must include the right of an individual to an effective
remedy against a data controller and/or data processor, where they consider that their rights have

been violated as a result of the processing of their personal data in non-compliance with the law. A
data subject must have the right to submit a complaint to the independent supervisory authority.
This reaffirms the need for the independent supervisory authority to have the power to receive

complaints from data subjects, investigate them, and sanction the violator within their own scope of
powers - or refer the case to a court. The law should also provide for the data subject to take action
against a supervisory authority where they have failed to deal with their complaint. As well as the
right to complain to a supervisory authority, individuals should also have access to an effective judicial
remedy via the courts. lndividuals should be empowered to take action themselves, as well as

instructing others (including NGOs) to take action on their behalf.
Right to compensation and liability: A person whose rights are found to have been violated should
have a right to compensation for the damage suffered - material or non-material (e.9. distress). This
underlines the need for robust enforcement models to be in place to ensure that any violation can be
investigated and acted upon by a relevant authority, in this case the Office of the Data Protection
Commissioner.

Furthermore, whilst there are provided elsewhere in the law, the following rights must also be listed
under section z6:

- The right to suppress or block: Whilst this right is provided for in Section 36, it must also be
listed in Section 25.

- The right to data portability: Whilst the right to data portability is provided for in Section

38, it must also be listed in Section 25.
- The rights in relation to profiling and automated decision-making: Whilst the right to not

be subject to automated decision making is provided for in Section 35 and includes right not
to be subject to profiling, these should also be listed in Section 26, ideally as separate rights.

a

a
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Collection of personal data (section zB)

The principle behind Section z8(r) is in the right place (despite the fact that this often doesn't happen
in practice), however, it is undermined by the number of situations where it can be disapplied which
are outlined in Section z8(z). ln particular we are concerned with the following parts of this section:

- Section z8 (a): Just because data is a matter of public record does not mean that it is available
for further processing, and its 'public' availability should not be construed as consent nor as

another legal basis for further processing.
- Section z8 (b): Acknowledging the complexity of the data generation and processing

ecosystem, a data subject "deliberately" making data public is not a sufficient justification for
indirectly processing the data without involving the data subject.

- Section z8 (c): lf consenting to collection from another source, they must be have been
informed that there will be further processing and by who.

- Section z8 (e): The requirement that the collection "would not prejudice the interests of the
data subject" is overly broad and could give rise to abuse.

- Section z8 (f) (iii): This provision is overly broad, in terms of what the protection of interests
of another person are. lt raises questions as to the intended purpose is: is it to be the vital
interests of a natural person, or the commercial interests of a company or the political
interests of a political party. The current wording is open to abuse.

These amendments are necessary in orderto ensure that the right to information provided for under
section z6 (a) is upheld effectively.

Furthermore, this section should be bolstered by a section that requires firms to conduct a Data
Protection lmpact Assessment to show that they understand the risks and effects of collecting,
maintaining and disseminating personal data. lt will also help to outline the appropriate policies to
mitigate such risks. Such an assessment will also gauge whether the controller/processor complies
with the legaland regulatoryframework established underthe bill.

Duty to notify (section z6)

The right of individuals to know what personal data that controllers hold on them is a fundamental

component to data protection law.

The UN Human Rights Committee, in interpreting the scope of obligations of states parties to the

lnternational Covenant on Civil and Political Rights, noted, back in 1989, that:

"ln order to have the most elfective protection of his private life, every individual should have the right
to ascertain in an intelligible form, whether, and if so, what personal data is stored in automatic data

files, and for what purposes. Every individual should also be able to ascertain which public authorities or
private individuals or bodies control or may controltheirfiles. lf such files contain incorrect personal data
or have been collected or processed contrary to the provisions of the law, every individual should have

the right to request rectification or elimination." (Human Rights Committee, GeneralComment No t6 on

Article q of ICCPR.)

More recently in its zor8 annual repoft on "The right to privacy in the digital age", the Office High
Commissioner for Human Rights noted that "The individuals whose personal data are being
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processed should be informed about the data processing, its circumstances, character and scope,

including through transparent data privacy policies." (A/HRC/:g/29, para z9)

The qualification of "reasonably practicable" in section z9 (r) is open to abuse. A specific time
period should be provided.

The information to be provided in section z9(r) should additionally include:
- a description of the personal data;
- the legal basis forthe processing
- the third-parties to whom the personal data has been or will be transferred, including details

of safeguards adopted;
- the envisaged time limits for deletion of the different categories of data;
- a description of the technical and organisational security measures taken to ensure the

integrity and confidentiality of the data.

Lawful processing of personaldata (Section 3o)

We would like to seek clarity was to what constitutes "public interest" in Section lo (r) (iv) and (vi).

The lack of definition, and clarity around what constitutes'public interest'and its often-broad
interpretation, raises concern that it can act as a loophole. A public interest ground should be clearly
defined to avoid abuse. For example, it should be possible to list the specific public interest grounds
and ensure that such a list is clear and exhaustive.

Section lo (rXvii) is overly broad, in terms of what "the legitimate interests pursued by the data
controller or data processor by a third party". lt raises questions as to the intended purpose is of this
provision. The current wording is open to abuse. lf this provision is included and there is any doubt in

the balancing exercise that there is prejudice to the individual, then the presumption should be that
the processing should not go ahead. This provision should not apply public authorities.

ln order to avoid any abuse and wide interpretation of Section 3o (r)(viii), the following must be

considered:
- There is a need for clarity on what the statistical and scientific purposes are. Further detail

should be included within the law and/or guidance be developed to define this further.
- Such a ground must not exempt a data controller or processor from all of their obligations,

and they should provide for appropriate safeguards for the processing of personal data for
these purposes.

- Safeguards could include ensuring that the data will not be used to take decisions about the
individuals and that the processing is prohibited if it would cause harm.

- A data subject should still have rights over their data including the right to be informed and

the right to object that their data be processed forthese purposes.

Data Protection lmpact Assessment (Section 3r)

We welcome the inclusion of this obligation for data controller and processor to undertake a data
protection impact assessment. However, we believe the conditionality of the obligation as per

Section 3r (r) to only comply when processing is likely to result "in a high risk" to the rights and
freedoms of data subject is too high. Whilst it particularly important to do them in such instance, we
recommend that conducting3lgssessment should be an obligation priorto any processing activities.
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Fufthermore, this duty should be strengthened by specifying the means/form in which this right
should be implemented. Consideration should be given to including requirements as to the form in

which this information/ notice is provided i.e. it should be provided in a concise, transparent,
intelligible and easily accessible form, using clear and plain language. Consideration must be given

to ensure that those who are illiterate are not excluded from being informed, and alternative
measures should be taken to communicate with them in a way that ensures they are adequately
informed.

Conditions for consent (Section 32)

We welcome the addition of conditions for Consent. These are an important start in making consent
meaningful in practice. However, it is still an issue which will require further consideration in terms of
implementation and in particular guidance on the situations where consent is appropriate.

Processing of personal data relating to a child (Section 3l)

This section must clarify what constitutes a child for the purposes of this law, i.e. how old is a child?

This section should be reconciled with the protection provided for in the Children Act which upholds
the right to privacy under Article r9.

j[We question the use of the term "guardian" in Section lf (rXa) and the role of the Commissioner is

hppointing them. This leads to unnecessary conclusion.

Clarity is sought as to what constitutes "appropriate mechanisms for age verification" referred to in
Section 33 (z) as well as "appropriate mechanisms for parental consent".

Safeguards should be provided against children's data being used for research or statistical purposes,

and as noted elsewhere, the mere public availability of a child's data does not mean that it should be

ava ilable for processi ng.

Automated individual decision making (section 35)

We welcome the inclusion of the right of a data subject not to be subject to automated decision
making. However, it is important to distinguish between automated decision-making and profiling.
The Bill should provide for effective protections and rights in relation to both. They do not need to be

dealt with together (indeed this can lead to unnecessary confusion) but it is important that in relation
to both there are requirements as to transparency, so that individuals are aware of the existence of
these forms of processing.

For profiling, it is important that individuals are aware when profiling will reveal sensitive personal

data and that there are safeguards in place. lndividuals' rights should also apply to the data that is

inferred, predicted and derived as a result of profiling.

ln addition to treating profiling separately from automated decision making, Section 35 should be

strengthened by including the following obligations and key considerations:
- A data controllers and processors who profile to be transparent about it and individuals must

be informed about its existence from the onset and not "as soon as reasonably practicable"
as per Section :S GXa).

- Since misidentification, misclassification and misjudgement are an inevitable risk associated
to profiling, controllers should also notify the data subject about these risks and their rights,
including to access, rectification and deletion.
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This right need to be applied to derived, inferred and predicted data, to the extent that they
qualify as personal data.
This bill should impose restrictions and safeguards on the ways in which data can be used to
profile and make decisions.

The exemptions provided for in Section 35(z) must be limited, as well as and clearly and narrowly
defined. Even where exemptions allow for automated-decision making, an individual should have the
right to obtain human intervention, express their point of view and challenge the decision.

Objecting to processing (Section 36)

This section alludes to the obligation of the data controller or data processor to demonstrate
compelling legitimate grounds to overrule right to object of a data subject. However, we would like
to stress once again that that the onus must be on the data controller or data processor to provide
evidence forthe need to continue processing the data of that individual, with reasons which override
the interests, rights, and freedoms of that individual. Clarity must be provided on what "compelling
legiti mate grounds" a re.

Limitation to retention of personal data (Section 39)

Exemptions for these purposes outlined in section 3g (r) should only be applied when strictly
necessary and proportionate, and not been seen as a blanket exemption. The activities subject an

exemption need to be clearly defined, for example, is research limited to academic research or does
it include commercial research? There should be sufficient safeguards in place to protect the rights
of data subjects.

Clarity must be provided for in terms of the applicability of the Data Protection Act in relations to
other laws which imposed data retention policies such as the Kenya lnformation and

Communications Act (zoo9) which regulates the retention of electronic records and of "information
in original form", and the Kenya lnformation and Communications (Registration of Subscribers of
Telecommunication Services) Regulations (zor5).

Data protection standards should be applied as far as possible and detailed consideration should be

given to any limitation on the rights of data subjects and the relevant data controllers should consider
and mitigate any prejudice to the rights and freedoms of the data subjects. This is particular crucial
when retaining data about key populations who may be exposed to risks should theirdata be unlawful
processed and so measures should be taken to minimise the retention of their data, along with other
security measures, to mitigate the possible risk of a breach. A data subject should be given the right
to object that their data be processed for these purposes.

Furthermore, whilst rarely noted within this provision as an exemption, we would suggest that this
exemption apply under certain conditions to research carried out by independent non-governmental,
non-for-profit organisations.

ln relation to section lg(z) it is important to note that pseudonymised data is still personal data and

therefore still subject to the protections of the law and not processed in this form longer than
necessary.

Right to rectification and erasure (Section 4o)
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This section lacks clarity as to the factors to be considered when deciding on a data subject,s request
to delete information.

It is important that provision is made to ensure among other safeguards, that when processing the
request for deletion, the data controller considers the public interest of the data remaining available.
It is essentialthat any such right clearly provides safeguards and in particular exemptions forfreedom
of expression and freedom of information. The construction of this right and how it will play out in
the national context must be considered very carefully to ensure that ii is not open to abuse.

N,:tification of breach of security on personal data (Section 43)

Breach notifications are essentialto a data protection law and to ensure transparency on part of the
data controller' However, the threshold to only notify when there is "real risk of harm to the data
subject" is vague and no criteria of risk and likelihood is laid down in the section. The vagueness can
constitute a loopholes for data controllers who hide behind subjective determinations of risk.

Clarity is needed on section +g(:) and what this justification for delaying notification means.

It is imperative that for a breach notification to be meaningful for data subjects, the notification
should be in clear and plain language and includes advice and the tools to take measures to protect
frorn harm and to seek redress from harm suffered. Consideration must be given to ensure that those
who are illiterate are not excluded and that the data controller takes necessary measures to ensure
they are informed.

We are concerned by the exemption provided for in Section 43(6) which provides that the obligation
to notify does not apply if the data affected was encrypted. There is no guarantee that even if it was
encrypted that the data won't be accessible to the person who unlawful obtained the data at that
point in time or at a later stage should they acquire the means to decrypt the data.

PAI?T V _ GROUNDS FOR PROCESSING OF SENSITIVE PERSONAL DATA

Processing of personal sensitive data (Section 44)

ln relations to section 44(r) consideration must be given the concerns presented in this submission
with regards to the shortcomings of section 3o'Lawful processing of personal data,.

Pernritted grounds for processing of personal sensitive data (section 45)

It should be clear that one of these grounds must be satisfied in addition to a ground under section
3o.

We reject the ground for processing sensitive personal data provided for in section +S(rXb) Noting
the complexity of the data generation and processing ecosystem, a data subject "maniiestly,, makint
data public is not a sufficient justification for indirectly processing the data without involving the dati
subject, particularly when it comes to sensitive personal data.

We challenge the ground for processing sensitive personal data provided for in section qS(rXcXii)
which refers to "rights of the controller". A data controller does not have rights, in the same way a
data subject has rights and if it is legal obligations that are being referred to ihis should be clear.
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ln processing sensitive personaldata, at minimum the following protections should be included:
- a prohibition on processing sensitive (or special category) personal data unless a specific

narrow exemption applies;
- limits on the use of sensitive personal data for automated-decision-making;
- safeguards for international transfers; and record-keeping and data protection impact

assessment obligations.

The sensitivity of the data should also be considered in enforcement and redress mechanisms. lf
these protections can be strengthened through sectoral regulation (for example in the financial of
health sector) then this is to be encouraged.

Further categories of sensitive personal data (section 47)

The threshold of risk provided for in Section +Z(zXa) and (c) is too high and must be revised to ensure

the best interests and protection ofthe data subjects.

PART VI _ TRANSFER OF PERSONAL DATA OUTSIDE KENYA

Conditions for transfer out of Kenya (section 48)

Clarity should be provided as to what is meant by 'proof' and 'appropriate safeguards' in section

+8(:.Xa) and how this oversight and authorisation will work in practice.

As noted above, clarity should be provided on what is considered a matter of 'public interest in section

+8(rXc)(iii), otherwise this provision is left open for abuse.

The provision under Section +8 (c)(v) is overly broad, in terms of what the protection of "vital
interests" of another person are. lt raises questions as to the intended purpose is: is it to be the vital
interests of a natural person, or the commercial interests of a company or the political interests of a

political party. The current wording is open to abuse.

Consideration should be given to the removal of section +8(cXvi), 'compelling legitimate interest' is

not a defined term and is open to abuse. The provision does not provide enough safeguards for
individuals.

Pro,:essing through a data server or data centre in Kenya (Section 5o)

We are concerned by the obligation under section 5o regarding the storage of data on a server or in
a data centre located in Kenya. This sort of measures, often referred to as data localisation, does not
per se protect the safety of personal data. lf other jurisdictions offer an adequate level of protection,
there is no justification based on safety of personal data for preventing their transfer or imposing the
storage of the personal data in a particular country. Further, we note that in other jurisdictions the
imposition of data localisation has been introduced as a way to facilitate unlawful surveillance and

limiting the capacity of individuals to protect the confidentiality of their communications.

Firstly, we are concerned by the discretion awarded to the Cabinet Secretary under section 5o).
Secondly, "strategic interests of the state or on protection of revenue" is too vague and must be

clearly defined and limited. Thirdly, is unclear what "critical personal data" means/ This term is not
defined elsewhere in the bill. Clarity needs to be provided on what this term means.
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The prohibition of cross border processing of sensitive personal data will also be extremely complex
in practice and limit access to services and systems for people in Kenya. The Bill should instead focus

on building in safeguards.

VII- EXEMPTIONS

General exemptions (section 5r)

The exemptions provided for in section 5r (z) are too broad and must be revised - in particular terms
such as "national security" and "public order "which are not defined. Blanket exemptions are never
justifiable. ln the limited cases where an exemption is justifiable, it should only apply in limited
circumstance. lt is essentialto ensure that any exemptions are:

r) clearly defined and prescribed by law;

z) respect individual's fundamental rights and freedoms,

3) are necessary and proportionate measures in a democratic society, and

d are only applicable, where failure to do so prejudice the legitimate aim pursued.

Research, history and statistics (section 53)

ln order to avoid abuse and wide interpretation of this exemption:
- There is a need for clarity on what the research, history and statistical purposes are. Further

detail should be included within the law and/or guidance be developed to define this further.
- Such a ground must not exempt a data controller or processor from all of their obligations,

and they should provide for appropriate safeguards for the processing of personal data for
these purposes.

- Safeguards could include ensuring that the data will not be used to take decisions about the
individuals and that the processing is prohibited if it would cause harm.

- A data subject should still have rights over their data including the right to be informed and
the right to object that their data be processed for these purposes.

PART VIII _ ENFORCEMENT PROVISIONS

Complaints to the Data Commissioner (section 56)

We are concerned that section (S6)(b) fails to provide further details on what avenues would be open

to a data subject should the Data Commissioner be "unable to arrange, within a reasonable time, for
the amicable resolution by the parties concerned".

As noted above, whilstwe welcome the range of powers given tothe Office of the Data Protection
Commissioner we note that the failure of the Act to provide the Office with the power to impose

appropriate civil penalties, including fines, enforcement notices and undertakings. This process of
sanction should not depend on submission of the complaint by a data subject but can be imposed
pro-actively by the independent data protection authority.

Furthermore, the law should also include provisions for collective redress. The information and power

imbalance between individuals and those controlling their personal data is growing and collective

15



,

complaints would ensure corrective action by organisations processing personal information, which
would benefit all those affected. Provision should therefore be made in the process to allow
individuals to be represented by qualified representeitives and for certain qualified bodies, such as

non-profit groups working in the field of data protection, to make complaints and seek remedies.

Administrative Fines (section 63)

We welcomethat inclusion of fines if there is an infringement of a provision of this Act. However, we
would advocateforthe Billto provide fora widervariety of sanctions beyond administrative sanctions
in case of non-compliance or breach of the Bill. The types of sanctions/ penalties to consider including

a re:

- Criminal offences (individual responsibility) for certain actions, for example knowingly or recklessly,

without the consent of the data controller, obtaining or disclosing personal data.
- Direct liability for directors of companies.

Part X - PROVISIONS ON DELEGATED POWERS

Reg ulations (section 7r)

The delegated powers afforded to the Cabinet Secretary underthis section are too wide. ln particular
section Zr(zXl) which allows them to make regulations in any other matter as they see fit. As much

as possible the provision should be made on the face of the Bill and subjectto effective Parliamentary

scruti ny.

t
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Attached, herewith, please find a matrix of the Commission's views on the said Bill

for your consideration.
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ItisimportantfortheBilltoaddressthefollowingemergtnggaps:

public use

f ' 
ilff;:?:fr"r a clear distinction to be drawn between the different forms and

formats of personal data. For instance, the mechanism for protection of data may

vary depending on the form and format thereof'

2. Data for Public use

The Bill is silent on the personal data generated for public use by virtue of the

constitutional/statutory mandate donaGd to various public agencies' The questions

that arise in this regard are two fold;

a)Whetherthedatageneratedinthismanneroughttobeshareduponthe
request of another public body or ought to-be obtained at a fee;

b) The authorisations that *uvL n...rrury for accessibility to the data for

3

4

The Bill is silent on the strategies to secure and safeguard both the data and its

integritY.

Accessibility by external parties

The Bill appears to be silent on the personal data that may be generated or passed

to external parties on account of contractual relation/assignment' For example'

medical information of employ.., in un organization, information on learners in

an educational institution, voters' etc'

T
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theirconstituti
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4 24
ification idered

Outline soecific competencies/qual to be cons for
as a Data Protection Officer

5 (d),
( )

26
e

There exists Government directions that speak to the integrityand preservation of primary orficiai ou,u a..tured by a pubricemployee/citizen, for instance oate orprace of birth

ii.

this

variation jurisdi
ial-judic entity.

The power granted ovrrtue fby stonprovl toneeds beated cregul larified. the toright alter or vary datapersonal
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Our Ref: DIAK/ICT -16 / 2019 / 7

Mr. Michael Sialai, EBS

Clerk of the National AssemblY,

Padiamentary Service Commission,

P.O Box 41842-00100,

NAIROBI

tC-\\'"'o 4
1L 

1',?

gllq

i-td

LAK
u-',rs'.tlIak.co.ke

P.O Box 76872 - 00100 Nairobi, K-enya

Your Ref: TBA
Date: 15*Ju1y,2019
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Dear Mr Sialai,

RE: S ON DATA N BII .t .- 2079

Receive warm greetings from the Digital Lenders Association of I(enya ("DLAK")'

DIAK is the apex national membership society of leading digital lenders who collectively, rePresents approximately a

quarter of the new digital loans onginaied in Kenya each month. Leading actors in the digital lending space, including

Tala, Alternative Circle, Zenka Finance, Kuwazo Capital, Stawika Capital, MyCredit, Okolea, LPesa' I(opaCent and

Finance plan LTD, recognized the need for accountabiJity to our users and regulators. \0e formed DI-AK to bring

accountability by prot".ti.rg consumefs and embodying responsible lending with our Code of Conduct'

DI-AK further seeks to influence and engage regulators and policy makers on laws and policies that promote an

enabling environment to conduct digital lending business and to enhance I(enya's competitiveness by reducing the

cost of doing business,

In this regard, kindly find attached herewith our submissions on the proposed Data Protection BiIl,2019 for your

kind consideration.

1i7e are h"ppy to meet and make oral presentations on the same.

Masinde
Chairperson of the Digital Lenders Association of Ken)'a

Encls.

Cc:

Hon $Tilliam Kisang, MP
Chairperson,
Departmental Committee on Communication, Information and Innovation,

Kenya National Assembly, Parliament Buildings,

P.O. Box 47842-0070,

Nairobi, Kenya.
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FURTHER SUBMISSIONS Ot MEMORANDA: THE DATA PROTECTION BlLt 2019 (the "Blll")

Further to the public heoring ond stokeholders meeting held before the Deportmentol Commitlee on

Communicotion lnformolion ond lnnovolion (the "Commltlee) on Tuesdoy l Tth Seplember 2019 '

stokeholders were invited to provide further commenl ond clorificotion on cerloin of the orol submissions

presenled before the Committee.

Our further submissions should be reod togelher with our initiol submissions submitted on l6 July 2019 (o

copy of which is enclosed with this letter) (refened lo os the "lnltlol Submlsslons").

partners RT St A H.lr,rey iJSp Ceutson JW Karanj.r, KC Mrchfd JN Syeker AG N].,ge CK Krgerd PV Slrah i!! l'lgrlalr a Nlogtr N MLrkul)'

SM Omondi Tl\ M!v.rng(), AN l,4athinr M Rrrnjrr J f4b!l 1 DO ln(joLhonl VS Slrah Ct kLiyo Aa Thar.rn" DlrQctors R Freld KO Evans I SJ l'4.tthews

I TII ,^ SOUTH AFRICA TANZANIA I]GANDA

Ihrcrholdr lor doio procatso?t ond conlrollen

The Commitlee moy consider
including the following thresholds inlo
the Bill which if met by the relevont
doto controller or doto Processor,
would remove the obligotion to
register with the Doto Commissioner:

(i) The requiremenl to register should
not opply to enterPrises or
orgonisolions employing fewer
thon two hundred ond fiftY (250)

employees; ond/or

(ii) Where the doto conlroller or
processor does not meet o cerloin
onnuol turnover requiremenl in
eoch relevonl fiscol yeor. For

exomple, in Austrolio lhe onnuol
lurnover requirement os Provided
for under the Privocy Acl 1988 is

circo KES 200 million;ond/or

understond thot theln no

As presented in our lnitiol Submissions
ond os discussed bY vorious
stokeholders, lhe cunent drofting of
the Bill moy ploce unnecessory
obligotions ond odminislrotive,
finonciol ond bureoucrotic burdens
on smoll ond medium enterPrises os
regords the registrotion requirements
ploced on oll doto conlrollers ond
doto processors under Port lll of the
Bill.

ln our view, registrotion should not be
mondotory on oll doto controllers ond
processors. ln moking such o
determinotion our submission is thot o
threshold to the registrotion
requirement or ollernotivelY on
exemption to registrotion should be
introduced to the Bill. This con be
linked to turnover, employee numbers
or occording to the number of doto

I Seclion 18 (l )

ond (2)

ProposolCommenlsNo. Section
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subjects processed

To reiterole, o requiremenl not to
register does not remove the
requirement lo comply wilh the
provisions of the Bill ond importontly
with the Bill's dolo proteclion
principles.

bosis for registrolion or notificotion
under the droft legislotion is per
dotobose ond occordingly where
o doto controller processes
personol doto of more thon 1,000
dolo subjects in o period of six
months or more thon 2,000 doto
sub.iecls in l2 months, then the
registrotion requirement opplies;
ond/or

(iv)in the United Kingdom, prior to the
enoctment of the Doto Protection
Act 2018, the Doto Prolection Act
1998 provided for cerloin
exemplions to notificotion with the
lnformotion Commissioner's Office
(the "lCO") which wos bosed on
lhe type of octivities conied out by
the orgonisotion: where processing
reloted to stoff odministrotion,
occount ond records or where
doto is processed solely for the
purposes of mointoining o public
register.

There were certoin cotegories of
processing which were detoiled in
the guidonce issued by the ICO ol
thot time ond where os o result of
such processing, registrotion wos
on obsolute requirement: for
exomple, processing for the
purposes of convossing polilicol
support omong the electorote,
odvertising, occountoncy,
pensions odministrotion, heolth
odministrotion, credit referencing
ond childcore; ond/or,

(v) The UK's Doto Prolection Act 1998
olso included o two-liered
structure to notificotion with the
ICO thol wos bosed on whether
the orgonisotion hod o turnover of
over KES 3,350,000,000 or more
ond whether the orgonisotion hod
250 or more members of stoff.
One of the distinctions between o
Tier I orgonisolion ond Tier 2
orgonisolion wos the fee poyoble
for registrotion ond renewol (which
wos considerobly less for Tier I

orgonisotions, circo KES 4,000 per
onnum). Note thol public
outhorities were considered os lier
2 orgonisotions, regordless of the
size.

Alternotively, the Bill could introduce
lhe

2
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complionce with certoin provisions of
the Bill:

(i) the obligotion for doto controllers
ond doto processors ond lheir
representotives to mointoin o
record of oll processing octivities
under their responsibility not to
opply to enterprises or
orgonisolions employing fewer
thon two hundred ond fifty (250)
employees. This exceplion should
not opply if the processing is likely
lo result inlo o risk of rights ond
freedoms, occosionol. or includes
personol doto reloting to criminol
convictions ond offences. This
exclusion hos been included in the
GDPR (Article 30).

2 Section 28(2llcl The nonow excepfions where
personol doto con be collected
indirectly should be finite ond limited.
By ollowing for the indirect collection
of personol doto where lhe doto
subject hos consented to the
collection from onolher source, limits
ond conflicts Wth lhe doto subject
rights under the Bill. ln oddition, it
conflicts with the definition of
"consent" os refened to in Section
28(2llcl os follows:

"Despife sub-secfion (l), personol
doto moy be co/lecfed indirectly
where...fhe dota sublecf hos
consenled fo the collection from
onolher source"

"Consent" under the Bill meons "ony
volunfary, specific ond informed
expression of will of o doto subiecf lo
process personol dolo".

ln the context of ony indirect
collection of personol doto. the doto
subject will not hove given his/her
consenl to such collection.
Moreover, the doto subject will nol
hove ony informolion or knowledge
obout which doto processor or doto
controller hos obtoined his/her
personol doto through such indirect
meons under lhe cunent provisions of
the Bill.

concerns ore even more

It is proposed thot where personol
doto is obtoined from o person other
lhon the doto subject, the doto
subject is required to be provided
with:

(i) the identity ond the contoct
deloils of the controller or its
representotive;

(ii) the contoct detoils of the doto
protection officer, where
opplicoble;

(iii) the purposes of the processing
for which the personol doto ore
intended os well os the legol
bosis for the processing;

(iv) the cotegories of personol doto
concerned;

(v) the recipienls or cotegrories of
recipients of the personrrl doto, if
dhy;

(vi) where the controller inlends lo
tronsfer personol doto to o
recipienl in third country or to on
internotionol orgonisotion. lhot
lhe odequole sofeguords
opplying to cross-border lronsfers
hove been sotisfied.

Where the origin of the personol dolo
connot be provided becouse vorious
sources hove been used, generol

3
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heightened where in lhe time of
increosed exposure of doto subjects
lo online opplicolions ond services,
these consenls could be hidden
within lengthy terms ond condilions or
privocy policies which users ore oflen
obliged lo occept ond ogree to
wilhout ony further thought.
Ultimotely, it moy result in lhe doto
subject signing their personol doto
owoy without complele knowledge
ond control.

informolion should be provided

These provisions ore olso contoined in
the GDPR, Article l4(1) ond the
Explonotory Notes in porogroph (61).

Crocr-bordcr doio hondcr

3. Section 50 ond
7t (zllel

The discretionory reservotion of rights
to the Cobinet Secretory to prevent
the cross-border tronsfer of rights must
be revised.

Proclicolly, if personol doto is lo be
processed in Kenyo, the security ond
integrity of the doto moy be ol risk

ond moy not be oble to be ossured o
high level of technicol ond network
security integrity.

lf Kenyo is lo be on internotionol
ployer in the technology sector, it
connot impose tenitoriol limits on lhe
processing of certoin types of doto
ond this connot be of the discretion
of the Cobinet Secretory. This

concern hos been roised on severol
occosions during previous public
porticipotion forums.

At the minimum, oll derogotions or
revisions to the Bill must be ol oll times
exercised in occordonce with the
Constitution of Kenyo 2010 ond wilh
the doto protection principles
contoined in the Bill, regordless of
whether such requirement is

introduced for the purposes of
notionol security, public interest or ony
other strotegic interests of the stote,
protection of revenue ond so on.

Moreover, ony such proposed
exercise of rights musl be offorded o
level of public ond porliomentory
scrutiny.

Doto rclotlng lo decaorod ord clduty polronl

4 This comment ond query wos roised
by the Hon. Gothoni Womuchombo,
HSC regording protection,
preservotion ond sofeguording of
doto belonging to lhe deceosed,
elderly or vulneroble.

Reseorch into internotionol doto
protection legislotion reveoled the
following:

(i) While the GDPR expressly stotes
thot it does not opply lo doto
reloting to o deceosed person, in
olher jurisdictions such os Fronce,
from the yeor 2016 individuols
could regulote the processing of
their oersonol doto ofter their

4
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Yours foithfully,

I(t

ILJB^-[-f
Coulrcn Homoy [lP
Per: John Syekei.

Encl: Letter doted l6h July 2019 ( lnitiol Submissions)

deoth

(ii)lndividuols con give to doto
conhollers generol or specific
indicolions obout the retention,
erosure, ond communicotion of
theh personol doto ofter their
deceose.

(iii) ln July 2018, the Germon Federol
Court of
Justice (the Bundesgedchfshof,
BGHIjumped to similor conclusions
in o cose involving Focebook.
According to the Germon judges,
hein hove the dght to occess the
Focebook occounts of their deod
relotives. A sociol medio profile is

inhedtoble os physicol goods.

5
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Deor Mr MichoelSiolo{, EBS
OJ;'JIrCE

SUIMIISION Of ilEtlOtANDA: tHE DAIA ?tOIECtlOl{ lltt 20t,
42, l{ruROBI

ln occordonce with the provisions of Article I l8(l )(b) of lhe Constifufion ond Slonding Order 12713), we
hereby submil our replesenlotions on lhe Dolo Prolection Bill 2019 ("!ltl") os published in lhe Kenyo
Gozette Supplement No.93 (NotionolAssembly Eills No.4.{) os fo$ows:

l-. t ,,

ri'li
4i t)

Srcllon togoronHlon:

Section ,l(b)(ii) To be clorified to include the lollowing underf,ned words:

"(ii) nol esloblished u ordinarlly residenf in Kenyo, but processing

personol doto ol dolo subjecfs locoled in Kenyo"i

Section l8(21 The Bill should nol stifls smoll ond medium enlerprises. ln our view

cerloin provislons of this Bill rnoy ploce unnocessory obligotions ond

odministrotive burdens on smoll ond rnedium enlerprises. Ihe
requiremenl lo register with the Dolo Commissioner should nol be
mondolory on oll doto controllen ond doto processors, ond in moking

such delerminolion, the Dolo Commissioner should olso consider lhe

number of employees employed by the dolo controller ond dolo
processor (for exomple, the registrolion requiremenls should only opply
where on enlity employs 100 or rnore persons) ond/or should olso meet

PaAm[RTStAHnrneyiJSPCoulsonlJWK.rdnjarXCMichiraiJNSyekcirAGNl.gptCXXrgeraipVShah,ENMoDrttANiogurNMukuh.qMOm^^.llltAMw^^n^IANM^lhl6l lMQrrnii 'tMhrr nOlhddLh^ml V<<hrh,al (,rv^laATh..a^i nl6tupEi.rdrynC,,.-.icru.r+x-..,.
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o cerloin turnover threshold requirement. This will

ocross oll sectors.

Allernolively, whilst regislrotion moy be mondotory for oll doto
conlrollers ond processors, o helpful exomple is thol token lrom the

GDPR which opplies cerloin exemptions for smoll ond medium sized

enterprises. Ihe GDPR requires smoll ond medium sized orgonisolions

with fewer thon 250 orgonisolions to documenl processing octivities in

specifi c limiled circumstonces.

ln our view, certoin exemptions lo mondolory regisholion by doto
conhollers ond dolo processors should be loken into considerolion lo
protecl smoll ond medium sized enlerprises.

creote cerlointy

28l2llbl To be clorified lo include the following underlined words;

"the dolo suQect hos deliberotely ond monifesilv mode lhe doto
public"

28l2llcl

The nonow exceptions where personol dolo con be collecled indireclly

should be finite ond limited. By olloWng for the indirecl collection of
personol doto where the doto subjecl hos consented to the colleclion
from onolher source, limits ond conflicls with the doto subjects rights

under Section 25(g), 26.35,36,38, 39 ond 40 of the Biil. Ih€ doto subject

loses control of his/her penonol dolo which should nol be the intention

of the Bill ond deprives the doto subjecl of his or her remedies under lhe
Biil.

This seclion should be deleled.

48(o) The Doto Commissioner should estoblish ol lhe oulset whot lhe
"oppropriole sofeguords" ore lo be opplied in lhe context of ony cross-

border tronsfer. There is no clority os to whelher or not this requires thot

certoin lechnicol ond security meosures musl be in ploce or whol lhe

minimum threshold should be prior to tronsfer oul of Kenyo.

48(o) To be omended to include the following underlined wording

"the doto controller or doto processor hos given proof lo the Doto

Commriyoner on lhe oppropiole sofeguords wilh respect lo fhe

security and proleclion of the personol dolo and on condilion thot

enlorceoble doto subiect iohts ond effeclive legol remedies lor doto
s u bie ct s ore ov oilobl e "
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50 ond 7t(2llgl This should be deleled

lf personol doto is lo be processed in Kenyo, the security ond inlegnity of

the dolo moy be ot risk ond inlernotionol doto controllen moy nol be

oble to be ossured of the level of technicol ond network security

integrity. Kenyo moy nol olso be oble to guoronlee on inlernolionol

slondord of syslems infrostructure.

lf Kenyo is lo be on internotionol ployer in the technology sector, il

connol impose tenitoriol limits on lhe processing of cerloin types of doto
which will be ot the discrelion of lhe Cobinel Secretory. This concern

hos been roised on severol occosions during previous publc
porticipolion forums.

30(l f (vf ,

s r (2) (b)

30(l )(vii) ond Ihere should be stricl limils on the ovoidonce of the opplicolion of the

Bill for notionol security reosons, by ony person in ihe public interesl,

nolionol security or public order.

Any ottempl by ony person or public body to circumvenl the Bill should

be o necessory ond proporlionote meosure lo sofeguord nolionol

securily. defence ond public security ond it should nol be on exemplion

lhol is flogrontly ond eosily breoched. The dghls ol dolo subjects should

hove priority os o first principle ond ony pemon or entity or public body

seeking lo ovoid the rights confened on doto subjecls under the Bill

should be subject to o higher stondord ol proof ond should be required

indicole beyond reosonoble doubt why lhe righl of the doto subjecl

should nol be protecled.

63 The relerence lo "underloking" in the contexl of on odminislrotive fine

needs to be clorified.

ll should be clorified fo include the following underlined words:

"...in the cose of on underloking estoblished in Kenvo. up to lwo per

centum of its annuol lvmover.. '

Coulron Homcy [[P
per: John Syekei.
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Ref:001/02

23'd September,20lg

i'I-tE i\A rTONA]L

elrto1('S
The Clerk National Assembly,

P. O. Box 41842-00100, Nairobi

Dear Sir,

Re: SUPPLEMENTARY MEMORANDUM.

The Technology Service Association of Kenya welcomes the Data Protection Bill as a step
towards the realization of right to privacy in Kenya. TESPOK has reviewed the proposed law
and submitted supplementary comments of the bill following our engagement with the National
Assembly Committee on ICT on lTth September 2019.

Kindly find the attached supplementary memorandum on the Data Protection Bill for your
consideration.

TESPOK is greatly encouraged by the development of this legislative and regulatory framework.

Yours Faithfully,tu IN h
Fiona Asonga.
C h ie f Exe c utive Offic e r.

ft.
s{[qlL9

E}ICEI VED
2 5 SEP 2019
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KENYA PRIVArE SEcl.OR ALLIANCE \ c- \\e -

ito)\rct
\y

The Voice of Priuate Sector in Kenya

Reft 173107-PPD/2019

fuly 15,20L9

Hon. William Kisang, MP,
Chairperson,
Departmental Committee on Communication, Information and Innovation,
Kenya National Assembly,
Parliament Buildings,
P.O. Box 41842-0070,
Nairobi, Kenya.

Through:

Mr. Michael Sialai, EBS,

The Clerk,
Kenya National Assembly,
Parliament Buildings,
P.O. Box 41942-0010,
Nairobi, Kenya.

IE(FIEI!\\JrlL- [VE

D

2.

11 r ttr

(

D

I z JUL 2019

CLERK'S OFFICE

Dear Hon. Kisang,

RE: REQUEST FOR A MEETING WITH THE PARLIAMENTARY DEPARTMENTAL
COMMITTEE ON COMMUNICATION, INFORMATION AND INNOVATION

I

I
\

1

I

\

\
I

Receive warm greetings from The Kenya Private Sector Alliance (KEPSA)

We wish to register our deep appreciation for the great support and partnership that the

National Assembly has continuously accorded KEPSA. We consider Parliament is a pace setter
in economic development, a role which it fulfils by coming up with laws that improve the
business environment and the economy whilst protecting and advancing devolution of
Government.

In furtherance of this ongoing legislative and policy partnership, we write to cordially request
for a meeting with the KEPSA ICT Sector Board Members and the Parliamentary Departmental
Committee of Communication, Information and Innovation to discuss the following:

1. Proposed Data Protection Bill2019
2. Pending legislative issues including but not limited to Critical Inlrastructure Protection

Bill, Amendments to the Computer and Cyberclimes legislation among others.

Shelter Afrique Building, Mamlaka Road I P.0. Box 3556 - 00100, Nairobi, Xenya I Tel: +254 20273017112127279361 Fax: +254 202730374
Cell: +254 720 340949/735 999979 | Email: info@kepsa.or.ke I Web: www.kepsa.or.ke



I

l

We propose that the meeting is held on Thursday, 25th luly 2O19,1O:00 am at Parliament
Buildings.

Kindly advise on your concurrence with the date and time or propose an alternative date that is
convenient for you.

We thankyou for your continued support and cooperation.

Y Since

Carole Kariuki, MBS, HSC
Chief Executive Officer

floor, Sheher Aft(ue Buildiry ltamhta Road I P. O. Box 3556 - 00100, Nairdi, Kmya I Te[ +254 2O 27303711212727936 | Far: +251 20 27n371
CelL +254 72O 3109$ /BS 9{fD79 I Emai} info@kepsa.or.ke I Web: wr.kepaa.or.le

I

't

l

t

i

I



f-l

o
d
o
(!

o
(l,
(J

o

gEEEE
I Bd*
b-e q, E obHS;Er(U
e?!6t;
9:^

EgEEEcSEFE6r q

E -.ETtr oqE
i-FELE qprE o-, *,6!U(JE

s a.g.= E
-VUv)A! E9:''ftitn=E9
-.rrvi-tu

E 
- 

H F+
^e u;'E l. (/)

-9 (! 6 (6 -.1g#Er:P
r^qV^.-

2 ilSeE
3 s E ; 8.3

EE O ? th !E (! >\()F-r L Q) O q)
trE -q=<.9tr===N F.IEE-q

;i iseEi;ug* 815?

EE E;E;ilEE3"!EEE
ns AIi;5i:;s.lq;tp

it;i;ilig[EtEEEi;
: r ;E; I :; E;# H 

gt Ei E
:Hg=;E:; r€#:i;iE:
IEE:FEEFEE:E?EEEE

o

o

oo
oe
oLA

$= -'-c.: E
tsHt
i(JU

t € Us
vJE

S $sH
EESs3t, S

- $.:;'os.$qr

E srt
-s aE'gix!,^uq)
O.-r S caEFPs
&T FE
9 qu.p
.-\\
9ES'6 I.t' I
5E$S

l  g L'-
:-'E O.$

th
3

€
v)o
G
0)tr

o
U)

t,(J
0)
tt')

o
F

b Kt' E.EE
rY o -u

e.^ 0)-O O a
HL.r-.ao6;EE-

E fiss E F
iENEOEX e* tj >E
:EE* E rei 9 .'', 5'c 3p=cN >o.U?
! L a- 0) \1

_EExe=EPo--(!trlc{(J 9' .L
E e{- a'€

SoodsEE
F-HU
6^9 -'!,-tn
E;9fi€E
o c, c'F^i -.-wk
6i r Y,(j !?LtrO-0)Y
8E;!EE
:!E EE;'- hoP "'9 E

ar L L a

= i E:.{ q.q:

L
q.)
U
\o'
Oa)
UOg'a
a!tr
$9BU
Qcl

I)(js
3QeqJ

u!B ,.q

='!
%B

=bE.Eq)Bi
qL aJ-

L

€g
^j=Fr=

U
q)

<h

3
OJ

0)
(n

o.o
l-
o-

l!= o tr99i^
fiO)'ri
.-(JU

EErB
'F rn E
:''l -c fttiI rE
UE; P

t- L'!ioro);
EOV,
EE.s 6
'6=-E
tr (EF.:d
u! S tr

E E urt€ !, X iy(o
0);'i.= (!-!z

aY6F,;
= 

e 6f, 
=

EEE#itr c: trEL;iv^^o.:(J.= !?(J r) 6-EE-&3
.9olloo), E.A E.K

EA

o

ta
L
(E
€,)oa(!
u,(!

o
Io
v)

troJ
Pr!
Ctl ,-
L9
Ld
.O c)

L>o
C6E

o.)(rq
(!c
oo)trE
r!Eats.!5

u(U
I uo5
!trF
rEE
0)7i (g
o.f,tr

oo
.Ai

Itr
ftlAU!E

6S<)-
0)

o-
!(!
ftlFbz
ho Fto-
ITH

<E
.. 0)
O(/:
Ni-

OJ
(JU
OJEct) J

(!l-(!!o)+J
(!d (!a Ea
L
^O)

O)el- iJov)
9 [i!

e oE
(!

(!x
(! 9-
e.- (!

<P(,ri
f,o)..mE

.-i l- H.Y
vAll)o.6 -.9dbL- ootr. U.E Crt A ;r g6trXo(, a.6(J

o(6G
-(d(6A'o ool ! o.r

cX!A-Y a
'-'; D
oL>
6") ! '>u, C-
-oXoJ
689
^(t(aueOO
pGP(JmH
O) n,^
a'u u)

=(JOJ,d dE 6
---
-J-^(uu, ,,d L.rD? o na c 3'1

-{ooE.(a()E(JLOLJ
0)(l.)Lo(/) a a(J

o= (E

,9gH
E.,"
or-o
-E q)
ecl-
aa0J

s ilE r'
-.-W.rtrtr9;
d=*lt)EE.8

!r!rU

.1 c'6 A
",otsox'!.H P

FEE!VAU

:EE E
F(!(!94

!!

-(!-c c)
P.^ th 

=v-.i AqEEE
uer:5trq)q (, Oq/Joo(J

o2

th

o
.-,

c!tr
o,xtn at

^s E L g
Ad U € i
Y[*;+t .EtA
J='EgBe# E{ il

)

q
(a
ar
1{Y

Y

E

E

t



N

q, o oE >ro= oL!hn;\F-lu
q.darL*vF

-L!vLrl-1.--7o.)='aHPE9Y'-)-t'L-j=Jir-oc,9==6U;AE9FL
Hjj.g ? o 

= 
i 10

J_iVL

fio.l,L3o*9
*EE e.$E 

""Et 
= 

- dE S.F. C o- or 9! ?@E o }'EE 6 6=
r h o * O.!Z u

3EE =b b'Eq-,bou.Itr
i!:r.== tr o o'=ba;Es3€i
F"= E; E,3 ", S
s a;. b_E H 

=- 3 7 i E o I o
.o171 -Po>,u!
-Lan-L(!G)- q-j(D
Dv-FU-

fr A'= -b ?? ; E -v,

EE;€[uf,;.-6Virv).-

=2qtr0,99.)suYvr*ri:orEr!(!Ea-iit.l:v
a (6 () O.o.= La (sC

grEtsEslEb..?.sEb

Ein;egits;:;: 
=

ItiEiiiiiiEiEE
EE ; 5 

* 
E E i * # ;; 6:

e *; E E € E s,E B H: E E

iEiggaigtggigg

(tr:
brl
()L
(-)9?

(!
0.)

Lo-oOg
uE0)o c=
E.e (!
Q.'LO(6r-
Y do3
d.)0.)C

tr'ooo)'i: >oo
eE
o
t-

O-P
q)

(!U
PE(ti^
QU

FEEEE EE F!IIEg
iE 5I i u:;;3: E i
FactEE iE : egI E

E I; x i * trE : E: xE

EE i;*i:tE iE;i
f:EEs;E€lEI!E
;et.l Eq-.,E5.9P6P

AI:HE€fEE€;Tie
fStrsSSEEE igEE E-3383#HEs*eE;3

E>\=COi!-C.i>ol-uoE:o;c
-lIo.lE-"'E=(6

B;sfi BEgE-

' 
G E E. 

= 
E rE E

H ; ; ; HT ;E - i'?E=" 
" bo "ze#

5!;E €*E€EE:iEs E;"q:. 8E;E: EEEEgF
^,c!P.(.)iE.=r:EE AEiEffN 9'" li,r.^-EEUHg g
g E E ili

=o(!
tr', e

u) P-

'= h!(tro0)
v-L

(J te jj

.9.= IC!(!
Lrt

or'6 H
F tsE
3= e E
9HUq)
r(dI-6

^r -g claiaX
() o hoo
3-9 E L

Ir

Lo)

^(J
(g !j
.Le3
E 0.,

oJ9

9x
o':+x
-o)
LOJ(!-!
!rr0
(!=

>5.. 0)

9bgI-
!0)

(,c(!
A^P
0).: CE

=g-..hY
d.-!

g.gE
*(!o
q.r!&
E 0.)

= c'9'oY
E!:
0.)(!X

-o) v I
6^v

oIoI qE
P(,c!!io'- = uc: o hDoJ

^beb--q-tr r! 
=vD 6 6

,-
VI
U)
qJ
U
L4.,

U)

PtI]
(!e

d(!
E

,r-o(g

Q)0

= o.)Ea
2p
s, -c

oP

oJ(s>-
Lt) o

rn
C\t

Li
0)

V)



(o

u-9v"'; F .>
*>-i@

5E E=
!L-

-th=gE H;
g ETEn 5s
=FO.)."ts:€
(6(,0

5 &.EF
E ;i E,,-t=; H€
o.rcH'-!€'-d."a. .boE 3

-.iP-oio.=
ho.L _ ?.i

T€ *TE
J(!L(gOI)

tJ (,t

P:'s,o.. Q.
O'I qr
-a .::

trg
ES8
8EPE\*o o'=-t-.o.rto=x.:l!..:r $.e.Eu-!ra Lif s

*se"E
'EEFog:F

^orPQ-m=-'-v.QXP
BETN

9E r
JEE.S

>\ hO >,= I (6 (,
AtR9!9'r

-H.Y-*'i tr ?cZr,-5-Vi-H-oS.
"qE33:E;E;Z1gE3A.grUor5hO^.= (!-c otr=
9EE-E'=,d

+1 c (u t- (d..-oEov)q^,
,-!L'-!:vV) ^\ ,. L HbEE.sEd€: uis siE P

Y:gis=gE- !! - e g?

.9.= E P= 5 +r
E : S'; -. T.6
F9:M HE€EtrcoXIEoouEVrc>

3$f;E5*fi
:EgEF€gEO tr o-o.= 6-= tr
c O.-q o E tn 6 =

FPtr
E8E E

ES{E
L!\\
Sx S Q

STEEsEti
$!HE
bb JI
: Exl
P Ee BgsHs
J\ALEv
F+:|:tr
\RLE

;d*E€ I X?
s$=:
s P vs$_s
SESE

tt,(!
t/1

(6
0)tr

o
U
o)
tn
0)

+,
(!
!,

0)

o.)

(J
q)
li
o)
Lo
0)L..
0)(,EIoii
p.O

$=

es

=s>{.t>!i
.Sre

P ;-P.e3ErauXa.3a;
t a_ci
E-+l
dEF
E s.S'E's
8 E.PX SE169
\o.l 9sf i.s-s
HQB
qr,aB
EES
-t.!.LOt S
H=Xen s(

th
3o
.o
ta(!

(d
o)
L
o

o)
v)
(!

U
EE
G

q)
(r)

tr
ti

E

o)

!
bo

U(!
a.
OJL

rnmi
trI
#E
E'=cS
9p
o\-
rQ)'ol-a

tr- S

N
F\
co
d
o)(r)

o
o
U
o)
o)E
G)(a

a.o
li
o.

aL)
t^

X
o.)
Uo
lr7
0)oa

IN
F{
cn

N cn OE (6 qJ (! L ta CfrEHg ..EE 6;O

;EiE EB;;n'er
tEE." sE:utffBg
EEE 5 e; U iE!- E

iEEa gp lgtii E

*{ ;E -IrE:::= 
=

rfrEHfra(J=.=(Jv
,: ^ tU ^ ^v u haI I

(/) q-: a q

o-c q)rJ (J-C
<-r(,)a0)lil
5.,9 oo

(!.- bo

AE € EF-t-o)
-H6V

-c6-t()tra(!.933 EEb:r. qE 
E

d L 'i.jij'- - t
;_c u ov!.-I

<tsEE
-. t

a@rh(!
NI C 

=:e.j x !Y

SHET.;tEE
0)l-=X(/) Qtr O)

PFLoo)
F

i"ioB9B
- +J ! ! 6i

EA P HT(n !J o,.= (g

ca

rn
ca
Li
0)(h

bo
s.= - P;fiE5
T IETggE 

E



st

Ee
.9(!:H7-

Vtth9.- u,.q c)

()o
9E
?.:.\
!I-

o9

o)=o)
L-thO.E G
or'5E-oZ>
E .:.9
;+E
P=O)

E=EEH{$*:;
,, o q €J ta oi: E o tr

t i *€ $€ E E 5 i
e E; ite tt i;
E iE I I ; E:. s ;
o=^'=FFiITEP
SItsHFE;.E3P
*E*ie E F.E UE
E .fi'E ; E: E t X# ;s P: E : H I E a= E

EIEBFgr€iE:
i;;rretE€ta

=0)(,(!o:?c!:!

EErds
dU!UAt 5 ri a

eEias(! 
- OOa

9ij9ii9
HdU>u ii o.r or ir

-L-t
!ru!L c u'-'OUo(6E=o-(/)o=i
^Lt-YU; eR;,3
-c o (E 4i'L
".2.e.H I
HEfaer
E F:E F E
E€#:* Pc k q 6E.;
-.:'- o _u.i
E HE E H Tge€€EB
*dUi\L-FUE.5o.H

c (,E tr >$ o) o

tf HTIT"E- r
E d >"p9 *= P,ElE.oX"Es n 3 * E t xG
e.riE.q,1-'uS'liE2Er.lio.r=-.=(.'Eh'-i;E..gaHXro-?'iLtr
+,*o:6896)(! q)q.: tr x Y q)E:,8.€g5H
,^ r:i OO O r- it

E * E E: E i ft
-!'o (! (! (, I-l- 

=E rE: '- !q :- 6 u hoo a . *
o ! .='A9. ?.2
;E - -S 5 EE
9T 3 E-o.,'e fi o

E P E re E i. E:
d g b t' > H€ F E-r.5-0!'SSE:E; E E a.E * F€
,,v!J(U-^.--\,y.o o bou (!q-,: o
F E g P - € E'.= io

.3A -P :-F
Ls\{j+|6 - o S,.ons s.b .U.S
FE E; EE

:'i!o-cJls 5\ Es.o;Es SS E.s-E"S-" trP .8tr
'E .! * g i., q)bs s= HHE
* [ ls s siE
EH :;tsE:
u $ tr:hI - s
s b I f il F $E€.a I B.ES,iE

i q:E* $EEE
SSE U b dSE: S J "aIE-F t='S
XS(J o q5 q)

V P E T bT

ts8re
E ora
!= o)QU,)L.'8(!^
;e'Y
G)-^L ..ri tr

!-Y(Je
hOE q)

.EEO

(!0(!

.9.9s9
9e(!
Xoro

=L.f)d9b
=E 

a

3 eF
'u '6 {. ;;
E [js ]
n'?bOi H6=
F o-.oq:

.I O O-C O)!-cp{i-c
E"hF-ITUA-E oE tr.=
- s i ig

;;.- o) P
6=-Fa)
-iLL--v-:'-rvc x.:9.^
5 X-i 5 q
c {.e I E(, h^-) (u

= H o X=.- i
cn 6 >o 5u L I '\oJ (! -, -
€'E ! g'! O'= tr-:.'JP X.E a)
!-'-FLqij d 6"et E o u-

v.-h9

O E.: F E

? (!<,i:EJ
i; p P t Hu--rU--F
i=q co-c --;:eEE
.9 9 L=-o >
=E I HEE

A
bo

N

N
Lj
O)(h
C)
!
c)
0)

tr
0)

UL

E= (! c)=
i.-!\UE3!6:
--H.Ei>> .L
-.^ou!!h6€EE!Ut'E: ets
E-3,.;E
irio9(/)
-.vG-H

-H.s ts.E E
!-iD

!ii",=orv15;'-E
oEOe6H .E3

d-A

-YIn o )'=eN ;i (6
or:^P9l?o{:
'o,9'c ! o€;esEtr otf L c6

Eril3i,
^U

E-*eAg
0)E tr e dr- o 9 == 

>,
9Hi-.=9roEH6

= ti a.(J'a:4
:sGts.ghEg;(5 q (! - =.o(/)Eo,^t.-'uG

lg I a = r r g

oh9=!oXiLH Xf q: U (!
Ig:,eoE'=
a s; E E -, -Erd o6.^3orA'_uQijj-
? : g€ ^ E'- 3!,4 - H.= tl5.
F'--f,.-

I Ei E:d; rold=9;9f
E I F F€ i; '€
:5€r-.!ubP::.: a - U;.Eiii a,- - F n.2'E

S iE E E gE E E

b h5
tjH
),* o
u-c l-
ts3Eu) bO

>, s. ,9(!=(d
E,U'
L_
9q::G'Gly,\

.= 6J '!-1

HE
FqE

^o(E.- 2(6oo
!.-TbEtsH o!'= 'i
e g +;J-(Eo0.)

F(JL'.

(!

oo

t-
-c !!U>
qpE
(n_
uaL
(JO
9.L
-o)L.U€g
.^(6
[iE
E!-
AL
L9a-I

AO)i;.n
(J!
o(!

cr') I

P
l-

'-(!h>
."$
t_9
(EO

ho5.oo
(!(!
6P

(IJ

orE
E(!

6?
O)ao.

uiv
tr

O\ -0)
\ga
.,E
(AE

,r
6)
v\
(!
ti
!
Lio
v)

+J

o()
0)

u(6
(a>
0Ji(/1j

+o
(-) !o)=

CJl O

I

-(!
uXLE(!6)
O-v

^O)
th

U-
(Ev
tr(6

(!
OOrn-

CcrEFo
o)o\ o.

SL

{.e
q

6'o(d
QJ -I-v)-

5aco'EIvq ; -9U(JO.n:E F.!.-i

3.sE I(/)5H 5

co

N-f
Lt
0,)

V)

.N
o\v*f er
cd'NstE
I (!_
339



t/)

->(!tsts-- 66
-ULLre .r L E
,9 U ;.s
uo.. c A-
6ft!

-Lboti o:tG\w
_p.^Pp
(60)-
L (,:-EJEntrq
U)FHs
r-AF
 r^LH!:=-EFhoP a o u
5 O.,BH
EE 14'ico ai -.'=Fu-EE;3 E(!?5H
€ 5! j.9
$ Foo.,!€
t-!<0.)
;Ht]F"E
€EEc E
,.-rL-(r-C O-d o)

(!E o=E tr trU^\F9^\^^
-:liPth9rJ.ath-,c=0)o!-uo

-E Ir 3 H iei o o pp o.V .S
OojS-,tt)! 'oi6xc-..r ! .j U(/)a ) - - -Ct69n,Z\o.re
EE aE 5EE

9LLn,73.9PEUE
.EertoitiXl
-o(Jo-(!f V;LU
!o L I -E! cL-UHP.J.

=o * 3 s b.g g
>. (E h!=

EgHf:!f;e6iE.-;HLiiPi-3X59=.";
Yo Hdf uo' 

=(/l 
or (g O E

= 2 i,. a - o.9
6 e i: E a tsE !urlt-(J==q)gEgEEP6E
trb'6dU€F!a

.i0)u);=3
O v-
U(..)
oo. 6
tro0
(dhH

,h\ a
(!0=

-.o vrd
(!-o.)

^F!o (E-.= b-4t^ FV
o -!E(JoG)(!
C,E q 

^.oo=Xl-o*rc i.LoOL
3 3 "F
Loo:rt-tr tr YE; *;(J-CE
3 A .='4
U) - >t'=o(!=trf, E 3

L(rmoo=*cE
o, .9 

":7 f'i o)
(tr O)(!
tr5 (d

o0)ou,cue>>
'-a-
--or
(! (, ..tro='=L6
tr(6>'E(,!,
<lo!

OJE(/)-o >(d >r(!
=otr
.>:!JEX>
'-oO.
ooE Etr.= o)

'o o.!
Eo9

r:ootaoqJta
eEXu_cq)
TFLLJjO)I i,9 o o >u;.:P*3.o*-'i 6'E
E - Z.Arl EE-o
-----::4

Eruu-u

;EHEEEE$
^jja* 

*x-o,E E ", 0= 4t o

PE E 5 3 S r g
tr.E.9 6.c fit.Ets.sEu"xobE
;5 x oE aE L
H E F> E 

= F g

F e *E-A€; p
L-.--U-.1
9!9.i

-D-,^'D-(! A >\o ji E l! O2 a=.gP h o.E 9rudrdJ9.r-r(E{E€ 3.E S:P-E:ePFE
E.3 : ; r - >ro<x^_tt6.tJ
.? 2',.2 E E E g 8,: P (! 

= t-.= L
H=EE PE 3.8
: tI(! > (! (E-o'(J

g

sl
$-
:

I
qJ

o()

0)

!
0)
L)(!
o.
0)

(,o)(D(/)

^ (.)

Po
u1 D
G)-

(!P

OJ G)

P.i

or .=
e(!
;L

-th(!=

(6()
-q'o
Ebi0i-
VLO.o
oI.(o
oori

q!rL
ooro)
b= b

6
G-. rt
Lv9
oJ! (!trq,,'o

e bD-€to
I e E€ 3

=l O.= L.
D-^-L U P ':He;EeB

B gr ff h€ 5
!9HFqt F^

q 
= - c uo'-

^'r:Ir O C 0)'h^ u v.- .r L
.sYL P 0ajva,.-Qt^1

$=EgH3
.<ir.rii!qF- H.0i tn aE
d=-6Eq'E3=;Ei 5

gb=39
14lhErb;h->6SgUE:
6. I9- ts*---.--fiu
h <-l 0.1 -C o(!.- > q)Effg-Eud

dL 
= 

L

Z.E ot g
)t^1 a
.liq O 91 0):loE.=(,
.E-s E fr: ,

=: x bo>
x I q:5 6
.E do 5,-: v
5a-.:eC
-(\aOe-O_
"oSEgB
:H}jEEEF-oij tr or:

;EbEE
[X E I g

of :€E
,.uLth^
Y]H*J>o++Itvt-OX

- 
L

EAPEtT
-LL;rV^'' .or o.t i: = --
(,E Qu th'

€ 3; E 3 
U

o(69()-^-^
ac * 3 E E

-H 
l< U -.r-{ 

= 
O O'= 9*uts-t-uco X -T e=

r.- 5,q o I U. o.= o q,)
L)td-(JsEEE 3 6

xtr (n c)
.O (! (!.q
6 ^,EDI i pE
jj 0.rt e
othS=
L Xa'i
DRr-t

EEIBboo=;irAu

H3.uh
€hcE
H-U-
. U 6T .L EH.--i'^
^r^U<vq!aiJP
o'! o )'c!o ts c77

d F 
-.;.XEptrUD>oq=o)

Y9 X U-
HaE^Y
6-E g E X
ln-r LE Y

-^.\qH 9Ei P(/)E od o.

bo

i-

Oqm oi
d (5!
333

coN
d
C)

V)
E
<3

@
rj,)

o)(t')

I



(o

0.)

F9
i<9

7u
FL
6J ll
oo-

-u
(gi>
aaC

Y (gE

*! oo

= 
qJ.!

!-CP's"E

2L.4

o.l Qcc
gJg

OaO



l

l

{t,1,1,,t boltr,
,l

lli, , (1,,,t t1 \ll

h^,, ('r,rr''.,rrr l+( '(' r.!-r

'\ ''l-lr'nl.,e, , )t,t (! fW
DATA PROTECTION BILL 2019
Data has been considered the commodity driving the fourth industrial revolution and has

changed much of how we live and function. Due to more connectivity using lnternet of

Things, increased use of social media and digitization of traditional businesses, big data

which involves the processing of large volumes of data has become more popular Ieading

to new field of data analytics. Reliance on these data to inform marketing and people's

choices even in election has brought positive reports for companies and electoral

aspirants but negatively impact the rights and dignity of persons to whom these data

belongs to. Such example is use of personal Facebook posts by Cambridge Analytica

during 2013 and 2017 General Elections in Kenya to send emotive messages to

electorates and influence their choice and vote1.

To this end we welcome the Government initiative to enact a sound data Protection Act

via the Data Protection Bill 201,9, whose main aim is to protect the right to privary under

article 31 (c) and (d), establish office of the Data protection commission, regulate

processing of personal data and establish rights and obligations of citizens, data

controllers and data processors. The bill introduced in the National Assembly has made

substantial improvements as compared to the earlier 2018 Data Protection Bill by:

requiring informed consent to the processing of personal data, properly establishing the

data protection commission as an independent office, providing higher penalties in case

of breach, including the right to withdraw consent and right to data portability which is

able to promote financial inclusion.

Noting that Kenya has a large unbanked population, portability enables one to transfer

their credit history from one financial institution to another. An example is Safaricom a

Mobile Network Operator, providing mobile financial services through its M-pesa

platform and has developed its own credit score system to be used by other fintech

companies and improve access to credit. This is because currently data held by Safaricom

was under its control and the consumer was bound to sharing agreements entered into

by Safaricom. One fintech company reports use of this credit score has increased

accuracy of predicting payment. With the right of data portability, the consumer is able

thttps://www.thee g/qam bridge-analytrca-and-the-2017-elections-why-has-
the-kenvan-medr a ined-silent/



to control their own data and leverage it to access more financial services2. To sum up the
'2079 bill performs significantly well when compared against international standard and

other legislations such as GDPR and is bound to increase Kenya's compliance to GDPR.

Though we largely commend these and much of the amendments and provisions

introduced by the 2019 Bill, we at the Lawyers Hub strongly propose further

recommendations that improve the proposed data protection laws.

Application of the Bill

Section 4 of the Bill states, This Act applies to the processing of personal Dota

b) by o dato processor or controller who

(l) is estoblished or ordinarily resident in Kenyo and process personol doto while in Kenyo

The Bill is not very clear whether application is for the processing of personal data for data

subject's resident in Kenya only or whether it would still apply to personal data processed in

Kenya for a person not resident in Kenya. The bill needs to clarify this to avoid situations

where data processors and controller's resident in Kenya would be exempt from the

application of the bill.

Office of the data protection commissron

a) lndependence
We greatly applaud efforts to constitute an independent office of the data protection

commissioner to oversee the implementation and enforcement of the Act. However,

section 6 (3) of the Act gives the cabinet secretary the power to appoint the data

protection commissioner. It states

The public service commission shallwithin twenty-one days of receipt of applications

(a) Consider the application the applications received to determine their compliance

within the act

(b) Shortlist qualified candidates

(c) Publish and publicize the names of applicants and shortlisted applicants

(d) Conduct interviews of shortlisted persons in an open and transparent process

2 httos://s3-eu-central-l.amazonaws.com/fsd-circle/wo-conten t/ uploadsl 2Ol8 I 07 / L2L117 27l Em e rei ne-Data
Sharinp-Models-to-Promote-Financial-Service-l nnovation-lrrne- 2018-Mazer.pdf



(e) Nominate three qualified applicants in order of merit for the position of data

Commissioner and

(f) Submit the names of persons nominated under paragraph (e) to the cabinet

secretary

6 (a) The cabinet secretary shall within fourteen days of receipt of the names of

nominated candidates appoint one of the data commissioner

Given the increased use of data and place of data protection in the growing age it is

paramount that we continue enhancing the independence of the commission by

having the appointment done by the president and approved by the National

Assembly. Moreover section 11 of the bill states that a vacancy shall arise in the office

of data protection commissioner if he resigns with a notice in writing addressed to

the presidenf. Therefore, in order to reconcile these two provisions and enhance

independence the above recommendation should be enacted.

Subsequently under section 68, the data protection commissioner prepares the

annual budget estimates which are submitted to the national assembly by the cabinet

secretary. To promote independence of the commission the data commissioner ought

to table the budget estimates himself to the national assembly.

b) Constiturion
Section 5 states the oftice of the data protection commission -shall compriseof the data

protection oflicer as its head and accounting officer and other staff appointed by the data

p ro tection com m ission.

As proposed by the Bill, the commission shall be comprised of only one commissioner

and staff. Recognizing the commission shall exercise a quasi-iudicial function, the need to

ensure independence and proper function of the commission it's our recommendation

that the composition be expanded to a board chaired by the data protection

commissioner the members who are designated by law and borrow from various

expertise in diverse fields.

Regrstration of data processors and data controllers
Section 1B states no person shall act as a data controllers and data processors unless

registered with the data commissioner. This implies a mandatory registration

requirement however section 1B (2) states the data commissioner shall prescribe the



threshold required for mandatory registration based on nature of the industry volumes

of data processed, sensitivity of data being processed.

It's evident from the above provisions that the bill ought to do away with mandatory

registration for every data controller or processor and only require registration from

those who meet the criteria of registration espoused by the commissioner.

Realizing that if threshold is required other persons such as operators of cybercaf6 in

Kenya would be exempted. However, for the purpose of privacy we must recognize that

they still come across rich information from data subjects due to the unique nature of

their service and are already bound by the data protection bill and principles of data

processing. The same is said of individuals who obtain private information from other

persons and thus would still be bound by the constitution and the bill with the aim to

respect privacy although not registered.

Self-Regulation
The main object of the bill according to the long title is to establish the office of the Data

Protection Commissioner as an independent state office to oversee the implementation

of the act. The act further through use of the word shall mandates the commission to

promote self-regulation among all data controllers and data processors. We recognize

this obligation is unnecessary as a statutory body established to regulate cannot then be

charged with the duty to promote self-regulation. To begin with, without a current

regulator, there is adequate room for self-regulation however, significant privacy

breaches ensue with little incentive to regulate against it. A study investigating Biometric

technology, elections and privacy found that, "there is need for an escrow institution

empowered to keep the industry accountable in their data management practices. lt is evident that

public bodies, corporates, social media platforms have had the means but little incentive to self-

regulate.3"

Secondly, noting that the law should be clear and objective, it would be wiser if the Bill

itself in a separate provision encouraged self-regulation as an internal function of data

controllers and data processors. However, the extent to which they are allowed to self-

regulate and matters to which they can deal with in the course of self- regulation should

also be clearly defined. Data processors and controllers cannot be allowed to form self-

3 https://blog.cioit.orglwp-content/uploads/2018/05/Biometrics-Privacv-Report-bv-ClPlT.pdf



Regulating Organizations whose mandate and furisdiction for example to conduct

investigations of an alleged preach or impose administrative fines. This would expose a

person liable under the act to double penalty. There is thus need to for the bill to clearly

state on which matters self- regulation is permissible and to what extent

Transfer of data outside Kenya

Section 25 states no data shall be transferred outside Kenya unless there is proof of

adequate data protection safeguards arconsent from the data subiect.

To ensure the safeguarding of data and to comply with data protection principles we

recommend the use if the word and in place of or. There is always need to ensure consent

is obtained in plain, readable and easily accessible language especially on any terms and

conditions to which transfer of data outside Kenya is subject. Moreover, to keep in line

with section 4 which expands application of these act to data controllers and processors

who though not resident In Kenya process data of data subject's resident in Kenya.

Alternatively, pursuant to section 4B and 49 the data subject could waive the requirement

of having adequate data protection safeguard to transfer their data only where this has

been vividly communicated to them and they consequences thereto brought to their

attention.

Collectron of data
Though the bill through section 28 requires the data controller and processor to collect

data from the data subject directly, they are exempted from this provision where the

collection from another source would not prejudice the interest of the data subject.

The provision gives an extremely wide discretion to data controllers and processors to

interpret what amounts to prejudice and what can be open to abuse and thus should be

deleted altogether.

Secondly data processors and controllers may obtain data from other sources instead of

the data subject where collection is necessary for the prevention, investigation,

prosecution and punishment of a crime. While we welcome this provision as necessary in

the preservation of law and order and dispensation of justice, we seek that these should

only be done within the confines of the law. This statement is demonstrated in Civil

Appeal 109 of 201,6, DPP V Tom Ojiend a t/a Prof Tom Ojienda & Associates advocates



[20191+ where the petitioner argued that the director of public prosecutions violated his

right to privacy and that of his clients by obtaining information of his advocate- client

account without his consent or any legal basis. The court however determined that the

issue of privacy in question belonged to the clients who were the data subjects and proper

plaintiffs of the suit. It is thus paramount that any collection of evidence still adheres to

the data protection principles and the determination of these appeal will further

influence the limit of this provision.

Notification of breach
Section 43 (6) states the communication of breach to a data subject may not be required

where the data controller or data processor had implemented appropriate security

safeguards which may include encryption of affected personal data.

The duty to notiflr a data subject of beach of their data should ensue despite having

appropriate security measures. ln fact, the data subjects ought to be notified of the breach

in addition to the necessary security measures that have protected the data. The clause

may be relied on by data processors and controllers to avoid informing the data subiect

of anysecuritybreach in order to avoid anyliability. It is especially importantwhere it

involves the processing of sensitive personal data. Data subjects similarly have a right to

be duly informed of any occurrence with their data as security measures can also be

overridden.

Alternatively, such breaches must be logged and presented to the data protection

commission in the annual audit report.

Processing of personal data
Section 45 ought to expressly include the government and other public authorities

which will collect biometric data pursuant to the Registration of Persons Act.

Lrability for staff in case of data breach
We welcome section 65 that enables data subjects to claim compensation for damage

resulting from a contravention of the bill by data processors and data controllers. In light

of the case of Benedict Kabugi Ndungil v Safaricom PLG for breach of privacy of 11.5

million subscribers by exposing their sport betting history and bio data. The

o htto://kenv alaw.or p / ca law/cases/vi ew / 177 07 I /
s httos://calvinavre.
million-sambler s/

9/06126/busines ricom-su ed-for-
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investigations led to the arrest of 2 Safaricom employees and the petitioner who brought

iuit under article 22 of the constitution would like the subscribers to receive

compensation.

The deposit of personal data with a data controller or processor is likened to depositing

a valuable in a safety deposit box. If the employees orchestrate the theft of the valuable,

they would be criminally liable however the bank would still have to repay you for loss.

Therefore, a positive outcome of the above case would improve privacysafeguards within

institutions making them adopt more security design features of unauthorized access

even from their own employees.
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Hon. Michael Sialai, EBS.

Clerk of the National Assembly,
Twelve Parliament-Third Session
Main Parliament Building
P.O Box 4L842-OO[OO,
Nairobi, Kenya

Via E-Mail: clerk@parliament.go.ke

EGEtlv
I s JUL 2019

CLERK'S OFFICE

Dear Hon. Michael Sialai, EBS.

SuDmission of Comments on the Kenya Privaqt and Data Protection BiII, 2078

We thank you for the opportunity to provide comments on the Kenya Data Protection bill 2019. We

commend Kenya for ensuring strong protections for user privacy in this bill and believe that
Kenya's law can be a model for other African nations.

We have focused our comments on the areas where we feel protections are missing and where your
proposals and recommendations can be strengthened based on our experience and expertise
advocating for individual security and privacy all over the world.

We appreciate the bill's aspiration to elaborate Article 31(c) and (d) of the Constitution of Kenya,

2010. We note that the Data Protection Bill sets out principles of data protection that are consistent
with international standards and commend the approach to place users' rights at the center of the
digital economy.

Mozilla is a global community of technologists, thinkers, and builders working together to keep the
internet open, accessible, and secure. We are the creators of Firefox, an open source browser that
hundreds of millions of people around the world use as their window to the web, as well as other
products including Pocket, Rocket, and Focus. To fulfill the mission of keeping the web open and
accessible to all, we are constantly investing in the security of our products and the privacy of our
users.

Our commitment to user security and privacy can be seen both in the open source code of our
products as well as in our policies. Consider, for example, Mozilla's Data Privacy Principles which
guide the development of our products and services:

While we take action to protect our users' privacy and security every day, relying on these
principles and other policies for guidance, we also believe in the importance of data protection law
to ensure data controllers and processors are protecting the rights and interests ofinternet users.

As we will elaborate on in this submission, we believe a strong data protection law requires:

moz=lla
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l. The enshrinement of a robust framework of rights of individuals with meaningful user

consent at its core;
2. Strong obligations on data controllers reflecting the significant responsibilities associated

with collecting, storing, using, analyzing, and processing user data; and

3. Effective enforcement mechanisms including an empowered, independent, and well-
resourced Data Protection Authority (DPA).

We look forward to continuing to engage with you and other stakeholders in the Kenyan

government as work progresses to craft Kenya's historic first data protection law.

If you have any questions about our submission or if we can provide any additional information

that would be helpful, please do not hesitate to contact Mozilla Policy Advisor Alice Munyua

(amunyua@mozilla.com).

Executive Summary

Kenya is among the continent's most connected countries as well as a regional hub for digital start-

ups and entrepreneurship. Mobile network coverage penetration rate is atBB.To/o, with more than

4b million mobile subscriptions, Over 99% of internet subscribers access the internet via mobile

phones. Kenya has also seen significant growth in online government services, and processing of
personal data by the government is needed in order to access most of these services. Indeed, the

bou..nrn"nt of Kenya is likely the largest data controller in the country. Kenya has a significant data

economy spanning both public and private sector. All of these public and private services have

accelerated the collection and analysis of personal data.

While some of this collection and processing is a function of an advancing digital economy, the lack

of comprehensive personal data protection legislation exposes Kenyan citizens to risks of misuse of
their personal data.

We commend the government for setting out a clear framework based on international good

practice, and our comments are intended to support and improve this strong draft.

Independence and powers of the Data Protection commissioner

To ensure effective enforcement mechanisms of the new Privacy and Data Protection legislation, we

strongly support the bill's intention to have an independent Data Protection Commissioner (DPC)'

Unfortunatily, several sections of the bill undermine this provision by subjugating the DPC to the

Cabinet Secretary, Ministry of Information and Communication Technology. We recommend that

authority to set the qualifications of and nominate the DPC should rest with parliament and

appointment should be made by the President. We propose additional powers and responsibilities

to te assigned to the DPC, which include issuing regulatory guidance, codes of practice to data

controllers and processors, investigatory, adjudicatory, levying penalties and punitive measures, as

well as providing redress and compensation to users when their rights have been violated. The DPC

should also be empowered to promote public awareness and engage in capacity development

activities.
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Missing protections on users' rights and data controller/processor obligations

We applaud the comprehensive provisions of rights of access, correction, right to seek confirmation,

updrie, rectify, and object to processing, as well as data portability. We further welcome the

restrictions imposed on dataiontrollers and processors around purpose limitation, collection

limitation, and data retention limitation.

We however, note that while the policy framework includes the principle of data minimization, the

bill does not contain this obligation. We believe this obligation should be added to the legislation

and that language should be added to clarify that where information is longer necessary for the

purposes for which it was collected, it should be deleted.

We appreciate the importance placed on obtaining user consent in this bill. However, consent must

be meiningful. We reier to guidance issued by Article 29 Working Party of the European Union Data

protection Authorities on the elements of valid consent, which must be free, informed,

unambiguous, clear, specific, and capable of being withdrawn. This sets a high bar for data

controll-ers and proceisors seeking to process personal data on the basis of consent. "Explicit

consent" must be a requirement for processing of sensitive data. We recommend that the DPC

issues guidelines on how requirements around consent in this bill should be interpreted.

Principles and Obligations of Personal Data Protection

We support strong obligations placed on data controllers and processors reflecting the significant

..rponiibitities associaied with collecting, storing, using, analyzing, and processing user data. We

also propose stiffer penalties that will provide better incentives to data controllers and processors

to abide by the provisions of this law. Strong penalties and a strong, independent regulator are

critical to the effectiveness of data protection law'

All public and private sector data controllers and processors must be bound by a general duty to

p.oi"r, data in a manner that respects the privacy of an individual and that provides security

against data breaches.

Data protection offi cers

We note that the bill requires all controllers and processors to register with the DPC and designate

a data protection officer. This obligation would place an undue burden on small and medium

enterpiises (SMEs) and startups, which play an important role in the Kenya's digital

transiormation. While we recommend greater regulatory oversight for data controllers and

processors who process large volumes of data, particularly sensitive data, or otherwise pose an

Llevated risk to fhe privacyiigt ts of users, we do not believe mandatory registration of all data

controllers and processors is wise or worthwhile.

Security safeguards

Data controllers and processors should take appropriate and reasonable measures to safeguard the

data that they have blen entrusted with. The bill appears to obligate controllers and processors to
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use pseudonymization as a security tool. We respectfully caution against over reliance on only this
technique as a safeguard as it may not be feasible in many use cases. We would instead recommend

that all data controllers and processors be obligated to take appropriate and reasonable measures

to safeguard the data that they have been entrusted with, whether via encryption,
pseudonymization, or other means. Additionally, we recommend an obligation that all data

controllers and processors encrypt sensitive personal data.

Data breaches

The bill proposes attribution of breaches that lead to the unauthorized disclosure of personal data,

however, this is often very difficult and time consuming, even for the most well-resourced data

controllers and processors. Furthermore, notification of an unauthorized disclosure to affected data

subjects should not wait for attribution. We propose clarifying this provision to require attribution
information to be included "where available." This will go a long way to ensuring that notification
occurs in a timely manner and will provide greater Iegal clarity to data controllers and processors.

Protecting Children Personal Data

We are pleased to note that the bill contains a provision protecting the right to privacy of children
as provided under article 19 of the Children Act. We would encourage the Government of Kenya to

reConcile this bill with the Children Act, 2001 to ensure legal clarity on the data protection rights of
children and the obligations on data controllers and processors who process the personal data of
children. We recommend clarifying the language of this section to speciff that data controllers and

processors should not knowingly market, track, or profile children without the consent of their
parental guardian.

The "parental consent" requirement in the bill raises practical questions regarding its

implementation. We propose further reflection on parental permission and recommend that the

DPC be mandated to provide guidelines on the impact of data protection law on children and

explore these proposed approaches, particularly those relating to age verification mechanisms.

We recommend deletion of the provision that mandates the DPC to appoint data controllers and

processors as guardians. This provision creates substantial legal confusion and places additional
primary and secondary Iiability on data controllers and processors who will be designated as

guardians.

Protecting Personal Sensitive Data

We note with concern the discrepancy between the definition of sensitive personal data in the
policy and in the text of the bill. While we believe the policy, language includes a progressive list of
what should be considered sensitive personal data, there are several critical omissions. The list
contained in the policy should replace the definition of sensitive personal data in the bill and should

be further amended to include: official or national IDs, passwords, financial data, and location

information. We also recommend that the DPC is empowered to assess and add to the definition
and categories ofsensitive data in an open consultation process.
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Exemptions

We are concerned that some of the exemptions provided in the Bill do not appear to satis$r Article
24 of the Constitution, which provides for the right to privacy. While, we recognize that there may

be legitimate reasons for various parts of the government to share information with each other on a

" need to know basig " this provision is quite broadly worded. Furthermore, while the obligation to

seek consent may not apply in these scenarios, public authorities should still always be bound by
the other principles of data protection including purpose limitation, collection limitation, security
safeguards, etc.

In addition, exemptions for the purposes of investigating crimes, or for any other purposes related

to maintaining public safety and national security must be understood as exemptions from seeking

user consent, not from all data protection requirements. Law Enforcement Agencies must also be

bound by requirements around data security, purpose limitation, collection limitation, the right to
rectify, the right to erasure, etc. Data processing for public safety, national security and law
enforcement must be "necessary and proportionate", and authorized by law.

The provision to exempt for the purposes of history, research, and statistics could be subject to

abuse by data controllers and processors. We recommend clear definitions and limiting scope for
research purposes that is aimed at or culminate in commercial exploitation.

Data localization

We note with concern provisions contained in the bill obligating data controllers to "ensure the

storage, on a server or data center located in Kenya ofat least one serving copy ofpersonal data"

and other prohibitions on the transfer of sensitive data outside Kenya.

Requiring data to be localized not only creates a security risk, with a central point of attack or single

point of failure, but undermines efficiency and integrity of internet traffic. The requirement to store

data or a copy of data locally, introduces potentially higher costs and actual limitations on

technology innovation, development, and use, and introduces a conflict of laws situation for
multinational companies.

We acknowledge that certain categories of personal data may need to be mandatorily stored within
the country, with restricted data flows, due to the strategic and security interests at play. However,

the bill leaves the definition of critical personal data entirely open to Government discretion and

does not elucidate what such categories might be, nor any parameters to circumscribe this

discretion. Since mandating data storage in Kenya generally amplifies the concerns of routing
inefficiencies, increased costs, and security risks, this wide discretion is concerning.We recommend

that categories ofcritical personal data that are currently localized in Kenya for strategic or security
reasons be clearly stated. The open-ended mandate to the government to notify further categories

should be removed.

In addition, we recognize the needs and compelling interests of both private and public data

controllers and processors to process sensitive personal data outside of Kenya. For example,

financial institutions (whether banks or public authorities) transfer financial information to check

for fraud and terrorist financing, for exainple. This pror.ision as currently written could be read to
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preclude Kenya's participation in the SWIFT network, which would be gravely detrimental to
Kenya's financial sector and economic standing in the world.

We respectfully recommend that the Government of Kenya is concerned about law enforcement
access to data, a legal framework for surveillance with appropriate protections for users is

developed, providing a lawful basis for the government to access data necessary for Iegal
proceedings.

Reconciling the Data Protection Act with other laws

Kenya has statutes dating as far back as pre-independence. Some of these statues contain
provisions that override this proposed bill, thereby threatening the good intentions of this
framework. Such laws include: Preservation of Public Security Act, Official Secrets Act Cap 187,
National Intelligence Service Acl,2072 and The Prevention of Terrorism Act No 30 of 2012 just to
name a few. These laws have provisions authorizing the government to collect process, and share
data without consent in circumstances that are not well defined and therefore subject to misuse.

In order to give full effect to the strong protections contained in this legislation, we respectfully
recommend a package of amendments be offered to revise the provisions in previous legislation.

Conclusion

In Kenya's new constitution 2010, the government took important action to recognize and protect
the right to privacy in Article 31. The data protection legislation under discussion today represents
an historic next step in the cause of protecting Kenyans, especially in the face of new technological
developments. We commend the Government of Kenya for the thoughtful and thorough framework,
which we believe with some amendments has the potential to be a model to all African nations.

We look forward to continuing to work with the Parliamentary Committee as you further develop
Kenya's first data protection bill.

Thank you for your consideration of our submission.

For any further questions please consult Mozilla Policy Advisor Alice Munyua
(am r.r n,vua @ mozi lla.co m).

Respectfully submitted by:

Alice Munyua
Policy Advisor
Mozilla Corporation
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Mr. Michael Sialai, EBS

Clerk of the NationalAssembly,
Parliamentary Service Commission,
P.O Box 4L842-00100,
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RE: SUBMISSIONS ON THE DATA PROTECTION BILL,2OL9

We the Telecommunications Service Providers association of Kenya (TESPOK) would
like to respond to your call for comments in the Daily Nation dated 10th fuly 201.9.

Considering the short period provided we have attempted to reach to our 60+
membership of Mobile Network Operators, Internet Service Providers, Carriers, Data

Centre Operators and Technology Service Providers for input. We are still receiving
input and hope that we can be given a chance to share our consolidated position.

In this regard, please see attached our current submissions on the proposed Data
Protection Bill, 2019 for your kind consideration.

We are happy to meet and make oral presentations on the same.

Yours Sincerely,

g

Fiona Asonga
Chief Executive Ofrcer

Cc:

Hon William Kisang, MP
Chairperson,
Departmental Committee on Communication, Information and Innovation,
Kenya National Assembly,
Parliament Buildings,
P.O. Box 41842-OOLO,
Nairobi, Kenya.
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1 Scope/application

Under both Bills, the Data Protection Act would apply to data controllers/processors
established in Kenya, foreign data controllers/processors processing personal data of
a Kenyan resident and to automated processing. lt applies to non-automated
processing forming part of a filing system.

The draft Bill seem to extend the reach of Kenyan law to foreign jurisdictions in a way
that create regulatory uncertainty for global data-intensive businesses. The
envisioned Data Protection Law would apply to organisations not established in
Kenya but which process personal data of data subjects resident in Kenya. Such a

broad application is unjustifiable in an open and democratic society as well as an
extreme departure from international norms.

Recommendation:

The exclusion of processing of personal data outside of Kenya from the scope of the
Data Protection law. However, should Parliament decide to include it, it is
recommended that the limitation of the scope of application to processing of the
personal data of Kenyan residents in other jurisdictions only in clear, specific and
limited circumstances so as to clarify the basis the provision of extra-territorial
jurisdiction. The clear, specific and limited circumstances could include processing
the data Kenya residents for the purpose of engaging in commercial transactions with
them. The broad provisions in the draft bills will make it difficult and is some cases
impossible for organisations to determine whether their processing is subject to
Kenya's privacy law.

Many businesses outside of Kenya, including small- and medium-sized enterprises
that are not focused on the Kenya market would have no reason to suspect that
Kenya's privacy law may apply to their data processing. At the very least, the
definition should be narrowed and clarified to enable appropriate compliance and
enforcement.

Registration of data controllers and processors

The Bill require the registration of data controllers and processors with the Data
Protection Authority (DPA).

Recommendation:

Deletion of this requirement: A similar registration framework promulgated under the
E.U. Privacy Directive, in force between 1995 and 2018, was dropped after the
concept proved unworkable. Such a comprehensive and broad requirement for
registration will unnecessarily burden all parties involved with no business or
consumer advantage. Currently, all businesses are required to register under the
various commercial laws and provide contact details where they can be reached by
the relevant Registrar and business customers. The requirement for registration of
data controllers and processors would present a further barrier to ease of doing
business in Kenya and discourage particularly the small- and medium-sized
enterprises, from engaging in the digital economy in Kenya. lt may also cause

2.
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3.

5.

corporations in multiple states to decrease their Kenyan economical activities and
investments due to uncertainty of enforcing such a framework.

Principles and Obligations of Personal Data Protection

The Bill prohibits cross- border data transfers and require that where such transfers
are to occur, the data controller/processor must satisfy the DPA that the laws of the
country to which data is being transferred offer adequate protection of data that is
comparable to that offered under Kenyan law. The Bill as drafted do not offer clarity
on how the DPA would perform its adequacy determination and, the DPA's
interpretation of adequacy may decrease, stifle, interfere with or hinder competition in
the digital economy.

Recommendation:

The bills be aligned with international best practice by expressly acknowledging that
there are many alternative private frameworks that may provide adequate
safeguards, such as the self-regulatory frameworks.

Duty to notify data subject of intended recipients of their data before collection
of data

The Bill require data controllers and processors to inform data subjects about all
persons (natural/legal) who will receive the data subject's data prior to collecting the
personal data. The draft bill fail to recognize the potential complexities of such notice
requirements. ln most cases, it is not always practical for a controller/processor to
know all persons who may receive data collected. lf implemented as is, this section
may limit the ability of companies to alter business relationships, suppliers, vendors
and partners.

Recommendation:

Re-drafting of the clauses sections to provide for notice of the categories/classes of
persons who would/may receive data.

Right to data portability

The Bill establishes a data subjects' right to data portability such that they have "the
right to receive personal data concerning them, which the data subject has provided
to a data controller or data processor, in a structured, commonly used and machine-
readable format." Data portability is expensive and difficult for certain organisations,
but many businesses are already seeking to provide this service in response to
consumer demand.

Recommendation:

It is proposed that Parliament refine this clause with industry input to adhere to what
is technically feasible.

The bill requires that portability requests be honoured within 7 days of receipt. Stating
a specific timeline for responding to requests for data portability may not adequately
provide for the realities on the ground at time of portability request.

L0 lPage
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7

Right to deletion of personal data records

The Bill provides for the right of the data subject to request erasure or destruction of
personal data by the data controller or data processor often dubbed the 'right to be
forgotten'. This right raises serious concerns regarding freedom of expression and is
inconsistent with the design and workings of the lnternet. While individuals should be
able to withdraw their consent to data processing, within clear and reasonable limits,
implementation of a right to be 'forgotten' creates room for online content
censorship. Publicly available information is often available across multiple sites on
the lnternet, making the proposed notification requirement very difficult and even
impossible to implement. Due to the international nature of the internet, such
provision also interferes with the preservation of data protected or required under
foreign law.

Recommendation:
We recommend modification of this right for information available on the internet.

Further only a court of competent jurisdiction (not a data subjecVcontroller or
processor) should be determining what is/ has become 'irrelevanVexcessive or
illegally obtained' data in need of deletion.

Development of further categories of sensitive/special data

The Bill authorizes the respective DPA to create additional categories for sensitive
/special personal data beyond those defined in Section 2. This approach recognizes
that as technology and society evolve, data protection framework would have to
evolve to meet arising needs.

Recommendation:

We recommend that the Bill defines a multi-stakeholder approach to
reforms/expansion of the scope of the Act via Guidelines or subsidiary legislation in
order to ensure all reforms continue to spur business growth for both local and
foreign companies active in the Kenyan market.

Cross-border data transfers

The Bill generally prohibits cross-border data transfers save for outlined exempted
circumstances. The National Assembly Bill further specifically provides that the
Cabinet Secretary can designate categories of critical personal data that can only be
processed in Kenya on grounds of "strategic interests of the state or on protection of
revenue." Such a broad and ambiguous drafting significantly hinders growth of
businesses that need a predictable business environment for investment and growth.

Recommendation

It is proposed that Parliament eliminate this requirement or, at the very least, to
provide clarifications about the "strategic interests and protection of revenue"
provision, to alleviate uncertainty for private sector investments and operation in
Kenya.

11 lPage



9. Conditions for transfer outside Kenya

The bill outline conditions that must be met in order for cross-border data to be
permissible. Clause 48 Bill creates a challenge for industry and regulators, as proving
"appropriate safeguards" on a case by case basis is burdensome and legally
challenging. lt is unclear what exactly "appropriate safeguards," and "adequate
measures" means. The uncertainty of the interpretation of this 2 phrases presents
challenges to growth of the digital economy in Kenya without producing any clear or
substantial wins for privacy. lt also limits companies' use of contractual obligations or
internal processes which ensure appropriate levels of protection for data transferred
out of Kenya.

Recommendation:

It is encouraged that Parliament recognizes as an appropriate internationally
accepted safeguard certifications and codes of conduct for companies such as the
Asia Pacific Economic Cooperation Cross-Border Privacy Rules and Privacy
Recognition for Processors. These best practice standards need to be recognized as
they offer enforceable mechanisms for companies to demonstrate compliance with
privacy laws. This approach would ensure companies protect data subjects' rights
throughout the lifecycle of the data when exported from Kenya while providing the
stability needed for the growth of the Kenyan digital economy.

10. Offences and Miscellaneous Provisions: General Penalty

Clause 58 of the Bill provides for fines, imprisonment, and other penalties associated
with violations of the privacy law. lmprisonment as a criminal penalty is a departure
from international norms and unjustifiable in an open and democratic society as it is
potentially disproportionate penalty for a violation of obligations. Most privacy
frameworks around the world depend on civil penalties to address violations, which
generally impact the business/organisation rather than the employees charged with
executing compliance obligations. Holding individuals criminally accountable for
violations that may be as a result of the direction of their employer may prevent
highly qualified and competent individuals from accepting employment in support of
the data protection practices of companies operating in Kenya.

Recommendation:
That Parliament limits penalties to fines and a demonstrated intention to cause harm

12 lPage
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Office of the Clerk
Nolionol Assembly
Moin Porliomenl Buildings
P. O. Box 4 I 842 - 001 00
Emoil: clerk@porlioment go.ke
Websile: www porlioment.go.ke
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Ci-ERK'S OFFICE
Advonce copy by e-moil

Deor Sirs D

PPOPOSED DAIA PNOTECIION BITI.2OT9

Thonk you for inviting feedbock on lhe proposed Doto Prolection Bill, 2019 (the llll)

We, Bronch lnternolionol Limited (lronch), identify slrongly with the objeclives of lhe Bill. We

sociolly conscious finonciol services compony thot uses lechnology lo enhonce occess lo finonciol
services in emerging morkets. Kenyo is o key morket for Bronch ond we hove over one million customers
regislered on our lending mobile phone opplicotion.

Technology hos enobled us to otfer credil lo o lorge number of people who were previously locked out
of the formol finonciol credil system due to lock of troditionol proof of income such os poy slips.

Through innovolion, Bronch hos been oble to use doto given by our cuslomers lo ossess their
crediharorthiness ond ovoil funds lo them. We recognize the instrumenlol role thot doto ploys in our
business ond hove olwoys strived to odhere to globol best proctice in protecling our cuslomer's dolo.
lndeed, dolo privocy is key to our business.

Through this letter we would like lo shore the benefit of our experience os we believe thot through
working with yourselves ond olher slokeholders we con ensure thot the proposed legislolion ochieves its

inlended objeclives.

Pleqse find ottoched our commenls on the Bill. We ore ovoiloble to meet with the Toskforce to discuss

the submissions.

Pleose do not hesilole lo conloct lhe undersigned should you reguire clorificolion or further
informotion.

Yours foithfully,

I z JUL 2019

l

q

,&*tr-f
DonielS/opok
Heod of Globol Operolions
Bronch lnlernotionol
dszlopok@bronch.co
0733-333302

Don Korugo
Generol Monoger
Bronch lnlernotionol
don.korugo@bronch.co
0792-651384
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-l: Bronch lnlcmollonol llmltcd
Regislrolion Number: CPR/201 5/l 83658

Relioble Towers, Fourlh Floor, Mogotio Rd, Westlonds
P.O. Box 52689- 00100, Noirobi, Kenyo

kenyo@bronch.cobronoh

Provlslon

The Section ollow the Cobinel Secrelory lo reslrict certoin doto
processing lo Kenyo on lhe grounds of slrotegic interesls of the stote
or prolection of revenue.

Concern

The Cobinel Secretory hos been given unfeltered rights to prohibit lhe
processing of dolo outside Kenyo lo prolect revenue.

This creoles on opportunity for improper exercise of discrelion which is

furlher exocerboted by lhe lock of o mechonism in the Bill lo
chollenge o delerminotion by lhe Cobinet Secrelory.

Proposol

We propose lhqt lhls Secllon should be omended to lnhoduce o
requlrcmcnt thot whcrc dolo proccsslng ls rcsldclcd lo prolccl
revenue, lhc cosl ol procertlng dofo ln Kcnyo os well os lhe
oppllcoble copoclty should be comporoble lo whol ls qvolloblc
crogg-otdcl.

Ihc Coblnel Sccrelory should olco bc requlrcd lo lrsuc o nollcc lo ony
oflecled dqlo conlroller or dolo processor belorc cxerclrlng hls

poYYeE.

Fuilhcr, ony doto conholler or procGtsor llkcly lo be olleclcd by thc
exerclse ol the obove powcn should be glvcn odcquole opporlunlly
lo be hcord ond lo toke ony mGoturc3 lo comply or mlllgole ony
odversc ellecls on lls opcrollons.

Thc secllon should be omcndcd lo lnlroduce checks ond meqrurcs lo
ensure thol the powert ore excrclscd reosonobly ond nol qbuced.

Secllon 50-

Soleguords pdor lo
crosr boorder
lronslcr.

Secllon 35(3) ond (4)

The seclion provides thot the doto subjecl hos the righl to require lhol
the decision bosed on outomoted doto processing be reconsidered

Provlslon



-l: Bronch lnlcmqllonol Llmltcd
Registrolion Number: CPR/201 5/l 83658

Relioble Towers, Fourth Floor, Mogotio Rd, Wesllonds
P.O. Box 52689- 00100, Nohobi, Kenyo

nch.cobronoh
Decblon moklng
bored on outomotcd
dolo proccsrlng

or lhot o new decision thol is nol bosed solely on outomoted
processing be token.

Proporol

Wc propose thqt lhls Sccllon should bc omcndcd lo provldc thot lhc
obovc dghh ol doto rublccl docr nol opply lo clrcumsloncc3 whcrc
thc doto rublccl hor glvcn prlor conrcnl lo dcclslonr belng mqdc
rolcly borcd on oulomslcd dolo proccsrlng.
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BOWMANS COULSON HARNEY LLP
5th Floor, West Wing, ICEA Lion Centre

Rivgrside Park, Chiromo Road
PO Box lO643-OOlOo, Nairobi, Kenya

+254 ?O 289 9000 I +254 709 966 000
+254 20 444 86',14 I +254 734 993 739

PIN No. POs1229962P I VAT No. O191639L
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Our Reference:
Urect Line:
Emoil Address:

JNS/ATI
+2iln 289 9m0
iohn syckci@bowmondow.com

Yotn Reference:
Dotc: 16.07.2019

Ihe Clerk of the NotionolAssembly
Ihe Otfice of the Clerk
Moin Porlioment Buildings
Noirobi

d>
\tl

Sent vio emoil to: clerk@porliomenl.go.ke

Deor Mr MichoelSioloi, EBS

SulrtlllSsloN OF l,tEl OiANDA: IHE DAIA PTOIECIION lltl.20lt

ln occordonce wilh the provisions of Micle I l8(l )(b) of the Conslitution ond Stonding Order 127(3), we
hereby submit our representotions on the Doto Protection Bill 2019 ("!m") os published in the Kenyo
Gozette Supplemenl No.93 (NolionolAssembly Bills No.44) os follows:

P!rtn.r.RTStAHarneylJSPCoulsonlJWKaranjalKCMichiralJNSyekeilAGNjagelCKKigeralPVShahlENMonarilANjogulNMukuhal
sMomondilTAMwangolANMathinilMRunjilJMbuilDolndokhomilVSShahlCLKuyolAATharanilDli.ctotsRFieldlKoEvanslSJMatthews

KENYA SOUTH AFRICA TANZANIA UGANDA

CLERK'S OFF

I a JUL Z0l9

lEa
lL.- \, trflVtr
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Sccllon leprcrcniollonr

Seclion 4(b)(ii) To be clorified lo include the following underlined words:

"(ii) nof esfobli'shed or ordinorily residenl in Kenyo. bul proceslng

personol doto of dolo subiecfs locoled in Kenyo"i

Section l8(2) Ihe Bill should nol stifle smoll ond medium enlerprises. ln our view

certoin provisions of this Bill moy ploce unnecessory obligotions ond

odminishotive burdens on smoll ond medium enlerprises. The

requiremenl lo regisler with the Doto Commissioner should not be

mondotory on oll doto controllers ond doto processors, ond in moking

such determinolion, the Doto Commissioner should olso consider the

number of employees employed by the doto controller ond dolo
processor (for exomple, the registrotion requirements should only opply

where on entity employs 100 or more persons) ond/or should olso meet





@
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o cerloin lurnover threshold requirement

ocross oll seclors.

Alternolively, whilst registrotion moy be mondotory for oll doto

controllers ond processors, o helpful exomple is thot loken from the

GDPR which opplies cerloin exemplions for smoll ond medium sized

enlerprises. The GDPR requires smoll ond medium sized orgonisotions

with fewer thon 250 orgonisolions lo document processing octivilies in

specifi c limiled circumstonces.

ln our view, certoin exemptions to mondotory regislrotion by dolo

controllers ond doto processors should be token into considerotion to

prolecl smoll ond medium sized enterprises.

This will creole certointy

To be clorified lo include the following underlined words;

"fhe dofo subjecl hos deliberolely ond monifestlv mode lhe dolo

pvblic"

28(2)(b)

The nonow exceptions where personol doto con be collected indirectly

should be finite ond limited. By ollowing for the indirect collection of

personoldoto where the doto subject hos consented lo the collection

from onother source, limits ond conflicls with the dolo subjects rights

under Section 25lgl , 26,35, 36, 38, 39 ond 40 of lhe Bill. Ihe dolo subiect

loses control of his/her personol doto which should not be the intention

of the Bill ond deprives the doto subjecl of his or her remedies under lhe

Biil.

This section should be deleted.2821(cl

The Doto Commissioner should estoblish of the oulset whot the

"oppropriote sofeguords" ore to be opplied in lhe context of ony cross-

border tronsfer. There is no clority os to whelher or not this requires thot

certoin technicol ond security meosures musl be in ploce or whot lhe

minimum threshold should be prior lo tronsfer out of Kenyo.

48(o)

To be omended to include the following underlined wording

"the dofo controller or doto processor hos given proof to the Dofo

Commissioner on the oppropnote sofeguords wifh respecl lo the

secunty ond protection of the personol dolo ond on condilion thot

enforceoble doto subiect nghts ond effective leool remedies for doto

subjecls ore ovoiloble"

48(o)

2
OBP Submmbsions To Cl6rt Of NA-(1270930-l)
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50 ond Ttl2llgl This should be deleted.

lf personol doto is lo be processed in Kenyo, the security ond integrity of

the doto moy be ol risk ond inlernotionol dolo controllers moy nol be

oble to be ossured of the level of technicol ond network securily

integrity. Kenyo moy not olso be oble lo guorontee on internotionol

stondord of systems infrostructure'

lf Kenyo is to be on inlernolionol ployer in the technology seclor, it

connol impose teniloriollimits on the processing of certoin types of dolo

which will be ot the discretion of the cobinet secretory. This concern

hos been roised on severol occosions during previous public

porticipotion forums.

30(l )(v),

sr (21(b)

30(l )(vii) ond There should be strict limits on the ovoidonce of lhe opplicotion of the

Bill for notionol security reosons, by ony person in the public inlerest,

nolionolsecurity or public order.

Any ottempt by ony person or public body lo circumvent the Bill should

be o necessory ond proportionote meosure lo sofeguord notionol

security, defence ond public security ond it should nol be on exemption

thot is flogrontly ond eosily breoched. The rights of doto subjects should

hove priority os o first principle ond ony person or entity or public body

seeking lo ovoid the righh confened on doto subjects under the Bill

should be subjecl to o higher stondord of proof ond should be required

indicote beyond reosonoble doubl why the right of lhe dolo subjecl

should nol be Prolecled.

63 The reference to "undertoking" in the contexl of on odministrolive fine

needs lo be clorified.

It should be clorified lo include the following underlined words:

"...rn fhe cose of on undeioking esfoblished in Kenyo. vp to two per

cenfum of its onnuol lumover..."

Y

Coulson Horney t[P
per John Syekei.

3
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Nairobi-Kenya
www.google.co.ke

July 16, 2019

The Clerk of the NationalAssembly
P.O. Box 41842-OO1OO

Nairobi

Dear Sir,

Re: Memorandum of views on the Data Protection Bill, 2019

I refer to the notice to members of the public to submit comments on the Data Protection

Bill, 2019, which was published in the local dailies on July 10, 2019.

First, I wish to thank the National Assembly for the opportunity to contribute to the
formulation of a legal framework for privacy and data protection in Kenya.

We have set out in this memorandum changes that we propose to certain segments of the
bill, the rationale and the comparative provisions from Europe's General Data Protection

Regulations (GDPR) of 2O18.

We would be pleased to provide any further clarifications that would be required

ofr'*"\€b Goffigle

Most sincerely,

v

MichaelM. Murungi
Government Affairs & Public Policy Lead, East Africa
+254722 366 9OO

michaelmurungi@google.com
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lssue 1. Registration of Data Controllers and Data Processors Parl18-24:
o lssue: The proposed legislation requires registration of data processors and controllers in

Kenya with the Data Protection Officer including the requirement to document and keep up

to date a record of processing activities. The bill contemplates the potential requirement of
fees for processors to register with the state and penalties for failure to register.

o Recommendation: Strike out entirely requirement for data processors and controllers to
register with the Data Protection Office

o Rationale: Data Processing and Data Controlling are not business models in the strict sense.

They are activities that entities may incidentally engage in during the course of business. The

requirement to have all processors and controllers would create an immense implementation
burden for the Data Protection Office that would threaten to bog down the office with
bureaucratic recordkeeping rather than allowing them to focus on the most serious

enforcement issues. Similarly, for processors and controllers, the requirement to update

external records of processing each time a change to processing occurs shifts the focus
from improving privacy in areas that present the most risk to a bureaucratic exercise. The

requirement for fees also raises issues as this would disproportionately affect smaller data
processors and controllers.

o GDPR Equivalent Language: N/A no parallel requirement for registration in GDPR

lssue 2: Part lV - Principles and Obligations of Personal Data Protection - Erasure - Section 40
o lssue: Does not clarify that the right to erasure is based on areas where the processing is

based on consent and such consent has been revoked
o Recommendation: Clarify that erasure rights are associated with where processing is

occurring on the basis of consent
o Rationale: ln cases where the processing is not based on consent the legitimate interest may

persist even after consent of the individual has been revoked if that interest persists and

continues to justify processing
o GDPR Equivalent Language: Article 17 - Right to erasure ('right to be forgotten') The data

subject shall have the right to obtain from the controller the erasure of personal data

concerning him or her without undue delay and the controller shall have the obligation to
erase personal data without undue delay where one of the following grounds applies:

o (a) the personal data are no longer necessary in relation to the purposes for which

they were collected or otherwise processed;
o (b) the data subject withdraws consent on which the processing is based according

to point (a) of Article 6(1), or point (a) of Article 9(2), and where there is no other
legal ground for the processing;

o (c) the data subject objects to the processing pursuant to Article 21(1) and there are

no overriding legitimate grounds for the processing, or the data subject objects to
the processing pursuant to Article 21(2);

o (d) the personal data have been unlawfully processed;
o (e) the personal data have to be erased for compliance with a legal obligation in

Union or Member State law to which the controller is subject;
o (f) the personal data have been collected in relation to the offer of information

society services referred to in Article 8(1).

lssue 3: Part Vl - Transfer of Personal Data Outside Kenya - sections 48'50
o lssue: This part bars transfer of data to another country where there is no decision by the

Data Commissioner that adequate safeguards have been made for the protection of that

data (adequacy decision). The omission of the word'or'at the end of the conditions listed in

this part gives the interpretation that all of those conditions listed have to be met before
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data can be transferred across borders. lT appears that this may not have been the intention

and that all the conditions listed are mutually exclusive.

Recommendation:
o Permit transfers to third country where, accounting for the transfer, all of the other

requirements set forth in the legislation will continue to be met.
o Clarify that the conditions listed in part Vl are mutually exclusive. Do this by using the

term "...may transfer personal data to another country where any of the following
conditions is fulfilled" or separate the conditions with the term 'or'.

Rationale: Requirement for adequacy decision will have undesirable impact on restricting

free-flow of data. Concerns may be addressed through alternatives like binding corporate
rules, codes of conduct, and certifications.
GDPR Equivalent: Article 49 - Derogations for specific situations 1. ln the absence of an

adequacy decision pursuant to Article 45(3), or of appropriate safeguards pursuant to Article
46, including binding corporate rules, a transfer or a set of transfers of personal data to a
third country or an international organisation shall take place only on one of the following

conditions:
o (a) the data subject has explicitly consented to the proposed transfer, after having

been informed of the possible risks of such transfers for the data subject due to the
absence of an adequacy decision and appropriate safeguards;

o (b) the transfer is necessary for the performance of a contract between the data

subject and the controller or the implementation of pre-contractual measures taken

at the data subject's request;
o (c) the transfer is necessary for the conclusion or performance of a contract

concluded in the interest of the data subject between the controller and another

natural or legal person;
o (d) the transfer is necessary for important reasons of public interest;

" (e) the transfer is necessary for the establishment, exercise or defence of legal

claims;
o (f) the transfer is necessary in order to protect the vital interests of the data subject

or of other persons, where the data subject is physically or legally incapable of giving

consent;
o (g) the transfer is made from a register which according to Union or Member State

law is intended to provide information to the public and which is open to
consultation either by the public in general or by any person who can demonstrate a

legitimate interest, but only to the extent that the conditions laid down by Union or
Member State law for consultation are fulfilled in the particular case.

Where a transfer could not be based on a provision in Article 45 or 46, including the
provisions on binding corporate rules, and none of the derogations for a specific situation

referred to in the first subparagraph of this paragraph is applicable, a transfer to a third

country or an international organisation may take place only if the transfer is not repetitive,

concerns only a limited number of data subjects, is necessary for the purposes of
compelling legitimate interests pursued by the controller which are not overridden by the

interests or rights and freedoms of the data subject, and the controller has assessed all the

circumstances surrounding the data transfer and has on the basis of that assessment

provided suitable safeguards with regard to the protection of personal data. The controller

shall inform the supervisory authority of the transfer. The controller shall, in addition to
providing the information referred to in Articles 13 and 14, inform the data subject of the

transfer and on the compelling legitimate interests pursued.

lssue 4: Notification of breach - section 43
o lssue: The proposed legislation requires notification to the Data Protection Officer for all
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instances of breach and not just those that are likely to have an impact on the rights of the
data subject.
Recommendation: Revise to require notification only where breach is likely to result in a risk

to the rights and freedoms of natural persons

Rationale: As currently drafted this could risk inundating the Data Protection Office with
notices for risks that are trivial in terms of impact on rights of individuals. A more efficient
and effective means to enforcement would come from narrowing notification to those

breaches likely to have an impact on individual rights and freedoms
GDPR Equivalent: Article 33 - Notification of a personal data breach to the supervisory

authority: ln the case of a personal data breach, the controller shall without undue delay and,

where feasible, not later than 72 hours after having become aware of it, notify the personal

data breach to the supervisory authority competent in accordance with Article 55, unless

the personal data breach is unlikely to result in a risk to the rights and freedoms of natural

persons. Where the notification to the supervisory authority is not made within 72 hours, it
shall be accompanied by reasons for the delay.

lssue 5: Penalties
o lssue: The fines set forth in the proposed legislation are not clearly mapped to the likelihood

or severity of the breach.
o Recommendation: Affirm that the penalties accorded for violations of data protection rules

should be consummate to the nature, gravity, and extent of the infringement
o Recommendation: Lack of clarity on how fines will be applied creates significant ambiguity

for processors about how penalties will be assessed and could have a chilling effect

considering the steep penalties contemplated.
o GDPR Equivalent: Article 84 - Penalties: Member States shall lay down the rules on other

penalties applicable to infringements of this Regulation in particular for infringements which

are not subject to administrative fines pursuant to Article 83, and shall take all measures

necessary to ensure that they are implemented. Such penalties shall be effective,
proportionate and dissuasive

lssue 6: Part V - Grounds for Processing of Sensitive Personal Data Sections 44-47
o lssue: Special personal data may not be processed according to all legitimate bases and

exceptions provided are very narrow (e.g. religious and political institutions for their
membership) even where other parties may have legitimate interests

o Recommendation: Allow processing according to all of the lawful/legitimate bases provided,

provided that the unique sensitivity of the data must be accounted for in assessing the
processing and necessary safeguards

o Rationale: There may be strong legitimate interests in processing of sensitive data categories

that are not provided for by the close-ended list of exceptions. Where data controllers are

accounting for the nature of the data in assessing whether the interests are legitimate and in

determining what safeguards are required processing may still be considered lavuful.

o GDPR Equivalent Language: 1. Processing of personal data revealing racial or ethnic origin,

political opinions, religious or philosophical beliefs, or trade union membership, and the
processing of genetic data, biometric data for the purpose of uniquely identifying a natural

person, data concerning health or data concerning a natural person's sex life or sexual

orientation shall be Prohibited.
o 2. Paragraph 1 shall not apply if one of the following applies:

" (a) the data subject has given explicit consent to the processing of those personal

data for one or more specified purposes, except where Union or Member State law

provide that the prohibition referred to in paragraph 1 may not be lifted by the data

subject;

a
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(b) processing is necessary for the purposes of carrying out the obligations and

exercising specific rights of the controller or of the data subject in the field of
employment and social security and social protection law in so far as it is authorised
by Union or Member State law or a collective agreement pursuant to Member State

law providing for appropriate safeguards for the fundamental rights and the
interests of the data subject;
(c) processing is necessary to protect the vital interests of the data subject or of
another natural person where the data subject is physically or legally incapable of
giving consent;
(d) processing is carried out in the course of its legitimate activities with appropriate
safeguards by a foundation, association or any other not-for-profit body with a
political, philosophical, religious or trade union aim and on condition that the
processing relates solely to the members or to former members of the body or to
persons who have regular contact with it in connection with its purposes and that
the personal data are not disclosed outside that body without the consent of the
data subjects;
(e) processing relates to personal data which are manifestly made public by the data

subject;
(f) processing is necessary for the establishment, exercise or defence of legal claims

or whenever courts are acting in their judicial capacity;
(g) processing is necessary for reasons of substantial public interest, on the basis of
Union or Member State law which shall be proportionate to the aim pursued, respect

the essence of the right to data protection and provide for suitable and specific
measures to safeguard the fundamental rights and the interests of the data subject;
(h) processing is necessary for the purposes of preventive or occupational
medicine, for the assessment of the working capacity of the employee, medical

diagnosis, the provision of health or social care or treatment or the management of
health or social care systems and services on the basis of Union or Member State

law or pursuant to contract with a health professional and subject to the conditions

and safeguards referred to in paragraph 3;

(i) processing is necessary for reasons of public interest in the area of public health,

such as protecting against serious cross-border threats to health or ensuring high

standards of quality and safety of health care and of medicinal products or medical

devices, on the basis of Union or Member State law which provides for suitable and

specific measures to safeguard the rights and freedoms of the data subject, in

particular professional secrecy;
(j) processing is necessary for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes in accordance with Article 89(1)

based on Union or Member State law which shall be proportionate. to the aim

pursued, respect the essence of the right to data protection and provide for suitable

and specific measures to safeguard the fundamental rights and the interests of the
data subject.

o

o

o
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Mr Michael L Sialai =,ru\.\19Clerk of the National Assembly of Kenya
Nairobi
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Dear Mr Sialai, q
Ref: Your callfor Submission of Memoranda reqardinq the Data Protection Bill. 2019
(National Assemblv Bills No. 44.)

I refer to your recent public notice inviting members of the public to submit representations
they may have on the above bill. Please find below my representations.

Before I give my representations, I should like to strongly object to the very short time
provided for members of the public to give their views to their matter.

It is scandalous and, almost certainly unconstitutional, as well as against the National
Assembly's own guidance, to only give 3 working days (11th - 16th Juty 2019) for
contributions on what is, without any doubt, a very important piece of legislation that seeks to
give further effect to the constitutional right to privacy. lt is further regrettable that, despite
request for additional time for public representatives, you have chosen to stick to the original
deadline.

It is sincerely hoped that you will consider the issue for the future and allow enough time for
members of the public a chance to exercise their constitutional right of public participation.

It is welcome that Parliament has finally decided to enact data protection legislation for
Kenya. There has been a lacuna in our laws, especially since the adoption of the new
Constitution almost 10 years ago.

Having had a chance to read through the bill, I have the following observations, points to be
clarified and suggestions to make. Kindly bring them to the attention of the relevant
departmental committee on my behalf.

1. The bill creates a new state office: the Data Protection Commission (DPC). Unlike
similar constitutional commissions, for example, the Commission on Administrative
Justice (CAJ) and the Kenya National Human Rights Commission (KNHRC) there is
no public vetting or any form of public participation in the appointment of the DPC.
lnstead, this role is left to the Public Service Commission (PSC). Given the importance
that is being given to this new office (state office, security of tenure, under the
jurisdiction of the Salary and Remuneration Commission (SRC), Parliament should
consider adopting the same recruitment process for the DPC as currently applies to
constitutional commissions and independent office holders such as the Director of
Public Prosecution, the Auditor General and the members of the Commission on
Revenue Allocation. The same principle applies to the process of removal from office
of the DPC. Parliament should consider prescribing the removal process set out in
Article 251, Constitution of Kenya (CoK)2010 to be applicable to the removal of the
DPC. This would be in keeping with the letter and the spirit of the CoK;

2. The bill allows nomination of three people, listed in the order of merit, to be fonyarded
to the responsible cabinet secretary (cs) trql which the c,€ 

!rc,foose 
one person.
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This provision allows for considerations other than merit to be used by the CS to make
the appointment. This cannot be right as it allows the CS to consider extraneous
factors, not provided for in the law or clearly known to either the candidates or the
general public, in making the appointment. Parliament should provide that only the
candidate who meets the recruitment criteria set by the PSC is recommended for and
appointed by the CS;

3. While the bill provides a time-frame for the filing of any vacancy in the office of the
DPC, it does not provide how soon after such a vacancy arises that the recruitment
process should commence. This contrasts to how vacancies in most of the
independent commissions or offices are filled: within 14 days of a vacancy arising. To
safeguard the effectiveness of the office of the DPC, Parliament should explicitly
require the CS to notify the PSC of a vacancy in the office of the DPC within 14 days
of such a vacancy arising;

4. Parliament has a duty to be prudent about the use of public resources. ln the respect,
it is not clear why role of the DPC cannot be fulfilled by CAJ. The CAJ if already up
and running, there are current moves to require it to have offices in each county. ln
addition, the CAJ already has mandate to enforce the Access to lnformation Act, 2016,
including the rights under Art. 35(2), CoK, 2010. The money for setting up new DPC
would be better spent increasing capacity of an existing state agency that seems to be
making a difference in people's lives. This would also address some of the governance
and structural weaknesses of the new DPC as set out above;

5. ls the definition of "personal data" in the bill the same as the one Parliament has given
to "personal information" in the Access to lnformation, Act, 2016, which implements
Art. 35, CoK,2010?

6. How will the bill, if enacted without changes, affect the ability of a deceased person's
relatives/executors/administrators deal with the deceased person's personal data in
the absence of an explicit and verifiable authorisation from the deceased before their
death?

7. The bill's provision regarding processing of personal data for children seems very
draconian and could well be in breach of the rights of children. Since, underthe laws
of Kenya, a child is anyone under the age of 18 years, the requirement for
parental/guardian consent, which may be appropriate for, say a child of 5 years, would
be totally inappropriate for a child of say, 13 - 17 years. This needs to be reconsidered
to ensure that, while the right of children is protected, it is also recognised that they
may want to access services that require them the give their personal details in
instances they may not want to involve their parents and guardians. Related to this,
the duty of data processers and controllers to be able to verify the age of their users
needs to be thought through. As it currently stands, the bill may end up making it a
requirement of data processers to verify the age of all their users as the default
position. This would then defeat the whole object of the bill which is to control how
personal data is used, based on the principle of only requiring disclosure of the least
amount of information needed for a particular purpose;

B. The removal of a duty of a data processor or controller to inform data subjects of theft
or unauthorised access of personal data where such data had been encrypted should
be revised and removed. People should be told when their data has been hacked,
even if the same is said to have been encrypted. They can then be on the look-out in

a
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case such data is decrypted by the hackers or, if they so wish, make informed decisions
whether they still wish to deal with organisations who have suffered data breaches. ln
addition, a duty to report data breaches, even when this was encrypted, will provide
additional reason for data processors and controllers to take their legalduty to protect
personal data seriously;

{. lt is inconceivabte how Section 51(2Xb) of the bill can be constitutional as it effectively
repeals Art. 31(cXd), CoK, 2010. Matters of national security and public order are
adequately covered by 51(2)(c). lt is instructive that there was an attempt to insert a
similar provision in the draft CoK. The same constitutional bar may apply to the power
given to the DPC under Sec. 54. Same had been sneaked into draft CoK, 2010;

10. lt seems to me the penalties provided for in the bill for breaches are totally inadequate.
Many of data processors and controllers who will be bound by the Act are international
corporations whose business model is based on their exploitation of personal
information - Facebook, UBER, Google, Amazon, Netflix, etc. For these organisations,
a maximum fine of Ksh 5M will not have any effect whatsoever to act either as a
deterrent or a punishment for failure to comply. The DPC should have the power to
levy unlimited fines for administrative breach, or at the very least, up to a maximum of
Ksh 20M. lt is also notexplicitthe basis of lhe2o/o fine on turn-overforbreaching an
undertaking applies to a company's global annual turnover or just for their operations
in Kenya. lt is imperative for Parliament to clarify this and close what seems to be a
loophole and, just like the European Union's General Data Protection Regulations
(GDPR), the 2% is based on the organisation's global turnover.

I would be most grateful if you could kindly confirm receipt of my submissions. Please further
advise me regarding the progress of the bill through the legislative process.

Yours sincerely,

Karanja Matindi

1610712019
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Chokperuon: Hon. Florence Kojuju, MBS

Vlce-Cholrper3on: Mr.Woshington Soti
Commlssloncr: Mrs. Lucy Ndung'u.EBS,HSC

Mr. Michoel Sioloi, EBS

Clerk of the Notionol Assembly
First Floor, Porlioment Buildings
P. O. Box 41842- 00]
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Kindly receive wormest compliments from the Commission on
Administrotive Justice (Office of the Ombudsmon).

Further to our letter doted 23,d September 2O1g submitting the
Commission's views on the Doto Protection Bill, 201?.

we hereby forword odditionol comments os directed by
Deportmentol Committee on Communicotion, lnformotion
lnnovotion during the meeting held on Mond oy, 23,d Septemb er 2O1g .

the
ond

We thonk you for your continued support ond ossure you of our highest
regords.
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THE COMMISSION ON ADM!NISTRATIVE JUSTICE

"Office of the Ombudsmon"

REVIEW OF LEGIS TIVE PROPOSATS

THE DATA PROTECTION BILI, 2OI9 (NATIONAI ASSEMBTY BItts NO. 44)

INTRODUCTION

The Notionol Assembly invited the Commission on Administrotive Justice

(hereinofter the "Commission") to moke orol submissions on the obove bill to the

Deportmentol Committee on Communicotion, lnformotion ond lnnovotion on

23ro September, 2019 oI Windsor Hotel, Noirobi.

The Commission tobled its memorondum ond orising from the presentotion, the

Committee directed the Commission to submit odditionol informotion on motters

convossed during the meeting.

Therefore, the Commission further submits os hereunder:

I. legislotive Guorontee of lndependenl Oversight in the lmplementotion of o

Fundomentol Right

The right to protection of personol doto provided for under the proviso of
privocy stipuloted in Article 3l of the Conslilution is o fundomentol right

recognized under the bill of rights in Chopter 4 ol the Constilution. The foct
thot this right is therefore socrosonct ond must be highly sofeguorded
connot be goinsoid.

ln its eorlier memorondum, the Commission guided by internotionql best
proctice hqd substontiolly enumeroted why the oversight of the
implementotion of this right ought to be given to on independent institution.

ln order to ensure thot the Office of the Doto Commissioner is independent,
importiol ond most importontly not subservient to the Executive, the

Commission hod gone further to emphosize thot the institution tosked with
L
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enforcement of this right must be independent institution estoblished under
Article 59 of lhe Constilulion.

Following extensive consultotions ond ofter ossessment of the mondotes of
the different constitutionol commissions estoblished under Article 59, the
defunct Commission on lmplementotion of the Constitution (ClC)

recommended thot the most effective mechonism to oversee ond ensure
effective reolizotion of the right to privocy (Article 3l ) ond the right to
occess to informotion (Article 35) is the Commission on Administrotive
Justice (CAJ). Attoched is the CIC letter, oudit report ond proposed Doto
Protection Bill of 2012 morked os Annexture l, 2 ond 3 respectively.

It therefore come os no surprise when CAJ, being the most suitoble Arlicle
59 Commission, wos given the mondote of oversight ond enforcement of
the right to informotion under the Access to lnformqtion Act, 20,l6. Since
then, the CAJ hos been promoting occess to informotion os fundomentol
pillor to sociol, economic ond democrotic governonce given thot occess
to informotion focilitotes ond oids tronsporency ond occountobility.

ln the dischorge of its mondote under the Access to lnformotion (ATl) Act
2016, the CAJ hos been hondling issues reloting to personol doto in the
following woys:

i) The CAJ hos hod to deny requests for informotion to ovoid
unworronted invosion of privocy os stipuloted under seclion 6 (lXd)
of the Access to lnformotion Act.

ii) The CAJ while invoking Article 35(2) of the Conslilution ond section
13 of the ATI Act, hos olso been redressing concerns reloted to
wrongful copture of personol doto through hondling requests on the
correction of personol informotion such os informotion on notionol
identity cords, birth certificotes etc.

ln these woys, the CAJ hos therefore been promoting the protection of
doto os envisioned under the Constitution ond seclion 2l(lXg) of the
Access to lnformotion Act.

ln light of the obove ond being thot the right to doto protection ond occess
to informotion ore complementory rights reloted to informotion, the doto
protection function should ideolly be undertoken by the CAJ.
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2. Leveroge on Exisling Implementotion Fromework

With the enoctment of the Access to lnformotion (ATl) Act in 2016 ond the
subsequent oppointment of the current commissioners in August 2018, the
Commissioners set out the structures towords the operotionolizotion of the
ATI Act by:

i. designoting one of its commissioners os on "Access to lnformotion
Commissioner". This Commissioner, os provided under section 20(3)
of the ATI Act is specificolly responsible for performing the functions
ossigned to the CAJ under the (ATl) Act.

ii. designoting officers to specificolly hondle requests on occess to
informotion who hove further been troined on the some.

iii. Equipping regionol offices ond its officers to hondle ATI requests,
reviews ond redress such thot Kenyons do not hove to physicolly
come to the Commission's heod office in Noirobi.

iv. The Commission in the proposed Strotegic Plon (2019-2023) is

introducing o strotegic objective on occess to informotion which
wos not there in the previous strotegic plon ond which creotes
structures of implementing the ATI function from the notionol to the
grossroots level. With the lounch of this new strotegic plon, the CAJ
will opprooch the Notionol Treosury for odditionol budgetory
ollocotion through the supplementory budget os odvised by the
lotter. ln oddition, the CAJ hos been directed by the Notionol
Assembly Justice ond Legol Affoirs Committee to strotegize on the
octuolizotion of the ATI Act.

v. As required under the ATI Act, the CAJ hos ensured thot oll public
institutions of both levels of government hove oppointed lnformotion
Access Officers ond furnished CAJ with their contocts for eose of
coordinotion ond colloborotion. These Officers hove been sensitized
ond troined on their obligotions under the ATI Act.

vi. troined journolists on occess to informotion ond prooctive disclosure
ond how it oids in investigotive journolism while focusing on their role
in ensuring the respect for the right to informotion ond the protection
of personol doto.

vii. octively sensitizing ond educoting members of the public ond its

other stqkeholders on its sociol medio plotforms.

I
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I
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vilt developed ond published informotion, communicotion qnd

educotion (lEC) moteriols to guide public officers on prooctive
disclosure ond oid in public educotion nomely:

Access to lnformotion in Kenyo, 20.l8

Notionol ond County Government Level in Kenyo,20l8

ln order to moinstreom ATI within public institutions, CAJ chompioned for
the inclusion of on indicotor on implementotion of the Act under
Performonce Controcting guidelines. As o result, Ministries, Deportments
ond Agencies (MDAs) submit quorterly reports to the Commission on their
complionce with the ATI Act. CAJ is then stotutorily required to toble on
onnuol report on the some to Porlioment os well os the Cobinet Secretory
ond hos been doing so diligently.

To operotionolize the ATI Act of the county level, the County Governments
Act,20l2 in seclion 96(3) requires county governments to domesticote the
ATI Act. The Commission therefore corried out o survey ossessing public

institutions on the level of complionce with the requirements of the ATI Act.
The findings of the survey were wonting which prompted the CAJ to issue o
circulor (CAJ Circulor No. I o12019 signed by CAJ Choirperson) to oll public
entities listing the informotion thot should be prooctively disclosed os

identified by the ATI Act.

The need for regulotions propelled the CAJ commissioners to speorheod
the development of regulotions under section 25 of the ATI Act by
constituting o multi-ogency toskforce choired by the CAJ Access to
lnformotion Commissioner ond with representotion from the Ministry of lCT,

Kenyo Low Reform Commission, Notionol Council of Persons Living with
Disobility ond other Commission stoff. The Commission is plonning to hold o
series of stokeholder engogement ond public porticipotion on the droft
regulotions before the some is presented to porlioment. Notobly, the CAJ is

currently in consultotion with the relevont porliomentory committees in o
bid to fost trock the possoge of these regulotions.

4



Given thot the right to occess to informotion is o focilitotive right, the
Commission's mondote on oversight ond enforcement of the ATI Act is

cruciol not only to the reolizotion of the President's "Big Four" Agendo ond
Kenyo's Vision 2030 but olso implementotion of Kenyo's internotionol
obligotions under SDG l6 on peoce, justice ond strong institutions. ln order
to ensure the country's complionce with its internotionol treoty obligotions
reloting to the right of occess to informotion ond protection of personol

doto, the CAJ hos estoblished mutuol cooperotion ond strotegic
portnerships with locql ond internotionol bodies. Notobly, the Commission
is on occredited member of the lnternotionol Conference of lnformotion
Commissioners (lClC). The Commissioner in chorge of ATI of the Commission
is o Co-convener ond o member of the OGP Steering Committeer.

It is worthy note thot the Commission olso hos funds olbeit minimol, some of
which hos been seporotely ollocoted for the dischorge of functions which
hos enobled CAJ ochieve the obove highlighted ochievements.

With these concrete ond firm structures os highlighted obove, CAJ hos

mode remorkoble progress on implementotion of occess to informotion
ond prooctive disclosure by public entities in porticulor. And indeed the
recommendotion by CIC to onchor ATI within CAJ wos well informed ond
therefore the Commission proposes thot the enforcement of doto
protection be onchored within the CAJ. ln light of this, the Commission
proposes the ottoched structure for the Office of the Doto Commissioner,
herein morked os onnexture 4.

Consequentiol Amendmenls to Existing Legislolion

ln the event Porlioment in its wisdom, gives the doto protection function to
the CAJ, some consequentiol omendments will follow os o motter of foct.

i. This is in respect to the quorum of the commissioners os well qs the
quolificotions for oppointment os o commissioner of CAJ in seclion 9
ond l0 of the CAJ Act, 2011 respectively. Seclion 9 of the CAJ Act

l Open Governonce Portnership (OGP) is on initiotive thot brings togelher governmenl reformers
ond civilsociety leoders to creote oction plons thot moke governments more inclusive, responsive
ond occountoble.
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lshould be omended to moke provision for the Office of the Doto
Commissioner by increosing the number of the commissioners which
must olso not be even in number for eose in voting ond decision
moking.

ii. Given thot doto protection is o technicol function, seclion l0 on the
quolificotions should be omended to moke provision for knowledge
in doto science ond informotion technology os proposed under
clouse 7 of the Doto Protection Bill. A coveot must olso be introduced
to the effect thot the selection ponel must ensure thot one of the
commissioners is well versed ond possesses expertise in doto science
ond informotion technology.

iii. ln oddition, the selection ponel responsible for the recruitment of CAJ

commissioners in seclion I l(2) needs io include representotion of the
Ministry responsible for motters reloting to ICT given thot doto
protection ond Access to informotion hove o close relotionship with
the overoll function of the Ministry.

I hereby submit

HON ENCE KAJUJU, MBS

CHAIRPERSON OT THE COMMISS!ON
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of the Constitution
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m*xtqt{os PLAza, c*Ananto Lnt{E',
ws,sftnq{Ds

P.O. BOX 4AO4L - OO100, NAIROBI

Tel. No: 0.2C.246237 4, 07 o,83264o,4,

Email: manage

No: CrC/3 /32 /VoL 7

Mr. Otiende Amollo
Chairperson
Commission on Administrative f ustice
Prirrre Minister's Office Building
Harambee Avenue
NAIROBI

r@cickenya.org, chai n@cickenya.org, Website: www.cickenYa

2Ott september 2012

s) !..-,

t); ai t:.i
.:--

t id i;';? ?112

Dear , r.! t L f

RE: ROUNDTABLE MEETING ON THE FREEDOM OF INFOR.MATION BtrLI.

2OL2 AND THE DATA PROTECTION BILL 2OL2

Reference is made to the above subject matter.

This is to forward copies of the above draft Bills on Articles 35 [on right to
access information) and 31 fright to privacy) foryour consideration. Tne Bills

Irrere forwarded to the Commission for the tmplernentation of the Cottstitution

1CICI in July 201,7 and have been processed in consultation with variotts

stakeholders including your office.

The biils 14/ere finally considered by the CIC at plenary held on Septembgr ziti: -

sth }OLZ which resolved to give the mandate of monitoring the provisiotts of
these laws to the Commission on Administrative fustice. As you are aware, the

constihrtional responsibility for monitoring the implementatton of human

rights !ies, in the long run on the Article 59 Commissions. We have coirsidcred

the stace responsibiliry in respect of Article 35 and 3L and are persuaCed tnat
the best institution to oversee these laws is the CAj rather than a siattttor'1'

body as suggested by the Ministry of Information and Commutlication.

\



We have scheduled a roundtable meeting with the Attorney General (AG), KenyaLaw Reform commission (KLRC), the Minish-y or Information and
Communication and your office to finalize on the bills, to be held on a Mondayl't - Tuesday 2nd october 2OL2 at CIC bcardroom from 9:00 am each day.

we would like to invite you to participate in the roundtable discussions where
you may wish to make your commenB on the additional responsibilities added
to the CAf.

Kindly confirm your attendance with Christine Njeru at cnieru@cickenya.org
or O721827674.

,t
Yours \ \i

\t
/-- I

Charles Nyachae
CHAIRPERSON

L
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Commission for the lmplementation

of the Constitution
Utekelezaji wa katiba, jukumu la wote

CIC AUDIT REPORT ON THE FREEDOM OF INFORMATION BILL 2OI2 AND
DATA PROTECTION BILL 2012.

The Commission on the Implementation of the Constitution (CIC) received the Freedom
of Information Bill and Data Protection Bill in July 2011. The Bills as received had been
consolidated prior to the promulgation of the Constitution and therefore required to be

realigned to the provisions of the Constitution of Kenya 2010. CIC appointed to focus on
the bills in tandem as the two bills are greatly dependant on each other and further opted
to prioritize the bills given their impact. This was undertaken bearing in mind that the
bills are among those scheduled for enactment within five years.

CIC held an internal audit of the bills before engaging the services of a consultant in
August 20Il to work with CIC in auditing the bills to ensure compliance with the letter
and spirit of the Constitution as well as the provisions of international instruments which
subiect to article 2 of the Constitution form part of the laws of Kenya. CIC also held a
meeting with the Ministry of Information and Communication to discuss some of the

concerns arising from the initial audit.

CIC held a number of stakeholder consultations which brought together representatives

from Government Ministries and Departments, Non-Governmental Organizations and

academia to deliberate upon the provisions of the Bills. In one of the consultations the

stakeholders were advised that the Freedom of Information network had worked on a

separate Freedom of Information Bill and the meeting resolved that the two bills should
be consolidated, which was subsequently undertaken. In addition, the stakeholders noted
the need for further consultations on the Data Protection Bill due to the complexity of the

content, and as a resolve the Ministry of Information and Communication developed an

explanatory memo to guide stakeholders.

The stakeholder consultations were followed by a plenary held on 46 and 5m September

2Ol2 to review the Bills to ensure compliance with the letter and spirit of the

Constitution.
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KEY ISSUES ARISING FROM THE FREEDOM OF INFORMATION AND

DATA PROTECTION BILLS:

1. Oversight Mechanism under the Freedom of Information and the Data

Protection Bills 2012:

Following extensive consultations as to the most effective mechanism to oversee and

ensure effective realization of the right to privacy (article 3l) and the right of access to

information (article 35), CIC plenary resolved that that articles 31 and 35 relate to the

rights under the Bill of Rights whose oversight mechanism is as provided under article 59

of th. Constitution. After assessment of the mandates of the different Constitutional

Commissions established under article 59 the plenary concluded that the Commission on

Administrative Justice (hereinafter 'Commission'), being a constitutional commission,

was the most suitable entity to carry out these functions. The plenary noted that not only

is there a constitutional duty to enforce these rights, but also that the Commission on

Administrative Justice is also assured of funding and infrastructural accommodations to

easily and readily enforce the provisions of the two laws'

It was also noted that the membership of the Commission is subject to the most

penetrating scrutiny by the National Assembly. The Commission was also established for

u,,ong oth., ,.uion, to guarantee the constitutional rights of citizens to fair

administrative action as provided in article 47 of the Constitution and equally, concerns

raised as to the oversighf mechanism being a specialized entity can always be catered for

under the mandate of ihe Commission wherein the Commission has constitutional powers

to get this specialized expertise within its own internal mechanisms'

Moreover, under comparative and international practice, the constitution's supremacy in

article 2 (5) and (6) piovides that "the general rules of international law" and "any treaty

or convention ratified by Kenya shall form part of the law of Kenya". As such,

international best practice relating to FOI oversight indicates that there are four main

types of oversight bodies:

(a) Office of the Information Commissioner (as in the UK, Ireland, Slovenia, Serbia and

itungary). In Hungary, both the FOI and Data Protection functions are combined in one

offi ci-Data protection and Information commissioner

(b) Commission or Institute (Mexico, Portugal)

i"j O-Uuasman is given theiight of oversight (Sweden, Norway, Bosnia, New Zealand)

iaj Otn.. body given the oversight of the right (South Africa, Turkey)

It is pertinent to note that international law does not oblige states to create an oversight

body for freedom of information but there are collateral obligations that implicitly

suggest the need for such a bodY.

(i) The Human Rights committee in General Comment no 34 on article 19 imposes

an affirmative obligation to enact the necessary procedures whereby one may gain

access to information. page 2 of 3
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(ii) This obligation was further enunciated by the Inter American Court on Human

fughts in Claude Reyes et al vs. Chile where it was found that the obligation

"iniludes establishing an appropriate administrative procedure for processing and

deciding requests for information.

(iii)The Council of Europe in a 2002 recommendation on access to official
documents stated an applicant should have access to a review procedure before a

court of law or another independent and impartial body established by law.

(iv) Under the 2002 Declaration of Principles on Freedom of Expression in Africa,

a refusal to disclose information shall be subject to appeal to an independent body

andlor the Courts.

Further in providing for the Commission as the suitable mechanism to receive and redress

complaints in cases where the right is violated, the Bill further provides for appeal of the

decision of the Commission to the High Court of Kenya.

2. Enhancing Access to Information

The Freedom of Information Bill 2Ol2 was duly redrafted to ensure that emphasis on the

bill is on the right of access to information as opposed to the oversight mechanism as was

initially drafted.

In addition the Bill was reviewed to ensure that access to information relates not only to
information held by public entities but also private individuals.

3. Limitation to the right to privacy and the duty to notify.

The Data Protection Bill 2012 further limits the right to privacy under article 31to

information that is in the public domain.

The Bill further emphasizes upon the need for an agency collecting personal information
to duly notiff the data subject of among other issues the purpose of its collection and the

intendeci recipients.

Concluding Remarks:

As mentioned above, in review of the bills, CIC ensured that the Bills complied with the

letter and spirit of the Constitution. In addition, CIC also ensured that the Bills were not

in conflict with other existing legislation including the recently enacted National
Intelligence Service Act 2012.
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The Data Protection Bill,2012
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The Data Protection BiLl,2012
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The Data Protection Bill,2012

THE PERSONAL DATA PROTECTION BILL,20I2

A BilI for

Al[ ACT of Parliament to give effect to Article 31(c) and (d) of the Constitution;
to regulate the collection, retrieval, processing, storing, use and disclosure of
personal data and for connected purposes

PART I- PRELIMINARY

Short titl6. 1. This Act may be cited as the Personal Data Protection Act,
2012.

Interpretation. 2.(1) In this Act, unless the context otherwise requires -
'oagency''includes public entities and private bodies;

"Cabinet Secretary" means the Cabinet Secretary responsible for
information and communications ;

"Commission" means the Commission on Administative
Justice established by section 3 of the Commission on
Administrative Justice Act, 20ll1,

No....of 2012.

" Couut" means the High Court or any other court with
jurisdiction under any law to adjudicate over matters relating to
data protection;

"data" means information whistr-

(a) is being processed by means of equipment operating
automatically in response to instructions given for that
pu{pose;

(b) is recorded with the intention that it should be processed by
means of such equipment;

(c) is recorded as part of a relevant filing system or with the
intention that it should form part of a relevant filing system;

(d) where it does not fall under paragraph (a), (b) or (c), forms

3



The Data Protection BiIl,2012

part ofan accessible record;

(e) is recorded information held by public entity and does not
fall within any of paragraphs (a) to (d);

"data controller" means a person who, either alone or with
others, controls the contents and use of personal information;

"data equipment" means equipment for processing data;

"data processor" means a person who processes personal
information on behalf of a data controller but does not include an
employee of a data controller who processes such information in the
course of his or her employment;

"data subject" means an individual who is the subject of
personal information;

"disclosure", in relation to personal information, includes the
disclosure of information extracted from such data and the transfer
of such data but does not include a disclosure made directly or
indirectly by a data controller or a data processor to an employee or
agent of his for the purpose of enabling the employee or agent to
carry out his duties; and, where the identification of a data subject
depends partly on the data and partly on other information in the
possession of the data controller, the data shall not be regarded as

disclosed unless the other information is also disclosed;

o'person" has the meaning assigned to it in Article 260 of the
Constitution;

"personal information" means information about a person,
including, but not limited to -

(a) information relating to the race, gender, sex, pregnancy,
marital stafus. national, ethnic or social origin, colour, age,
physical or mental health, well-being, disability, religion,
conscience, beliei culture, language and birth of the
individual;

(b) information relating to the education or the medical,
criminal or employment history of the individual or
information relating to financial transactions in which the

4



The Data Protection Bill,2012

I

No....of.....

individual has been involved;

(c) any identiffing number, symbol or other particular assigned

to the individual;

(d) the fingerprints, blood type or contact details including
telephone numbers of the individual;

(e) correspondence sent by the individual that is implicitly or
explicitly of a private or confidential nature or firrther
correspondence that would reveal the contents of the

original correspondence to a third party;

(f) a person's views or opinions about another person ; and

(g) any information given in support or relation to a grant,

award or prlrze proposed to be made to an individual;

"processing" means performing automatically logical or
arithmetical operations on data and includes-

(a) extracting any information constituting the data; and

(b) in relation to a data processor, the use by a data controller of
data equipment in the possession of the data processor and

any other services provided by him for a data controller, but
does not include an operation performed solely for the
purpose of preparing the text of documents;

"public entity" means- -
(a) any public office, as defined in Article 260 of the

Constitution; or

(b) any entity performing a function within a commission,
offrce, agency or other body established under the Constitution;

"record" in relation to an agency, means a document or any other
source of information compiled, recorded or stored in written form,
on film, by electronic process or in any other manner or a record
made or kept by a person acting under the authority of law or
exercising other offrcial function;
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The Data Protection Bill,2012

"secretaqr" has the meaning assigned to it by section 2 of the
Commission on Administrative Justice Ac\2011

PART II - OBJECTS AND PERSONAL INX'ORMATION
PROTECTION PRINCIPLES

objecrc of this Act. 3. The objects of this Act include to -
(a) give effect to the right of every person to privacy as provided

under Article 31 (c) and (d) of the Constitution;

(b) protect a person's right to privacy for their personal data with
regard to their private and farnily life subject to this Act; and

(c) safeguard personal data from use or disclosure which is not in
the interest of the data subject except in terms of this Act.

Principles of data
protection.

a.(l) The principles of data protection include that -
(a) information is collected or stored if it is necessary for or

directly related to a lawful, explicitly defined purpose
and does not intrude upon the privacy of the data
subject to an unreasonable extent;

(b) information is collected directly from and with the
consent ofthe data subject;

(c) data subject is informed of the purpose of any
collection of information and of the intended recipients
of the information, at the time of collection;

(d) information is not kept for any longer than is necessary
for achieving the purpose for which it was collected;

(e) information is not distributed in a way incompatible
with the purpose for which is was collected that is with
direct consent and subject to any notification that would
attract objection;

(f) reasonable steps are taken to ensure that the information
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Rieht to protection of
privacy.

Limitation.

Data processing.

Collection of personal
information.

processed is accurate, up to date and complete;

(g) appropriate technical and organizational measures are
taken to safeguard the data subject against the risk of
loss, damage, destruction of or unauthorized access to
personal information; and

(h) data subjects are allowed a right of access to their
personal information and a right to demand correction if
such information turns out to be inaccurate.

5. Every person has a right to privacy with respect to their personal
data relating to their private and family life.

6. (1) The right to privacy may be limited in order to safeguard
overriding legitimate interests of another person and the limitation
must be caried out using the method that is least intrusive to the
data subject.

(2) The right to privacy is presumed to be lost due to the general
availability of the data being in the public domain

7. Where personal data conceming a data subject is destined for
automated or manual processing the data subject shall have the
right on request to the following- -(D information on the person processing data

concerning him or her;

(ii)

(iii)

(iv)

place of origin of the data;

use of the data collected;

any other person to whom the data is
hansmitted;

(v) rectification of incorrect data and the right to
erasure of illegally processed data.

8. (1) Personal information shall not be collected, stored or used
by a person-

(a) by unlawful means; or

(b) bV means that in the circumstances, intrude to an
unreasonable extent, upon the personal affairs of the

7
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Exemptions.

data subject except in terms of this Act or any other
written law.

(2) A data controller shall, with respect to personal
information kept by him or her, comply with the following
limitations -(a) the information is collected for a lawful purpose

connected with a function or activity of the agency;
and

(b) the collection of the information is necessary for that
purpose.

(3) An agency which collects personal information may collect the
information directly or indirectly from the data subject concerned.

9. Notwithstanding the provisions of section 8 (2), , an agency
shall not be held to have collected the information unnecessarily
where it can demonstrate on reasonable grounds that -

(a) the information is publicly available information;

(b) the data subject authorised collection of the
information from someone else;

(c) non-compliance would not prejudice the interests of
the data subject;

(d) non-compliance is necessary -
(i) to avoid prejudice to the maintenance of law

and order by any public sector agency,
including the prevention, detection,
investigation, prosecution, and punishment of
offences;

(ii) or the enforcement of a law imposing a
pecuniary penalty;

(iii) for the protection of the public revenue and
property;

(iv) for the conduct of proceedings before any
Court or the Commission, being proceedings
that have been commenced or are reasonably

8
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Duty to notifu

in contemplation; or

(v) for purposes of exemptions set out in the
Freedom of Information Act;

(e) compliance would prejudice the purposes of the
collection;

(0 compliance is not reasonably practicable in the
circumstances of the particular case;

(g) the information -(D will not be used in a form in which the data
subject is identified; or

(ii) will be used for statistical or research purposes
and will not be published in a form that could
reasonably be expected to identiff the data
subject; or

(h) the collection of the information is in accordance with
an authority granted under this Act or any other
written law.

10. (1) Where an agency collects personal information directly
from a data subject, the agency shall take such steps as Eue in the
circumstances reasonable to ensure that the data subject is aware of

(a) the fact that the information is being collected;

(b) the purpose for which the information is being
collected;

(c) the intended recipients of the information;

(d) the name and address of tle agency that is collecting
the infonnation and the agency that will hold the
information and whether or not any other agency will
receive the information;

9
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(e) where the collection of the information is authorised
or required by or under law -
(D the particular law by or under which the

collection of the information is so authorised or
required; and

(ii) whether or not the supply of the infonnation by
that data subject is voluntary or mandatory;

(iiD protocols to comply with the law

(D the consequences ifany, for that data subject ifall or
any part of the requested information is not provided;
and

(g) the rights of access to, and correction of, personal
information provided under this Act.

(2) The steps referred to in subsection (l) shall be taken before
the information is collected.

(3) Where-

(a) it is not practicable to comply with subsection (1) before
collection of information; or

(b) the whereabouts of the data subject are not known,

the person collecting information shall, as soon as practicable after
the information is collected, comply with subsection (l).

(4) An agency shall not be required to take the steps referred to
in subsection (1) if the agency has taken those steps on a recent
previous occasion when collecting the same information or
information of the same kind from that data subject:

Provided that the agency shall notiff the data subject where
information is to be used for a different purpose from the one for
which the information was collected previously.

(5) An agency shall notiff a datz subject that a waiver of rights
under this Act will be construed as consent and authorisation
for collection of information.
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Protection and security
ofpersonal
inforrnation.

Access to infonnation.

ActNo.... of

Act No....of...

Corection of
information.

ll.An agency that holds personal information shall ensure that

(a) the information is protected, by such security
safeguards as are reasonable in the circumstances
against -
(i) loss;

(ii) access and use by an trnauthorised person,
modification, or negligent disclosure or use,
except with the authority of the agency that
holds the inforrration; and

(iii) negligence; and

(b) if it is necessary for the information to be given to a
person in connection with the provision of a service to
the agency, everything reasonably within the power of
the agency is done to prevent unauthorised use or
unauthorised disclosure of the information.

12. (1) Where an agency holds personal information or where an
individual believes that an agency is holding personal information
regarding him or her, in such a way that it can readily be retrieved,
the data subject shall be entitled -

(a) to obtain from the agency confirmation of whether or
not the agency holds such personal information; and

(b) to have access to that information.

(2) Subsection (1) does not apply to information that is exempted
from access under the Freedom of Information Act.

(3) The procedure for a request for access to information under
subsection (1) shall be as provided under the Freedom of
Information Act.

13. (l) Pursuant to Article 35 (2) of the Constitution, where a
person holds personal information, the data subject shall be entitled
to request correction or deletion of untrue or misleading
information.

11
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Use of information.

Storage of
infonnation.

(2) A person who holds personal information shall, if so

requested by the data subject or on his or her own initiative, take
steps to correct, or delete untrue or misleading information.

(3) A denial of a request made under subsection (1) shall be
in writing disclosing the grounds for the denial of the
request.

(4) A request for correction may be denied on the basis that
the request does not amount to a correction.

(5) Where an agency that holds personal information
denies a request by the data subject to correct, or delete untrue or
misleading, information, the agency shall, if so requested by the
data subject, attach to the information that it holds, in such a

manner that it will be read with the information that it holds, a

statement provided by the data subject making the request.

(6) Where the agency has taken steps under subsection
(5), the agency shall, ifreasonably practicable, inform each person
or body or agency to whom the personal information has been
disclosed of those steps.

(7) Where an agency receives a request made pursuant to
subsection (l), the agency shall inform the data subject of the action
taken as a result of the request.

14. An agency that holds personal information shall not use the
information without taking reasonable steps to ensure that, having
regard to the purpose for which the information is proposed to be

used, the information is accurate, up to date, complete, relevant, and
not misleading.

15. An agency that holds personal information shall not keep the
information for longer than is required for the purposes for which
the information may lawfully be used.

16. An agency that holds personal information that was obtained
in connection with one purpose shall not use the information for any
other purpose.

Misuse of information.
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Commercial use of
data.

Use of unique
identifiers.

17. A person shall not use for commercial purposes personal
information obtained pursuant to the provisions of this Act unless-

(a) given express consent by data subject; or

(b) authorised to do so under any other written law.

18. (1) An agency shall not assign a unique identifier to an
individual unless the assignment of that identifier is necessary to
enable the agency to carry out any one or more of its functions
effrciently.

(2) An agency shall not assign to an individual a unique
identifier that, to that agency's knowledge, has been assigned
to that individual by another agency, unless those two
agencies are associated persons within the meaning of the
Income Tax Act.

(3) An agency that assigns unique identifiers to individuals shall
take all reasonable steps to ensure that unique identifiers are
assigned only to individuals whose identity is clearly
established.

(4) An agency shall not require an individual to disclose any
unique identifier assigned to that individual unless the
disclosure is for one of the purposes in connection with
which that unique identifier was assigned or for a purpose
that is direcfly related to one of those

19. For the purposes of this Act, a person who interferes with
personal information of a data subject or practices breaches in
relation to personal information that relates to the data subject
commits an offence and is liable, on conviction, to a fine not
exceeding Kshs. 100,000 and to a term of imprisonment not
exceeding two years, or to both .

PART III - CONT'ERMENT ON THE COMMISSION OF
OVERSIGHT AIID ENT'ORCEMENT FT]NCTIONS AND

POWERS

20. (l) The Commission on Administrative Justice is hereby
granted the powers of oversight and enforcement of this Act.

(2) In the performance of its functions under this Act, the
Commission shall be guided by the national values and principles of

*

Chapter 470

Interference with
personal inforrnation.

Role of the
Commission.
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Functions of the
Commission.

Inquiry into
complaints.

the Constitution.

21. (1) The functions of the Commission include- -

(a) investigating any complaint relating to a
violation of any person's rights under this Act;

(b) providing a framework or mechanisms for
effective conflict management or dispute
resolution on matters relating to this Act; and

(c) taking such further action as is contemplated
by this Part.

(2) The Commission shall, in performing its functions -

(a) have regard to all applicable international
information management and dissemination
standards relating to data protection; and

(b) ensure that public authorities provide adequate
safeguards for protection of personal
information.

(2) The Commission shall have all the powers necessary for the
performance of its functions under this Act.

PART IV. COMPLAINTS, PROCEEDINGS AI\D
SETTLEMENT

22. (L) A data subject who is aggrieved by any decision of any
person under this Act may make a complaint to the Commission in
accordance with the procedtue provided in the Freedom of
lnformation Act.

(2) A person wishing to lodge a complaint under this Act shall
do so orally or in writing addressed to the secretary or any other
person as may be duly authorised by the Commission for that
purpose.
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Proceedings on
complaints.

(3) The Commission shall develop mechanisms and procedures
to deal with oral complaints and recording of oral complaints.

(4) A complaint under subsection (l) shall contain such
particulars as the Commission may prescribe.

(5) The Commission Bay, notwithstanding subsection (1),

corlmence an investigation on its own initiative.

(6) Upon receipt of a complaint under subsection (1), the
Commission may -

(a) call for information or a report regarding such complaint
from the agency within such reasonable time as may be
specified by the Commission:

Provided that -
(i) if the information or report is not received

within the time stipulated by the
Commission, the Commission may proceed
to inquire into the complaint without the
information or report;

(ii) if, on receipt of the information or report,
the Commission is satisfied either that no
further action is required or that the
required action has been initiated by the
agency, the Commission shall, in writing,
inform the complainant accordingly and
take no further action;

(b) without prejudice to paragraph (a), initiate such inquiry
as it considers necessary, having regard to the nature of
the complaint.

23. On the receipt of a complaint in terms of section 22,the
Commission may take no action or, as the case may require, take no
firrther action on any complaint if, in the opinion of the
Commission-

(a) the length of time that has elapsed between the date when
the subject-matter of the complaint arose and the date
when the complaint was made is such that an investigation
of the complaint is no longer practicable or desirable;

(b) the subject-matter of the complaint is trivial;
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(c) the complaint is frivolous or vexatious or is not made in
good faith;

(d) the individual alleged to be aggrieved does not desire that
action be taken or, as the case may be, continued;

(e) the complainant does not have suffrcient personal interest
in the subject-matter of the complaint;

(f) where -(i) the complaint relates to a matter in respect of which
a code of practice issued under this Act is in force;
and

(iD the code of practice makes provision for complaints
procedure and the complainant has failed to pursue,
or to pursue fully, an avenue of redress available
under that complaints procedure that it would be
reasonable for the complainant to pursue; or give the
person aplace ofreferral; or

(g) there is in all the circumstances an adequate remedy, or
other right of appeal other than to the Commission, that it
would be reasonable for the individual alleged to be
aggrieved to exercise.

(2) Notwithstanding anything in subsection (l), the Commission
may in its discretion decide not to take any further action on a
complaint if, in the course of the investigation of the complaint, it
appears to the Commission that, having regard to all the
circumstances of the case, any further action is unnecessary.

(3) In any case where the Commission decides to take no action,
or no fi.rther action, on a complaint, the Commission shall inform
the complainant of that decision and the reasons for it
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Settlement of
complaints.

Powers and remedies
of the Commission on
the complaint.

24. Where it appears from a complaint, or any written response

made in relation to a complaint under section 23, that it may be

possible to secure a sefflement between any of the parties concerned
and, if appropriate, a satisfactory assurance against the repetition of
any action that is the subject-matter of the complaint or the doing of
further actions of a similar kind by the person concerned, the
Commission may, without investigating the complaint or, as the
case may be, investigating the complaint further, to secure such a

settlement and assurance.

PART V - POWERS AI\D REMEDIES

25. (l) If in any proceedings under section 23 or section 24, the
Commission is satisfied on a balance of probabilities that any action
of the defendant is an interference with the data protection under
this Act, it may grant one or more of the following 1smsfis5- -

(a) a declaration that the action of the defendant is
an interference with the data protection in
relation to the individual;

(b) an order restaining the defendant from
continuing or repeating the interference, or from
engaging in, or causing or permitting others to
engage in, conduct of the same kind as that
constifuting the interference, or conduct of any
similar kind specified in the order;

(c) an order that the defendant perform any acts
specifred in the order with a view to remedying
the interference; or

(d) such other relief as the Commission thinks fit.

(2) kr any proceedings under section 23 or 24, the Commission
may award such costs against the defendant as the Commission
thinks fit, whether or not the Commission makes any other order,
or may award costs against the plaintifB or may decline to award
costs against either party.

(3) It shall not be a defence to proceedings under section 23 or 24
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Damages.

Protection against
certain actions.

that the interference was unintentional or without negligence on the
part of the defendant, but the Commission shall take the conduct of
the defendant into account in deciding what remedy to grant.

26.ln any proceedings under section 23 or 24 , the Commission
may advise the complainant to seek damages in Court against the
defendant for an interference with the data protection of a data
subject in respect of any one or more of the following- -

(a) pecuniary loss suffered as a result of and expenses
reasonably incurred by the aggrieved individual for the
purpose oi the transaction or activity out of which the
interference arose;

(b) loss of any benefit, whether or not of a monetary kind,
which the aggrieved individual might reasonably have
been expected to obtain but for the interference;

(c) humiliation, loss of dignity, and injury to the feelings of
the aggrieved individual.

PART V _ MISCELLA}IEOUS PRO\ISIONS

27. (l) Where any personal information is made available
in good faith pursuant to of this Act 

-

(a) no proceedings, civil or criminal, shall lie against the
agency in respect of the making available of that
information, or for any consequences that follow from
the making available of that information; and

(b) no proceedings, civil or criminal, in respect of any
publication involved in, or resulting from, the making
available of that information shall lie against the
author of the information or any other person by
reason of that author or other person having supplied
the information to an agency.

(2) The making available of, or the giving of access to, any
personal information in consequence of a request made
under section 12 shall not be taken, for the puq)oses of the
law relating to defamation or breach of confidence or
infringement of copyright, to constitute an authorisation or
approval of the publication of the document or of its
contents by the individual to whom the information is made
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Offences.

Regulations

available or the access is given.

28. (l) A person who -
(a) without reasonable excuse, obstructs, hinders, or resists

the Commission or any other person in the exercise of
their powers under this Act;

(b) makes any statement or gives any information to the
Commission or any other person exercising powers under
this Act, knowing that the statement or information is
false or misleading;

(c) represents directly or indirectly that he or she holds any
authority under this Act when he or she does not hold that
authority;

commits an oflence and is liable, on conviction, to a fine not
exceeding Kshs 100,000 and to a term of imprisonment not
exceeding two years, or to both.

29. (l) The Cabinet Secretary may, after consultation with the
Commission, make regulations prescribing anything required by
this Act to be prescribed or generally for the better carrying out of
the provisions of this Act.

(2) Without prejudice to the generality of subsection (l), the
regulations may provide for -

(a) the manner in which applications under this Act are to be
made;

(b) the form in which information requested under this Act
is to be supplied;

(c) the procedure for the service of notices and documents
under this Act: or

(d) providing for such matters as are contemplated by or
necessary for giving full effect to this Act and for its due
administration.
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MEMORANDUM OT' OBJECTS AI\D REASONS

The Ministry of Information and Communications h.as forrnulated the Bill herein with a
view to protecting personal information that is collected by persons and processed
automatically. The Bill recognizes that data protection in relation to personal information
is a corollary to expectation of privacy, a human right that is in keeping with best
international practice. It also spells out the mechanisms for enhancing data protection.
The Bill is borne of the realization that data protection is crucial for the promotion of e-
hansactions in the global digital economy where a lot of information is processed
automatically.

Part I of the Bill contains preliminary provisions.

Part II contains provisions on principles of personal infonnation protection. Clause 8
provides for collection of personal information, clause 8 provides for exemptions, Clause
l0 provides for notice to persons on information collection, , Clause 1l provides that
information should be protected, Clauses 12 and 13 provides for access to information
and correction of information, Clhuse 14 provides for the parameters on use of
information, Clause 15 provides fiJr-storage of information, Clause 16 provides for
protection against misuse of information, Clause 17 prohibits a person from using
personal data without the express consent of the data subject, Clause 18 provides for
protection against use and disclosure of unique identifiers and Clause 19 provides for
protection against interference with the personal information .

Part III contains provisions, under clauses 20 and 21, conferring on the Commission on
Administrative Justice oversight functions and powers.

Part IV contains provisions on data protection, clause 22 pertans to inquiry into
complaints, Clause 23 governs conduct of proceedings and Clause 24 is on settlement of
complaints.

Part V contains powers and remedies of the Commission in relation to violation of data
protection principles. It provides at Clause 26 for damages that may be awarded.

Part VI contains miscellaneous provisions

The enactment of this Bill will not occasion additional expenditure of public funds.

Dated the ..2012

SAMUEL POGHISIO,
Minister of Information anll Communications.
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Chairperson

Data protection Commissioner

Chief Executive Officer

Data Protection Manager (Promotion, Public

Education & Compliance)

Oata Protection Public Education Offlcer

Data Protection Manager (Reviews &

Treaty Monitory)

Data Protection Officer

Director, Privacy /Data Protection

Data Protection Research &

lnvestigations Officer

Director, Corporate Services

Human Resources & Administration

Supply Chain

Data Protection Manager (violations,

Research & lnvestigations)

Finance
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MEMORANDUM ON DATA PROTECTION BILL PRESENTED TO THE NATIONAL ASSEMBLY

OF KENYA DEPARTMENTAL COMMITTEE ON COMMUNICATION, INFORMATION AND
INNOVATION.

17 September 2019

Amnesty lnternational Kenya welcomes the Data Protection Bill as a step towards the right
direction in the realization of the right to privacy in Kenya. We appreciate that the principal
object of the Bill is to give effect to Article 31(c) and (d). We also acknowledge that the Bill
sets out requirements for the protection of personal data processed by both private and public
bodies.

The 21* century has been characterized as the digital age or information age that has seen our
social, economic and political activities dependent on the information and communication
technologies. With this widespread use of digital technologies, protection of data processed,

shared, stored and transmitted through thesb technologies is very important.

Amnesty lnternational Kenya calls upon the Committee on Communication, lnformation and
lnnovation to make the following changes: -

1. Ensure that the Office of the Data Protection Commissioner is financially
and functionally independent.
2. Ensure that the exemptions contemplated in the Bill are in accordance with
the limitations to the right to privacy contemplated under Article 24 of lhe
Constitution of Kenya.
3. Review the lenient penalties contemplated in the Bill and provide for more
deterrent penalties for breach of the Data Protection Act.
4. Ensure that all data collected, processed, shared or stored by operation of
any other Act of Parliament be in accordance with the Data Protection Act.

ESTABLISHMENT OF THE OFFICE OF DATA PROTECTION COMMISSIONER
Clause 5 of the Bill proposes the establishment of the Office of the Data Protection
Commissioner. Amnesty strongly supports the intentions of the Bill to have an independent
Data Protection Commissioner to ensure enforcement and implementation of the Act. Several
clausesof the Bill do not promote the independence of the Data Protection Commissioner such
as placing the Office directly under the Cabinet Secretary of lnformation and Communication
Technology.

AMilESTY &IilTERt{ATt0}tAt
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Appointment of Data Protection Commissioner
Clause 6 elaborates on the process of appointment of a Data Protection Commissioner through
the Public Service Commission (PSC), it further provides that the PSC considers, shortlists,
interviews and nominates three qualified persons for appointment by the Cabinet Secretary.

This process of appointment connotes that the Data Protection Commissioner reports to the
Cabinet Secretary which negates the independence of the office. This subjugation to the
Cabinet Secretary is further evidenced under Part lX of the Bill, Clause 68 provides that the
Data Commissioner shall submit annual financial estimates to the Cabinet Secretary who then
tables in the National Assembly. Clause 70 similarly provides that the Data Commissioner shall
submit annual reports to the Cabinet Secretary who shall within three months submit the
annual report to the National Assembly.

Amnesty lnternational proposes that the Data Commissioner reports to the National Assembly.

The Clause 6 on appointment of the Data Commissioner be amended to provide that the
President gazettes the vacancy in the office of the Data Commissioner and constitutes a

selection panel for the purposes of appointment. We propose that Clause 6 provides for a

selection panel that is comprised of a chairperson selected by the President and one

representative from each of the following; Ministry responsible for lnformation, Communication
and Technolory; Kenya National Commission on Human Rights; one data science professional

of at least fifteen years' experience; one information technologt professional of at least fifteen
years' experience; the Association of Professional Societies of East Africa; and the Law Society
of Kenya.

The selection panel shall hold its proceedings in public and submit a report to the National
Assembly a report of the interview proceedings, which should include the scores of each

candidate interviewed together with the criteria for selection. The selection panel should
forward three names to the President for nomination, the President then nominates one person

for National Assembly approval.

Commissioner should report to National Assembly instead of Cabinet Secretary
We further propose an amendment to Clause 68 to provide that the Data Protection
Commissioner prepares and tables before the National Assembly their annual financial
estimates. Further, Clause 70 be amended to provide that the Data protection Commissioner
to gazette and forward the annual report to the Clerk of the National Assembly for debate and

adoption. These proposals allow for financial and functional independence of the Data

Protection Commissioner.

Security of office is also key to the independence of the office; Clause 12 provides for the
removal of the Data Protection Commissioner through the Public Service Commission. We

propose that the removal of the Data Protection Commissioner be in accordance with Article
251 of the Constitution. The office established as a state office under Article 260, requires
that the removal process reflects the removal process of a state officer. We propose that the
removal of the Data Protection Commissioner be commenced through a petition to the National
Assembly, which if satisfied will send the petition to the President for the formation of a
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tribunal to investigate the conduct of the Commissioner and recommend to the President
action.

\ArnreSty lnternational reiterates that the independence of the Data Protection Commissioner
is pivotal to the implementation and enforcement of the Act.

Exemptions to Data Protection Requirements
Amnesty lnternational is also concerned with the exemption clauses contained in the Bill. We
acknowledge that it is international practice for a law to contemplate exemptions to the data
protection laws, however, these limitations must meet the criteria laid down under Article 24
of the Constitution of Kenya. Article 24 provides for the limitation of rights and fundamental
freedoms in Kenya. Article 24 of the Constitution requires that any limitation to fundamental
rights and freedoms must be reasonable and justifiable in an open and democratic society
based on human dignity, equality and freedom, taking into account all relevant factors. Article
31 is expressly limited for persons serving in the Kenya Defence Forces orthe National Police
Service. This therefore connotes that for the right to privacy to be limited, it must satisfy the
criteria laid down in the Constitution.

The exemption for the purposes of national security or public order from the provisions of the
Bill is of serious concern to us due to over broad nature of national security and public order.
The blanket exemption from data protection will be prone to abuse by the State if left in the
ambiguous wording it has currently. This ambiguity does not satisfy the principle of legality.
The courts have severally determined that laws, especially those that limit fundamental rights
and freedoms, must be clear enough to be understood and must be precise enough to cover
only the activities connected to the law's purpose. Moreover, the extent of national security or
public order is not we!! defined, as such risks invalidity as the Bill does not specifically express
the intention to !imit Article 31 as required by Article 24 ol the Constitution.

We propose that State agencies responsible for national security and public order be bound by
the general rules of data protection such as security of data, collection limitation, purpose
limitation among other rules. lt must be clearly provided in law the nature and extent of data
that may be collected for the purposes of national security and public order. We propose the
only allowable exemption be limited to seeking consent of data subject's access, analyze,
process and store data. We hence propose an amendment to Clause 51(2Xb). We also propose
an amendment to Clause 51(2Xc) that gives a blanket exemption to all disclosures required by
law and orders of the court. This Clause provides an opportunity for the State to circumvent
the Data Protection Act by enacting laws that allow for disclosures. This Clause equally does
not meet the criteria set under Article 24.

Clause 54 provides that the Data Protection Commissioner may provide instances where certain
provisions of the Act may be exempted. ln our view, these exemptions should be set out clearly
in the law and the Commissioner in the exercise of this function should be bound by the rules
of limitations Iaid down under Article 24 namely, that any limitation to a fundamental right
must be clearly and concisely provided in law; must be necessary and proportionate in an open
and democratic society; ?nd, must pursue a legitimate aim.
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Penalties
Clause 58 provides for enforcement notices where non-compliance attracts upon conviction a

fine not exceedingfive million shillings orto imprisonment for a term not exceedingtwo years

or both. Clause 61 provides forthe offence of obstruction of the Data Protection Commissioner

where upon conviction, a fine not exceeding five million shillings or to imprisonment for a term

not exceeding two years or both.

Clause 63 also provides for administrative fines for infringement of the Act by setting out the

maximum sentence of up to five million shillings or two per centum of the annual turnover,

whichever is higher. Further, Clause 73 provides for the general penalty set to a maximum of

three million shillings or to an imprisonment term not exceeding two years or both.

Amnesty lnternational Kenya is concerned that these penalties proposed are lenient to the

extent that they may not serve the deterrence effect they are intended to have - especially

where big corporations with high financial muscle are concerned. Penalties should be designed

to make non-compliance costly for persons or companies that infringe. The European Union

General Data Protection Rules (GDPR) provides for penalties that make large and small

corporations weigh cost of compliance against business costs.

Data Protection Bill and other laws
While the Bill provides for consequential amendments in the Second Schedule, the pieces of

legislation listed are not exhaustive as there are other Acts of Parliament that have provisions

that negate the data protection provisions of the Bill. The existence of other laws allowing the
government agencies to collect, process, share and store data without regard to any data

protection safeguards is a point of concern.

We propose the inclusion of a clause to provide that al! data collected, processed, stored or

shared in Kenya shall be subject to the provisions of the Data Protection Act.

END
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PROPOSED AMENDMENTS THE DATA PROTECTION BILL NO.
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T. INTRODUCTION

The Kenya Medical Association (KMA) is a membership organization representing medical
and dentalpractitioners registered to practice in Kenya with a twin mission of championing
the welfare of doctors and advocating for the provision of quality healthcare for all. Kenya

Medical Association.

(KMA) is a voluntary membership organization open to all medical and dental practitioners
registered in the Republic of Kenya.

Despite short notice on submission of memoranda, the Kenya Medical association has gone

through the draft bill and noted a gap which we propose for amendment.
Given more time, the Kenya Medical Association would like to engage the committee on

communication, information and innovation on matters regarding this bill.

2. PROPOSED AMMENDMENT

CLAUSE 1: Establishment of the Office.

LEADERSHIP/COMPOSITION OF DATA PRIVACY COMMISSION.

KMA proposes that the act be amended to include a data privacy commission /committee
who will provide diversity and technical expertise on health data protection.

JUSTIFICATION

"health data" means data related to the state of physical or mental health of the data subject
and includes records regarding the past, present or future state ofthe health, data collected in
the course of registration for, or provision of health services, or data which associates the data
subject to the provision ofspecific health services;

The establishment of office has direct impact on the execution of the mandate of article 46 of
the proposed bill.
Due to the nature and sensitivity of personal data and specifically health data, the proposal of
the Kenya Medical association is to have a Data privacy committee with representation from
the legal and medical professional societies giving guidance on the unique nature of medical
data both personal and aggregate data

J
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Kenya: The Data Protection Bill, 2019 July 2019

Executive Su m mary

The Data Protection Bill currently being considered by the National Assembly of Kenya needs

significant revisions to ensure that its protections are in harmony with those of fundamental rights of

freedom of expression and the right to information as recognized by the Constitution of Kenya and in
international law.

The current draft has only limited provisions on the processing of personal data by the media which are

not adequate to protect freedom of expression and no provisions on ensuring that the law is consistent

with the Access to lnformation Act and the Constitution.

Recommendations:

1. Article 52 of the Data Protection Bill should be revised to broaden the journalistic exemption to

processing that is intended to communicating information to the public, ideas, or opinions of

general interest including for journalistic purposes and the purposes of academic, artistic or

literary expression.

2. The exemptions for freedom of expression, literature, and artistic purposes should be separated
from other exemptions in Article 8. The Draft Law should ensure that provisions protecting
freedom of expression apply to all sections of the law, not just relating to principles of
processing personal data.

3. The journalistic exemption should also apply to the section on transborder data flows to ensure

that materials created for the purpose of journalism, including radio and television and other
media published on the internet or otherwise transferred across borders are not restricted.

4. The definition of personal information in Article 2 should be synchronized with the Access to
lnformation Act and should specifically exempt information about the public activities and

functions of public officials and those exercising public functions;

5. Public registers and other information not of a personal nature about activities of government

including procurement, services and subsidies, should remain public.

6. The Data Protection Bill should specifically recognise the public interest provisions in the
Access to lnformation Act held by public bodies and ensure that the public interest is
considered in any request which relates to personal information.

ARTICLE 19 EASTERN AFRICA. ACS Plaza.2nd floor. Lenana Road -www.articlel9.org- +254727 862230
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Kenya: The Data Protection Bill, 2019 July 2019

About the Article 19 Transparency Programme

The ARTICLE 19 Transparency Programme advocates for the development of progressive standards on
access to information at the international and regional levels, and their implementation in domestic
legal systems. The Transparency Programme has produced a number of standard-setting publications,
which outline international and comparative law and best practice in areas such as national security
and privacy.

On the basis of these publications and ARTICLE I9's overall legal expertise, the Transparency
Programme publishes a number of legal analyses, guides, and other materials each year, commenting
on legislative proposals, as well as existing laws that affect the right to information, whistleblowing and
related rights. This analytical work frequently leads to substantial improvements in proposed or existing
domestic legislation. All of our materials are available online at http://www.articlel9.orgl

lf you would like to discuss this analysis further, please contact the Kenya Office at
kenva@article I 9.ore or +2547 27 862230.

ARTICLE 19 EASTERN AFRICA. ACS Plaza.2nd floor. Lenana Road - www.article19.org- +254727 862230
Page 4 of 12
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l. Introduction

The rights of privacy and data protection and freedom of expression and information are co-equal
human rights. ARTICLE l9 believes that privacy and freedom of expression and information are

complimentary rights designed to empower the citizen to protect their rights and to improve the

transparency of public and private bodies that hold and wield power in society. ARTICLE l9 supports
the adoption of well-designed data protection acts, which protect individuals' rights to personal privacy

while ensuring government transparency and freedom of expression.

The right of data protection has been growing rapidly in Africa over the last few years. To date, twenty
four countries in Africa have adopted comprehensive laws protecting personal data while l4 countries

are currently undertaking initiatives to adopt data protection legislation. ln 20i4, the African Union
adopted the Convention on Cyber Security and Personal Data Protection, which sets standards on

protecti ng personal data.

African countries are also increasingly participating in initiatives from outside the continent, most

notably the Council of Europe's Convention 108 for the Protection of lndividuals with regard to
Automatic Processing of Personal Data. The Convention is the world's only legally binding treaty on

privacy and data protection. Mauritius, Senegal and Tunisia are party to Convention while Burkina Faso,

Cabo Verde and Morocco are in undertaking the process for accession. Accession has considerable
advantages for acceding countries and also provides strong assistance to countries wishing to obtain an

EU adequacy finding under the General Data Protection Regulation (GDPR). ln 2OL7, the European

Commission stated "the Commission encourages accession by third countries to Council of Europe

Convention 108 and its additional Protocol", because this will "contribute to the convergence towards
a set of high data protection standards".

The rules on international transfers under the GDPR set high requirements for third countries to be

deemed as offering sufficient protection of personal data, so that companies and public bodies in those
countries will be able to receive such data from EU entities. The free flow of data between European

and African countries will therefore be conditional upon development of good practices in the latter,
oriented towards the offering of an "adequate level" of data protection that is a level equivalent to the
one set by GDPR.

ln this analysis, ARTICLE 19 sets out its concerns about the Data Protection Bill and its compatibility
with Kenya's international obligations under international human rights law to protect freedom of
expression and information. lt also analyses various other aspects of the Data Protection Bill and
proposes changes to make it stronger and more consistent with international standards.

ARTICLE l9 EASTERN AFRICA. ACS Plaza.2nd floor. Lenana Road - www.articlel9.org- +254727 862230
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ll. Analysis of the Draft Law

A. Freedom of Expression Problems

1. Media and Journalism

lnternational law requires that freedom of expression concerns need to be harmonized with privacy
protections. The key international data protection instruments include specifrc exemptions for
journalistic, academic, artistic, literary and other cultural purposes which allows for the rules limiting
processing to be waived for those purposes. These exemptions have been widely adopted in national
data protection laws.

At a minimum, there must be exemptions from the application of, and/or limitations embedded in, data
protection laws for the protection of journalistic, literary, academic, and artistic purposes and for the
discharge of any legal obligation to make information publicly available, such as the maintenance of
archives for historical or other public interest purposes, or under right to information laws. Moreover,
such exemptions or limitations must be interpreted broadly so as to give meaningful effect to the rights
to freedom of expression and to information.

The Data Protection Bill farls to take these concerns into account fully and raises additional problems
around the publication of information.

lnternational law

Most of the key international instruments on data protection have specifically included provisions
requiring that freedom of expression and data protection be reconciled through exemptions for
journalism, literary purposes and other reasons. Nearly all countries around the world that have adopted
data protection acts have specifically rncluded a clear exemption for journalistic, artistic, literary, and
other cultural purposes which allows for the rules limrting processing to be waived for those purposes.

The African Union Convention on Cyber Security and Personal Data Protection also provides that
processing for journalism and other FOE purposes should be exempt from limits on processing. Article
14 states:

Personal data processing for journalistic purposes or for the purpose of research or artistic or literary
expression shall be acceptable where the processing is solely for literary and artistic expression or for
professional exercise of journalistic or research activity, in accordance with the code of conduct of these
professions.

ln the updated Council of Europe Convention 108, Article 11 requires that signatories ensure that the
rights are balanced in practice for freedom of expression:

No exception to the provisions set out in this Chapter shall be allowed except to the provisions of Article
5, paragraph 4, Article 7, paragraph 2, Article 8, paragraph l, and Article 9, when such an exception is
provided for by law, respects the essence of the fundamental rights and freedoms and constitutes a

necessary and proportionate measure in a democratic society for... (b) the protection of the data subject
or the rights and fundamental freedoms of others, notably freedom of expression.

The Explanatory Memorandum to the Convention clearly sets out the needs to protect journalism:

96. Littera b. concerns the rights and fundamental freedoms of private parties, such as those of the data
subject himself or herself (for example when a data subject's vital interests are threatened because he or
she is missing) or of third parties, such as freedom of expression, including freedom of journalistic,
academic, artistic or literary expression, and the right to receive and impart information, confidentiality of
correspondence and communications, or business or commercial secrecy and other legally protected

ARTICLE 19 EASTERN AFRICA. ACS Plaza.2nd floor. Lenana Road -www.articlel9.org- +254727 862230
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secrets. This should apply in particular to processing of personal data in the audio-visual field and in news

archives and press libraries. ln order to take account of the importance of the right to freedom of
expression in every democratic society, it is necessary to interpret notions relating to that freedom, such

as journalrsm, broadly.

Under the previous European Union Directive on Data Protection 95146, Article 9 on "Processing of
personal data and freedom of expression", required that all EU Member States adopt exemptions to
data protection rules in cases of all persons who are engaged in iournalistic, literary or creative
pursuits. The European Court of Justice in evaluating this provrsion ruled that states must develop a
"fair balance" between the two rights based on the principle of proportionality.'

The breadth of protected freedom of expression-related activities has been extended in the revised data
protection framework of the European Union. Under the new EU GDPR, Recital 153 states:

Member States law should reconcile the rules governing freedom of expression and information,

including journalistic, academic, artistic and or literary expression with the right to the
protection of personal data pursuant to this Regulation. The processing of personal data solely
for journalistic purposes, or for the purposes of academic, artistic or literary expression should

be subject to derogations or exemptions from certain provisions of this Regulation if necessary

to reconcile the right to the protection of personal data with the right to freedom of expression

and information, as enshrined in Article I I of the Charter. This should apply in particular to

the processing of personal data in the audiovisual field and in news archives and press

libraries. Therefore, Member States should adopt legislative measures which lay down the
exemptions and derogations necessary for the purpose of balancing those fundamental rights.
Member States should adopt such exemptions and derogations on general principles, the rights

of the data subject, the controller and the processor, the transfer of personal data to third
countries or international organisations, the independent supervisory authorities, cooperation

and consistency, and specific data-processing situations. Where such exemptions or

derogations differ from one Member State to another, the law of the Member State to which the

controller is subject should apply. ln order to take account of the importance of the right to
freedom of expression in every democratic society, it is necessary to interpret notions relating
to that freedom, such as iournalism, broadly.

Data Protection Bill provisions

The Data Protection Bill does not adequately reconcile the two fundamental rights. ln the Bill, there are

two applicable provisions, neither of which fully address the issue, and in fact, further restrict freedom

of expression in violation of the Kenyan Constitution and international law.

Article 30 states the processing of personal data without consent is allowed in several circumstances.
Among them, the processing for the purpose of historical, statistical, iournalistic, literature and art or

scientific purpose in included. Article 52 further holds that an exemption for journalistic, literary and

artistic purposes applies whenever "the data controller reasonably believes that publication would be in

the public interest".

The provisions in Article 52 are overly narrow to fully protect freedom of expression. ARTICLE 19

believes that this exemption should be expanded to reflect a broader recognition of freedom of

expression interests. The provision should encompass the processing done for any "journalistic
purposes", not just an ill-defined "public interest".

Article 52 also only exempts lournalistic purposes from the principles of processing personal data in
Section lV of the bill. Consequently, all other sections apply when personal data are processed for
journalistic purposes, including the requirements of registration of data processing, the processing of

ICase C-101/01, Bodil Lindqvist, 6 November 2003, p.87 90.
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sensitive data, the limits on the transfer of personal data outside Kenya and the application of criminal
offences.

The failure to include the other substantive and administrative provisions in the exemption has serious
consequences. The journalistic exemption would not apply when the processing involves sensitive
personal data such as for example financial information, which relates to corruption and abuse of
power, or health information particularly when this data is related the grave illness of a leader.

Further, by not being exempted from the registration requirements, journalists and media will have the
obligation to inform the Data Commissioner about, among other things, the personal data being
processed, for which purpose and the category of data subjects. Such obligation poses serious risks of
informing targets when journalists are conducting investigations.

Lastly, the application of criminal offences when data are processed for lournalistic purpose can have a
serious chilling effect on freedom of expression, as the disclosure of personal data in an article
published in good faith and later found not to be in the public interest might bring the journalist and
the media under proceedings. Penalties under the Data Protection Bill include a fine not exceeding
three million shillings andlor imprisonment for up to two years. The imposition of all of these other
obligations would seriously undermine the right of freedom of expression as protected under the
Constitution and international law.

Other regional data protection laws have much more clearly and effectively ensured that freedom of
expression is protected. ln comparison, the South African Protection of Personal lnformation Act,
states:

This Act does not apply to the processing of personal information solely for the purpose of
journalistic, literary or artistic expression to the extent that such an exclusion
is necessary to reconcile, as a matter of public interest, the right to privacy with the right
to freedom of expression.2

Recommendations

Article 52 of the Data Protection Bill should be revised to broaden the journalistic exemption to
processing that is intended to communicating information to the public, ideas, or opinions of
general interest including for journalistic purposes and the purposes of academic, artistic or
literary expression.

The exemptions for freedom of expression, literature, and art purposes should be separated
from other exemptions in Article 8. The Draft Law should ensure that provisions protecting
these activities apply to all sections of the law, not just relating to principles of processing
personal data in Section lV

o

o

2. Transborder Data Flows

The meaningful exercise of the right to freedom of expression requires that the right to privacy and
personal data protection be strongly protected, including in legal agreements for data flows. ln order to
ensure a consistent level of protection of personal data, the Data Protection Bill also applies to personal
data transferred outside Kenya.

ln data transfer agreements, States should ensure that the applicable law is the one providing the
highest protection for personal data. The level of data protection applicable to an individual's personal
data must not be lowered because of the data being transferred.

2 Act No. 4 of 2013, Protection of Personal lnformation Act, 2013, $7
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Article 48 of the Data Protection Act provides that a data controller or processor may transfer personal

data to another country only where the data controller or processor has given proof of respect to the
Data Commissioner on the appropriate safeguards with respect to the security and protection of the
personal data, the data subyect has given consent or the transfer is necessary for any matter of public
interest.

Again, because Article 52 only applies the exemption to a limited section of the Bill, iournalists could
be violating the provisions on transborder data flows when they publish any materials, including
articles, audio, video, or images on the lnternet or through other networks, and could be subject to civil
and criminal penalties, even if the publication was legal in the country. The Data Protection Bill must
apply the lournalistic exemption to transborder data flows.

Recommendation

The journalistic exemption should also apply to the section on transborder data flows to ensure
that materials created for the purpose of journalism, including radio and television and other
media published on the internet or otherwise transferred across borders are not restricted.

B. Conflicts with the Right of Access to lnformation

The right of access to information and data protection often play complementary roles. They both are

focused on ensuing accountability of powerful rnstrtutions to individuals in information age. lt is also a

fundamental human right recognised under international law and under the African Charter on Human
Rights.

ln 20I6, Kenya adopted the Access to lnformation Act. The law was intended to implement Article 35
of the Constitution guaranteeing the right to information.

Unfortunately, the Data Protection Bill threatens to seriously undermine this achievement and reduce
the avarlability of information. ln fact, it appears to be a step backwards and undermines the rights
given to all persons under the Access to lnformation Act and protected by the Constitution.

I nternat ional law obl igations

lnternational law clearly requires that the right of access to information is reconciled with the right of
privacy. The Declaration of Principles on Freedom of Expression in Africa states that "Privacy laws shall
not inhibit the dissemination of information of public interest."

Public bodies, as well as private bodies carrying out public functions, delivering public services,
managing public resources or utilising public funds are required to apply the principle of maximum
disclosure when dealing with right to information requests or proactively publishing information about
their activities. The scope of exceptions to the right to information, including the right to privacy and
protection of personal data, must be limited and subject to strict "harm" and "public interest" tests.

Public bodies must also proactively disclose government data, including through the use of accessible
formats and anonymised datasets ("open data"), subject to safeguards for the protection of the right to
privacy, of the right to personal data protection, and of confidential sources.

The Council of Europe stated in a 1986 Resolution that the right to information and privacy are "not
mutually distinct but form part of the overall information policy in society."3 The revised Council of
Europe Convention 108, includes a specific reference to public access to information in its recitals:

Considering that this Convention permits account to be taken, in the implementation of the rules laid
down therein, of the principle of the right of access to official documents;

3 Council of Europe Recommendation 1037 0n Data Protection and FreOedom of lnformation (1986)
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The explanatory note to the revised convention states

Furthermore, the Convention confrrms that the exercrse of the right to data protection, which is not

absolute, should notably not be used as a general means to prevent public access to official documents.

The EU GDPR further extends this recognition. Article 86 states

Personal data in official documents held by a public authority or a public body or a private body for the
performance of a task carried out in the public interest may be disclosed by the authority or body in

accordance with Union or Member State law to which the public authority or body is subject in order to
reconcile public access to official documents with the right to the protection of personal data pursuant to
this Regulation.

Definition of personal data

Article 2 of the Bill sets out a broad definition of personal data to apply to "any information relating to

an identified or identifiable natural person". However, the Access to lnformation Act provides in Article
3 a more detailed definition by including and therefore, mentioning

(a) information relating to the race, gender, sex, pregnancy, marital status, national, ethnic or

social origin, colour, age, physical, psychological or mental health, well-being, disability,
religion, conscience, belief, culture, language and birth of the individual;

(b) information relating to the education or the medical, criminal or employment history of the
individual or information relating to financial transactions in which the individual has been

involved;

(c) any identifying number, symbol or other particular assigned to the individual;

(d) the fingerprints, blood type, address, telephone or other contact details of the individual;

(e) a person's opinion or views over another person;

(f) correspondence sent by the individual that is implicitly or explicitly of a private or confidential
nature or further correspondence that would reveal the contents of the original correspondence;

(g) any information given in support or in relation to an award or grant proposed to be given to
another person;

(h) contact details of an individual.

Further, the Data Protection Bill includes some of the information mentioned in the Access to
lnformation Act in the definition of "sensitive personal data".

The two definitions should be synchronized to make sure that the same categories of data follow the

same regime and guarantees as established under the Data Protection Bill in relation to sensitive
personal data.

We further recommend that the Bill be amended to include an explicit exemption for personal

information relating to public activitres of public officials or others acting under public authority or

spending public money. This exemption is currently found in the 20l6 Access to information Act in
Article 6 and should be expanded to reflect the constitution right of information and the public interest

in obtaining information about the official activities of public officials.

This approach has been adopted in both data protection and right to information laws around the world.

By way of example, in South Africa the Promotion of Access to lnformation Act requires that disclosure

ARTICLEIgEASTERNAFRlCA. ACSPlaza.2ndfloor.LenanaRoad-www.articlel9.org-+254727862230
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of information must be declined if it "would involve the unreasonable disclosure of personal

information about a third party, including a deceased individual." However, the information can be

disclosed if it is:

about an individual who is or was an official of a public body and which relates to the
position or functions of the individual, including, but not limited to-

(i) the fact that the individual is or was an official of that public body;
(ii)the title, work address, work phone number and other similar particulars of the

ind ivid ual;
(iii) the classification, salary scale or remuneration and responsibilities of the

position held or services performed by the individual; and
(iv)the name of the individual on a record prepared by the individual in the course

of employment.a

Public Records and Databases

Governments also hold a considerable information which contains personal data about private citizens.

While it is an obvious point that some of this information is sensitive and should not be made public,

such as that relating to health conditions, there is a considerable amount of information which should

be public. These records can be quite crucial to ensuing accountability, including information about
public procurement, public registers of company owners and boards, information on company officials
meeting with public officials to influence their decisions, recipients of subsidies, and more.

It is important to ensure that public registers and other information relating to the operation of
government or in the public interest also remain public, and are not unnecessarily restricted in the

name of data protection.

These registers can be public under the Bill when they meet the principles under Article 4 but it should

be revised to ensure that this point is clear.

For information that is not in public registers, is also necessary that the Data Protection Bill fully
recognise the public interest test in Access to lnformation Act as a legal condition for release of
personal information and ensure that there rs a consideration of the public interest when there is a

request to access records which contain personal information of any kind about private individuals.

The Access to lnformation Act allows for the withholding of information relating to privacy or personal

data when it would harm the person's interest. The exemptions are not considered absolute as "a
public entity or private body may be required to disclose information where the public interest in

disclosure outweighs the harm to protected interests as shall be determined by a Court."

The exemption also includes a public interest test which allows for the release of personal information

which would otherwise be exempt when relating:

(a) promote accountability of public entities to the public;

(b) ensure that the expenditure of public funds is subject to effective

oversight;

(c) promote informed debate on issues of public interest;

(d) keep the public adequately informed about the existence of any

danger to public health or safety or to the environment; and

4 Promotion of Access to lnformation Act , $34

ARTTCLE l9 EASTERN AFRICA. ACS Ptaza.2nd floor. Lenana Road -www.articlel9.org - +254727 862230
Pagellof12



Kenya: The Data Protection Bill,20l9 July 2019

(e) ensure that any statutory authority with regulatory responsibilities is

adequately discharging its functions.

Recommendations

The definition of personal information in Article 2 should be synchronized with the Access to
lnformation Act and should specifically exempt information about the public activities and
functions of public officials and those exercising public functions;

Public registers and other information not of a personal nature about activities of government
including procurement, services and subsidies, should be public.

The Data Protection Bill should specifically recognise the public interest provisions in the
Access to lnformation Act held by public bodies and ensure that the public interest is
considered in any request.

lV. Conclusion

The existing Data Protection Bill is in clear need of improvements to ensure that Kenya is compliant
with its international obligations on data protection and privacy, as well as to ensure compliance with
the GDPR and other laws to facilitate the transborder flow of personal information.

However, the Data Protection Bill is insufficient to provide those protections, and further endangering
free expression and right of access to information under the Kenyan constitution.
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MEMORANDUM OF VIEWS ON THE DATA PROTECTION BILL, 2019
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Content Development & Intellectual Property (CODE-IP) Trust
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Nairobi
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The Departmental Committee on Communication Information and Innovation,
The National Assembly, Twelve Parliament of Kenya,
Nairobi

16 July, 2019
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Reference is made to above Notice inviting members of the public to submit representations on the Data Protection Bi11,2019. We

thank the Departmental Committee on Communication Information and Innovation for inviting privacy and data protection

Technology Rights Defenders to provide input. We appreciate being consulted on the current law before the House.

Article 31 (c) and (d) of the Constitution requires the unwarranted intrusion into privacy with minimal requirement for information

relating to family or private affairs unnecessarily or it disclosure which this Bill sets out to effect. Generally, it our considered

view that this Sections 8-10 establish Data Protection Commissioners to whom largely confers the constitutional mandate. The

Commissioner is thereafter legally empowered to singly and independently define the rules and application of this Act. This may

later be problematic on Delegated Legislation disputes. Further, applying the old test of fullest application of the law against

ownself- if owned a small online enterprise collecting personal data raises deep concerns.

Therefore, whereas envisaged to be a person of high integrity and well-intended, and if permitted - analogous to establishing a
'Morality Commissioner'- guaranteeing unpredictable enforcement consequences. Besides plausible arbitrariness, the additional

bureaucratic registration, certification, license fees requirements, and fines hamper ease of doing business in Kenya when "Ease of
Doing Business" is a stated government commitment.

Hereby submit our Memorandum of Mews for your consideration and pray that it deserves your due attention and consideration.

Respectfully submitted,

Alex Gakuru
Executive Director ,

CODE-IP Trust
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Part I - Preliminary

) Interpretation Add definition of "data" at the beginning as:-

"data" means the factual input processed into
information by means of equipment operating
automatically in response to instructions given for
that purpose, recorded with the intention that it
should be processed by means of such equipment,
or is recorded as part of a relevant filing system or
with the intention that it should form part of a
relevant filing system. It need not be held on a
computer.

Fundamental definition to guide subsequent interpretations
and to expand the scope of data protection to include data

on manual records as well as in digital systems, processing
and conrol.

2 Interpretation Add definition of "metadata" at the beginning as:-

"metadata" means data about data and for the
purposes of this Act qualifies as data wherever
consolidated metadata reveals private data or
personally identifiable information

Cure indiscriminate metadata collection, retention,
processing and disclosure to third parties

See video 'Metadata Explained I Privacy International
https://wwwyoutube.com/watch?v=xP e56DsymA

) Interpretation Add definition of "Data Collector" after "Data
Commissioner as:-

"Data Collector" means a natural or legal person,
public authority, agency or other body which alone
or jointly with others, collects public data.

1. To expand the scope of privacy protection to include
foreign entities collecting private data of Kenyans for
inclusion in alien data systems.

2. This category of data handlers is otherwise exempted
from provisions of this Bill.

3. Effect Article 31(c) information relating to their family
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or private affairs unnecessarily required or revealed;

2 Interpretation Add definition of "Data Owner" after "Data
Subject" as ;-

"Data Owner" means the same as "Data Subject"

Balancing out normative contextual interpretations over
private data 'owner'vs. private data 'subject'

2 Interpretation Change definition of "profiling" to read as;-
"Profiling" means any form of automated
processing of personal data consisting of the use of
personal data evaluate certain personal aspects

relating to a natural person, in particular to analyse

or predict aspecs, such as, conceming that natural
person's race, sex, pregnancy, marital starus, health
starus, ethnic social origin, colour, age, disability,
religion , conscience, belief, culture, dress,

language or birth, personal preferences, interests,
behaviour, Iocation of movement, family or private

affairs, among others;"

Effect Article 31(c) 'information relating to their family or
private affairs unnecessarily required or revealed;'

3(b) Object and Purpose of
this ACT

Consider adding the purpose;-

"(e) to establish a framework to protect against the
unnecessary collection of information relating to
their family or private affairs"'

1. Whereas ". ....minimisation of collection...." is a stated
purposer nowhere on the Act is the unnecessarily collected
personal data given force of law and complies with
Sections 25 (c) and (d).

2. Effect Article 31(c) 'information relating to their family
or private affairs unnecessarily required or revealed;'

4 (b) Application Change to read;-

"(b) by a data collector, data controller or data
processor who -

To expand the scope of privacy protection to indude
foreign entities collecting private data of Kenyans for
inclusion in alien data systems.
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I

(i) is established or ordinarily resident in Kenya
and processes personal data while in Kenya; or

(ii) not esublished or ordinarily resident in Kenya,
but processing personal data of data subjects in
Kenya.

Part III - Registration of Data Controllers and Data Processors

Part III -

sections

t8-24

Regisration with DPO Delete requirement for data processors and

controllers to register with the Data Protection

Office

The proposed legislation requires regisuation of data
processors and conEollers in Kenya with the Data
Protection Officer including the requirement to document
and keep up to date a record of processing activities. The
bill contemplates dre potential requirement of fees for
processors to register with the state and penalties for failure
to register.

Data Processing and Data Controlling are not business
models in the strict sense. They are activities that entities
may incidentally engage in during the course of business.

The requirement to have all processors and controllers
would create an immense implementation burden for the
Data Protection Office that would threaten to bog down the
office widr bureaucratic recordkeeping rather than allowing
them to focus on the most serious enforcement issues.

Similarly, for processors and controllers, the requirement to
update extemal records of processing each time a change to
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processing, occurs shifts the focus from improving privacy
in areas that present the most risk to a bureaucratic exercise
The requirement for fees also raises issues as this would
disproportionately affect smaller data processors and
controllers.

Even the GDPR does not contain any parallel requirement
for regisuation

Section 25 Principles of Data

Protection

Add new Sub-section after (d) and before (e):-

"(d.1) A valid explanation must be provided

whenever information relating to family or private

affairs is necessarily to be collected"

Article 31(c) information relating to their family or private

affairs unnecessarily required or revealed;

Section 33 Processing of Personal

Data relating to a child

Add new Sub-section after (c);-

"(c) all personal data relating to a chi-ld collected,

processed and or archived subject to subsection (b)

must be deleted upon the child becoming an adult."

This will prevent overzealous law enforcement officers

labeling children criminals for life (see Annex I -DCI

Criminal Child Doto Archiving Notice) .

And also criminalise archived profiles of child's youthful

indiscretions.

Section 43 Notification of data

Breach

Revise to require notification only where breach is

likely to result in a risk to the rights and freedoms

of natural persons

The proposed legislation requires notification to the Data

Protection Officer for all instances of breach and not just

those that are likely to have an impact on the rights of the

data subject.
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As currently drafted could have risk of inundating Data

Protection Office with notices for risk that are trivial in

terms of impact on righs of individuals. A more efficient

and effective means to enforcement would come from

narrowing notification to those breaches likely to have an

impact on individual rights and freedoms

Sections

48-50

Cross-Border

Tlansfer of Data

Permit uansfers to third country where, accounting

for the uansfer, all of the other requirements set

forth in the legislation will continue to be met.

Clarify that fte conditions listed in part VI are

mutually exclusive. Do this by using the term

"...may uansfer personal data to another country

where any of the following conditions is

fuffilled" or separate the conditions with the term

'or'.

The proposed legislation bars transfer of data to a third

country where there is no decision by the Data

Commissioner that adequate safeguards have been made for

the protection of drat data (adequacy decision).

The omission of the word 'or' at the end of the conditions

listed in this part gives the interpretation that all of those

conditions listed have to be met before data can be

ransferred across borders. IT appears that this may not

have been the intention and that all the conditions listed are

mutually exdusive.

Requirement for adequacy decision will have undesirable
impact on resricting free-flow of data. Concerns may be

addressed through alternatives like binding corporate nrles,
codes of conduct, and certifications.
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Il Annex I DCI Criminal Child Data Archiving Notice
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REPUBLIC OF KENYA

PARLIAMENT

NATIONAL ASSEMBLY LEGISLATIVB PROPOSALS

(Legislotive Proposul No of 2019)

THE CHILDREN LEGISLATM PROPOSAL, 2019

(This Legislative Proposal, if approved under S.O l l4(8) of the National Assembly Standing Orders,

will be published in the Kenya Gazette as a Bill)



The Children Bill,20l9
4

THE CHILDREN BlLL,20l9

ARRANGEMENT OF CLAUSES

Clause

PART I - PRELIMINARY

1. Short title

2. Interpretation

3. Overriding objectives of the Act

PART II - SAFEGUARDS FOR THE RIGHTS AND BEST INTERESTS OF THE CHILD

4. Realisation of the rights of the child

5. Survival and development of the child

6. Name and nationality

7. Best interests of the child

8. Non-discrimination

9. Differential treatment not discriminatory

10. Right to parental care

I l. Right to social security

12. Right to education

13. Right to leisure, recreation and play

14. Right to religious education

15. Right to healthcare

16. Right to inheritance

17. Protection from child labour

18. Protection from armed conflicts

19. Rights of children with disabilities

20. Protection from abuse, etc.

21. Protection from harmful cultural rites, etc.

22.Protection from illicit drugs and substance abuse

23. Right to freedom from torture, etc.

24. Detention of children in conflict with the law

25. Privacy

26. Right to assemble, demonstrate, picket, petition and participate in public life

27 . Enforcement of rights under this Part
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