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THF' CHAIRPERSON'S FORFWORD

The report contains the committee's proceedings onrthe.consideration of the Data Protection

Bill, 2019 which was read a first time on Thursday 4'n July, 2019'

The Data protection Bill, 2019 a Bill for an Act of Parliament sponsored by Hon' Aden

Duale,MP was referred to the Departmental committee on communication, Information and

Innovation for consideration and thereafter the Committee is to report to the House pursuant

to National Assembly Standing Order No'127(1)'

The Committee placed an advertisement in the local dailies on 1lth July, 2019 and wrote to

key stakeholders inviting them to submit their views on the Bill on or beiore 16th July, 2019 '

upon receipt of the memoranda, the committee held a total of fifteen meetings with the

stakeholders and considered submissions received which submissions are incorporated in this

report. A total of sixteen memoranda were received from members of the public and

institutional stakeholders in the ICT sector'

The committee held public county forum meetings with stakeholders from Kakamega'

Mombasa, Kilifi, Kisumu, Kericho and Nakuru counties. It further held meetings with the

Commission on Administration of Justice, Google Kenya, Amnesty International Kenya,

Article 19, Bowmans LalCoulson Hamey LLP,1u*y._rt Hub, Tespok, CODE-IP, Kenya

private Sector a1iu"." (KEPSA) and the Ministry of Information, Communication and

Technology to deliberate on their memoranda'

Thereafter, the committee proceeded for a report writing retreat which provided the

opportunity. to consider the submissions of the puUlic and stakeholders and to further draft'

consider and aPProve its RePort.

on behalf of the Departmental Committee on Communication, Information and lnnovation

and pursuant to the provisions of the Standing Order 199 (6), it is my nle,asant privilege and

honour to present to this House the Report ofltre committee on its consideration of the Data

Protection Bill, 201 9..

The committee is grateful to the offices of the Speaker and the clerk of the National

Assembly for the lolistical and technical support accorded to it during its sittings' Finally I

wish to express *y"ufpr..iation to the Honorable Members of the Committee who made

useful contiibutions towards the preparation and production of this report'

Hon William Kisane. MP
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EXECUTIVE SUMMARY

The Data Protection Bill, 2019 a Bill for an Act of Parliament sponsored by Hon' Aden

Duale, was read 
" 
#;il;", +il lrry, zorg and subsequently referred to the Departmental

committee on communications, Information and Innovaiion for consideration and thereafter

report to the House pursuant to Standing Order No'127(l)'

From the memorandum of objects and reasons the principar object of the Bill is to give effect

to the right to privacy as provided for r^n Articre 3i and-(d) of the constitution by setting out

the requirements f"t ,l*'protection of personal q"t.a processed by both public and private

entities. Further, the Bill outlines th" i;, principles that shall govern the processing of

personal data by uotr, p,ruri. and private .rtiti.,, while setting out the rights of data subjects

'*J,n" duties of dutu controllers and processors as they handle data'

The Bill further seeks to estabrish the office of the Data protection commissioner, and sets

out the mandate of the office which shall include inter-alia to make provisions for the

regulation of the processing of p"rr*ui data, and obligations of data controllers and

proa"rrott, and for connected purposes'

The rights of data subjects under this Bil include the right to be informed of the use to which

personal data is to be put, right to access-fheir personaltata in cyslo{V of a data controller or

data processor, ,ight to oU;Jct to the processing of all or part of their personal data' right to

correction of farse or misleading data and the"right to deletion of false or misleading data

about them.

;
I

I

I
I

{
i
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CHAPTRR ONE

PREFACF"

1.1 Committee Mandate

1. The Departmental committee on communications, Information and Innovation is established

underStandingorder216whosemandatepursuanttotheStandingorder216(5)isas
follows;

a. Investigate, inquire into, and report on all. matters relating to the mandate'

. management, activities, ud*inirtration, operations and estimates of the assigned

Ministries and dePartments;

b. Study the programme and policy objectives of Ministries and departments and the

effectiveness of the implementation;

c. Study and review all legislation referred to it;

d. Study, urr"r, and anafize the relative success of the Ministries and departments as

..urur.d iy the results obtained as compared with their stated objectives;

e'InvestigateandinquireintoallmattersrelatingtotheassignedMinistriesand
departmentsasthey*uya".*-n...,.u,y,andasmaybereferredtothembythe
House;

f. To vet and report on all appointments where the Constitution or any law requires the

NationalAssemblytoupprou.,"*..ptthoseunderStandingOrder204(Committeeon
APPointments);

(fa) examine treaties, agreements and conventions;

g. make reports and recommendations to the House as often as possible' including

,".o--.ndation of proposed legislation;

h. make reports and recomm"nd"utions to the House as often as possible' including

.."o**"rrdation of proposed legislation;

i.considerreportsofCommissionsandlndependentofficessubmittedtotheHouse
pursuanttotheprovisionsofArticle254oftheConstitution;and

j Examine any questions raised by Members on a matter within its mandate'

2. In accordance with Second Schedule of the Standing orders, the Committee is mandated to

oversee Communication, Irrfor*uiion, media and broadcasting (except for broadcast of

parliamentaryproceedings),lnformationcommunicationsTechnology(ICT)development
and advancement of technology and modernization of production strategies'

Report of DePartmental C
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1.2 Committee MembershiP

The Departmental Committee on Communication, Information and Innovation was

constituted by the House in Decemb er 2Ol7 and comprises of the following Members-1

I

Hon. Liza, Chelule ChePkorir, MP

M.P for Nakuru CountY

Jubilee PartY

Hon. Atfah O. Miruka, MP

M.P for Bomachoge Chache Constituency

KenYa National Congress

Hon. Annie Wanjiku Kibeh, MP

MP"for Gatundu North Constituency

.Iubilee Partv

Hon. Joshua Kimilu, Kivinda, MP

MP for Kaiti ConstituencY

Wiper Democratic Partv

Hon. Marwa KitaYama Maisori, MP

MP for Kuria East ConstituencY

Jubilee Partv

Hon. Mwambu Mabongah, MP

MP for Bumula ConstituencY

Independent

Hon. Maritim SYlvanus, MP
MP for Ainamoi ConstituencY

.Iubilee Partv

Hon. Mwan gazaKawira, MP

MP for Meru CountY

Indenendent

ChairPerson
Hon. Kisang William KiPkemoi, M'P

MP for Marakwet West ConstituencY

Jubilee PartY

Vice-Chairperson
Hon. George Macharia Kariuki
MP for Ndia ConstituencY

Jubilee Partv

C omm un i cati on, Information
ll,20l9

Hon. Jonah Mburu, MP

MP for Lari ConstituencY

Jubilee Partv

Hon. Gertrude MbeYu MwanYanje, MP

MP for Kilifi CountY

Orange Democratic Partv

Hon.Wamuchomba, Gathoni, MP

MP for Kiambu CountY

.Iubilee ParW

Hon. (Eng.) Mark NYamita Ogola, MP

MP for Uriri ConstituencY

Orange Democratic PartY

Hon. John Kiarie Waweru, MP

MP for Dagoretti South
.Iubilee ParW

Hon. Erastus Nzioka Kivasu, M'P'
MP for Mbooni
New Democrats ParW

Hon.Innocent MomanYi Obiri, MP

Bobasi ConstituencY
People's Democratic Partv

Hon. GodfreY Osotsi Atieno, MP

Nominated
African National Consress

Hon. AnthonY, Tom Oluoch, MP

MP for Mathare ConstituencY

Oranee Democratic PartY
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Committee Secretariat

TheCommiueeisfacilitatedbythefollowingsecretariat:.

Ms. Hellen Kina

Clerk Assistant II
Lead Clerk

Ms. Marlene AYiro

Senior Legal Counsel
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CHAPTER TWO

INTRODUCTION

2.1 Background Information

3TheDataProtectionBill,20lgsponsoredbytheLeader-oftheMajorityParty,theHon.Aden
Duale, Up, *as iead a first ii*.""t +/t 

-J'ry, 
2Ol9 and subsequently referred to the

Departmental Committee on Co.,t"'nitation, Iniormation and Innovation for consideration

4 111;1i,"r::ll'#"-ffi effect to Articte 3t(c) and (d) orthe constitution on the right to

privacy. The Bill ru?ne. seeks to..tuUti'tt the'office of the Data Protection Commissioner to

oversee tt e impiementation of ura f. ."rponsible for the enforcement of this law' The Bill

also seeks to provide obrigations .fl;; controlrers and processors as we, as provide for the

regulation of the processing of data.by data proces'o".und data controllers' The Bill also sets

out the rights "r'J.o 
subj-ects *t i"rl .rghd include the right to be informed of the use to

which personal data is to be put, to acceis their personal da:ta in custody of a data controller

ordataprocessor,toobjecttotheprocessingofallorpartoftheirpersonaldata'tocorrection
of false o. *irf.uhi"g a*" and to deletion oT fultt or misleading data about them'

2.2 overview of the Bill 
rd sets out the objects and purposes of

5 Part I of the Bill provides for preliminary provlslons ar

the Bill' 
, This Bilr is an Act of parriament that seeks to give effect to A.rticle 3l (c) and (d)

oftheConstitution;toestablishtheofficeoftheDataProtectionCommissioners;
to make provision f,r, th.;;;riation of the processing of personal data; to provide

ro, tr,. .i!tts ofdata,ui;..tIund obligations ofdata controllers and processors'

b) This part provides fo, ttt interpretation section which contains definition of terms

'*in::liri*,1,'T*",il'I.'*:"1H""',il;;lll',il"'H:1"*rrompersona,

data so that the data subject is no longer i"dentifrable' This being read together

with .,cons"nt,, *hi"h-*.un, any voluntary, specific and.informed expression

of will of a data subject to process p.rrorrut iata. This implies some control

that a data subjec, *uy "*"..ir" 
withiegard to data that pertains to them'

Data has u."r, 
"ut.gJiir"J 

in,o three; bfometric data, health data and personal

$:ll"r", data breach has been defined in an effort to curb cyber security.

c)Theobjectandpurpose"'.1,:Billhavebeenhighlightedasfollows_

ii. "rrrrrini'ti. 
ru*^n r handling of p.rrorul data in accordance with

the priniiples of lawful processing;

iii. "staulisiil;]*, 
and institutionii mechanisms to protect personal

1V

data;
providing data subjects with rights and remedies in respect to the

protectton of their personal data.

6 Part II establishes the office of the Data Commtsstoner and provides for the aPPointment'

qualifications, functions, Powers, removal of the Data Commissloner

a) This part Provides for the Establishment of the Office of the Data Protection

Commissioner which is a body corPorate with PerPetual succession and a common

seal capable ofsuing and being sued;

Communication, lnformation
ll,20l9
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b) It is a designated state office under Article 260(q) of the Constitution' (an office

established uno a.rig"ated as a State office by national legislation);

c) The office .h"li.;;prise of the Data Protection Commissioner as its head and

accountingofficerandotherstaffappointedbytheDataCommissioner.
d) Clause 6 of the nirif.oriaes for. the'afpointment of the Data Commissioner' The

appointment of ihe 6ata Protection Commissioner is to be initiated by the Public

Service commission who uft., ,...iring applications from the applicants shall

shortlist the qualified candidate in a transparent process and forward the names to

the cabinet s;;;;y who shall *i,ni,i 14 days of receipt of names of the

nominated candidates appoint the Data Commissioner'

e) The data .".*irrion". *uy establish such directorates as may be necessary for
-/ 

the better carrying out of the function of the office'

0 Cluur. Z of ih. "gill provides for the qualifications of the Data colrunlssroner

which include inter-alia-
(i)holdsadegreefromauniversityrecognizedin.Kenyaindatascience,law,

informatio"n technology or any other related fie-ld

(ii) has knowledge and relevant.*p.ri.n." of not less than ten years; and

(iii) meets,f,. tti"ittmen! of Chapter Six of the Constitution'

g) The Data commissioner shall u. uppoint d for a single term of six years and shall

not be eligible for re-appointment'

h) io*. of iire fun.tion, to be carried out by the office include-

l.overseeingtheimplementationandenforcementoftheAct;
2. BstuU6st, ira *uintuin a register of data controllers and processors;

3. Conduct assessment of u piUf i" and private bodies or at the request of

aprivatebodytoascertainwhetherinformationisprocessedaccording
to the Provisions of the Act;

4.par.ut"thegeneralpublicontheprovisionsofthisAct;
5. Receive and investigut. uny compiaints regarding infringements of the

6. t::"naking research to the further deveropments in.data processing

. arrJ 
"r,ru.in! 

that there are no adverse effects of any developments on

the PrivacY of individuals'

i)Inperforminghisduties,theDataCommissionershallhavethefollowing
powers-. 

To conduct investigations on its own initiative or by virtue of a

comPlaint made;

2. To obtain relevant consultancy or advice from persons within the

public service outside it where it is appropriate;

3. To facilitate altemativ. aitpu,t ,.roirtio' on disputes arising from the

Act;
4. To summon witnesses for the purposes of investigation;

5. To impose fines for failure to comply with the Act'

j) clause I I "r ,r," 
Bill provid.. fo, instancls when the office of the Data

Commissioner may become ,u.*.. These include instances where the Data

Commissionerdies,resignsfromofficeisconvictedandsentencedto
imprisonmentforatermexceedingsixmonths,orisremovedfromofficeron
various grounds.

Report of Departmental Committee on Communication, Information
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k) clause 12 of the Bill provides for the procedure for removal of a Data

Commissioner from office. A complaint shall be submitted to the Public Service

Commission who shall inform the bata Protection commissioner of the complaint

and investigate the matter'

l) clause ri Ji*,. Bill provides that the Data commissioner shall appoint such staff

aSmaybenecessaryfortheproperdischargeo||hefunctionsoftheoffice.
Part III provides ior the registration of data controllers and data processors'

a) Clause f S of the Bill provides that no person shall act as a data controller or

data processor unless registered with the Data Protection commissioner'

b) It outlines the application ptolaure including necessary thresholds that will

be prescribed by the Data Protection Commissioner that must be met by a

Person seeking to be registered'

c) A persona ,..[ing to bi registered as-a data controller or data processor must

prorid" the following inforiration to the Data' Protection Commissioner-

(ii ua.r"ription orite f"rronur data to be processed by the data controller

or data Processor;

rio"o.'.'iptionortr,.purposeforwhichthepersonadataisprocessed;
iiii ,il;.go.y of data su'bjects to which the persona data relates;

iivj contact aetaits of the data controller or data processor;

i;i ; g;;"ral description of the risks, safeguards, security measures and

mechanisms to ensure the protection of personal data; and

(rD *V other details as may be prescribed by the Data Commissioner'

d) It piovides for the issuance of a registration certificate upon successful

applicationwhichshallbevalidforthreeyears(Clause20).
e)TheDataProtectionCommissioneristokeeparegisterofalltheregistered

datacontrollersanddataprocessors(Clause2l).
.0TheDataProtectionCommissionercancancelorvarythetermsofthe

certificate upon showing sufficient cause (Clause 22)'

g) Clause 24 ;fthe Bill piovides for the appointment of Data Protection Officer

by the data contrott.. o, pro..ssor to- uavi"e the data controller and ensure that

they complied with the provisions-of the Act'

Part IV of the gil provid"' fo. principies and obligations of personal data protection-

a) Claise 25 of ttre eiif- ploria"t fir. eight irinciples for the processing of

personal data that .r.ryiu,u controller L.Uouna by to ensure that the data is

handled in a way ttrat is lawful. which principles include that the data

controllerorprocessorshallensulethatpersonaldatais-
(i) processed in accordance with the right to nrilacV,1f]he data subject;

iii p.o".rred lawfully, fairly and in a transparent manner in relation to any

data subject;
(iii)collectedforexplicit,specifiedandlegitimatepurposesandnotfurther

processed in a *unn.t incompatible with those purposes;

(iv) adequat., ..t.u*i, limited to what is necessary in relation to the
' 'pu.pot"s 

for which it is processed;

(v) accurate and *h"r. nttt"uty, kept up to date' with.every reasonable

step being taken to ensure that any inalcurate personal data is erased or

rectified without delaY;

(vi) kept in a form which identifies the data subjects
' '.r...rrury for the purposes which it was collected;

8
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(vii)releasedtoathirdpartyonlywiththeconsentofthedata
subject; and

(viii)nott,a,,f.,.edoutsideKenya,unlessthereisproofofadequate
b) There ur. ,.r.ruiiigrritlrrt, are conferred on adatasubject under Clause 26 of

the Bill which ;ight, include the right to be informed of the use of their

personal data, rigr,Jrto access of p"rrJrral data and to have false data corrected

and right to have misleading data deleted'

c) Clause 27 oftfre gitt p.oviles for exercise of rights of data subject in cases of

minors, or data ,uu3..,t with physical or mental disability with the assistance

of guardian', - - .r,,, --^,,iroc rhor 1 ' lto collect data from a
d) Claluse 28 ofthe Bill provides that the data processor ts

subject-
(i) directlY from the subject; or

(ii) in indirectly where data is contained in a public record, the data subject

hasdeliberut.ly,nud.thedatapublic,thedatasubjecthasconsentedto
thecollectionfromanother,o..,".wherethereisaguardianthe
guardian has given consent among others'

(iii)The autu fro.irsor is obliged to couect, store or use personal data for a

purpose that was explicitly defined'

e) Clause 29 ofthe giff prorides foi ttre duty to notify where a data controller or

data processor shall t.for" collecting personal data in so far is practicable

inform the data subject'

D Clause 30 of the gitt is on lawful processing of personal data which envisages

that-
(i) the data subject consents to the processing; or

(ii)theprocessingisnecessaryfor-processing-ofacontractwhichthedata. subj..t-ir;;y to, compiiance with any legal obligation, in order to

protecttrrevitatinterestofthedatasubject,fortheperformanceofa
task carried out in the public interest, performance of a task carried out

uyapuuticauthorityandforthepurposeofhistorical,statistical,
lournaiistic, literature and art or scientific research'

g) clause 31 of 
'rr" 

gil provides for a data protection impact assessment in

instances *t"r"-in" operation is likely to rezult in high risk to the.rights and

freedoms of a jata subject by virtue of its nature, scope, context and purposes,

a datacontroller or data processor shall, prior to the processing' carry out a

data protection impact assessment'

h) clause 32 oftrre gil provides for conditions of consent' A data subject must

consent to truri.rglt.i. p"rronal data processed and.the burden of proof lies on

the data pro""rrJr to determine express consent of the data subject'

i) Clause 33 of ,t. giff provides for processilg ol personal data relating to a

child. The consent of the parent u.rd/o, guardian is required before processing

data relating to a child.
for restrictions on Processlng of data by the data

i) Clause 34 of the Bill Provides
subject where the accuracY of the personal data is contested by the data

subject, personal data is no longer required, Processing is unlauful and the

data subject oPPoses the erasure of personal data, the data subject has objected

to the processing Pending verification as to whether the legitimate interest of

the data controller or Processor overrides that ofthe data subject'

Commun ication, Information
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k) clause 36 of the Bill provides that the data subject can object to their

processingoftheirpersonaldata,howeverifthedatacontrollcrshows
compelling legitimate ir1.r.rt that overrides the data subjects interest' the

overriding interest will stand'

t) Clause 31 ofthe Bill p;;;i;.t for processing for direct marketing and data

controller or a data processor shall not proviJe, use, obtain, procure personal

data of a data subject for the purposes of direct marketing without prior

consent'
m)Clause3goftheBillprovidesLimitationtoretentionofpersonaldata.Adata

controller or processo, iuii r.tuln persona information only as long as may be

n"...*,ytosatisfythepurposeforwhichitisprocessed..
n) Cl; iO of tne bitt p'rouia., for the right oi rectification and erasure' The

data subject has a rigtri to request for rectification without undue delay of

personal-datathatisinaccurate,outdated,incompleteormisleading.
o) clause 43 of the Bill provides that the data subject has the right to be notified

by the data controlier where their personai data is subject to breach-

unauthorized access to their personal data'

part V of the Bill outlines the grounJ. f* processing of sensitive personal data including

frnn.t categotrzation of sensitive personal data'

a)Theprinciplesofdutap,ocessingmustapplywhenhandlingsensitivepersonal
data (Clause 44)'

b) Clause 45 of it " 
gitt provides for permitted grounds fbr processing sensitive

personal data is only processed where-

(a)theprocessingiscaniedoutinthecourseoflegitimateactivitieswith
appropriate safeguards ;

@) ;# d".essing ,"r"il, io personal data which is manifestly made public by

the data subject; or

G) ,'o?:;'lil::ffi1'ffiJi:L",.i," 
or.defence of a regar craim;

(ii) the purpor. oi.orrying out the obligations and exercising specific
, ' 

righis oithe controller or of the data subject; or

(iii)protecti"g it " 
vital interest of the data subject or another person

where .t,. ou.u subject is physically or legally incapable of giving

consent'

c)Clause46oftheBillprovidesforpersonaldatarelatingtohealth'Personaldata
,"gu.aingt,ealthistobeprocessedbyhealthcareprofessionals.

d) Clause il otthe Bill provides that ihe Data Commissioner may prescribe further

categories of personal data wtrictr may be classified as sensitive personal data'

l0 part VI provide, iot ,n" conditions for the transfer of personal data outside Kenya'

a) clause 4g of the Bill prouid., for conditions for transfer out of Kenya' Some of

the conditions for transrer ort of Kenya include; consent by the data subject'

necessity and that the Daia commissioner has been given proof on appropriate

safeguaids regarding protection ofthe data'

b) clause 4g of ihe niit proviaes for safeguards prior to transfer of personal data out

of Kenya. The Data commissioner is empowered to suspend' prohibit or subject a

transfer to certain 
"onaitions 

in protection of the rights of the data subject'

Report of DePartmental Committee on Communication, Information
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c)Clause50oftheBillprovidesforprocessingthrougha,datas^erverordatacenter
in Kenya. This clause .*prrt.rt the Cabinei Secretary to prescribe processing of

certain data in KenYa'

llPartVllprovidesfortheexemptionstoprocessingofpersonaldata.
a) cruur.51 of the Bill provides foigeneral exemptions for data controllers or

data processors from Jo,opfyirg *it, tt. provisions. of this Act' Exemptions

maybe given when processing of dutu which is for journalism, literature and

att, autl for research' history and statistics'

b) ctuur. 52 of the Bilipr;;id.s that the Data commissioner is to develop adata

";;"'g 
code which aims to promote good'practi"t t'':l1llg data'

c) 6hrr;54 of th" Bili ;toria.r.tf'ut iht. dutu commissioner is empowered to

prescribe instances *iJr".o*pliance with the Act may be exempted'

12 parrvllr sets out enforce*"nt p.ouirions of'how the Data commissioner may exercise the

powers granted to them under the act'

a)Clause56ortrregittmakesprovisionsforcomplaintstotheData
commissioner. The Data commisiioner may receive complaints on matters

regarding non-compliance of this Act'

. b) Ciuur. il of the BIll provides for investigation of complaints' The Data

commission.. *uy.."niro investigation and summon witnesses and issue

enforcement notices unJ p.nuft, noii"", if necessary where there is failure to

comply with the provisions of the Act' . ;es that the Data
c)ctausesgoftheBillprovidesforenforcementnotlc

CommissionermayServeonapersonrequiringthatpersontotakesuchsteps
*a *i,nin the period as may be specified in notice'

'ff Hi;*J*r*"*",:"J:n,Tin**:l$,'J:t#i,:**:['3xTit:
Data Commissioner. n to a subject data.

e)Cluu,"65oftheBillprovidesforthe'righttoCompelsatto
The data subject *;;1-; compensated ',,Ih"r. they suffer damage as a result of

non-compliance with the Act'

13 Part IX provides for financial provisions, reporting mechanism' and management of funds by

the office of the Data Commissioner'
a) clause 67 of trre gitt provides for the source of funds for the office are

provided to include aliocations from the National Assembly' grants and

donations una r,rna, u.".ring to the office in the discharge of their functions'

b) Clause 6g of trre gitt provid-es for annual estimates' The office shall prepare

estimates of their expinaitrr. to submit to the National Assembly before the

commencement of every financial year'

c) That the office is subjelt to hav-ing its annual accounts audited'

14PartXcontainstheprovisionsondelegatedpowers'ThispartempowerstheCabinet
Secretary to make regulations that give 

"rrttt 
to the implementation ofthis Act'

15 part Xl contains miscellan.o* p.Sririon, una providls for offences inctuding the unlawful

disclosure of personal data, g.r"ruf ptnuttitt, tire development of codes and guidelines and

the consequential amendments'

l6 The first schedule details the oath of office for the Data commissioner upon appointment in

,, iflti..ond schedule provides for the consequential amendments of various laws that would

need to be aligned to the data protection regtme'
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PURLIC PARTTCTP TION

,8 irt rr.,f["i];[,, ,B(t) (b) or the constitution and Standing order No. 127(3) which

provides that the parliameni strall facititate public participation, tttt committee placed an

advert in the ,".", ."ffi';; iitJriy,2019 and wrote to ti,. kev stakehorders inviting them

to submit their views to the Clerk of it . Nutional Assembly on oi before 1 6th July' 2019 '

19 By the deadlin. fo, ,uU.nission, ,ftt Co**ittee had received seventeen (17) memoranda

from; commission on admi.,irtration of Justice (cAJ)' Amnesty Intemational Kenya'

Lawyers Hub, Google Kenya, M"riii;, tgspor, Article'ig, rr'pse, coDE-IP' Taskforce

that formulated the Bill, Bowman's/coulson and Haney LLP' Kenya Medical Association'

BranchlnternationalLimited,DigitalLen{el.AssociationofKenya,TeachersService
commission Mr. Karanja Matindi and cIPIT' The memoranda are numbered as Annexures

CHAPTER THREE

four (4) to nineteen (20)

Clause of the Bill-

Clause 2 InterPretation
22 Six memoranda received bY the Committee contained submissions relating to this Clause'

KEPSA Propose d an amendment to the defini tion of the term "sensitive personal data" as the

definition Provided for in the Bill was ambiguous' The Committee disagreed with this view,

noting that the Provlslons under the Act and as ProPosed by the Bill was similar to what

KEPSA was Proposing its memorandum'
"sensitive Personal Data" be defined to

23 Digital Lenders Association proposed that the term

include religious or Political belief or affiliation to be lief. The Committee disagreed with this

view as religious and Political beliefs should not be categort zed as sensitive data'

24 Mozilla Proposed to expand the definition of sensitive personal data to include official or

national IDs, Passwords, financial data, location information'

25 Article 19 recommended that the definition of "Personal data' 'to be synchronized with the

one provided for in the Access to Information Act thus exemPtt ng information about public

activities and functions of Public officials and those exerclslng Public functions

26 Content DeveloPment and Intellectual PropertY (CODE-IP) Trust proposed that the definition

be include as follows-

20 tji"r,::il,TT[:Y::j[:i.?,tl. committee herd a totar ornrteen sittings, three orwhich

were held to hear oral submirrion, f.om Google Kenya' Amnesty 
^lnternational 

Kenya'

Tespok, code -Ip-, cAJ, Lawy"rr'HrU, Article 19, Boilrans law/ coulson Harney LLP

KenyaPrivateSectorAllianceetc.theCommitteealsohadmeetingwiththeSenate
committee on ICT over the Senate gitt on Personal Data Protection Bill,2018 as well as a

meeting with Hon omar tvtot amed lvtauii-, t tp who had formulated a legislative proposal

on DatI Protection and Privacy Bill' 2019'

3.3 . ,' Consideration of the Data Protection Bill' 2019

2l In considering the Data Protectiorl^gi[, 2orq, the Committee took into account the

mernoranda and oral submi,.ion, 
.....ived 

from the public and. its deliberations. The

fcillowing "onr,i,ri., 
the views of the committee on the'issues arising with regard to each

of several other terms
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"data collector" means a natural or legal person, public authority agency or

o.t,",uoaywhichalon.orjorntlywithothers,collectspublicdata.
'datu owntr" means the same as" data subject"
,,metadata,, means autu uiout data, and foi ttre purposes of this Act, qualifies

as data wherever consolidated metadata reveali private data or personally

identifi able information'

27 CIPIT p,opo..o ,",i,ion of the definition of the term . sensitive personal data, to include

membership of trade union, the commission or alleged commission of any offence' or any

proceedings for any offence .on,rnii J or alleged tJ have been committed' the disposal of

such proceeaing. oi the sentence ofany court in such proceedings.

The Committee proposed the defin-ition of the terms "data" und "ptttons" and elaborately

define the term "consent"

Clause 3- obiect and purpose of the Act

Two memoranda were received on this Clause'

23CoDE.Iprrustat,o.".o,.,.endedtheinclusionofthepurposetoestablishaframeworkto
protect against ,t. u*...ssary colleciion of informationio ielating to one's family or private

,n lfriT proposes incorporation of the internationally recognized data .protection 
principles

including; Faimess urd T.unrparency, Storage limitation and Accountability'

The Committee did not agree witt it e prop-osals to amend the provisions of Clause 3 as the

same were deemed to be in order'

Clause 4- APPlication

Four memoranda received by the committee contained submissions relating to the clause'

30 Lawyers Hub ,..o*rn.nded the il;;;i;" of application to include data controllers and

processors *toifrorgf, not resi$ent iriiitnyu, ptot"" data of data subjects resident in Kenya'

31 Bowmans Iaw/ Coulson Harney L;P^;6;;|A tnut for purposes of.clarity, the underlined

words to be included; not estabtished oi orainarity resident in Kenya, but processing personal

data of data subjects located in Kenya'

32 TESpoK proposed the exclusion o'fa-h" processing o.f personal.d"l" outside Kenya from the

scope of the giir. Alt".natively, tr,.y ,t"iJa trrit tt ..I. is need to limit application to the data of

Kenyan ..riO..rir in other jurisdict'ions, and that there was a need to limit the scope of data

(eg.Datacollectedforthepurposeofengagingincommercialactivity).
33 Clprr observed that clause +( b) provia""iririit.a protection for the personal data of people

in Kenya as the controller o. pro..r.or established in Kenya can easily remove its processing

from the ,.op. of1tt" Act by conducting the processing outside *tn-I1'^.'^-

34 CODE-IP Trust proposed the expansion of tht 
"op" 

of privacy protection to include foreign

entities colrecting private autu or[.nvans for inclusion in arien data systems. They suggested

the revision of 
"iiuse 

4(b) to read as follows-

"(b) bv a data 

i$'t,:: 3lm::t:'"::,ffiili:.ffi:TTl!..r1, o.

(ii) not established or ordinarily resident Kenya but processing personal

data of data subjects in KenYa

The committee was of the opinion-irrut inserting the term "located" was good for clarity

purposes.
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Clause5establishmentoftheofficeofthedatacommissioner
Four memoranda received by the committee contained submissions relating to the clause'

35 Lawyers Hub in recognizing that the commissioner shalr exercise some quasi-judicial

functions, opined that there is need to ensure independence and proper function of the

commission. They recommended ttre .*punrion of thi composition to a board chaired by the

Data Protection Commissioner'

36TheCAJrecommendedthattheclauseshouldbeamendedsoastoprovideforthe
establishmentofanindepena",tou.,,ightinstitutionwithfullpowerstooversightand
implementthelaw,ur*.utoreceiveandresolvecomplaintsonimplementationofdata
protection bv bottr public and private bodies. Determinations made in exercise of the

foregoing powers should also be trU:.O to a.right.of appeal to the High court and not any

other institution.The CAJ furth.r"-opin"d thai the. auiu protection function should be

undertaken by the proposed office "iit. 
Data commissionei so long as the independence of

the office could be guaranteed given that it was intended to be an oversight institution which

must ensure preseriation of thi rule of law and must not appear to be subservient to the

executive. fn.y"rtut"a that if that caveat could not be sufficiently guaranteed, however'

parliament should consider placing the iunction. of the office within one of the existing

Article 59 commissions since their-independence is heavily safeguarded under chapter 15 of

the Constitution.
37 KMA proposed inclusion of a data .p-rilu:y 

clmSissiorvcommittee who will provide

diversity and technicar expertise on healih data protection due to the nature and sensitivity of

38 
pctr#^,1.5*tl3i:L 

establishment of the Data commissioner office as a constitutional

Commission under Chapter 15 of the Constitution'

3g. Mr.Karanja Maiindi was of the view that the Data protection commissioner recruitment and

removal process should be the ,u,n" u, for the constitutional commissions and independent

off,rcehblderssuchasDirectorolPublicProsecutiongivetrtheimportanceandmandateof
the office.

40.Asatthetimeofconcludingitsreport,theCommitteeopinedthattheclausesasprovidedby
the Bill were sufficient and tt at tie provisions on the office of the data commissioner were

adequate enough to accord the offici the independence sought by the stakeholders in their

proposals. The- Committee hower", propoted that the clauie be amended to provide for

directoratesoftheofficeofthedataCommissionerforeaseofwork.
Clause 6- Appointment of Data Commissioner

Four memor"#;'#;;';;i";;by it" co,n*ittee which contained submissions relating to

this clause' 
rotes that the Data protection Commissioner reports to the

41. The process of appointment conn

CS, which prori.iln was said to be one that did not promote the independence of the Data

Protection Commissioner. The stakeholders therefore recommended as follows-

42. Amnesty Internationar Kenya pd;;;-iiil the president gazettes the vacancy in the office of

Commissioner and constitutes " 
,if.Oio' panel for the pufrose of appointment' that would be

comprised of a chair person ,gf.._i.a Ul the President and on. t.ptti"ntative from each of the

following entities: Ministry for ICT, kNCUR, one data science professional of at least 15

years'.*p.ri.r".,onelTprofessionalofatleast15years't*pt'itnt"'theAssociationof
professional Societies of East Africa and the Law Society of Kinya' The selection panel to

hold proceedings in public *a ,ut*it a report of the interview pioceedings to the National

Assembly, *t [n should include the scorls of each candidate interviewed together with

Communication, Informati
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criteria for serection. The serection panel should then forward 3 names to the President for

nomination, ttr. pr.riaent then no*iiu,.. one person for approval by the National Assembly'

43. Lawyers Hub proposed that appointment oi th. Data commissioner to be done by the

president and approved by the Nationar Assembly and that a reconc,iation of this clause and

Clause I I of th; Bill should U. aor" u. clause i 1 uddr"rred the resignation process to the

44. 
PJ:;$ll;ili*::tHu?spurriu*.nt 

should set quarifications or the Data commissioner and

nominate the Data Protection C",";it;i;;er, and that the appointment should be made by the

President.
45. TESPOK proposed that the appointing body should be the same as the one of resignation as is

addressed to clause 1 1 of the Bill'
46. Further committee agreed with the stakehorders that the Data protection commissioner

should be appointed by the President and not the cS as has been proposed in the Bill'

Clause 7- Qualifications of the Data Commissioner

The Committee received two memoranda on this clause'

47. Digital Lenders Association p.opor.J that the Data Commissioner should be appointed for a

termofthreeyearswhichshallbesubjectedtorenewalforafurtherfinal.TheCommittee
disagreedwiththestakeholderastheprovisionsofClauseTthatprovidedforanon.
rene"wable six years' term were in order'

4g. TESpor .uu,iritt.a,nut it would ie important for the Data commissioner to demonstrate an

understanding-oiinrormation Technolog^y systems and data handling processes both manual

and automated and have knowledge oi sector specific data handling practices. This will

ensurettrestreamliningofdatahandlinglegislatio,.P'varioussectors.
The Teachers Service commissioi lTsci n.oposed incrusion of Information Science/ Record

Management as one of the significant key requirements'

4g. The committee noted that the putu prot.ction commissioner was going to be required to

handle very nover and technicd d;;k.t-;nd it therefore proposed_ that the holder of that office

should have at least a minimum oiu *u't"''s degree so that he can be fully equipped to

execute his mandate'

Clause 8- Function of the Office

Three memoranda received by the committee contained submissions relating to the crause'

50. Lawyers Hub opined that the obligation of the. Data Protection Commissioner to promote

self-regulation was unnecessary, ur" u statutory body established to regulate cannot then be

"rrurgJa 
with the duty to promote self-regulation' -r -^+ r-.o ornr,crl tn form self-resulating

51. They also held the opinion trrat aata pror.rrorc should not be allowed to form self-regulating

organizations whose -unaut. u.ra jurisdiction would be' for instance' to conduct

investigations and administer fines for #each' This would lead to double jeopardy'

52. Mozilla ...o-..naed that additional powers and functions be assigned to the Data

protection commissioner includi|* r.rrrru of regulatory guidance, codes or practice to data

controllers and processors, inr.ltigutoti, aaf iaicatoiy] teuyittg- penalties and punitive

measures as well as providing redress and compensationio useis when their rights have been

violated.TheDataProtectionCommissionertobeempowered.topromotepublicawareness
and engage in capacity a.r.fop*.ti- activities', the Committee aia not agree with the

proposal as the ru-" *u, already'provided for under clause 74 of the Bill'
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53. TSC recommended that there was need to clarify linkages and rerationship between the

office of the proposed Data Commi,,ion., and public entities with constitutional or statutory

mandate to generate public data e.g' teacher registration and Registrar of Persons'

,- !||,H';;ffi::::j |H..tfl",:ocess or sanction shourd applv to complaints investigated bv

the independent data protection *,t "ri i ". 
its own initiative as it empowered to do so under

sub-clausel(a)TheCommitteeagreedwiththeprovisionsofClause9.

Clause 10- Delegation by the Data Commissioner

55. The Committee agreed with the provisions of Clause 10' As at the time of concluding its

report, the Comniittee had not received any memoranda with submissions relating to the

Clause.

Clause 11- Vacancy in the Office of the Data Commissioner

52. The Committee agreed with the provisions of Clause 1 1' As at the time of concluding its

report, the Comriittee had not received any memoranda with submissions relating to the

Clause.

Clause.
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Clause 12- Removal of the Data Commissioner

53. Amnesty tnternational Kenya was Li tnt view that security of the^ office was key to the

independenr. ;i ,il officl of the Commissioner' The orn"t of the Commissioner is

estabrished as a state office under ,qitirt, 260 andtherefore requires that the removal process

reflects the removal process of a state offi..r. They thus proposed the removal from office to

be done in accordance with Articre 251 of the constitution. process of removal shourd

commence with a petition to the Naiionat Assembly, which if satisfied will send the petition

to the president foi the formation of uiriuurul to in;estigate the conduct of the commissioner

and recommend action to the.President'

54. The committee did not agree with the proposar from the stakeholder as the otfice of the Data

commissioner would enjoy i.ra.p.na.rce'pursuant to the provisions of the Bill'

Clause 13- Staff of the Office

55.The committee-noted that the Data protection commissioner had no singular capacity to

appoint the staff of the data protectionoffice and therefore the committee proposed that such

appointment should be done i.r- "on,uttation 
with the Public Service commission a

constitutionally mandated office to rranJt. matters of human resources in the public service'

Clausel4.RenrunerationoftheDataCommissionerandStaff
56. The committee agreed with the provisions of clause 14' As at the time of concluding its

report, the Comriittee had not received any memoranda with submissions relating to the

Clause.

,?. rc;:Hlt;,ffjtu!L'.lni,i,,n the provisions of crause 15. As at the time of concruding its

report, the Comriittee had not received any memoranda with submissions relating to the

Clause. However, the Committee noted that ihere was a typographical error that needed to be

corrected in the Bill

Clause 16 - Confidentiality agreement'

58. The Committee agreed with the ;;;;*"* of Clause 16' As at the time of concluding its

report, the Comriittee had not received any memoranda with submissions relating to the

t
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Clause 17- Protection from personal liability

59. The Committee agreed with the p.oui'io" oi Clou'" 17' As at the time of concluding its

report, the Comriittee had not received any memoranda with submissions relating to the

Clausel8.Registrationofdatacontrollersanddataprocessors
Ten memoranda were received withiir. p.ririon. of clause 18. The stakeholders were

opposed to and recommended the ..*o,ur,or the requirement for mandatory registration for

all data controllers and processorr, o. ul,.*atively, a ihreshold for registration be established'

60.GoogleKenyaandCODE-IPTrustproposedthatClausesl8-24bestruckoutentirelyonthe
grounds that d;;ntrolring and data p.o"essing are not business moders in the strict sense,

they are incideniai to the n-ormar ;;;.* of buJiness. Therefore, requiring registration will

.r.ut. an immense implementation burden'

6l.GoogleandMozillaopinedthattherequirementforregistrationplaces.alundueburdenon
SMEs and startups. They arso stated that the .equiremrnt for feei would disproportionately

affect SMEs.

62. Bowmand law/ courson Hamey LLp proposed that registration should not be mandatory on

all data contro,ers and procesro* unjiirat a threshora-io ttre registration requirement should

be introduced to the Bill. This can be linked to turnover, employies' numbers or according to

the number of data subjects processed'

63. Lawyers Hub recommended the removal of mandatory registration and only require

registration r.o*1t or. who meet the threshold to be espoused by the commissioner'

64. Digital Lenders Association of Kenya suggested the removar of the registration requirement

since it will cause an implementation challenge'

65. KEpsA provided that the Bilr required mandatory registration_ of data controllers and

processors and registration of Data'Commissioners and lquires the Data Commissioner to

set a threshold to exempt ,,,,u1 
"o,,-,fanier. 

KEPSA proposed that the clause should be

changestobeasfollows:..NopersonshallactasaDataofficerorDatacontrollerexcept
thoseexpresslyexemptedfrom.t,.-a..unlessoneisregisteredandaccreditedbythedata
Commissioner"

66. It further recommended that in prescribing the threshold for mandatory registration the Data

commissioner should exempt the data lontrollers in the following circumstances from

registration. Data controllers *t"^p,"tt" ptt'onul auiu Uy non-automuti" tt"unt as a part of

afilingSystem,lawyers,independentaccountan..una':*"1111,"]:",'Naturalorlegal
personshavinglessthanfrfty.employeesper.^.11:*,theprocessing^ofpersonaldatais
required to. 

"rimirul 
investigations oi for prevention of a ciiminal offense' if persona data

being processed is already publicized by the data subject' if processing, of personal data is

required to protect the economic and financial interesi of the itut" in relation to budget, tax

Clause

and financial matters

67. TESPOK recommended that the requirement for registratton be set within a set threshold for

contro llers/Processors dealing with sensitive/personal data an further Proposes additional

clause that will list sensiti ve/personal data as information relating to sex, gender, Pregnancy,

race, marital status, ethnic or social origin, colour, age PhYsicaliPs ychologi call mental health,

disability, religion, belief, culture, language, birth and death, identification and biometric

details, personal contact details and child criminal records.

\:

l

Repo rt of DePartmental Committee on Commu n ication, Information

ll,20l9
consideration of the Data Protection Bi

and Innovation on the
Page 21



6g. T.s.c were of the view that criteria for primary registration should be provided while the

secondary criteria should be left for the Regulations

6g. The committee maintained that the requirement of registration should be compulsory for

purposesofaccountabilityandthereforetheclausetostayasis.

Clause 19-Apptication for registration

70. cIpIT proposed the fo[owinf u*"rJ-ents for clarification and to strengthen the right to

informationandtherighttoaccessasprovidedforinClause26

a)sub-clause2(a)toclearlystatewhatpersonaldatawillbeprocessed
b) ,rU-.ruur. ii(,," speciiy ;;pfi"le for which the personal data is collected

.i sub-clause 5 the period to be prescribed^. 
r 

I

71. The Committee agreed with the pr#'ion' of Clause 19 and proposed an amendment to sub-

clause 4 of the giTl to give clarity to the provision that was ambiguous'

Clause 20- Duration of the registration certificate

12.Thecommittee agreed with the provisions of clause 20' As at the time of concluding its

report, the Comriittee trad not received any memoranda with submissions relating to the

Clause

Clause 21- Register of data controllers and data processors

73.The Committee agreed with the proui,ion' of Clause 2l' As at the time of concluding its

report, the comriittee had not received any memoranda with submissions relating to the

Clause

Clause 22' Ctncellation or variation of the certificate

T4.TheCommitteeagreedwiththeprovisionsofClause22Asatthetimeofconcludingits
report, the comriittee had not received any memoranda with submissions relating to the

Clause.However,thecommitteeproposedanamendmenttorecastitswording.

Clause 23- comPliance and audit

Three *"rnorundu wers received on the clause'

T5.ClPlTproposedthattheclauseshouldprovideclarityonthecriteriatheDataCommissioner
to use to decide on carrying ou, oi-irri audit and who would be undertaking the audit The

Committee agreed with tire provisions of Clause 23 ' Clattse24

76. Digital Lenders Association of Kenya proposed the amendment of clause 24 to provide for
- 

,"[i.t.ution and accreditation of data officers'

77. T.s.c recommended inclusion of qualifications to be considered for appointment as a data

protection officer

Clause 24-Designation of the Data Protection Officer'

7g. clplr observed that the term ,may, in sub-clause 24(1) makes it unclear when the obligation

to designate a data protection offi"L.-uppfies and.ihty ptoposgd a tiered system through

subsequent regulations to delineate ilJ that will be tequited to employ/contract a data

protection officer'

The committee held that the law as provided in the clause of the Bill was adequate'

Clause 25'Principles of data protection

The Committee received four memoranda on this Clause'
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79. Digital lenders Association of Kenya proposed that crause 25 (c) be reviewed to provide as

follows-

"every data controller and processors shall ensure that personal data is collected and

processedforexplicit,specifico,r*unvincidentalp,,.po,"dthat.maybereasonablyinferred
having regard to the specific pr.por.. and the contlxt and circumstances in which the

personal data is *Lt."i.a in"ruai"g-i;;;i., to third parties with prior notification and

consent.

g0. coDE-IP Trust proposed the addition of a new subsection after (d) to read as follows-

..(e)Avalidexplanationmustbeprovidedwheneverinformationrelatingtofamilyorprivate

uifuirt is necessary to be collected"'

g 1 . Lawyers Hub recommended the use of the word "and" instead of "or", for better protection of

data subjeco. iii, "rrln,iutty 
*ouia ..[rire that alr conditions are mer prior to the processing

of the data. The committee treld that trre reasonability test and incidental test does not allow

for the consent of the data subjec;;.i;; io tt e collection of data. consent should be sought

prior to transfer "i 
tt. data to the third parties and mere notification will not suffice'

82. CIPIT proposed inclusion of the following principles 
nust appear in this

a)Integrityandconfidentiality-itlistedinClause4land42butr
clause for consistencY

b) AccountabilitY

CIPIT further recommended that sub-clause 25(g) be amended to ensure consent is not the

sole legal basis of sharing personal data. with a third party and sub-clause 25 (h) be amended

to ensure that the O"rti.?. of drtu outside of Kenya is not processed unless there is adequate

data protection safeguards and consent'

The committee agreed with the submissions by coDE-tP noting that there was need to

ensure that the data subjects are arriv i"ro.,n"d of reasons for collection of data relating to

private and famif;ffr.: for them to'*ur.. informed decisions before granting the consent'

Clause 26- Rights of data subject

The Committee received two memoranda on this clause'

g3. On subsection 26 (d) and (e) T.S.C submitted that there was need for clarification on the

power granted by virtue of the p.ouirio". ihey argued that the right to alter or vary personal

data ought to be stringently regul".i. tr"y *nTt-submitted that there exists Government

directionsthatspeaktotheintegrityandpreservationofprimaryofficialdatadeclaredbya
fublic employeeT citizen eg place of birth

84.ClPlTproposedinclusionofthefollowingrights;therighttoaneffectiveremedy'rightto
compensation and liability, right to ;ilt;;;;block *.r'lln is provided for in clause 36' right

to data portability provided fo, irt.iuuse 38 and the rights in relation to profiling and

automated a""itio**aking which is provided for in clause 35

The Committee agreed with the provisions of Clause 26'

Clause 27-Exercisse of rights by data subiect

85. The Committee agreed with the provisionJ of Clause 27 ' As at the time of concluding its

report, the Comriittee had not received any memoranda with submissions relating to the

Clause
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Clause 28-Collection of personal data

The Committee received iour memoranda on this clause'

86.LawyersHubstatedthattheclausecreatesawidediscretionondatacontrollersand
processors to interpret what *orn,. ,o p,.juaite' This creates opportunity for abuse and

therefore should be deleted'

g7. on subsection 2(c), Bowmans submitted that the narrow exceptions where personal data can

becollectedindirectlyshouldbefiniteandlimited.Byallowingfortheindirectcollectionof
personal aata where the data subject has consented to the collection from another source

limits and conflicts with the data ,rl:..i.igrrts under the Bitl and conflicts with the definition

of'consent'

88. CIPIT submitted that the sub-clauses 28 (a, b,c,e'and f(ii) require amendments in order to

ensure that the right to informatioii."rilla for'rrndei "tuur. 
26 (a) is upheld effectively'

Further the clause should u. ,t...rgtri#J to ..q,rire.the firms to conduct a Data Protection

Impact Assessment to show thai^ih;t understand the risks and effects of collecting

maintaining and dissemination of personal data

g9. Digitar Lenders Association of Kenya proposed. the inclusion of; "A data subject has a right to

be notified of the use of their personui autu. The committee herd that the clause should stay

asisbecauseistheelementof.onr.ntwasalreadysetoutintheBill'Theamendment
impliesthatconsentcanbedo,euwuywithaslongastheyarenotifiedoftheiruseoftheir
data after the fact.

The Committee was of the view that the Clause as provided for in the Bill was adequate

enough.

Clause 29- DutY to notifY
.g0. cIpIT submitted the clause is open to abuse and that a specihc period of time should be

provided. furtfr..,ift.y proposedlnclusion of the following information to be provided

a) a description of the personal data;

b) the legal basis for the processing;

c)thethirdpartieswhomthepersonaldatahasbeenorwillbetransferred,including
details of safeguards adoPted;

d) the envisaged time limits for deletion of the different categories of data;

e)adescriptionofthetechnicalandorganizationalsecuritymeasurestakentoensurethe
integrity and confidentiality of the data'

The committee agreed with the stakeholder on the need to provide for a description of the

technical and organizational ,"..rriiy measurQ taken to ensure the integrity and confidentiality

of the data.

Clause 30- Lawful processing of personal data

Two memoranda were received on the clause'

91. Bowmans ladCoulson HarneY LLP were of the view that there should be strict limits on the

avoidance of the aPPlication of the Bill for national securitY reasons bY anY Person in Public

interest, national securitY or public order. The Parttes seeking Protection under the

exemptions should be subject to a higher standard of Proo f and should indicate beyond

reasonable doubt whY adatasubjects rights should be Protected.
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92. CIPIT was the view that there was need for clarity as what are the legal grounds for

processing p...onul dura by definingln. ,.r*r such as public interest and legitimate interests

io strengtf,en the protection of such data'

Clause 31-Data protection impact assessment

The Committee received two memoranda on this clause'

93. Digital Lenders Association which proposed that clause 3l(3) be amended to provide for

Data commissioners powers to prorff.lo, pio..r.es that are'considered to be high risk thus

requiring thir;;;;ment. ff,"V zu.tfrl.fropo'"d that 
Clause 31(2) on consultation to be

dereted and finally that clause 31(4) i;1.'i#oduced to provide that Data Impact Assessment

Reports ,nuf f u. ,'uurnitted within O6 Juv, from the date lf publication as per clause 3 1(3)'

g4.ClPlTrecommendedthatassessmentshouldbeanobligationpriortoanyprocessing
activities. In addition, the duty ,ho,ra be strengthened by" specifying the means/forms in

which this right should be implemented'

The committee did agree with the proposals and the importance of ensuring that timerines

were provided on whJn data impaci assessment reports would be made available'

Clause 32-Conditions of consent

The Committee received two memoranda on this clause'

95. Mozilla stated that explicit con sent should be required for processin-g.se_nsitive data and that

the Data protection commissior;; i; irru. g,riaelines on ho* requirements for consent

should be interpreted' 
r 1,--r .L^ ^r^.'.- r ide that as follows-

g6.DigitalLenderAssociationproposedthattheclausebeamendedtoprov:
..Unless otherwise provided under this Act, a data subject shall have the right to withdraw

consent at any time and the data controller o, p.o""rrJr shall notify the data subject of the

procsdure of withdrawal of the ";;;i 
prior to obtaining the consent to receiving personal

data. provided further that withJru*u ,rrat not be- arb"itrary and shall be subject to the

overriding legitimate grounds 
"f 

;h; data controller or data processor as provided in clause

34(d).

TheCommitteeheldthatadatasubjectshouldhavetherighttowithdrawconsentatanyttnre
and any pro..rri"g of the d"t" ,;;t ;ts data after. withdiawal of the consent is not lawful'

However, caution should b. tuk;;l;;;'*t that the p'o"td"t.give^n by the data controller

for withdrawal was not so stringent that it prevents thi data subject from easily withdrawing

consent. The requirement for 
"orr.nt 

has been adequately prorid"d for 
in the Bill in clauses

25, 26, 30, 32. Further that the definition of the *o'a"'tol1sent" in the Bill captures the

exPlicitness of consent'

Clause 33-Processing of personal data

The Committee recei'fed four memoranda on this clause'

97'Code-IPproposedtheadditionofanewsub-sectionaftersub-section(c)toprovide.
..allpersonaldatarelatingtoachildcollected,processed..andorachievedsubjectto

subsection dj ;; U" aetef,a upon the child becoming an adult".

Thisintheirviewwouldpreventtheoverzealouslawenforcementofficersfromlabeling
childrenascriminalsforlifeasaresultofachild'syouthfulindiscretions.
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9g. Moz,la proposed the need for reconciliation of the provisions of this Bill with those of the

children Act. The Bill shourd specify that 
. 
data contro[ers and processors shourd not

knowingly market, track or profite;iii;;t4r: 1T 
consent of their parent or guardian'

Mozilla also opined that the parental consent raises practical 
. 
questions regarding its

implementation, thus Data Com*i.riont' be mandated io provide guidelines' They also

proposeddeletionoftheprovisio,',nundutingtheDataProtectionCommissionertoappoint
data controllers and processors u, gu*aio:"s' The Committee in disagreeing with the

stakeholder stated that ihe provision in the Bill was adequate.

99. cIpIT recommended the clause be reconciled with the protection provided for in the children

Act which upholds the right to privacy under Article 19

100. KE,SA recommended that clearer guidance that protect children's data should apply to

children under the age of 13 avoiJing any suggestion that additional privacy-invasive

measures are needed for the purpor., oiig. u*ifrJo:tion should be considered' In essence the

requirement for age of consent ro. 
"t 

itdr.i should be reduced to l3 years' The committee did

not agree with the proposals of the .,uk"hold"'s and emphasized on the need to ensure that

the data of children'beyond age of majority are protected'

10r. Mr. Karanja Matindi, submitted that the provision could breach the rights of the children

since under the law of Kenya a child is anyone under l8years.He emphasized that

requirement r*ir," purental/guard;";;r;; *outa be inannrolf:.1" 
child of between

l3-lTyears as they may want to access services that require ihem to give personal details'

TheCommitteeresolvedthattheclauseshouldbeleftasitwasprovidedforintheBill.

Clause 34-Restriction on processing

102. The Committee agreed with the f';'i'iont of Clause 34 As at the time of concluding its

report, the Commiltee had not received any memoranda with submissions relating to the

Clause 35- Automated individual decision making

The Committee received three memoranda on this Clause'

ro:. oigital Lenders Association of Kenya proposed that the clauses be deleted accordingry and

repraced with the folrowing n"* .iurr.- ..the data controller should implement suitable

measures t" ,"f;;;;;^,h. ffi" r,ru;."i;' 
'ights 

and 
-freedoms 

and legitimate interests' at least

the right to obtaii human interventiJ;; ih; part of the controller, to express his or her point

of viel and to contest the decision'"

l04.BranchlnternationalLimitedproposedthatclause35(3)and(a)ofthe.Billbeamendedto
provide that the ffi oi u au,u ,"u:""t do not appry.to^cir.,rrnrt*."t where the data subject

had given p.ior.ois"nt to decisi"rr:;;i;'"ua" ttttty based on automated data processing'

105. CIPIT were of the view that the section should be strengthen by incruding the following

clause

obligations and key considerations;

a)datacontrollersandprocessorswhoprofilemustbetransparentaboutitand
individuals *rt, u" informed about its existence for the onset and not as soon as

practicable as per sub subsection 3(a);

b)forprofiling,thedatacontrollersandprocessorsshouldalsonotiffthedatasubjects' 
about the risks and their rights;
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c) impose restrictions and safeguards on the ways in which data can be used to profile

and make decisions'

The committee was of the opinion that the provision should remain as was crafted in the Bill'

The initial .onr.ni rt orra not be bilG o.to q" data subject and there should be various

opportuniti", gir;n io tf,. data subject to review the consent given' The Committee however'

propor.a an amendment to correct typographical error'

Clause 36-0bjecting to processing

i*o ..*otuniu weie received on the clause'

106. Digital Lenders Association "f K;;;; f'po"a. the inclusion of a provision that a data

subject has a right to object to the p.,i*Jrir'g of their personal data under clause 30(iv) and

37, unless the data contioller o, auiu-pro".rlo, demonstrates compeiling legitimate interest

for the processing which overrides tt. dutu subject's interests, or for the establishment,

exercise or defence of a legal claim'

i07. cIpIT were of the view that the clarity must be provided on what the 'compelling grounds'

are.

The Committee opined that a data subject must.always hayg tle right to object to the

processing or tr,.ir'p.rsonal data. sru:."G iito tr,. inctudea in the clauses may eliminate

any entitlement to cinsent that the data subject has'

Clause 37-Processing for direct marketing

108. The Committee agreed with the ;;;;itit"-' of Clause 37 As at the time of concluding its

report, the Commitee had not received any memoranda with submissions relating to the

clause, however it proposed ttrat ttre crause be amendea io proridg fo.r the processing of broad

commercialdataasopposedtonarrowingdowntojustdirectmarketing.

Clause 38-Right to data portability

tOg.ihe Committee agreed with the provisions
^"- 

report, the Commiitee had not received any

clause.

of Clause 38 As at the time of concluding its
-m"moranda 

with submissions relating to the

Clause 39-Limitation to retention of personal d:1'

The Committee received two memoranda on this Clause'

ll0.TSC recommended that management/ retentiorv destruction of personar data ought to be

' ^- 
hur*orized with existing regulatory frameworks'

1I L CIPIT proposed that clarity must be provided f:: it terms on the applicability of this law to

other laws which imposed the data ,J*ton policies such as the KrcA which regulates the

retention of electronic records *J ,t " Registration of subscribers Telecommunication

Services Regulations,2015. Furtherit.v.ru,riitted that fs"udony'nised data is still personal

data and theiefore subject to the protections of the law'

TheCommitteeopinedthattheprovisionasprovidedforintheBillwassufficienttocaterfor
the concerns raised by the stakeholder'

Clause 40-Right of rectification

The Committee received three memoranda on this clause'

r 12. Googre Kenya proposed that a crarification be made to the effect that erasure rights are to be

associated with where processlng ,, o"t**i"g, an on the basis of consent with no other legal
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ground. They noted that Article 17(b) of the GDPR uses equivalent language to the

recommendatiott,

113.TESPOK recommended that a provision providing to-the effect that'where erasure is not

,."t tti.ally possible, controller/processor to restrict use"

114'ClPlTwereoftheviewthattheclauselacksclarityonthefactorstobeconsideredwhen
deciding on a data subject's request to delete information

The committee was of the view that the provision in the Bill was very clear'

Clause 4l-Data protection by design or default

ll5. Mozilla cautioned against tt" or.i-r.iiun.. on pseudonymization as.a security tool under

clause 4l(4), as it may not be feasible in many tu"'' The committee averred that the

provision in the law was adequate. The committee proposed amendment of sub-clause 3 as

the cost of producing the data *"y b;;;p"*ntiat ana Gr"fore should be accounted for'

crause 42-particulars of determining organizational measures

i16.The committee agreed with the p."iiri"rt of clause 42 Ls at the time of concluding its

report, the commiitee had not received any memoranda with submissions relating to the

clause

s 123. Google KenYa oPined

(e.g.

that the exemPtions Provided for under clause 44-47 are very narrow

E

jr,

Clause 43-Notification and communication of breach

TheCommitteereceivedsixmemorandafromstakeholdersonthisclause.
117. Digital Lenders Associatio" "f 

K;;;,"'"::1 lll 
the Data Commissioner should issue

guidelinesonthethresholdforreportingbt'uu'"partiesmayreportnonmaterialbreaches'

118. Mozilla recommended clarifying clause 43(5) to require that attributill]nformation to be

included "where available", as it is alway"t'v diff,rcult and time consuming to obtain such

i.i"._",i"". This will ensure timely notification of breach.

119. CIPIT submitted that the terms .real risks of harm to the data subject, is vague and can

constitute a loophole for data controllers' Further, subsection 3 to be clarified on what

justification for"a"fuying notification meant in subsection 6 there is no guarantee that the

encrypted data won'i bJ accessible io the person who unlawfully obtained the data at that

pointintimeandthattheyshouldacquiremeanstodecryptthedata.

i20. Google Kenya and coDE-IP Trust proposed that the clause be revised to require

notification, ojy J.n b."u.h i, dk;it to ,.r"rt in a risk to the rights of the natural persons'

They noted that ihe GDPR contains an equivalent provision'

121. Lawyers Hub proposed that the duty to notify a flta subject and should ensure security

measures especially for sensitiv.-pJ..onu1 data. Alternatively, such breaches should be

logged and presentea to the Commission in the annual audit'

r22.Thecommittee held that establishment of a reporting threshold is agreeable to prevent

reporting of immaterial breacher. Ho*.r.r, u ,.iy hig[ threshold must be put in place to

prit."t i'ata subject's data from being compromised'

Clause 44-Processing of sensitive personal 11t"^'
The Committee received two memoranda on this Clause'

religious and Political institutions for their membership) and excludes Processing even

when persons/institutions may have legitimate interests' The recommend that the Bill allows

t1
f.
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processingofsensitivedatainthelanguageandonsimilargroundsasGDPRprovisions.The
committee held that the exemption, *".r."properly provided for in the Bill'

i24. TESpoK recommended that entities handling data for deceased witl apply the principles of

data protection that deal with ,.nriu-*- perlonal data as this will provide for sanity in

addressing succession issues ,o .nuir. oriy ..girtered kin to handle the information with

::'

125. The committee in disagreeing with the stakehorder was of the view that the exemptrons are

properly provided for under the law'

Clause 45-Permitted grounds for processingsensitive data

The Committee receivtd thttt memoranda on this clause'

126.Lavtyers Hub and Digital Lenders Association of Kenya proposed that,lhe clause should

expressry incrude the government anJ other publi. uritroiiti.s who wi, collect sensitive

personal data and biomltric autu prrr*unt to the Registration of Persons Act' The committee

did not agree with the stakeholder'

127. Crprr disagreed with subsection (b) noting that the complexity of the data generation and

processing " 
d;; ,ru;.", '-*ir.rity; *uk1ng data public is not sufficient justification of

indirectly p.o".*ing tire data without involving the data subject.

Clause 46- Personal data relating to health

128. The Committee agreed with the p;;;i;i;" of Clause 46 As at the time of concluding its

report, the commitee had not received any memoranda with submissions relating to the

relevant entities

clause.

clause.

informed.

Clause 47-Further categories of sensitive personal data

The Committee receivedlwo memoranda on the clause'

129. clplT submitted that the tr,esrrora irovi;;J f", in subsection 2(a) and (c) was too high and

should be reviseJ to ensure the best interests and protection ofthe data subjects

l30.The Committee agreed with the provisions of Clause 47 As at the time of concluding its

report,theCommitteehadnotreceivedanymemorandawithsubmissionsrelatingtothe

Clause 48-Conditions for transfer out of Kenya

The Committee received four memoranda on this clause'

131. Bowmans law/Coulson Ham"y LLP ;;;pos9a that.the Data Commissioner should establish

at the outset what exactly approi.ilui.'safeguards entail. They also proposed that the

following ,r.,a..iin.a *ords to t" included and on condition that enforceable data subject

rights una.ff..ti" ttguf 
"*"aies 

for data subjects are available'

132. Digital Lenders Association of Kenya proposed the revision of crause a8(1)(a) to read; " the

Data conrroller or Data p.o..rrorJ 
-#; 

;ir." proof . to the Data commissioner on the

appropriate safeguards with respectlo lt't""turiiy and protection of personal data' and the

appropriate safeluards include.jurisdictions with commensurate Data protection Laws and

upp.outa by the Data Commissioner'

133. Lawyers Hub proposed clauses 4g and 49 be amended to allow a data subject to waive the

requirementofhavingadequatesafeguardsaslongasthedatasubjecthasbeenadequately
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134. CIPIT submitted that the terms ,proof and.appropriate safeguards' in subsection l(a) be

clarified and how tlis oversignt una uutt orizatitn will work iri practice' They further noted

that subsection <iiii ruy u. op* for abuse due to the term 'public interest'

The committee agreed with some of the proposal of ensuring that processing of data in

jurisdictions *ith Jommensurate data proteciion tu*. was brought to the attention of the Data

commissioner by the data processors and controllers'

Clause4g-safeguardspriortotransferofpersonaldataoutofKenya

Two memoranda were received on this clause'

135. Digital Lenders Association of Kenya clause proposed revision of clause 49(1) and (2) to

state that appropriate safeguards inira. jurisdictions with commensurate Data Protection

Lawsandapprovedbythenutuco*.issioner.Thecommitteeinnotagreeingwiththe
stakeholder stated that amending clause 49 would create a high likelihood of abuse thereby

i.of*airi"g the protection of data subjects'

136. TESpoK was in support of allowing cross border data transfer as long as there was proof of

adequate'safeguards' in Place'

Clause S0-Processing through a data server or centre in Kenya

The committee received five memoranda on this clause' Most stakeholders who made

comments on this clause were weary of the power given to the cS regarding processing

through a data server or data centre in Kenya'

l3T.MozillaopinedthattherequirementforserversanddatacenterstobelocatedinKenya
creates a security risk, with a central foint of attack or single point failure' It also undermines

;ii;i";"y and integriiy and integritv of intemet traffic'

l33.ClPlTsubmittedthatstrategicinterestsofthestateoronprotectionofrevenueistoovague
and must be defined clearly and define.critical personal dia'. They further noted that other

jurisdiction, h;;;l;ilsed'data localization u, u *uy io facilitate unlawful surveillance and

timiting the capacity of individr"l;1; fi;"o ,tt. coniidentiality of their communications'

l3g.BranchlnternationalLimitedopinedthatthgreshouldbeanamendmenttointroducea
requirement that where data pr";;G is restricte.d., the cost of processing data in Kenya as

well as the applicable capacitv ,t "riJ"u. 
comparable to what is available cross border' They

also suggesr.f,,nu, it. if".t.a autu .ortrollei or data processor should be informed by way

of notice of the restriction. And that the affected data clntrolrers/ processors should be heard

and be given an opportunity to- take any measures to comply or mitigate any adverse effects

on its op"ratiorrs- ihe.ks and balance should be introduc.d to 
"ntt,,e 

that the powers under

the clause are exercised reasonably'

140. Digital Lenders Association of Kenya proposed that the clause should be deleted' There

shouldnotbearestrictiontoforcedataprocessorstoholddataintheirlocalservers.They
alsoproposedthatthedecisionoftheCauinetSecretaryshouldbesubjecttoappealatthe
high court.

141. Bowmans law/ coulson Harney LLp were of the opinion that Kenya cannot place territorial

rimits on the processing of certain types of data at the discretion of the cabinet Secretary

since internati,onal data controlters neea to be assur"J or the level 0f technical and network

security integrity which Kenya may not be able to guarantee'
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l42,Thecommitteeresolvedthattherewasnoneedtoeffectanamendmentonthisclauseasit
provided that the Cabinet Secretary 

;;;; 
nrelcfbg- that certain data of strategic interest be

processed through Server o-r data center iotutta in Kenya' This Clause did not mean that all

data must be pricessed in Kenya, besides the process of making regulations will require the

requisite pubric participation from uii Jut.r,oliers who wil be gir"n an opportunity to raise

their concerns'

fnHf;,ff:::::,i::H:Hf*o.unaa on this crause. stakehorders who made submissions

under this crause were conce.rr.a trr"iiil *oraing of this crause regarding the exemptions for

purposes of national security o, prbli" order will be prone to abuie if left in the ambiguous

*oiding it cunentlY is in'

143. cIpIT submitted that the exemptions provided in the crause were too broad and should be

revised to ensure that they are prescribed by law, respect individua]s rights and freedoms.

Amnesty International Kenya *ut-.on."rnei that the'extent of national security or public

order has not been defined in the "i;;". 
It must be clear the nature and extent of data that

maybecollectedforpurposesof.nationalsecurityorpublicorder.Theyproposethatthestate
agencies r.rponriUl.'for^national;;;,ity "'a 

puUtic^oJt' Ut bound ty ttt" general rules of

data protection e.g. security or aata, cotlection limitation' purpose limitation' etc'

144. Digital Lenders Association of Kenya proposed. that the exemption should apply to both

- 
p.rionul data and sensitive data' notjust personal data'

r45. Article r9 proposed that the clause shourd require public bodies to apply for exparte orders

before pro..,tilg Jutu '"1"" 
there is imminent danger to life/property

146. Regarding clause 5l(2Xb), Bowmans [aw/ coulson Harney LLP were of the view that there

should be strict limits on the "r;i;;;'"r,rr. ignH*ion 
or the Bill for national security

reasons, by any person in the public interest, nutionui """'ity 
or public order' The parties

' seeking proteciion under tt".*"olpiio* 't'outa,Ut 
t"u;"tt to a trigtrer standard of proof and

should indicate beyond reasonable ioubt why a data subjects rights should not be protected'

l4T.ThetaskforceappointedtoformulatetheBillandKEPSAalsorecommendedanamendment
of clause 51 (2) (c) to delet" tt'. *o.a ..order,, and substitute therefor the word .. interest,, aS

public i.rt.r"ri-i"oppo'"0 to public order was more encompassing'

i4g. The committee held that this submission should be considered and the rights of a data

subject should be given high priority and must U" ptttti"d from breach that may be excused

by flimsy r.Jronr"uy ur,/p.ruri"^io;t It therefo.re resolved that an amendment requrtng

public bodies to apply for ex p"; ;;;s when collecting data should be added to the clause'

,or?ili# J,UXI'frt';::::H:,#:i1l',t"'lilt:I" ,'*-"s""::,i:;[T",'.'#tJ;'",;
intended for communicating i"f;;""ti;" to th. public, ideas or opinions of great interest'

including for joumalistic purposes and the purposes of acadetnic' artistic or literary

expression,,inl "o*r.rittee 
did-n;;ugo. *itf, tU. ,iattftolder and directed that the provision

initre Bill be retained as it was'

Clause 53- Research, history and statistics

r50. The committee agreed *itr, tt""prwi1il of crause 53 As at the time of concluding its

report, tt e co*mitee had not received any *.-o"*au with submissions relating to the

clause
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Clause S4-Exemprtions by the Data Commissioner

151. Amnesty International Kenyu ,".o**.nded that the. provisi"".{.tl-" Bill regarding

limitations to article 3 r of the constitution shourd meet the criteria set out in article 24 of the

constitution. They thus propos"a tnui .iuuse 54 should instead set out the exemptions clearly

in the law and the commissioner iouna by the rules in Article 24in the exercise of this

. function. The committee was "f 
til;;;on that the clause as provided for in the Bill was

adequate.

Clause 55- Data-sharing code

152'TheCommitteeagreedwiththeprovisionsofClause55Asatthetimeofconcludingits
report, the Commitee had not received any memoranda with submissions relating to the

clause.

Clause 56-Complaints to the Data Commissioner

r53. clprr submittea that subsecti"" siriiiuils to_provide further details on what avenues would

beopentoadatasubjectshould-.n.ou.uCommissionerbe.unabletoanangewithina
reasonable time for the amicable resolution by the parties concerned' The Committee was of

the view that the clause should u.'u*"ra.a io proriae clarity in how the office of the Data

Commission".*u'goingtohandlecomplaintsfromDataSubjects'

Clause 57- Investigations of complaints

l54.TheCommitteeagreedwiththeprovisionsofClause5TAsatthetimeofconcludingits
report, the Committee had not received any memoranda with submissions relating to the

clause.

Clause S8-Enforcement notices'

155. Three memoranda were received on this crause. Stakeholders who made submissions under

this claust had divergent views on if,. measure of fines and penalties under the Act' Some

held the opinion that ihe fines were too punitive, especially foi the SME's and start-ups while

others considered them too lenient'

156. Digital Lenders Association of Kenya opined thal the 
fines are too punitive especially for

small players and should u. ,"au".J ,L n* hundred thousand and removal of the jail term'

157. Amnesty [nternational Kenya thought the penalties are lenient and may not serve the

deterrence purpose especially for big corporations'

158. Google Kenya opined that the fines were not clearly mapped to the likelihood or severity of

breach. They proposed that the penalties accorded for vioiations should be consummate to the

nature, gruriti u,iJextent of infiingement, in line with GDPR Article 84'

TheCommitteewasoftheviewthatthepenaltywasinordersoastodetermalpracticesin
the area of data Protection'

Clause 59-Power to seek assistance

l5g.TheCommitteeagreedwittrttreprovisionsofClause5gAsatthetimeofconcludingits
report, the commilttee had not received any memoranda with submissions relating to the

clause.

Clause 60-Power of entry and search

160. The Committee agreed with the provisions

report, the Committee had not received any

clause.

of Clause 60 As at the time of concluding its

memoranda with submissions relating to the
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l

Clause 61-Obstrauction of the Data Commissioner

Threememorandawerereceiv.ao,,tnl,clause.Stakeholderswhomaclesubmissionsunder
this clause had divergent views on the measure of fines and penalties under the Act' Some

held the opinion thatihe fines were ;;; ffiile, especially foi the SMEs and start-ups while

others considered them too lenient'

l6l.DigitalLendersAssociationofKenyaopined]haJ|hefinesaretoopunitiveespeciallyfor
small playe* uni-Jould be reduc.d tf fr* hundred thousand and removal of the jail term'

162. Amnesty International Kenya thought the .penalties 
are lenient and may not serve the

deterrence purpose especially for big corporations'

163. Google Kenya opined that the fines are not clearly mapped to the likelihood or severity of

breach.Theyproposedthattt,.p"nurti.,accordedrorviotationsshouldbeconsummatetothe
nature, gravity ariJextent of iniingement' in line with GDPR Article 84'

164. The committee was of the view that clause as provided for in the law was adequate'

,ur.?f,]tjffiil3T#fiinn the provisions or crause 62 As at the time or concluding its

report,theCommi-tteehadnotreceivedanymemorandawithsubmissionsrelatingtothe
clause.

,rr.H#;'.';**f;::t:::JJ"T on this crause. stakehorders who made submissions under

this clause had divergent views ", ,t'" 
measure of fines and penalties-under the Act' Some

held the opinion that the fines were too punitive, especially foi the SMEs and start-ups while

others considered them too lenient'

167. Digital Lenders Association of Kenya opined thal the 
fines are too punitive especially for

small playe., una should u" ."au".J i" nr" hundred thousand and removal of the jail term'

l6g. cIpIT recommended for a wider variety of sanctions beyond administrative sanctions in case

of no compriu... o, breach of the Bill ;; criminar ofr.-*", and direct liability for directors of

companies

169. Amnesty Intemational Kenya thought the penalties are lenient and may not serve the

deterrence purpose especially for big corporations'

170. Google Kenya opined that the fines were not clearly mapped to the likelihood or severity of

breach. They proposed that tn" penutti"s accorded fo. vioiations should be consummate to the

nature, gruriti u,iJ.-L., of infiingement, in line with GDPR Article 84'

171. The committee was of the view that clause as provided for in the law was adequate'

1?r 
cJ?ffi,tr';Ii:lJi:;o"T;,i:. 

or Kenya p::p",'-'i 1':l:1'X:.,":T::l':i"':,:ction 
rribunar

to handle 
"ll 

r;;dt f.om th" ua*ini.t,utive action of the Data Commissioner'

This was not agreeable to the committee as the country was moving from the creation of

many bodies and tribunals and *", "i tnt opinion.that the High Court would be better placed

to deal with appellate matters arrsing from tie subject matter under this [aw'

ir
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Clause 65-Compensation of data subject

173. The Committee agreed with the p.oJi'ions of Clause 65 As at the time of concluding its

report, the Commf,tee had not received any memoranda with submissions relating to the

clause.

Clause 66-Preservation Order

|T4.TheCommitteeagreedwiththeprovisionsofClause66Asatthetimeofconcludingits
report, the Commitee had not received any memoranda with submissions relating to the

Clause 67- Funds of the Office

175'TheCommitteeagreedwiththeprovisionsofClause6TAsatthetimeofconcludingits
report, the committee had not received any memoranda with submissions relating to the

clause.

Clause 68-Annual estimates

176.Amne,.ytn..**ionulrenyaandLawyersHubproposedthattheCommissionertoreportto
the National Assembly instead of the babinet Secretary' They sugge.sted that clause 68 be

amended to provide that he commissioner prepare, *d tubl.s annual financial estimates to

the National AssemblY

lTT,TheCommitteeopinedthattheprovisionintheBillwasinorderandtherewasnoneedfor
amending the clause of the Bill'

Clause 69-Accounts and Audit
lTS.TheCommitteeagreedwiththeprovisionsofClause6gAsatthetimeofconcludingits

report, the commitee had not received any memoranda with submissions relating to the

clause.

clause.

I

l

r?e.tlrl;#-fiffiffiXiil.rr" proposed the amendment or clause 70 to provide t]ral ttrl

commissio ner gazeltes and forwards the annual reports to the clerk of the National

AssemblY for debate and adoPtion'

180'TheCommitteeindisagreeingwiththestakeholderopinedthattheofficeofthedata
commissionerwastobehelduna..tt,"aegisoftheCabinetSecretaryandthereforethe
provisions were sufficient'

,r,:1?i;:Ll;*i?J,l1Hlin. a"r"guted powers were too wide and in particular subsection 2(i)

that requires them to make any other regulations they see fit

Clause 72- Offences of unlawful disclosure of Personal Data

l82.TheCommitteeagreedwiththeprovisionsofClauseT2Asatthetimeofconcludingits
report, the Committee had not received any memoranda with submissions relating to the

clause.

183.cp[H#-,ffilu.1:ff'ill1r" were concerned that the penarties !..or]d"g.., :{::,ll'^'
clause are lenient and may not serye the deterrence purpose especially^for big corporatlons'

The Committee agreed with the stakeholder and enhanced the penalty from two years to ten

years.

Communication, Information
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Clause 74-Codes, guidelines and certification

184. The Committee agreed with the pio,i,ion' of Clause 14 As at the time of concluding its

report, the Commitee had not received any memoranda with submissions relating to the

Clause 75-Consequential amendments

l85.TheCommitteeagreedwiththeprovisionsofClauseT5Asatthetimeofconcludingits
report, the commiitee had not received any memoranda with submissions relating to the

clause.

clause.

3.4 ADDITIONAL PROPOSALS >us counties, the
186.AshadbeenindicatedtheCommitteeheldpublicengagementstnvan<

committee received both oral und-*ritt.n submissiont La the following were the key

observationard,"to**endationsfromthevariouscounties'

MOMBASA COUNTY
1g7. The t,erm limit oiu a*u commissioner to be clear such as 3 years and renewable once or a

one term of 6 Years'

188'Emphasisontherightsofda.tlsubject(s)toissue.consentbeforeanydataiscollectedorused
with clear proui.ion-, on the nna or p.nulti., urd fines provided in the bill in case of misuse

of personal information'

l8g.Therighttoconsentbeclearonthepurposeofthedatatobecollectedandconsentobtained
in a rnanner that is consultatiu. una not to be obtained forcefully. Information or data

collected should not be used to inii*iautt or deployed for malice by the person or entity

taske<l with the same

190. The proposed law to include requirements. such as values such as trustworthy'

professionalism,honestyandrespectthatwillapplytodatacollectorsorprocessorsaswellas
. ihor" in the office of the Data Commissioners'

lgl.Datacollectedshouldbeusedforonlythepurposeandobjectiveforwhichitwascollected

I

.l

I
I

or sought and not anY other'

192. Incl.ude a clause to cater for

bodies/agencies.

information already in the wrong hands/entities/

193. Consent by children through guardian to be clear'

194. Go'ernment trusted offices such as the office of the chief to provide data on street families

or cttildren without parents and guardian'

195. Data managers to ensure safe keeping and security of data including protecting such data by

means of data p**o.a with aim oipioi..,lng und safeguarding private information'

196. The: proposed data commissioner,s office should be welr resourced with highty qualified and

comPetent staff.

197. Rer;earch institutions should be exempted from this law'

lgg. Enhance provisions on penalties by including. a. .penalty 
of Kshs 1 million or an

^ - -'i*prironment f;;i y""r foipractices such as unethical hacking.

lgg. Th,r bill to provide for three (3) months timeframe within which disputes and cases before a

court relating to uiotutions of trris law be heard and concluded.
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200. There shourd be a specified timeline for data deletion and erasure as well as continuous

updatingofinformatio,Vdatathatmayhavechangedduevariouscircumstances.

20 1 . The ri ghts of the disabled should be considered and be clear in the proposed bill

2O2.Thedata commissioner to be independent

203. The office of the data commissioner should be fair and transparent in its dealings, and thus

to further inform principles provided in the bill'

204.Thereshouldbecontinuousciviceducationthroughtheofficeofthedatacommissioner

205. The rights of a registered guardian should be protected'

206. Provisions and clauses on deter data leakage should be clear

207. Enhance definition of data to include all forms of data: numbers' text' video' messages'

images etc

208. The bill to provide for safety of people. gj'ilg out data or information on account of their

position/manao:t"- * given turt [. *nirit"-Utowing. Safety of such people is currently

compromised.

KILIFI COUNTY

Durirrg the public forum sessions in Kilifi' members of the public submitted the following

views on the Bill;-

209. The Bill to provide for powers of the Data Commissioner to sue

210. Data misuse to attract a fine not exceeding 2 million and a jail term of 2 - 5 years'

211. The Bill to address concerns on data privacy stored or preserved in various storage locations'

2r2. Dis,;losure of sensitive private data incruding data on personal health should attract a penalty

of lilie imPrisonment

213. There should be a clear protocol and engagement mechanism before disclosure by the data

---'ruU;..,.Needforsystematicapproachandpolicycoherence'

2l4.Thr: Data commissioner to ensure integrity 9f lhe data' maintenance of data while

safeguarding ,.ntiti" data particularly on data on health

215.Th.g Data Commissioner,s office should be decentralised to enhance outreach and service

deliverY

216. The creation of the office of the data commissioner to be considered further with a view to

redrrce duplication among existing !w"*,,"."t offices and if possible the proposed office to

be domiciied in the State Department of Interior'

217. Transmission of data to be done within the shortest time possible for effective service

delivery *a oniy r*,t " purpose for which it has been obtained.

21g. Trre office of the Data commissioners should have and utilize adequate legal services i'e' a

pool of lawyers to assist in legal issues'

2lg.Proposedpenaltiesbythepublicsuchaslifeimprisonmenttobelookedatfromtherightsof
accused person and ensure propor"J penalties ur. d.t..t.ttt and not punitive'
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22O.Theproposedlawtoensureprotectionofchildrenincludingdisseminationoftheirdatato
foreigners.

22r . Theoffice of the data commissioner to ensure use of uniform questionnaires when co[ecting

data on a particular theme or same subject to avoid misuse or discrimination'

222.TheB:illtobeclearoncostofaccessingdataandtoensurethatthecostisaffordable'

223.TheData commissioners offrce to be domic,ed in the office of the Directorate of criminal

Investilgations'

KERICHO COUNTY

DuringthepublicforumsessionsinKericho,membersofthepublicsubmittedthefollowing
views ,rn the Bill;-

224.Theproposed office of the Data commissioner wourd create more institutions, and this will

leadtcrmolegovemmentexpenditureTherefore,usetheexistinginstitutionstoaddressthe
public expenditure pressure tirat would result from passing of the proposed law'

2.5.Provrde for a penalty qf Kshs. 
'M 

and a jail term of 10 to 15 years on account of misuse of

data belonging to data subjects or use oi such data that are under institutions like Kenya

Powerunasur*i.omforfraudandothercriminalactivities.

2z6.Fineto be introduced on third parties in case there is breach or mishandling of the data

witho.ut consent of the data subjects or where necessary , concurrence of by office of the

data commissioner

227. SectioH 25 of the Bill to be amended to include the following additional principles;

(a)Fairlyandlawfullyprocessedandonlinewithexistingrights

(b) Processed for limited plrrpose

(c) lrdequate relevant and not excessive

(d) I{ot kept for longer than its necessary

(e) slecure and where necessary not transferred to other countries without adequate

Protection/ safeguards

(0 )'iot giving out information without consent

228. Data'Commissioner office should be independent

Data Commissioner are decentralized with
229 Bill to ensure that the services of the office of

offices across the Country such as Kericho town

230. Sections on regulations to contain Provlslons to mandating the data Protection law to

consistentlY be uPdated with modern technologies, irmovations and other develoPments in the

ICT sector to keeP uP with the evolving trends in the ICT sector and modern technologies

231 . The bill to provide'timelines for data breach notification and to be set at 72 hours' and where

possrible with Penalties to Punt sh for such breaches

232.The Data Protection Bill to encourage innovation and use of big data including levying

businesses using such data for commercialization/business or other Purposes

233. Th,s Bill to provide clause on appl ications that mine data either bY registration or through

data through slmp le source code
G

rl
I

-:l

other means embedded in app lications or acce
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234. Introduce penalties or offences to deter breach ofconsent

NAKURU COUNTY

During the public forum sessions in Nakuru, members of the public submitted the following

views on the Bill;-
235.Sharingofdataandrelatedinformationonlybepermittedinunavoidablecircumstancessuch

as on national security, money il;;i,g'investigations by Government agencies' normal

criminal/electoral malpractices/ terror actiriities and drug trafficking investigations'

236. Issues on National security to be well spelt out and declared with clear criteria or

-- 
circumstances for purpose of ensuring clarity'

237. Crtminarrzererease / sharing of individual information without consent with the following

penalties while taking into account deterrence aimed at decongesting prison facilities;

Fine of Ksh 1 Million and imprisonment of I year or both fine and jail in extreme cases'

238. Include provisions to grant compensation to. Kenyans who suffered in any manner on

account of unawnrl dissJmination of their data in the last five years'

239. Conditions on consent to be clear in every instance or stage'

240, Thebill to provide clarity including interpretati.on 9, personal data relating to State officers

vis_a_vis provisions of chapter 6 o"f the'constitution without curtailing public scrutiny on

state officers.

24|.Thebill to be clear on the number of commissioners, powers of.the Commissioners as well

asfunctionsofthecommission.r,u'-it'notclearandcomprehensiveascurrentlyproposed'

242.rJndercrause g of the Bill qn the functions of the office to incrude a provision to recognize'

reward una ,urtli-n-irt.fia.t""fs in the field of data processing and management'

Z43.Thebilltoprovideforprotectionofwhistle-blowersandwitnessthatgiveinformation
relating to the provisions of the uiii.-p"rt "*p"ri.rr."s 

indicate unfair and dangerous treatment

of whistle blowers'

244. Datacommissioners to be given prosecutorial and High court powers to further buttress his

functions uno lnio.." "onr"it 
and other provisions of the bill.

245. Under the Second schedule of the Bill the foilowing proposals were cited by stakehorders for

inclusion in the schedule-

(a) Intellectual ProPertY Act

(b) Trade Mark and CoPYright Act

(c) Industrialization and Trade Act

(d) Prevention of organized Crimes Act

(e) Ethics and Anti comrPtion Act

(0 Central and Banking Act

(g) Land Act

246,TheDataCommissionerofficetoconstantlyenhancecapacitytohandleandmanagedata.
,1
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247 . Data commissioner should possess experience on data and ICT rather than having

qualification otr data science' r 1

248. In clause 30. exemptions in respect to journalistic use may be used for malice and

misinformation'

249. When appointing a Data Commissioner, the Public Service Commission to conduct the

recruitment pr.r..l, una nominate ,tr.. pt"ons for appointment by the Cabinet Secretary'

KAKAMEGI\ AND KISUMU COUNTIES

During the public forum sessions in Kakamega and Kisumu' members of the public submitted

the following views on the Bill;-

250. The bill to provide that any data collected should be accompanied by a signed declaration

form.

25 t . The following regime of penalties or fines to apply:

(a) A fine of kshs 10 million Penalty on data misuse

(b) an imprisonment of 7 years with respect to data leakage

(c)Afineofkshsl0millionforunauthorisedaccessofpersonaldatai.esnoopingandother
forms/wavs

252,Deathsentence/penaltywithrespecttodisclosureofsensitivedatawhichcancausemaSS
harm

253. Criminahzeindirect collection of data

254.Proposedlawtocompelentitiesorpersonswhohavemisusedatatodiscloseorrevealtheir
sources

255. The bilr to provide that the vetting of the Data commissioner to be done by the National

AssemblY

256.Thebilltoprovidethatcyberownerstobevettedasdataprocessors

257 . Thedata subject to be informed of the lifetime or duration of use of his or her personal data

before issuing consent'

258.Ethicalhackingshouldbeprotectedbyproposedlawbill

259.C|earguidelinestobeformulatedtoensurefullcomptianceofthisbillonceenactedintolaw

NAIROBI COUNTY

260. The committee had a stakeholder forum in Nairobi and the stakeholders who had submitted

their memorandum appeared u.ror. tht committee to reiterate the contents of their

memoranda.

261. Thesubmissions and memoranda from various parties appearing before the Committee are

I
I

as attached
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CHAPTER THREE

iovtwllrrBn Rnc ointt'tBNuartoNs
262.lnlight of th. sub*i..ions in the Memoranda, the oral representations made before the

committee ano ttre committee deliberations on the Bill' the committee recommends-

CLAUSE 2

THAT, clause 2 of the Bill be amended by-
(a) inserting in. fotto*ing new definiiions in their proper alphabetical sequence-

"dala" means information which-
(a)isprocessedbymeansofequipmentoperatingautomaticallyinresponseto

initructions given for that purpose;

(b) is recoraeA i,ittr int.n-t-i-#tnat is should be processed by means of such

equiPment;
(c) is recorded as part of a relevant filing system;

(d) where 
-i, 

Jo.r',not fall ,na., pu.ugiuph (u) (b) or (c), forms part of an

accessible record; or

(e)isrecordedinformationwhichisheldbyapublicentityanddoesnotfall
within anY of ParagraPhs (a) to (d);

,,person,, has the meaning urrignLi to it in to under Article 260 of the

Constitution.

(b) deleting definition of the term "consent" and substituting therefor the following

ne'n definition-
,,Consent" means any manifestatiOn Of expreSs, unequivOcal' free' specific and

inlbrriiedirrdicationofthedata'subject,swishesbythedatasubjectbyastatement
or by a 

"f.u, 
uii*ative action, siinifies agreement to the processing of personal

datirelating to the data subject"'

"tfTfll.,uo. the definitions of the terms data and person that have been repeatedly

used in the Bill;
2.Todeletethedefinitionof..consent,,provided.fginthebillandsubstitutewitha

more elaborate definition that *iii p.op"tly define consent which is a pertinent

element of data protection and management

ift|:JtXse 4 of the Bi, be amended by inserting the word "located" immediatelv after

the words "data subject''; upptu'ing in suLparagraph (ii) of paragraph (b)'

firrff:,dT.nt ,."ks to provide for clarity of the kind of data that can be processed by a

data conl.roller or p,ot""o' who is not resident in the country'

CLAUSE 5

THAT, clause 5 of the Bill be amend

therefor the following new subclause-

ed by deleting subclause (5) and substituting
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(5)TheDataCommissionershallinconsultationwiththeCabinetSecretary,
establish such director*", u, may be n...rru.y for the better carrying out of the

functions of the office

fiI'ff:ffiLnt ,.ek, to provide clarity of the provision by inserting a word that was

omitted in the sub-clause or tn. Act as well as to make provisions for directorates taht5

will support the offile of the Data Commissioner in the execution of its mandate under

this Act

Report of Departmental Committee on C

CLAUSE 6
iffAr, clattse 6 of the Bill be amended-

(a) in sub-"tuur.'6j"by deleting the words "Cabinet Secretary" and substituting

therefor the word "President";

(b) by deleting rui"r"*" (4) and substituting therefor the following new subclause-

..(4)TheDataCommissionershallbenominatedbythePresidentand,withthe

approval of tlie N"ii"""f Assembly' appointed by the President"'

+:t:'XrTr:Tat the Data commissioner-is .recruited :I:i?.' a competitive process and

appointed by the pr;id;"; and not the cabinet Secretary given the onerous mandate that

he'or she will be required to execute'

CLAUSE 7
THAT, clause 7 of the Bill be

immediatelY after ParagraPh c-
"(ca) holds a master's degree'

+:t[TrTfi:: reasonable qualifications for appoinrment.as Data commissioner i'e' one

has to hold at least a masters' degree to '"tut 
in this is a technical position that may

;;r;;"'t;;e additional knowledge and expertise'

;lt|:,ui,,, o" amended by dereting crause l3 and substituting thereror the following

staffof the office' 13' The Data Commissioner shall in

consultation with the Public Service Commission'

appoint such number of staff as may be necessarV for
i[Jprop", and efficient discharge of the functions under

this Act or any other relevant law'

amendedbyinsertingthefollowingnewparagraph
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Justificationio* 
tr,. Data protection commissioner^to :""r:1,_:]l *:iil::service

commission when appointing 
'i-rir 

rtun Public Service commission is a

constitutionally mandated commission that handles matters of human resource in

the Public service'

ffitY::,f'. 15 of the Bitr b: .ul'1d'd,,!l ^1l'^1':,:""t1:, 
word "the" appearing

immediately after tt'" *o'Jt iFirst Schedule on" in sub-clause (5)'

Justification: -^^i^+-^+i^n o-.r nlearlv set out that a
The amendment seeks to clarify the provision on registration and clearly set ou

certificatb shall only be issued when the *qulr.*"nts of registration are met as well as to

Justification:
The amendment seeks to correct a typographical error in the Bill.

CLAUSE 19

inei,.f*se 19 of the Billbe amended by-
(a) deleting ,rb;i;;-ia) and substitu'ting therefor.the following new subclause -

.,(4) The D";;-a;;;issioner .t uit irlr. a certificate of registration where a data

controllerordataprocessormeetstherequirementsforregistration|.-.,^,
(b) inserting trr. *ord ,,this,, i.*.Jiut.ty afte, the words "the provisions ofl'

aPpearlng rn sub-clause (7)'

correct a typograPhical error

CLAUSII 25

THAT, clause 25 ofthe Bill be amended by inserting the following new paragraph

immediatelY after ParagraPh (d)-
..(e)collectedonlywhereavalidexplanationisprovidedwheneverinformationrelating

to family or private affairs is required;"

4

fiset'flTilfllat principre was aimed at ensuring tni'"11i.::?*::':"T:i:ililrormed or

reasons for collection of ou,u relating a ;t#ana famity afiairs so that they can make

iniorn 
",i 

decisions before granting the consent'

CLAUSE 29

THAT, clause 29 of the Bill be amended by-

(a) deleting paragraph (d) and substituting therefor the following

"(d) the third parties rvhom. personal data has been or wi

inciuding detaiis of safeguards adopted;
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(b) inserting the following new paragraph immediately after paragraph (e)-
..(0 a description "iirl. t..t 

ni.ut 
-and 

organizat-ion security measures taken to

ensltre the integrity and confidentiality of the data"'

fi'.ttfiil:,lo u*.nd.ent seeks to ensure that the rights of dara subjects are protected

and that security *";;;;, are taken inio uttount by data controllers and processors to

.nrrr. the integrity of data collected'

ffiii:3iie 3l of the Bill be amended by inserting the following new subclauses

immediatelY after sub-clause (4) -
..(5)Thedataimpactassessmentreportsshallbesubmittedsixtydays

prior to the processing.of data; . ..
.,(6) T;;;itu Co*,iissioner shall set out guidelines for carrying out an

impact assessment under this section'

'itt{il?l?ln".a ro, the Data prorection commissioneLto ser out the types of processing

operations that will require a d.ata impact assessment'

Z. Setting of ti*.tin", on *t,.n data impact assessment reports should be submitted will

ensure prot"ction-of1he rights o-f daia subjects when processing operations likely to

,.rrtt in ttlgfr risk to the rights of data subjects'

,a,liit"T"il" ,, of the Bilr be amended in subcrause (3) (b) bv deleting the word

'ib.for"" and substituting therefor the word "after"'

Justification:
The amendment seeks to correct a typographical error in the Bill.

flii:*'?1" u*"nd"d bv deretinq'l1y': 37 and subsll':ll?,::"f:"::T*il:,:ins -
commercialuseof 37. (lt A person shall not use' for commercial

data. purposes, p.rt*uf data obtained pursuant to the

proririont of this Act unless the person-

(a) has sought and obtained express consent

from a data subject; or

(b) is authorised to do so under any written
'lu* and the data subject has been

inforr"a of such use when collecting the

data from the data subject'

(2) A data controller or data processor that uses

personal data for commercial PurPoses shall, where

poss ible, anonYmtse the data in such a manner as to

ensu re that the data subject is no longer identifiable'
with(3) The Cabinet SecretarY in consultation
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theDataCommissionermayprescribepractice
gria.tin., for commercial use of personal data in

accordance with this Act'

Justification: r,-.:--..,Lir^ +ho halr/ nr

The current proposal was making reference to direct marketing while the new provlston

is seeking to ensure ihat dutu ,r"d fo,. commercial purposes *hitt' is much broader than

direct maiketing ifs properly secured'

CLAUSE 41

THAT, clause 41 of the Bill be amended in subclause (3) by inserting the following new

paragraph immediately after paragraph (d)-

(e) the cost of processing data and the technologies and tools used'

iJi:'ifJ::ltive to have 
'in 

mind the cosr and technologv that will be required in

processing data as sometimes the cost oi ftoJ"ing the d-ata may be exponential and

iherefore should be accounted for'

TIIAT, clause 48 of the Bill be amended by-

(a)deletingtheitem..(l),,appearingimmediatelybeforethewords,,adata
controller";

(b) deleting paragraph (b) and substituting therefor the following new paragraph-

:'(b) the data controller or data processor lit given proof to the Data

..conlmissioner of the uppropriut. ,u'f"grurds with respect to the security and

protection "i;.;;";;i 
aiu, una ,rr" ufploptiute safeguards including jurisdictions

with commeniurate data protection laws;"

Justification r .- :-- .u^ Li, ^. r 'sdiction

The amendment is necessary to provide clarity in the bill as well as to set out lurl

with comm.n.rrut. Juiu frot..tion laws during transborder transfer of data

;ht$:ffie 5l of the Bil be amended in sub-clause (2) bv deleting the word "order"

appearing in paragrapi iui ""a 
substituting therefor the word "interest".

CLAUSE 48

Justification:

1. To substitute the words Public order with public interest' Public interest is a

broader concept which encomPasses an interest that is a common concern among

citizens in the management, local and national affairs

2. I'o mandate public bodies seeking to retrieve data necessarY for national securitY

blic interest to secure ex Parte orders from the law courts before retrieving
and pu

such information to safegu ard the rights of data subjects against abuse.

9

Repoft of DePartmental Committee on Communicati on, I nformation

ll,20l9
and lnnovation on the

Page 44
considerirtion of the Data Protection Bi



CLAUSE 56

THAT, Bill be amended by deleting clause 56 and substituting therefor the following -
complaintstothe 56. (l) A data subject who is aggrieved by a
Data.'Commissioner decision of any person under this Act may lodge a

complaint wittr the Data Commissioner in accordance

with this Acr

(2) A person who intends to lodge a complaint under

init eit shall do so orally or in writing'

(3) Where a complaint made.under subclause (1) is

made oralty, the bata Commissioner shall cause the

complaint io b. ,."o'ded in writing and shall be dealt

with in accordance with such procedures as the Data

Commissioner may Prescribe'

(4) A complaint lodged under subclause (l) shall

contain such particulars as the Data Commissioner may

prescribe.

(5) a complaint made to the data commissioner shall be

investigated and concluded within ninety days'

Justification:

This claurse seeks to provide clarity with regards to complaints mechanism by data

,uU.i..,t aggrieved by a decision of any person under this Act'

CLAUSI' 73

THAT, clause 73 of the Bill be amended in subclause (l) by deleting the word "two"

appearing irn1.aiui.ty arter tr,e word "year" and substituting therefor the word "ten"'

.Iustification:
To enhance the sentence ofthe general PenaltY in a bid to deter persons from committing

offences under this Act. The ProPosed two Years ' imprisonment is too lenient and may

not serve the PurPose of ensuring the Protection of personal data.

srGNED..........

HON. KISANG, MP CHAIRPERSON

DEPARTMENTAL MMITTEE ON COMMUNICATION, INFORMATION

AND INNOVATION

a 1\r^\*rr:
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Hon.Alfah, O. Miruka, M.P

5

Hon. Annie Wanjiku Kibeh, M.P.

6

Hon. Joshua Kimilu, Kivinda, M.P
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Hon.Marwa Kitayama Maisori, M.P

8

Hon.Mwambu Mabongah, M.P

9

Hon.Maritim Sylvanus, M.P

10.

Hon.Mwangaza Kawira, M.P
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Hon. Jonah Mburu, M.P

t2
Hon. Gertrude Mbeyu Mwanyanje,M.P

13.
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14 Hon.(Eng).Mark Nyamita Ogola,M.P

15. Hon. John Kiarie Waweru, M.P
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MINUTES OF THE 43*, SITTING OF THE DEPARTMENTAL COMMITTEE ON

COMMUNICATION, INFORMATION & INNOVATION HELD IN BOARDROM
ON llrH FLOOR pROTECTION HOUSE, PARLIAMENT BUILDINGS ON

THURSDAY lTrH OCTOBER,,}LLI AT 9.30AM

PRESENT
l. Hon. William Kipkemoi, M.P.

2. Hon. George Macharia Kariuki, M.P

3. Hon. Annie Wanjiku Kibeh,M.P

4. Hon. Maritim Sylvanus,MP

5. Hon. MwangazaKawira, M.P

6. Hon. Anthony Oluoch, M.P.

7. Hon. Erastus Nzioka Kivasu, M.P

8. Hon. Godfrey Osotsi Atieno, M.P

9. Hon. Mwambu Mabongah, M.P

10. Hon. Marwa Kitayama Maisori, M.P

I l. Hon. Joshua Kimilu Kivinda, M.P.

12. Hon. Wamuchomba Gathoni, M.P

13. Hon. Jonah Mburu, M.P

APOLOGIES
l. Hon. John Kiarie Waweru, M.P

2. Hon. Liza Chelule Chepkorir ,M.P
3. Hon. Innocent Momanyi Obiri, M.P

4. Hon. (Eng.). Mark Nyamita, M.P

5. Hon. Gertrude Mbeyu Mwanyanje, M.P

6. Hon. Alfah O. Miruka, M.P

THE SECRETARIAT

-Chairperson
-Vice- Chairperson

1. 'Ms. Hellen Kina
2. Ms. Ella Kendi

3. Mr. Nimrod Ochieng

- Clerk Assistant II
- Clerk Assistant II
- Audio Officer

MIN.NO/NA/CII/2019/188: PRELIMINARIES
The Chairperson called the meeting to order at thirty two minutes past nine o'clock followed

by a word of prayer.

MIN.NO/N AlClV20l9ll89z CONFIRMATION OF THE MINUTES

The agenda was deferred to the next meeting.

MIN.NO/N NClU20t9/190: ADOPTION OF THE REPORT ON THE
CONSIDERATION OF THE DATA PROTECTION BILL,
2019

The Committee considered and adopted the report with the following recommendations

having been proposed by Hon. Anthony Oluoch, MP and seconded by Hon. Marwa Maisori,

MP
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In light of the submissions in the Memoranda, the oral representations made before the
Committee and the Committee deliberations on the Bill, the Committee recommends-
CLAUSE 2
THAT, clause 2 of the Bill be amended by-

(a) inserting the following new definitions in their proper alphabetical sequence-
"data" means information which-

(a) is processed by means of equipment operating automatically in response to
instructions given for that purpose;

(b) is recorded with intention that is should be processed by means of such
equipment;

(c) is recorded as part of a relevant filing system;
(d) where it does not fall under paragraph (a) (b) or (c), forms part of an

accessible record; or
(e) is recorded information which is held by a public entity and does not fall

within any of paragraphs (a) to (d);
"person" has the meaning assigned to it in to under Article 260 of the
Constitution.

(b) deleting definition of the term "consent" and substituting therefor the following new
definition-
"consent" means any manifestation of express, unequivocal, free, specific and
informed indication of the data subject's wishes by the data subject by a statement or
by a clear affirmative action, signifies agreement to the processing of personal data
relating to the data subject".

Justification:
l. To include the definitions of the terms data and person that have been repeatedly used

in the Bill;
2. To delete the definition of "consent" provided for in the bill and substitute with a

more elaborate definition that will properly define consent which is a pertinent
element of data protection and management

CLAUSE 4

THAT, clause 4 of the Bill be amended by inserting the word "located" immediately after the
words "data subjects" appearing in subparagraph (ii) of paragraph (b).

Justification:
a. The amendment seeks to provide for clarity of the kind of data that can be processed
by a data controller or processor who is not resident in the country.

CLAUSE 5

THAT, clause 5 of the Bill be amended by deleting subclause (5) and substituting therefor
the following new subclaus*

(5) The Data Commissioner shall in consultation with the Cabinet Secretary, establish
such directorates as may be necessary for the better carrying out of the functions of
the office.
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Justification:

The amendment seeks to provide clarity of the provision by inserting a word that was omitted

in the sub-clause of the Act as well as to make provisions for directorates taht5 will support

the office of the Data Commissioner in the execution of its mandate under this Act.

CLAUSE 6

THAT, clause 6 of the Bill be amended-
(a) in sub-clause (3) by deleting the words "Cabinet Secretary" and substituting therefor

the'*'ord "President";
(b) by deleting subclause (a) and substituting therefor the following new subclause-

"(4) The Data Commissioner shall be nominated by the President and, with the

approval of the National Assembly, appointed by the President".

Justification:
To ensure l.hat the Data Commissioner is recruited through a competitive process and

appointed by the President and not the Cabinet Secretary given the onerous mandate that he

or she will be required to execute.

CLAUSE 7

THAT, clause 7 of the Bill be amended by inserting the following new paragraph

immediately after paragraph c-
"(ca) holds a master's degree.

Justification:
To introduce reasonable qualifications for appointment as Data Commissioner i.e. one has to

hold at least a masters' degree to serve in this is a technical position that may require some

additional knowledge and expertise.

CLAUSE 13

THAT, the Bill be amended by deleting clause l3 and substituting therefor the following -
Statf of the office. 13. The Data Commissioner shall in

consultation with the Public Service Commission,
appoint such number of staff as may be necessary for
the proper and efficient discharge ofthe functions under
this Act or any other relevant law.

Justification:
To allow the Data Protection Commissioner to consult with the Public Service

Commission when appointing his staff. Public Service Commission is a

constitutionally mandated Commission that handles matters of human resource in the

public service.
CLAUSE 15

THAT, clause 15 of the Bill be amended by deleting the word "the" appearing immediately

after the words "First Schedule on" in sub-clause (5).

Justification:
The amendment seeks to correct a typographical error in the Bill

CLAUSE 19

fi
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THAT, clause l9 of the Bill be amended bv-
(a) deleting subclause (4) and substitutilg therefor the following new subclause -"(4) The Data Commissioner shall issue a certificate of registration where a data

controller or data processor meets the requirements for registration;
(b) inserting the word "this" immediately after the words "the provisions of' appearing

in sub-clause (7).

Justification:
The amendment seeks to clarify the provision on registration and clearly set out that a
certificate shall only be issued when the requirements of registration are met as well as to
correct a typographical error.

CLAUSE 25

THAT, clause 25 of the Bill be anreuded by inserting the foliowing new paragraph
immediately after paragraph (d)-
"(e) collected only where a valid explanation is provided whenever information relating to
family or private affairs is required;"

Justification
The additional principle was aimed at ensuring that data subjects are duly informed of
reasons for collection of data relating to private and family affairs so that ihey can make
informed decisions before granting the consent.

CLAUSE 29

THAT, clause 29 of the Bill be amended by-
(a) deleting paragraph (d) and substituting therefor the following new paragraph -"(d) the third parties whom personal data has been or will be transferred to, including

details of safeguards adopted;

(b) inserting the following new paragraph immediately after paragraph (e)-
"(f) a description of the technical and organization security measures taken to ensure
the integrity and confidentiality of the data',.

Justification
The proposed amendment seeks to ensure that the rights of data subjects are protected and
that security measures are taken into account by data controllers and processors to ensure the
integrity of data collected.

CLAUSE 31
THAT, clause 3l of the Bill be amended by inserting the following new subclauses
immediately after sub-clause (4) -

"(5) The data impact assessment reports shall be submitted sixty days prior to
the processing of data;
"(6) The Data Commissioner shall set out guidelines for carrying out an
impact assessment under this section.

4lPage



Justification:
l. Tftere is need for the Data Protection Commissioner to set out the types of processing

operations that will require a data impact assessment.

2. Sltting of timelines on when data impact assessment reports should be submitted will
ensure protection of the rights of data subjects when processing operations likely to result

in high risk to the rights of data subjects.

CLAUSE 35
THAT, clause 35 of the Bill be amended in subclause (3) (b) bV deleting the word "before"

and substituting therefor the word "after".
Justification:
The amendment seeks to correct a typographical error in the Bill.

CLAUSE 37
THAT, Bill be amended by deleting clause 37 and substituting therefor the following -

Commercial use of 37 . (l) A person shall not use, for commercial
data' purposes, personal data obtained pursuant to the

provisions of this Act unless the person-
(a) has sought and obtained express consent

from a data subject; or
(b) is authorised to do so under any written

law and the data subject has been

informed of such use when collecting the

data from the data subject.
(2) A data controller or data processor that uses

personal data for commercial purposes shall, where

possible, anonymise the data in such a manner as to
ensure'air;.'aT;'::1"3H##i:'::i:lll,li3]i*,,n

the Data Commissioner may prescribe practice

guidelines for commercial use of personal data in
accordance with this Act'

Justification:
The current proposal was making reference to direct marketing while the new provision is

seeking to ensure that data used for commercial purposes which is much broader than direct

marketing ifs properly secured.

CLAUSE 41

THAT, clause 41 of the Bill be amended in subclause (3) by inserting the following new

paragraph immediately after paragraph (d)-

(e) the cost of processing data and the technologies and tools used.

Justification
It is imperative to have in mind the cost and technology that will be required in processing

data as iometimes the cost of producing the data may be exponential and therefore should be

accounted for.

CLAUSE 48

THAT, clause 48 of the Bill be amended by-

.,]
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(a) deleting the item "(1)" appearing immediately before the words "a datacontroller";
(b) deleting paragraph (b) and substituting therefor the following new paragralrh-

"(b) the data controller or data processor has given proof to the Data Commissioner of
the appropriate safeguards with respect to the security and protection of personal data,
and the appropriate safeguards including jurisdictions with cornmensurate data
protection laws;"

Justification
The amendment is necessary to provide clarity in the bill as well as to set out jurisdiction
with commensurate data protection laws during transborder transfer of data

CLAUSE 51

THAT' clause 5l of the Bill be amended in sub-clause (2) by deleting the word "order"
appearing in paragraph (b) and substituting therefor the word "interest,,.

Justification:

l. To substitute the words public order with public interest. Public interest is a broader
concept which encompasses an interest that is a common concern among citizens in
the management, local and national affairs.

2. To mandate public bodies seeking to retrieve data necessary for national security and
public interest to secure ex parte orders from the law courts before retrieving such
information to safeguard the rights of data subjects against fragrant abuse.

CLAUSE 56

THAT, Bill be amended by deleting clause 56 and substituting therefor the following -
56. (l) A data subject who is aggrieved by a

decision of any person under this Act may lodge a
complaint with the Data Commissioner in accordance
with this Act-

(2) A person who intends to lodge a complaint under
this Act shall do so orally or in writing.

(3) Where a complaint made under subclause (1) is
made orally, the Data Commissioner shall cause the
complaint to be recorded in writing and shall be dealt
with in accordance with such procedures as the Data
Commissioner may prescribe.

(4) A complaint lodged under subclause (l) shall
contain such particulars as the Data Commissioner may
prescribe.

(5) a complaint made to the data commissioner shall be
investigated and concluded within ninety days.

Justification:

This clause seeks to provide clarity with regards to complaints mechanism by data subjects
aggrieved by a decision of any person under this Act.

CLAUSE 73

6lPage
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THAT, clause 73 of the Bill be amended in subclause (l) by deleting the word "two"
appearing immediately after the word "year" and sutntituting therefor the word "ten".

Justification:
To enhance the sentence of the general penalty in a bid to deter persons from committing
offences under this Act. The proposed trvo years' imprisonment is too lenient and may not
serve the purpose ofensuring the protection ofpersonal data.

MIN.NO/N N ClA20Dl1 91 : ADJOURNEMENT

There being no other business, the meeting was adjourned at forty nine minutes past ten
o'clock

SIGNED.. .......DATE....I tT....t......... e^
HO KISANG, MP
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Notl(e li h€reby given thot the Annuol 6enerol l'leiting of the Notio'rol Bonk ot Kenyo Limited Stoit
Pension Fund Registered Trustees will be held ot TlnTin Restoutont KICC, Horombee Avenue on
sdturdcry, 2?th ruly 2019 ot '11:30 A.M. to tronsoct the iollowing businsss: -

o) Ordinory Buslness

l. Introductron by the Choirperson of th€ 8@rd ot Tru5te5.

2. The Chorperson's Repon.

l. Pretentotion on the Fund lnve5tments by GenAtrico Asset Monoge15 & 50nlom lnveitments

1.. Presentotion on the Role ot the Custodion by Notlonol Bonk of Kenyo Limlted.

5 Pre5entotion on the role ol the odminastrotor rnd linonciol plonning tips by Zomoro Aduo,les,
Adminlstrotors I Consultof,ts Ltd.

6. Prsentotpn on the tund Audited Accounts for the yeo. ended lln De<ember 2018 by oeloitte a
Tou,(he.

:
7. Presentotioo by the Retirement Benefitt Authority

8. Trustees Remunerotion

9. Que5tion ond ,Answer Session.

10. Vote ol Thonks.

b) To tronsoct ony other business of the Annuol Genetol Meetif,g for whi(h notice hos been given in
. odvonce.
.t-
| ' s of the onnuol reports ond finoncrol stotements of the Scheme ore ovoiloble from the Humon

ita5ou(ces Deponment

8y order otthe Boord of Trustees

i'

'15. [innet Mirehune
:ho(persod. N8( stoff Pension tund Reqistered Tru!,tees

RIPUSLICOf KENYA

THE NATIONAL ASSEMBLY
TUTIELFTH PARLIAMENT .' THIRD SESSION

lnthe mattasofcmsideration hy the llitional Assembly:-
I ThoCrops(Aoendment) 6ill [ilational Assembly Bill,'lo. 25 oI 2019J

2. Th. Data Protection Sill (National As sembly Bill t{o. 44 of 20l 9J

Article l18(l)tbJ of the Constitution provides thal,'Potiiompnt sholl foc;litote public porlicipotioo otd involcnent in
,\. bqislotive ond olhq business of Porliofrent oad ,ti Committees: The National Assembly Standing orde. 127[3]

,vides thar,'the Deportmentol Comnittee to which o Bill is committzC sholl focilitcle publir potticipotian ond toke

)Dccount lhe views ond recomnendotiofi ol the publtc when the Commiitee hakesits rcFort to the House"

The Crops (Amendreotl Bill,2Ol9 seeks to amend the First Sclredule to the Crops Act, 2013 to include Achiote as

om ot the scheduled crops. Achiot? crop is:ocalll krown as'Mrangi'becauseof its briSht red ftuits and is grown largely

at the coist but its potential ha5 not b€en fully utilired. Acaording to the Agricuitural 6xperts, the c.op m3tures fully

,thio f@r tofiveysarsand hasaneconomic life spanof20years but can be harvest.d ev.n aiter on€ yeal in the iarm.
gcrop is wlds second most important natuEl col'lur3nt and makes ebout 70 perclnt of th€ world's oarural dyes.

"Elr6taP.ot*tim 
8ill,2Ol9 seeks to giveeffe.t to tlEriSht tDprivac/e! ptryided for in AIticl.3l[c) and [d) of the

Cmrtitutim bysettinS out the requirement for the protaction of personal data Frocejsed by both public aod piivate

.entrti€s.

, above mntioned Bills have undeGone First ReadinS pursuant to Standing 0rder 127(3) and stand committeC to

' Dep.rtmentil Comnittee on AS.iculture & Livestock and DePartmental Codnittee on Coomunication'

,. .omation&lmovation respoctively, forconsideration and theGafter report to the House.

Purs'Jant to the provisions of Article ll8[tJ[b] of th€ Constitution and Standin8 order 12{31. the rcsptrtive Commit-

:' ,ls invite mmb.6 of the Public to submit .6presentatioN they may have on the said Bill3. Tha reprcsootations may
r fffwaded to th€ Cldko, the alational Assrmbly,P.O. Box 41842-O0lO0, llairobi; hand-delivffed to th6 Orfi@

iSreCl. lcu"m fatiuent Ssildlnts, tlairobi; oremiled tocl€rk@pilliametrLgo.ke; to bo receivedm orb*
-€Tc&y, l6djtdY, 2Ol9 at S.0o Pm.
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keowlelg! oipwen3ol i36 and egulalions
Ihe rOIe OIusg j ail var4:rl :Irn,lleg manLhJrs rn

lhe slccess ol a f{6ui € irqnt crnrcl, lhgr?iore,be

cv4i smFhasazad Thi. ilodiil cp rs d3signsd lo

eqoie va.susdayeiser llEp.cct.sl pocess wilh

ffi rinJ,ri,i s;i,iir LY!p!n6l raric:rontr
L+.li E a ilidbpflty cl C-:ha irE !al!? kon
yorr. c5i6a?r! ozrs[HilE, e]-illin! wait?

3nd ciliE4sl), i,npathng y! r prE95s:3 Th:

witSkp [0]?5 m sl.alaq,3s itr (e.rang

E9'lq!,r!nnj.!a_!qJ_q!.d,'eCffi .i ji
r h€ air :. ri d::tlEd ic lrxE ilJl b€il fi adlic;s
h il*ue,tni oi orllliEy 6r)C ru@5uil:,{y
saNic:s

21-21,

Ssplember

5 D3ys

Mon$a:a

14, Oclober

4 Days

Nakual

cc0i]9r
I D3,F
K6tm

12r5-
Nov€rnber

4 04,s

Tenrng for

Mmbffi ild Use,

Deparlrunb

in hsrmEnt
{6 Srppl, CiBin
ilnao€mnt

79,500

-i?poo

'7tcl
Ccffil-dla.ay arJ
No'C6sdranay

I t,uw

!{m

7d5m

W,W

985m

10m

Iom
Eoard

th6 wklrcp ffilys:s 5nd drars less9G [m
public pr@rared appeals and €ss haMled by

tle ldminEtr3lrva Rede*s Board. The wqkshop's
prinary otrieclre is lo upscsle pr.litir3nts .l,3cily
lo.3cqnize 6ks h p.@^t g€€dingq
sd wilh a iGrc ol mird to tumlale. gdde o
nderrenl dsbns th6t dituEie 6 miihate he
r"k: The delivgry o, lhis wkstrcp wil be llyoJdl
a parlBJt, belween KISM ad !\6 Ad(nhbialiE
R€vitr Bor.d
ilis fi*sLo9 p.es3nts irddEnhl ry,cpls 31d

letiq@s ic pqed acquisto.l d'd pr@EEi
6lhh llE fqal. PatopJtb wn be guiied
lh@gh tr+cl evd€lim. datuE. fnaME.
otecling, negoihlim. ad pr@ffinl e@tis.
MeltEds, primd$. aE Faclkps in hftaslrudure
prciet pr6em,l. hcldirg Puuicf liEle
Parlnffih0s Yiil E ii$lirhl€d
Inis wgtstFp bos m Fommnt relom
ald e&hlffi prdliffi 0 hd b6l b lake

advanlage d tE e&c lo hrg@ pErmnl
ffi16.lblfrffik

zt)

24

a

/U,UW

-6lffi

Jo-3oo-

/J.il

!r.m'

71ffi'

2i.29.
flovenber

3 Days

Mo.nbass

-36,
0€cilber
4ftys

Mmbasa

17-20,

oeetr$q
4 Days

he
ftweMt
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score forNgilu as gprrnent firm
batch of rHriforms for chiefs

Kitul Couty ComissioDer John
Ondego said the couty had rcached
a mil€stone in muufactutng ad
called on le8ders to uite for shued
$owth.

"There is m point ln using publ.ic
resouces to support other econo-
mies by importing things rie can
mske h€re.

"llrn wry impressed by thts tatiles
factory that bullds N M tronomy
od uplifts ou peoplel Mr Ondego
said.

He ssld the PresideDt w* keen
to spport Kitui Couty expud its
manufacturing, besides gtvilg it
goElmetrt bsiress, in his rdlying
c8ll to Kenyss to bulld the coutry
by buying locally manufectured
products.

ID October last ye{, Kitui Couty
scoted a fust in the coutry sfter it
estebtlshed the gmeut fsctory to
manufactue scbml uiforms and
other fabdcs for loc8l Dd export
muket.

Accordirg to Governor Ngilu, the
trickledom effect of the factory cu-
not iust b€ measued by the nmber
ofiobs it has directly created or the
revenues, but by the overdl boost it
gives to Kitui economy.

She ssid the reveDue generated
from the factory would bmst the
couty's domestic reEnues sd help
bridge derelopment budget deicits.

"The couty's mmufacturing
dream has come true. We invite
sch@ls, hospit8ls, hotels and other
orgmisations from across the coE-
try to consider us for their clothing
needs", said covemor Ngilu, adding
that the 6nal orders woutd be deliv-
ered ir a month-

his is the first batch
,f uniforms for chiefs

and their assistants
cros the country

Y (ITAVI MUTUA
q'KItaviM
mutu@le.Etionmedia.com

itui County yesterday
delivered the fust batch

for chlefs md
$sistmts, a msior milestone

br the facility that opened its
loors less thm a ye{ 8go.
With a label beariDg three

'ords "Made in Kitui'l the fabrics
mufachred at the Kitui Couty
'extiles Centre (Kicotec) were

'eceived by 8 tem of govement
fficiats led by Assistut lnspector
leneral of Police Musa Kakawa.
The lr-'orms were the first

rder\ . -- the national govern-
rent t'd the couty-oMed factory

bUowing 8 directive by President
Jhrn Kenyatta in April tlat gave

its fust major business.
Govemor Chrity Ngilu said she

'as happy to have delivered the
ssigulst of muf&ctuing gs-

nents for nstional administrutors,
vNch inrclved meticulos details

ud specifrcations, within a period
of only three months.

"Today marks a big milestone
for Kitui Couty's wealti ceation
agenda. This is how the Asian
Tigers started, before growing to
overtake Kenya md mmy other
comkies, * global mmufactuing
gimts," Mrs Ngilu said.

She thanked Piesidmt Kenfatta
for the support Eiven, saying
his directive to bave uiforms

for members of the national
govement adrninistration mm-
ufactued in Kitui wss 8 stmp of
approval in her initiative - the
fust oneby a couty govement.

This, sbe said, was in line with
the "maufactuilg pillsr" of Pres-
ident Kenyatta's Big FouAgenda
meul to accelerate growth of the
coutry's overall economy.

The 2,8o4 sets of uniforms,
including ceremonial geil, were
packed in boxes at the factory
based ln Syongila, loaded and

trmsported to Naircbi for oowd
distribution to the adrninistators.

While receiving the consign-
ment, the Colmmdut of Critical
Infrastruchue Police Unit Musa
Kakawa said he w happy !o note
that the chief's uifoms met the
quality expectations.

"We are happy to receive the
2,804 locally made mifom sets.
I ca! con-6m the quality is above
ou expectations md this is sn
encousging step for the couty
md the coutryl' said Mr Kakaw&

&
Governor Charity
Ngllu (eft)
and Assistant
lnspecttr General
of Police Musa
Kakawa, admire
a chiefs unifom
made at the Kitui
County Textiles
Centre, yesterday.

XITAVI MUIUA I

NATION

,. iiitt. Xt1,iit.)( I NI)
ln April. Presidmt Kenyatta
dir*ted that unifom tor
prwincial administrato6,
including thousands of
chief! and thdir dsistants.

' be made at the Kitui -Cdrnty
Tqtiles Centre (Kicotec),
in Iine with his fourth dllar
of the Big Four Agenda -
manufacturing.

The 2,804 sets o, uniform
were packed in boxes
at the factory based in
Syongila, loaded and
traNported to Nairobi for
onward distribution to the
administ6tors.

Briefly

REPUBLIC OF KENYA

)M(ft(Bffi
THE NATIONALASSEMBLY

TWELFTH PARLIAMENT - THIRD SESSION

ln the matter of conslderatlon by the Natlonal Assemblyr
The Data Prctectlon Blll (Natlonal Assembly Blll No.44 of 2Ol9)

Anicle I I 80 Xb) of tha cmltitution prwid.r th.t, .P'o tllom.nt tholl lo<ifrtotc publk Ndi.ipotbn ond idffia h thc bgB-
loMond oth.tbutin.tt oltuiliom.nl and ittCmmin.6: todher, th. N.tloBl turembiy St.ding Od.r 127(3) rquts thc
D.prfrmlnl.l Commi(.. to whi(h a Blll k (ommh.d !o f.<lllt.te publl( p.niclp.tion and t.ke into .<(ount th. vl.H .nd
r.s ' .r.tion3 of tha public when th. Commlft. m.kri it repon to th. Hdee

Th. : rot.dionBlll,2olgminobjedlElstoglv..ftadtoth€rlghrtoEto.ay.rprouddhtnAnicleSl((liil(d)
oftheConn[ution by lcnlng outthe..quL.mnt for tha protdion of Brronal dat. proc.rrrd by tpth publi(.nd p.tu.tc
cntitier.

Th. D.t. Protdon AilL 2Ot9 har und.rgon. Ern R..dlng pu.ru.nt to St.nding Odd t27(3) .nd b now <mhtnd to
th. &p.6.nt.l (ommifr.. on (onmu^lotloq lnrom.tlon and lnnov.don for (onrideGtlm .nd ther..ft r r.pd
totheHoura,

Pursuentto Anlclc I l8(l)(b) ofthr Conrtkutlon and thrSt.ndlng Ord.r i27(3) h€mbeB ofthcpubllc.rch.rebymtl6ed th.t
th. Commine. will be condudlng publl( h..ringr on lh. O.t. Protdion glll, 201 9 ln the followlng Coontl€r:

coum VENUilOWNS DATE

XanF sch@lof Gflcrnmnt H.ll ThuRd.v. ls'tuourt 20l9
2 (n6 Fild.Y l6'Auourt20l9

S.lv.tlonArmyS€l.lH.ll Frd.e 23'Auod 2Ol 9

5. K?richo HolyTriniD Aodcmy H.ll Thurd.f, 296 Awurt m I 9

7. Nrkuru OldTom H.ll Filday30r Aua$!2019
7. L.lklol. N.nvuH Sdl.l H.ll Frld., I 3' S.rlcft6.r, 20 I 9

ldolo Sllvd 8.ll! Hotel $turd.v l4'httu 2Ol9

9. N.kobi CNnry H.ll, P.rll.Mt Suildinor Tu.rd.e 17. S.otmbs. 2019

ft. soft copy of th. Bill is .v.ll.ble on th. wcbdte o.f th. P.rll.ment of KGny. M.o.dl.mcnr.oo.k .

MINISTRYOF EDUCATION

,M?*ffi
State Department of Vocational & Technlcal Training

KASARAI{I TECH]IICAI A}ID VOCATIO}IAL TRAINIilG
P0. BoX 51898-.U02O0 NAlRoBl I TEI-: O1a258O33,O715885(F{

Emall: lasnnltechnlcd@gnallam I Website: Uw.kasEnltrcfu{cd,6,kG

Ka$reni TEhnirl and Veatiooal ls e Pxblic lnstitdim urdor th. Ministry of td€tlm. Th. Colhg. b situt.d h
oft fonSundo Road nas tarrJtr Poilc! Stetlod Or6tlonC6tra

t{o. Qualifild candld.t.s .rc kwltsd lo spdy f( [rious

oownlo.d s .lpllc.tlm f!.m frlm ffi.lr.mlt.dmloleb d plck lt fh th. Colk8. frfl tt nd rtuh tt to ollt wtth e
lpplhatlm h. of 5m X.ny. Shfl!!!$. Any .rudor rtlo e b b. !iloLd .t tlE Colk8. h l.ttuc lq t*13 trr to b. rdhd otrr rfra
rotistBtlon. Th. .pglicrlho fu HEl.8 loe L dEdng u*t 30.ocbla aXI doo't trl$ tiaomortuJty.

All .pplc.tldE to b. addB!.d to: Ih. Prhdp.l, t rrmi fVC. t0. 8q 51898{XE0O. N.lrcbl.

(Prldeliat)
l{

COURSES COMMET{CIIIG IN SEPTEMBER 2OIS

lxffi-dl3E lxilrc

lxCStC-d 13F lKtltcltu I I
lnlilm.th Cdm. &
IffiilbWl!
luMotlE E trldn8 iloduh l-3 IxstC-r 13ffi lfrtcLwll
EhcMcrlE[h6h!(Pomdorlbn 

lKcstc-( l9E lxnEc

MKq&CdffiXodnL3
llcs€c-d 13rE! Iixtc

ilflili:]"-**t *r IIffi.-" l3rs ;to'tc
Hffi rffi6nyH@tlx.csE{{ 

l3Er lxtttc

lHenl3rE ltrEc
hlumhhxdL3

Bu.l6r U.il@d Uoduh !-3
lxcs€c-q13E lrQrc

tueelych&un8ffitlodLF3 
lxcsf 

c-c l3E lnEc
i,rMelqouiltdHllodri. 

lrc$c-d l3r.B IIIEE

Icstc-c l3F.n lflEc
PDilct il.n{.Mt llodul.l-3

I

rlcHA&n.snut, E8s
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ruKEAmovThe cabinet did not ap-
prcw t}lc contromtal Sh22.5 bll-
lionKlmmru dm projet, Arditor
General Edmrd Ouko hs sid.

ln his rcport, be sald oDly the
Sh27.7 btluon Amr dm ppject m
sancdoned by the Cabinet. Nadon-
al Assembly Marortty lader Aden
Dule on Tueday tabled the 2017-18

report in the Hous.
National Tremry Cablnet Secre-

tary Herry Rouch ud Prlncipd S€c-

retary Kemu'lhugge w forcd to
step slde after thE, were chuged
owr the dam scmda.l.

Rotich and ThugSe surendered
on ,uly 22 after Director of crimlnal
lnEst8aflom Noordin Haji ordercd
their mst. They w€re talcn to the
DCI headquarters.

':--.rio valley Development Au-
. ::::y's managing director David
Irr,^'6sop m ucked on May 30 over
the rodal. He ws al$ charged.

Citing a Cebinet memormdum
of December 3, 2008, Ouko said
that only the Aror integrat€d mul-
Upupos dm proiect re giwn the
geenl8ht. President Uhm Ken-
)atta chaired the Cabinet meeting.

'There ws no wldence to show

thet Ktnwrs multipurpose prci-
ect ws apprcved hY th. Cabtnet'
Orko sid.

'AltIough, thc man gement lndi-
et6 that the tendcrEE ProG m
lnfomdt by the C:bhet approul,
the Cebinet memos milable for au-
dtt revtil tndiete that only Amr
mapircEd.'

Oul@ a.lso faulted KVDA forignor-
,rg advie &om thc Attomey General
to establish the capacity of tt3lim
flm - CMCDiRarem- tomdertale
a proiect of that magnitude.

The compmy which ws at one
time stralninS to get rclutsy llq-
uldation ln ltaly, % awded the
multi-biLlion shilling prcJect with-
out draft technical dcsigns which u
crucial dffients requlred before
a mnkact is ised.

Ouko med that taxpa)rcE could
spend more due to a deley tn secu-
ing lmd for the twin dm prorects.

The gorement m to giw m ad-
ditiond sh7.7 biilion to meet local
costs of rffittlemenq @mperuadon,
project ronagement md my other
costs not cowrcd by tlle dono!.

The report indicates that
the Tresury has ody released

Audltor Gserd Edmrd Ouko dulnS the launch ot State captre lnsld€ Kenla's
lnaHltty to Flght Cdruption by Alrleg ln Nalrcblon May 23 /gl{o3 tfoll

]hursday, AuBUst 8, 2019

fi8r GHiR0is

Twofakecensus
enumerators
seized ln Mlgori
xar{.E oo6rv/Pollce ln Mlgorl are
holdlnttw suspecG tor lmperson-
adng census officlals.

Mlgorl po[e cmmander Jo*ph
Nthenge sald suspects Pol!rcarp
Mboya Ndege and Mcto. OnlanSo
Odileng we arrested yesterday
afternoon durlng atralnlng by the
KenyaNatonal Bureau of Statlsdc.
the trahhg narted on Mmday.

Nthenge sald organlsers were
ssuunldn8the llst of parddpants
whenthey fo6d the suspects'
names,

"Ihey are belng held at Ml8orl
pollce stadm and wlll be takento
court on thursdayto fdce charges,"
he sald. Ndege hadtold the polle
that he ms wlth hls colleagues aft€r
il intwlew and hecldmed they told
hlm that trdlnlng wlllbe on Monday.

Odlleng was lmpersonating hls
cousln, Joseph Ogolla ochleng, who
passed the htfl lew but got anoths
Job.

"He took hls cousln's nauonal ID
and reglst@d hls name ior trc days.
But m vtHnesday [yesterday]he
forBet to wrlte'hls name'. He wrote
hls trlginalname whidr gaw hlm
amy,"Nth68e sald.

THE-STARCO.KE

Kimranrer dam not apprurved - Ouko
Auditor Genenlsays Cabinet only sanctioned the Sh27,7bnArror dam in Elgeyo Mankwet

K
Sh6,t3,2O0,OO0 for the Anorprcject
out ofwbich Sh8,534,135 hadbeen
sp€nt on publlc pardcipat on md
sNitistion.

The Treasury ls yet to relese a

shilling for the Kimwder coutq
ftudin8. "IvEnty-trc montls after
trle contract agrcmcnt was siSned,

KVDA is )€t !o @mplete the pm$
of acqu.irlng proJect land from af-

f(ted residcnts md lt is not knom
when the pmess will be completed,'
rcad part of the report.

'Further there is no sidenc that
the total mout required for lud
acquisition md ompeNdon hrs
b€m factored in the 2018-19 budget
to eMble thc ai:thortty acquiie land
for rcsttlmcnt ud omp€mte thc
lmdmers.'

I

:,ItIEii tH ltltt liA'Jt$t{lNt

,osEPH uxco@/Bulngo couty
comrnlssioner Henry Whfirla h$
th2nlcd a chlldrm's home and the
media for wlng ttr lift of a one-
and-a-h.U-}t{ mlnouished chlkl

'Ihe Star pubtished a photograph
of a starving Jept@ Cherudch on
the frcnt page of its Monday futy 5
cdiilon.

Many indtvlduals rcre touched
and t}ltf offered to help. Vhfu la eid
the child ls tn the sfe haflds ofdl-
KtorMary SsSstho m lGbemet
Suflse Childrcn s Home.

Wbira @d. m lmprcmptu vis-
It to the home on Tu6day nlght at
mud 8pm ammpanledby Bil-
ingo Centrd sbcouty sslstant
@mislonqRobo Ratmo.

'Whffi e you? C5,Du come
quickly to hclp s lmte wtrerc thls
drild ts. I'm rciving a lot of pm-

sue from by boss h Naircbt,'
Ub.tula toldthc Star.

Wafula sald hc together wlth
Rift \hlley regtond omm.lssloner
CcorBe NetembqB wrc tn Eldoret
dcalhg wtth other isucs when he
got thc cdl fom hls boss.

At 0Et, ltrhfrrla B not plcased
wlth the Eport rbout thc chjld.

'f m dEd of ,ou fellffi ln tlE me-
dia md the bad reports ,ou wrlte
ffrlday about ow couty. Some
m not true. SomctlE6 the things
you wrttr m trnlc smeon€ dle of
hcart attack' he eid"

'Sometlm6 I wt to rela: aftcr
b€cdng up secudty trtrgtobmdit
attacks but tlcn oths stuptd thlngs
Itkc mdnuEitlon.rlsc.'
HM*r, he later relued md

mled dM hls temper after see-
tng thc child at thc homc.

+
REPUBTIC OF KENYA

Malnourished Baringo kid
gets help after Star photo
County commissioner visits her at children's home t

THE NATIONAL ASSEMBLY
TWETFTH PARLIAMENT - THIRD SESSION

Artich lti(t)(b) of thc C@tilntfffi p@Het ttd. ?otumnt tholl letlkot Publk Fnk@tbt oad ia@tuwr
ln the tcgltldtiw ond othd bstust ol Podfunl ond lB C@miMl tunh.i *r. d.tiond fu*mbty Sbndi.E
Ord.r 127(3) rcqulr.sth.DapamantalCommiftetowhl(h a Bllllrcolmlfrcdtofullbte publl(p.rtlclp.ds
.nd Ek lnto .<cosnt the vic6 and r<mmGndadmi of th. Publi< wh.n th. Cmire mk6 lB ..Pon

' -. r llo{s

. - Orh Prchct on BllL :Ot t mln obidtlva 13 to glv. ek to dle .ight to prlva<y .s prwldrd for ln Add.
3 I (c) .nd (d) ot 6e Cmrdtutio by rdlng dt the requL@nt for thc P.otdi6 of Pssd dlb pEdrad
by bolh pdul< lnd prMte mdtili

The D.E P&cdil BllL 2Or9 his undergone Fllet Bcadlng Frurtunt to Sbndlng Odd 127(31 .nd ie

nd <mincd b tlE O.D6.6l Cofimtfra o Communl<lds lnfo.fr.do .nd lnnw.go fu.
conridmdm tnd thd€afE rcPon b tt[ Houa.

Pursurnt to Anidc I l8(lXb) of tha Codtutlon and th. Standing Ordd 127(3) lr1mber of th. publk .rr
her.by rctifiGd rh.t thc Cmhc will bc <6dudkl9 Psblk h..dng3 6 tha &b Prot.ctbn BilL 2Ol9 h
rhc following Coundar

Ih. roft copy of the Bill lt avelleH. on th. wcbrlte of th. Parll.mcnl of (a^ya w'oa.tlordt@.k

M

t

Barlngo @unty
@mmlsslffi
Henry Watula
holds Jeptoo
oralddr at
Kabarct Surtse
C.hldm'r Hom
fi tuEday nlght
Ito3EDx

TAIGO6O

ln th. n.n* ot conrldcr.Uon by th. Nrdonal A$emblyr
The D.t Pretrdlon Blll (Natlon.l Attembly Blll No.44 of 20l9l

Mombas K.ry. school of Gowrnmmt H.ll Thuriday. lsth Augutt 2019l.
z Klt6 M.kio Krn.rol Sod.l H.ll

lCiumu Ncw Ny.nra R4lonal H..dquadad Thu6day, 22nd Augurl 20194.

5. bk.mg. Salv.tlon Army Strl.l H.ll

Kdk ro Holy Trinity Acdry H.ll Thu.rdry, 29th Augutt' 20196.

kld.r 3oth Auqurl 20197 Nakuru N.kuiu oldTM H.ll

Lrlklplt N.ryuld Sd.l H.ll Frldry, 1 3th Setcn$.r, 2ol97.

a. ldolo glwBells Hotcl

ilalbH CMty H.ll. P.rliarent Buildingt Tu.!d.y, 17dr Slpldnbff, 2ol99.

TrcflAEL N. $AI.AL CAS
CI"ENX OF TH€ ]{ATIONAL ASSEMALY
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This submission is made by the National Coalition of Human Rights Defenders - Kenya (NCHRD-K),

the Centre for lntellectual Property and lnformation Technology (ClPlT), KELIN and Privacy

lnternational (Pl).

The Centre for lntellectual Property and Information Technology (ClPlT) an evidence-based
research and training think tank based at Strathmore University Law School, Nairobi, Kenya. Our
Mission is to study, create, and share knowledge on the development of intellectual property and

information technology, especially as they contribute to African Law and Human Rights. We take
pride in furthering non-partisan research that is independent and objective. CIPIT has in the past been

instrumental in helping to highlight some of the limitations facing data protection in Kenya most
recent of which includes a study on the privacy implications of adopting biometrics in the zorT
Kenyan elections. The report was discussed in one of the events of the 6znd session of the African
Charter for Human and Peoples Rights to inform the inclusion of the right to privacy to that Banjul
Charter. ln partnership with otherstakeholders, CIPIT has also organized localforums and workshops
to identify and debate the pertinent issues on the current legislative proposals.

The National Coalition of Human Rights Defenders-Kenya (NCHRD-K) is a national organization
established in zooT and incorporated in the Republic of Kenya as a Trust in zorz whose mission is to
strengthen the capacity of Human Rights Defenders (HRDs) to work effectively in the country and to
reduce their vulnerability to the risk of persecution. The NCHRD-K has a track record in advocating
for a favourable legal and policy environment in Kenya, conducting preventive security management
trainings and offering support to HRDs at risk through legal, medical and psychosocial support.

KELIN is an independent Kenyan civil society organization working to protect and promote health

related human rights in Kenya. We do this by; Advocating for integration of human rights principles

in laws, policies and administrative frameworks; facilitating access to justice in respect to violations
of health-related rights; training professionals and communities on rights based approaches and

initiating and participating in strategic partnerships to realize the right to health nationally, regionally

and globally.

Privacy lnternational was founded in r99o. lt is the leading charity promoting the right to privacy

across the world. Working internationally through an lnternational Network of partners, Privacy
lnternational works, within its range of programmes, investigates how our personal data is generated
and exploited and advocates for legal, policy and technological safeguards. lt is frequently called
upon to give expert evidence to Parliamentary and Governmental committees around the world on

privacy issues and has advised, and reported to, among others, the Council of Europe, the European
Parliament, the Organisation for Economic Co-operation and Development, and the United Nations.

To find out more about privacy and data protection in Kenya, please refer to I I lte 5te te oi PrrvacV in

l(enyal (last updated in February zorg)
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Privacy is a fundamental human right. Protecting privacy in the modern era is essential to effective

and good democratic governance. This is why data protection laws exist in over rzo countries

worldwide including z5 African countries,'and instruments have been introduced by international

and regional institutions such as the African Union,'the OECD,3 Council of Europe,a and ECOWAS.S

We welcome the effort by the Government of Kenya to give life to and specify the right to privacy,

already enshrined in Article 3r(c) and (d) of the Constitution of Kenya by proposing a draft Data

Protection Act. We particularly appreciate the direct reference to this Constitutional right in the

purpose of the Act and the way it is referred to on several occasions in this proposed Bill.

Development of an effective and comprehensive Data Protection law in Kenya is a priority. ln
particular, given that a number of strategies are currently being deployed in Kenya to promote digital
inclusion including: digital identities, micro-lending and Alternative Credit Scoring. While these

efforts have positive intentions, a number of concerns ought to be addressed and a strong data
protection framework would be a step in the right direction, for example:

a) Firms should deploy secure infrastructures to avoid data breaches, like those currently being

seen with the Aadhaar system in lndia.

b) Biometrics are used excessively in certain circumstances where less intrusive options such as

unique identifiers would be sufficient without the concomitant risk. This is particularly true in

the health sector where biometrics could expose certain at-risk populations.

c) Alternative Credit Scoring by Micro-Lending institutions use a vast range of data points such

as call detail records (CDR) and customer relationship management (CRM) details. These

firms are often acting without clear opt-in mechanisms or sufficient information being
provided to individuals.

However, the Data Protection Bill proposed by the TasHorce has a number of significant

shortcomings. We recommend that to effectively protect privacy and to meet international

standards in protecting personal data, that full consideration be given to the areas of concern and

improvements outlined below under each Part of the Bill, and include:

Reviewing the definition of 'sensitive personal data'to ensure a comprehensive definitiona

1 See Graham Greenleaf, Global Data Privacy Laws 2017: 120 National Data Privacy Laws, lncluding lndonesia and Turkey
(2OL7l L45 Privacy Laws & Business lnternational Report, 10-13, UNSW Law Research Paper No. 45 available at:

http{hppsl;lrtlqsllAd3lpelsqlfrrr?_a_bslr!!_t id.2,99lq]5
2 See the African Union Convention on Cyber security and Data Protection, 201"4, available at

h tt p ://p ages. a u. i nt/i n fosoc/cvbc rsccu r i 1y
3 3See the OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data, updated in 2013,

available at
http://www. oecd.orslintern et/ieco!omv/oecde uidelinesont heprote ctionofp!vacva nd transbo rderf lowsofperson a ld

ata. htnr
4 See the Convention forthe Protection of lndividuals with regard to Automatic Processing of Personal Data, ETS 108, 1981,

available at hllp://convcntions-qge'.jnt/Treaty/en/Treatics/html/1O8-lrqr
s See the Supplementary Act on personal data protection within ECOWAS, February 2010, at

http.1,/lywru.erSu,qstnVp_UtI@!_LSllen/actes <!d-!c!-cg-o.qysl!-IGNED{!tDsl!l Da!a-p!l
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Replacing the current proposal to establish the office of the data commissioner as a body

corporate with its establishment as a Constitutional Commission under Chapter 15 of the

Constitution.

Guaranteeing that all data protection principles are included and revised clearlyto provide for
principles of integrity and confidentiality and accountability.

Guaranteeing that data subjects are consolidated in the law in a clear manner under the same

section, and the right to effective remedy, and the right to compensation and liability which are

currently missing must be added to the list of rights of data subjects.

Reviewing the current scope of the obligation to inform a data subject about the processing of
their personal data.

Providing clarity as to what the legal grounds for processing may be including by defining

concepts such as 'public interest' and 'legitimate interest', and in particular review the legal

grounds for processing 'sensitive personal data'to strengthen the protection of such data.

Ensuring that any exemptions relating to the different data protection principles and the rights

of data subjects must be provided for in the law in a form which is clear, precise and limited to

specific necessary and proportionate exceptions rather than broad blanket exemptions,

particularly for government a uthorities.

Reviewing the grounds for processing including ensuring that data processing of data which is

available to the public or deemed publicly available is not free for all to use without requiring

further involvement of the data subject.

Reviewing the clause on the storage of data in Kenya and recommending that focus should be

on ensuring the data is protected with the highest safeguards rather than demanding data

localisation which may not achieve the purpose of providing a higher level of protection as

intended. :l '

Guaranteeing that a strong process is in place to regulate the transfer of personal data including

developing a process for assessing adequacy of protection in the receiving country, and not only

in terms of data protection but protection of human rights and rule of law.

Ensuring that the protection of the data subject a nd their data as well as their right of privacy is

balanced with freedom of expression under Article 33 of the Constitution for the media, artistic

or literary work.
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The most fundamental and recurrent terms in the law must be clearly defined at the outset. ln
particular we would like to outline the following comments with regards to the definitions provided

for in the Bill.

'Sensitive personal data'
There are a couple of omissions from this definition including membership of a trade union, the
commission or alleged commission of any offence, or any proceedings for any offence committed or
alleged to have been committed, the disposal of such proceedings or the sentence of any court in
such proceedings. These should be included. Furthermore, clarity should be provided that by'belief';
the law includes religious or philosophical beliefs or other beliefs of a similar nature.

Dettllt-ril r, I-;e,.troir 2)

Obler l ail.l :)U{.llC)Se (sectiolr 3)

Applr,.,,r fi .,(;-,-it,trtrr )

Po','rers oi i.tr,: [)ata Corrtnrissiorrer (secticn ,tl

-:1

:
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Echoing concerns, we further flag down in this submission Section 3 (b) which fails to incorporate all

of the internationally recognised data protection principles within this section of the Bill, including:
- Fairness and transparency
- Storage limitation
- Accountability

The scope of the Act as set out in section 4(b) provides limited protection forthe personaldata of
people in Kenya as a controller or processor established in Kenya can easily remove its processing

from the scope ofthe Act by conducting the processing outside Kenya.

PART ll tTSTABLISHMENT OF Tl-lF OFFICE OF DA-IA PROTFCTION

COtV [,,llSSlOt\lER

Estahlislrnr,:rrt oIthe Offrr.ir ancl ltlrporrrtn't,,:rrL it,,.;1s11 r; & 6)

The establishment of the office of the data commissioner as a body corporate does not grant this
office with the necessary institutional and financial independence to execute its mandate effectively
underthe new law. We continue to callforthe establishment of a Constitutional Commission under

"Chapter r5 of the Constitution

I

r,l

i

il
LI
;!

Whilst we welcome the range of powers given to the Office of the Data Protection Commissioner we

would suggest clarifying that the process of sanction should also apply to complaints investigated by
the independent data protection authority on its own initiative as it empowered to do so under

Section g(rXa).
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We welcome the additional details provided around the process for registration of data controllers
and processors but the following provisions require clarification to strengthen the right to
information and the right to access provided for under section z6:

- Section r9 (z) (a): lt is not sufficient to merely provide a "description" of the personal data to
be processed. lt should be clearly state what personal data will be processed.

- Section rg (z) (b): lt is not sufficient to merely provide a "description" of the purpose of
processing. ln accordance with the principle of purpose limitation, the purposes for which
personal data are collected should be specified,

- Section r9(5): lt is not clear what the "prescribed period" is. This must be clarified.

Pt.!r I lil RL,ii> lRrrill()l',1 rirrilA T,\ ( ')ill;<ollEt?s r\i"li) i.rA tl'
Pt,lr_.rCE5SCrrii,

-t-rirlr.-lf ii-rlt ,-,:f iltlgr:,ti:1lr-,l] i),ir. i a)ll Llll

(.r,II riliii.lili. i iirrLI rri.jriiI i'-er-i i'il .tI)

De',r1rrl1i,;r, r,f ii l l)at,'r Plotr'. Iilrr r-)ffiLer (5a'i.ir,trr ]',r

Prirrr.r[;ies of c] .:ta protertion (sectiorr :5)

It is unclear what the criteria would be for the Data Commissioner to decide to carry out an audit of
the systems of a data controller or data processor. We would like to request further clarity on the
decision-making process behind this section including who would be undertaking the audit. lt is

important that the audit be independent and effective.

The use of the term 'may' in Section z4 (r) makes it unclear when the obligation to designate a data
protection officer applies - it means that it appears optional as opposed to mandatory. We propose
a tiered system through subsequent regulations to delineate firms that will be required to
employ/contract a data protection officer.

What constitutes "regular and systematic monitoring of data subjects on a large scale" as noted in
Section zAr(r)(b). Further clarity should be provided on this term, so data controller and data
processors know when they are obliged to designate a DPO.

This provision should be strengthened by including further details on the mandate and functions for
the DPO including that they be involved in a timely manner in issues related to data protection, that
they have the necessary resources to carry out theirtasks, that they are sufficiently independent and
will not be dismissed or penalised for carrying out their tasks, and that they report to management
(i.e. Board).

PAR T IV_PRINCIPLES AND OBLIGATIONS OF PERSONAL DATA
PROTECTION

I Section z5 should be strengthened by providing clear and coherent principles. ln particular, this
section would be strengthened if it included the following principles:

7
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lntegrity and Confrdentiality: This principle is provided for in Section 4r and 4z but it must
also be listed here in section zz for consistency.
Accountability: The Bill should also include a principle of accountability. An entity which
processes personal data, in their capacity as data controllers or processors, should be
accountable for complying with standards, and taking measure which give effect to the
provisions provided for in a data protection law. Those with responsibility for data
processing must be able to demonstrate how they comply with data protection legislation,
including the principles, their obligations, and the rights of individuals.

Section z5(g) must reviewed to ensure that consent is not the sole legal basis for sharing personal
data with a third party. And Section z5 (h) needs to be reviewed to ensure that the transfer of data
outside of Kenya is not processed unlessthere are adequate data protection safeguards and there is
consent fro m the data subject. Consent should not be the sole cond ition for tra nsfe rring data outside
of Kenya.

t'irqi ts ola clal;r strl.l1ect (ir.L-lit)rr.tf,)

A central component of any data protection law is the provision of the rights of data subjects. These
rights should appear early in the law, as they should be seen as applying throughout, underpinning
all provisions in the law. These rights impose positive obligations on data controllers and should be
enforceable before an independent data protection authority and courts.

We welcome the inclusion of the current rights under section 26. However, there are several rights
missing forthe current Bill including, which we would urge be included:

The right to an effective remedy: The law must include the right of an individualto an effective
remedy against a data controller and/or data processor, where they consider that their rights have
been violated as a result of the processing of their personal data in non-compliance with the law. A
data subject must have the right to submit a complaint to the independent supervisory authority.
This reaffirms the need for the independent supervisory authority to have the power to receive
complaints from data subjects, investigate them, and sanction the violator within their own scope of
powers - or refer the case to a court. The law should also provide for the data subject to take action
against a supervisory authority where they have failed to deal with their complaint. As well as the
right to com plain to a supervisory authority, individua ls should also have access to a n effective judicial
remedy via the coufts. lndividuals should be empowered to take action themselves, as well as

instructing others (including NGOs) to take action on their behalf.
Right to compensation and liability: A person whose rights are found to have been violated should
have a right to compensation for the damage suffered - material or non-material (e.g. distress). This
underlines the need for robust enforcement models to be in place to ensure that any violation can be
inveitigated and acted upon by a relevant authority, in this case the Office of the Data Protection
Commissioner.

Furthermore, whilst there are provided elsewhere in the law, the following rights must also be listed
under section z6:

- The right to suppress or block: Whilst this right is provided for in Section 36, it must also be
listed in Section 26.

- The right to data portability: Whilst the right to data portability is provided for in Section

38, it must also be listed in Section 26.
- The rights in relation to profiling and automated decision-making: Whilst the right to not

be subject to automated decision making is provided for in Section 35 and includes right not
to be subject to profiling, these should also be listed in Section 26, ideally as separate rights.

a

a
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The principle behind Section z8(r) is in the right place (despite the fact that this often doesn't happen
in practice), however, it is undermined by the number of situations where it can be disapplied which
are outlined in Section z8(z). ln particular we are concerned with the following parts of this section:

- Section z8 (a): Just because data is a matter of pu blic record does not mea n that it is available
forfurther processing, and its'public'availability should not be construed as consent nor as

another legal basis forfurther processing.
- Section z8 (b): Acknowledging the complexity of the data generation and processing

ecosystem, a data subject "deliberately" making data public is not a sufficient justification for
indirectly processing the data without involving the data subject.

- Section z8 (c): lf consenting to collection from another source, they must be have been
informed that there will be further processing and by who.

- Section z8 (e): The requirement that the collection "would not prejudice the interests of the
data subject" is overly broad and could give rise to abuse.

- Section z8 (f) (iii): This provision is overly broad, in terms of what the protection of interests
of another person are. lt raises questions as to the intended purpose is: is it to be the vital
interests of a natural person, or the commercial interests of a company or the political
interests of a political party. The current wording is open to abuse.

These amendments are necessary in order to ensure that the right to information provided for under
section z6 (a) is upheld effectively.

'Furthermore, this section should be bolstered by a section that requires firms to conduct a Data
Protection lmpact Assessment to show that they understand the risks and effects of collecting,
maintaining and disseminating personaldata. lt willalso help to outline the appropriate policies to
mitigate such risks. Such an assessment willalso.gauge whether the controller/processor complies
with the legal and regulatory framework established under the bill.

D',lyl,1i;, i,i..,, ': ,,)i .;'.

The right of individuals to know what personal data that controllers hold on them is a fundamental
component to data protection law.

The UN Human Rights Committee, in interpreting the scope of obligations of states parties to the
lnternational Covenant on Civil and Political Rights, noted, back in 1989, that:
"ln order to have the most effective protection of his private life, every individual should have the right
to ascertain in an intelligible form, whether, and if so, what personal data is stored in automatic data

files, andfor what purposes. Every individual should also be able to ascertain which public authorities or
private individuals or bodies control or may control theirfiles. lf such files contain incorrect personal data
or have been collected or processed contrary to the provisions of the law, every individual should have
the right to request rectification or elimination." (Human Rights Committee, General Comment No t6 on
Article q of ICCPR.)

More recently in its zor8 annual report on "The right to privacy in the digital age", the Office High
Commissioner for Human Rights noted that "The individuals whose personal data are being

9



processed should be informed aboutthe data processing, its circumstances, characterand scope,
including through transparent data privacy policies." (A/HRC/:g/29, para z9)

The qualification of "reasonably practicable" in section z9 (r) is open to abuse. A specific time
period should be provided.

The information to be provided in section z9(r) should additionally include:
- a description ofthe personal data;
- the legal basis forthe processing
- the third-parties to whom the personal data has been or will be transferred, including details

of safeguards adopted;
- the envisaged time limits for deletion of the different categories of data;
- a description of the technical and organisational security measures taken to ensure the

integrity and confidentiality of the data.

i 1..'lt,;l ,)r-Or, ';',i1r.;rriit ,,- '; r:r I,i..-, t, ,

Dria Pr.Otectirlii iiitlr-trl ls;essitrtrrf ('-je r,r , -j r)

We would like to seek clarity was to what constitutes "public interest" in Section :o (r) (iv) and (vi).
The lack of definition, and clarity around what constitutes'public interest'and its often-broad
interpretation, raises concern that it can act as a loophole. A public interest ground should be clearly
defined to avoid abuse. For example, it should be possible to list the specific public interest grounds
and ensure that such a list is clear and exhaustive.

Section lo (rXvii) is overly broad, in terms of what "the legitimate interests pursued by the data
controller or data processor by a third party". lt raises questions as to the intended purpose is of this
provision. The current wording is open to abuse. lf this provision is included and there is any doubt in
the balancing exercise that there is.prejudice to the individual, then the presumption should be that
the processing should not go ahead. This provision should not apply public authorities.

ln order to avoid any abuse and wide interpretation of Section 3o (r)(viii), the following must be
considered:

- There is a need for clarity on what the statistical and scientific purposes are. Further detail
should be included within the law and/or guidance be developed to define this further.

- Such a ground must not exempt a data controller or processor from all of their obligations,
and they should provide for appropriate safeguards for the processing of personal data for
these purposes.

- Safeguards could include ensuring that the data will not be used to take decisions about the
individuals and that the processing is prohibited if it would cause harm.

- AUata subject should still have rights over their data including the right to be informed and
the right to object that their data be processed for these purposes.

We welcome the inclusion of this obligation for data controller and processor to undertake a data
protection impact assessment. However, we believe the conditionality of the obligation as per
Section 3r (r) to only comply when processing is likely to result "in a high risk" to the rights and
freedoms of data subject is too high. Whilst it particularly important to do them in such instance, we
recommend that conducting.qlgssessment should be an obligation priorto any processing activities.

10



Furthermore, this duty should be strengthened by specifying the means/form in which this right
should be implemented. Consideration should be given to including requirements as to the form in
which this information/ notice is provided i.e. it should be provided in a concise, transparent,
intelligible and easily accessible form, using clear and plain language. Consideration must be given
to ensure that those who are illiterate are not excluded from being informed, and alternative
measures should be taken to communicate with them in a way that ensures they are adequately
informed.

We welcome the addition of conditions for Consent. These are an important start in making consent
meaningful in practice. However, it is still an issue which will require further consideration in terms of
implementation and in particular guidance on the situations where consent is appropriate.

Pt',-i, ,::': 1., ,-;t.i'r: .,r)il,r rlat,.t t,.. l,liilt.l .., ,1 r. i l , -),.:, i'i lri ) )r

This section must clarify what constitutes a child for the purposes of this law, i.e. how old is a child?
This section should be reconciled with the protection provided for in the Children Act which upholds
the right to privacy under Article r9.

rl
j[We question the use of the term "guardian" in Section:: (rXa) and the role of the Commissioner is

hppointing them. This leads to unnecessary conclusion.

Clarity is sought as to what constitutes "appropriate mechanisms for age verification" referred to in
Section 33 (z) as well as "appropriate mechanisms for parental consent".

Safeguards should be provided against children's data being used for research or statistical purposes,
and as noted elsewhere, the mere public availability of a child's data does not mean that it should be
ava ilable for processing.

Cr.ririliti -r:r , i,-r, ,,Cnr,-:iii iSe-'rj(tit 3 .ll

Arrf,-rrrr.rti,c1 irI,li,,,i,irr,tI'Ir:(irilirinal.:iiI,1(s":,-tiirrr i,;I

We welcome the inclusion of the right of a data subject not to be subject to automated decision
making. However, it is important to distinguish between automated decision-making and profiling.
The Bill should provide for effective protections and rights in relation to both. They do not need to be
dealt with together (indeed this can lead to unnecessary confusion) but it is important that in relation
to both there are requirements as to transparency, so that individuals are aware of the existence of
these forms of processing.

For profiling, it is important that individuals are aware when profiling will reveal sensitive personal
data and that there are safeguards in place. lndividuals'rights should also apply to the data that is

inferred, predicted and derived as a result of profiling.

ln addition to treating profiling separately from automated decision making, Section 35 should be
strengthened by including the following obligations and key considerations:

- A data controllers and processors who profile to be transparent about it and individuals must
be informed about its existence from the onset and not "as soon as reasonably practicable"
as per Section :S (fXa)

- Since misidentification, misclassification and misjudgement are an inevitable risk associated
to profiling, controllers should also notify the data subject about these risks and their rights,
including to access, rectification and deletion.

1.1



This right need to be applied to derived, inferred and predicted data, to the extent that they
qualify as personal data.
This bill should impose restrictions and safeguards on the ways in which data can be used to
profile and make decisions.

The exemptions provided for in Section 35(z) must be limited, as well as and clearly and narrowly
defined. Even where exemptions allow for automated-decision making, an individual should have the
right to obtain human intervention, express their point of view and challenge the decision.

This section alludes to the obligation of the data controller or data processor to demonstrate
compelling legitimate grounds to overrule right to object of a data subject. However, we would like
to stress once again that that the onus must be on the data controller or data processor to provide
evidence for the need to continue processing the data of that individual, with reasons which override
the interests, rights, and freedoms of that individual. Clarity must be provided on what "compelling
legitimate grounds" are.

I trrtttai i,.)il li) l t-,iL,,.lr t/rn i)i i)r-rt-.;,ltla'tl 
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Exemptions for these purposes outlined in section 39 (r) should only be applied when strictly
necessary and proportionate, and not been seen as a blanket exemption. The activities subject an
exemption need to be clearly defined, for example, is research limited to academic research or does
it include commercial research? There should be sufficient safeguards in place to protect the rights
of data subjects.

Clarity must be provided for in terms of the applicability of the Data Protection Act in relations to
other laws which imposed data retention policies such as the Kenya lnformation and
Communications Act (zoo9) which regulates the retention of electronic records and of "information
in original form", and the Kenya lnformation and Communications (Registration of Subscribers of
Telecommu nication Services) Regulations (zor5).

Data protection standards should be applied as far as possible and detailed consideration should be
given to any limitation on the rights of data subjects and the relevant data controllers should consider
and mitigate any prejudice to the rights and freedoms of the data subjects. This is particular crucial
when retaining data about key populations who may be exposed to risks should their data be unlawful
processed and so measures should be taken to minimise the retention of their data, along with other
security measures, to mitigate the possible risk of a breach. A data subject should be given the right
to object that their data be processed for these purposes.

Furthermore, whilst rarely noted within this provision as an exemption, we would suggest that this
exemption apply undercertain conditionsto research carried out by independent non-governmental,
no n -fo r-profit organi sations.

ln relation to section :g(z) it is important to note that pseudonymised data is still personal data and
therefore still subject to the protections of the law and not processed in this form longer than
necessary.

i)11r:crt; o 1o 1;1r-,-1:,::i11g i:;rrati(-)rt j6)
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This section lacks clarity as to the factors to be considered when deciding on a data subject's request
to delete information

It is important that provision is made to ensure among other safeguards, that when processing the
request for deletion, the data controller considers the public interest of the data remaining available.
Itisessentialthatanysuchrightclearlyprovidessafeguardsandinparticularexemptionsforfreedom
of expression and freedom of information. The construction of this right and how it will play out in
the national context must be considered very carefully to ensure that it is not open to abuse.

Il;;trit .,,r'tioil,.rf'rri,'.i,,itilfStlCLrl'ii7',rlii)ir,., t;tr l;tt.:i ':)(,aLt(.,rr._l)

Breach notifications are essential to a data protection law and to ensure transparency on part of the
data controller. However, the threshold to only notify when there is "real risk of harm to the data
subject" is vague and no criteria of risk and likelihood is laid down in the section. The vagueness can
constitute a loopholes for data controllers who hide behind subjective determinations of risk.

Clarity is needed on section 43(3) and what this justification for delaying notification means.

It is imperative that for a breach notification to be meaningful for data subjects, the notification
should be in clear and plain language and includes advice and the tools to take measures to protect
from harm and to seek redress from harm suffered. Consideration must be given to ensure that those
who are illiterate are not excluded and that the data controller takes necessary measures to ensure
they are informed.

We are concerned by the exemption provided for in Section 43(6) which provides that the obligation
to notify does not apply if the data affected was encrypted. There is no guarantee that even if it was
encrypted that the data won't be accessible to the person who unlawful obtained the data at that
point in time or at a later stage should they acquire the means to decrypt the data.

PIiRI \i (JitOL]I.1D5 FCR Pf?()(.ESSII\JG ()F SENSITIVT- PERSOI\AL DATA

Pt'r.tr ,-",,,tit(J r,1 11.,r.:,otrill ,,<tr-tliti'.rt,,l,ri r(1i:i lrOll ,.7, i

ln relations to section 44(r) consideration must be given the concerns presented in this submission
with regards to the shortcomings of section 3o 'Lawful processing of personal data'.

Perrttitt.erj iJroLrir(j:; t'arr irroctl,,!ni., rl 1;itt-<rtr1315r,,1.;1f 1,.rt ,J..tt.r I'!g, iir:,'1 7,r, 1

It should be clear that one of these grounds must be satisfied in addition to a ground under section
30.

We reject the ground for processing sensitive personal data provided for in section +S(r)(b). Noting
the complexity of the data generation and processing ecosystem, a data subject "manifestly" making
data public is not a sufficient justification for indirectly processing the data without involving the data
subject, particularly when it comes to sensitive personal data.

We challenge the ground for processing sensitive personal data provided for in section +S(rXc)(ii)
which refers to "rights of the controller". A data controller does not have rights, in the same way a
data subject has rights and if it is legalobligations that are being referred to this should be clear.
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ln processing sensitive personal data, ar minimum the following protections should be included:
- a prohibition on processing sensitive (or special category) personal data unless a specific

narrow exemption a pplies;
- limits on the use of sensitive personal data for automated-decision-making;
- safeguards for international transfers; and record-keeping and data protection impact

assessment obligations.

The sensitivity of the data should also be considered in enforcement and redress mechanisms. lf
these protections can be strengthened through sectoral regulation (for example in the financial of
health sector) then this is to be encouraged.

; .'ll,. i,-li..jca)i.t:l: )r );:l - i. i,r:;:,1-)t: li.,ti..ti:,:, r,r fr

The threshold of risk provided for in Sectio n 47Q)@) and (c) is too high and must be revised to ensure
the best interests and protection ofthe data subjects.

":,,: PA['1 y'1 TRirl,]!.,irF,p ()l i,L[r:,t,t117,,1 [rii i;r i )r]'l .,lL;t l,.FIr1,,

i , :rl I t.it . i,.)i ir.,lil,li:r :ri,' ,)l ,;r.,, i --r, i ,, , ..,,,

t).'r.i,-,.'',,,i t.-1 il1',.lili1l ., .i:il.: ,i,r\7. r r.,;-r!.tl-l ,,itft,: lt 1..i, .;: i5tatro;,,r;,)

Clarity should be provided as to what is meant by 'proof' and 'appropriate safeguards' in section
+8(rXa) and how this oversight and authorisation will work in practice.

As noted above, clarity should be provided on what is considered a matter of 'public interest in section
+B(rXc)(iii), otherwise this provision is left open for abuse.

The provision under Section +8 (cXv) is overly broad, in terms of what the protection of "vital
interests" of another person are. lt raises questions as to the intended purpose is: is it to be the vital
interests of a natural person, or the commercial interests of a company or the political interests of a
political party. The current wording is open to abuse.

Consideration should be given to the removal of section +8(cXvi), 'compelling legitimate interest' is
not a defined term and is open to abuse. The provision does not provide enough safeguards for
individuals.

We are concerned by the obligation under section 5o regarding the storage of data on a server or in
a data centre located in Kenya. This sort of measures, often referred to as data localisation, does not
per se protect the safety of personal data. lf other jurisdictions offer an adequate level of protection,
there is no justification based on safety of personal data for preventing theirtransfer or imposing the
storage of the personal data in a particular country. Further, we note that in other jurisdictions the
imposition of data localisation has been introduced as a way to facilitate unlawful surveillance and
limiting the capacity of individuals to protect the confidentiality of their communications.

Firstly, we are concerned by the discretion awarded to the Cabinet Secretary under section 5o).
Secondly, "strategic interests of the state or on protection of revenue" is too vague and must be
clearly defined and limited. Thirdly, is unclear what "critical personal data" means/ This term is not
defined elsewhere in the bill. Clarity needs to be provided on what this term means.
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The prohibition of cross border processing of sensitive personal data will also be extremely complex
in practice and limit access to services and systems for people in Kenya. The Bill should instead focus
on building in safeguards.

The exemptions provided for in section 5r (z) are too broad and must be revised - in particular terms
such as "national security" and "public order "which are not defined. Blanket exemptions are never
justifiable. ln the limited cases where an exemption is justifiable, it should only apply in limited
circumstance. lt is essentialto ensure that any exemptions are:

r) clearly defined and prescribed by law;
z) respect individual's fundamental rights and freedoms,
3) are necessary and proportionate measures in a democratic society, and
d are only applicable, where failure to do so prejudice the legitimate aim pursued.

Gerrei-al i.,..*n lrl i r r)lt: ( se(,Ii,r i. lr )

i'l r-- s,:,,t t,. t l, I I I .jirl t. i rt i i C S t .. r_ I j i t,. :, i 5c. t i o i I ! ].1

I*

ln order to avoid abuse and wide interpretation of this exemption:
- There is a need for clarity on what the research, history and statistical purposes are. Further

detail should be included within the law and/or guidance be developed to ;efine this further.
- Such a ground must not exempt a data controller or processor from all of their obligations,

and they should provide for appropriate safeguards for the processing of personal data for
these purposes.

- Safeguards could include ensuring that the data will not be used to take decisions about the
individuals and that the processing is prohibited if it would cause harm.

- A data subject should still have rights over their data including the right to be informed and
the rlght to object that their data be processed forthese purposes.

PARI Vlll Ei'iFOttCFl.4[,N] I i-,R(r,/lSlL)l!q

Corr rp Jair ttr to ti rLl Lta ta Cor r rir ri jsior ter' ( sc( ti()r I 5tJ)

We are concerned that section (S6)(b) fails to provide further details on what avenues would be open
to a data subject should the Data Commissioner be "unable to arrange, within a reasonable time, for
the amicable resolution by the parties concerned".

As noted above, whilst we welcome the range of powers given to the Office of the Data protection
Commissioner we note that the failure of the Act to provide the Office with the power to impose
appropriate civil penalties, including fines, enforcement notices and undertakings. This process of
sanction should not depend on submission of the complaint by a data subject but can be imposed
pro-actively by the independent data protection authority.

Furthermore, the law should also include provisions forcollective redress. The information and power
imbalance between individuals and those controlling their personal data is growing and collective
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complaints would ensure corrective action by organisations processing personal information, which
would benefit all those affected. Provision should therefore be made in the process to allow
individuals to be represented by qualified representeitives and for certain qualified bodies, such as
non-profit groups working in the field of data protection, to make complaints and seek remedies.

Admr rrrstrative Fines (:;ectiorr 63)

We welcome that inclusion of fines if there is an infringement of a provision of this Act. However, we
would advocateforthe Billto provide for a wider va riety of sanctions beyond administrative sanctions
in case of non-compliance or breach of the Bill. The types of sanctions/ penalties to consider including
a re:
- Criminal offences (individual responsibility) for certain actions, for example knowingly or recklessly,
without the consent of the data controller, obtaining or disclosing personal data.
- Direct liability for directors of companies.

Part X - PROVISIOI'JS ON DELEGATED POWERS

Reg ulatiorrs (sectror-r 7r)

The delegated powers afforded to the Cabinet Secretary underthis section are too wide. ln particular
section Zr(z)(l) which allows them to make regulations in any other matter as they see fit. As much
as possible the provision should be made on the face of the Bill and subjectto effective Parliamentary
scruti ny.
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Reference is made to your Ietter dated l3'h September, 2Ol9 on the above

matter

Attached, herewith, please find a matrix of the Commission's views on the said Bill

for your consideration.
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-.1

GENERAL COMMENTS ON THE BILL

It is important for the Bill to address the following emerging gaps:

1. Forms of Data

There is need for a clear distinction to be drawn between the different forms and

formats of personal data. For instance, the mechanism for protection of data may

vary depending on the form and format thereof'

2. Data for Public use

The Bill is silent on the personal data generated for public use by virtue of the

constitutional/statutory mandate donated to various public agencies. The questions

that arise in this regard are two fold;

a) Whether the data generated in this manner ought to be shared upon the

request of another public body or ought to be obtained at a fee;

b) Th; authorisations that may be necessary for accessibility to the data for

public use.

3. The Bill is silent on the strategies to secure and safeguard both the data and its

integrity.

Accessibility by extemal Parties

The Bill appears to be silent on the personal data that may be generated or passed

to externai farties on account of cbntractual relation/assignment. For example,

medical information of employees in an organization, information on learners in

an educational institution, voters, etc.

L
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CoSectionSAIo.
Include Information Sci Management as one of the
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There is need to clarity linkages and

of the proposed Data Commissioner and public entities with

constitutional or statutory mandate to generate public data e.g teacher

relationship between the office

and strar of Persons

2 8

It is good practice for the Act to
criteria for registration while the

provide for the PrimarY
secondary criteria maY be left

institutions involved in personal data management

to register with the Data Commissioner the

l.

Will public
be required
institution and all its onnel involved in Data

for the Regulations
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(e)
y virtue of this provision needs to be

regulated /clarified. the right to alter or vary personal data
ought to be stringently regulated. perhaps the need for such
variation may be subjected to the jurisdiction of a court or
quasi-judicial entity.

There exists Government directions that speak to the integrity
and preservation of primary official data declared by a public
employee/citizen, for instance date or place of birth
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Our Ref: DLAK/ICT -16 / 2019 / 7

Mr. Michael Sialai, EBS

Clerk of the Natlonal AssemblY,

Padiamentary Service Commission,

P.O Box 41842-00100,

NAIROBI

Dear Mr Sialai,

\i_c-

,\ f.* 'r't
A\\-\./ LAK

uly, 201,9 ,'it ,:; )' it i-^"'/
'6t,, 

\)

I-_/;
,r 'yv I/l

. ,r I .--/
t\"

\ 4
lFt

){ | ?'{
i

u'wrv.dlak.co.ke
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RE: SUBMI SSIONS ON DATA ION 2019

Receive warm greetings from the Digital Lenders Association of I(enya ("DLAK')'

DiAK is the apex narional membership society of lead.ing digital lenders who collecrively, represents aPProxi mately a

quarter of the new d.igital loans originaied in Kenya each month. Leading actors in the digital lending space, including

Tala, Alternative Circle, zenkaFinance, Kuwazo capital, stavika capital, MyCredit, okolea, LPesa, I(opaCent and

Finance plan LTD, recognized the need for accountabiJity to our users and regulators. We formed DI-AK to bring

accountabiliry by protecti-ng consumers and embodying responsible lending with our Code of Conduct'

DIAK f.urther seeks to influence and engage regulators and policy makers on laws and policies that Promote an

enabling environment to conduct digital lending business and to enhance I(enya's competitiveness by reducing the

cost of doing business.

In this regard, kindly find attached herewith our submissions on the proposed Data Protection Bill, 2019 for your

kind consideration.

$7e are happy to meet and make oral presentations on the same'

Masinde
Chairperson of the Dig'ital Lenders Association of Ken)'a

Encls.

Cc:

11qn William Kisang, MP
Chairperson,
Departmental Committee on Communication, Information and Innovation,

Kenya National Assembly, Padiament Buildings,

P.O. Box 47842-0070,

Nairobi, Kenya.
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FURTHER SUBMISSIONS OF MEMORANDA: THE DAIA PROTECTION Bltt 2019 (the "Bill")

Further to the public heoring ond stokeholders meeting held before the Deportmentol Committee on

Communicotion lnformotion ond lnnovolion (the "Committee) on Tuesdoy l71h September 2019,

stokeholders were invited to provide further commenl ond clorificolion on cerloin of the orol submissions
presented before the Commiltee.

Our further submissions should be reod togelher with our initiol submissions submitted on 15 July 2019 (o

copy of which is enclosed with this letter) (refened to os the "lniliol Submissions").

CKPartners RT St A Harney JSP Coulson
SM Omorrdi TA Mwango , AN l"lathini

i JW Karanja r KC l'4ichira JN Syekei . AG l\ljage
M Runii J Mbui DO lndokhonli Vs Shah CL Kuyo

r i', r. SOUTH AFRICA TANZANIA UGANDA

I

Thresholds for dolo processors ond conkollers

The Committee moy consider
including the following thresholds into
the Bill which if mei by lhe relevont
dolo controller or doto processor,
would remove the obligotion to
register with the Doto Commissioner:

(i) The requirement to register should
not opply to enterprises or
orgonisolions employing fewer
thon two hundred ond fifty (250)

employees; ond/or

(ii) Where the doto controller or
processor does not meet o certoin
onnuol turnover requirement in
eoch relevont fiscol yeor. For
exomple, in Austrolio the onnuol
turnover requirement os provided
for under the Privocy Act 1988 is

circo KES 200 million; ond/or

(iii) ln Nioerio, we understond thot the

l, Section l8
ond (2)

(t) As presenied in our lnitiol Submlssions
ond os discussed by vorious
stokeholders, the cunent drofting of
the Bill moy ploce unnecessory
obligoiions ond odministrotive,
finonciol ond bureoucrotic burdens
on smoll ond medium enterprises os

regords the regisirotion requirements
ploced on oll doto controllers ond
doto processors under Port lll of the
Biil.

ln our view, registrotion should not be
mondotory on oll doto controllers ond
processors. ln moking such o
determinotion our submission is thot o
lhreshold to the registrotion
requirement or olternotivelY on
exemption to registrotion should be
introduced to the Bill. This con be
linked to turnover, employee numbers
or occording to the number of doto

AA
Kigera PV Shah EN l.4onari A Njogu N l"lukuha
l-harani Directors R Field KO Evans i SJ Matthews
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subjects processed

To reiterole, o requirement not to
regisler does not remove lhe
requirement to comply with the
provisions of the Bill ond importontly
with lhe Bill's doto proteclion
principles.

bosis for registrotion or notificotion
under the droft legislotion is per
dotobose ond occordingly where
o doto controller processes
personol doto of more thon ,l,000

doto subjects in o period of six
months or more thon 2,000 doto
subjects in 12 months, then the
registrotion requirement opplies;
ond/or

(iv)in lhe United Kingdom, prior to lhe
enoctment of the Doto Prolection
Act 2018, lhe Doto Proteclion Act
1998 provided for certoin
exemptions to notificotion with the
lnformotion Commissioner's Office
(lhe "lCO") which wos bosed on
the type of octivities corried out by
the orgonisotion: where processing
reloted to stoff odministrotion,
occount ond records or where
doto is processed solely for the
purposes of mointoining o public
register.

There were certoin cotegories of
processing which were detoiled in
the guidonce issued by the ICO ot
thot time ond where os o result of
such processing, registrotion wos
on obsolute requirement: for
exomple, processing for the
purposes of convossing politicol
support omong the electorote,
odvertising. occountoncy,
pensions odministrotion, heolth
odministrotion, credit referencing
ond childcore; ond/or,

(v) The UK's Doto Protection Act I998
olso included o twojiered
structure to notificotion with the
ICO thot wos bosed on whether
the orgonisotion hod o turnover of
over KES 3,350,000,000 or more
ond whether the orgonisotion hod
250 or more members of stoff.
One of the distinctions between o
Tier I orgonisotion ond Tier 2
orgonisotion wos lhe fee poyoble
for registrotion ond renewol (which
wos considerobly less for Tier I

orgonisotions, circo KES 4,000 per
onnum). Note thot public
outhorities were considered os Tier
2 orgonisotions, regordless of the
size.

Alternotively, the Bill could introduce
the following exemptions to

li

'l:

t
.*:

":it

t
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complionce with cerloin provisions of
the Bill:

(i) the obligotion for doto conlrollers
ond doto processors ond their
representotives to mointoin o
record of oll processing octivities
under their responsibility not to
opply to enterprises or
orgonisotions employing fewer
lhon two hundred ond fifty (250)
employees. This exception should
nol opply if the processing is likely
to result into o risk of rights ond
freedoms, occosionol, or includes
personol doto reloting to criminol
convictions ond offences. This
exclusion hos been included in the
GDPR (Article 30).

Obtolnlng of lhe personol doto lrom persons olher thon lhe dolo subject

2 Seclion 28(21(cl The norrow exceptions where
personol doto con be collected
indirectly should be finite ond limited.
By ollowing for the indirect collection
of personol doto where ihe doto
subject hos consented to the
collection from onother source, limits
ond conflicts with lhe dolo subject
rights under the Bill. ln oddition, it
conflicts with the definition of
"consent" os refened to in Section
28(2)lcl os follows:

"Despite sub-secfion (l ), personol
doto moy be co//ecfed indiectly
where...the doto subject hos
consenled to the collection from
onolher source"

"Consent" under the Bill meons "ony
voluntory, specific ond informed
expressrbn of will of o doto subjecf lo
process personol doto" .

ln the context of ony indirect
collection of personol doto, the doto
subjecl will not hove given his/her
consent to such collection.
Moreover, the doto subject will not
hove ony informolion or knowledge
obout which doto processor or doto
controller hos obtoined his/her
personol doto lhrough such indirect
meons under the cunent provisions of
the Bill.

These concerns ore even more

ll is proposed thot where personol
doto is obtoined from o person other
thon the doto subject, the doto
subject is required to be provided
with:

(i) the identily ond the contoct
detoils of the controller or its
representotive;

(ii) the contoct detoils of the doto
protection officer, where
opplicoble;

(iii) the purposes of the processing
for which the personol doto ore
intended os well os the legol
bosis for the processing;

(iv) the cotegories of personol doto
concerned;

(v) the recipients or coteg.rories of
recipients of the personr I dolo, if
ony;

(vi) where the controller intends to
tronsfer personol doto to o
recipient in third country or to on
internotionol orgonisotion, thot
lhe odequote sofeguords
opplying to cross-border tronsfers
hove been sotisfied.

Where the origin of the personol doto
connot be provided becouse vorious
sources hove been used, generol

3
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heightened where in the time of
increosed exposure of doto subjects
to online opplicolions ond services,
lhese consents could be hidden
within lengthy terms ond conditions or
privocy policies which users ore often
obliged lo occept ond ogree to
without ony further thoughl.
Ultimotely, it moy resull in the doto
subject signing their personol doto
owoy without complele knowledge
ond control.

informotion should be provided.

These provisions ore olso contoined in
the GDPR, Article l4(l) ond ihe
Explonotory Notes in porogroph (51).

Cross-border dolo konsfer

3. Section 50 ond
71(211g1.,,"

The discretionory reservotion of rights
to the Cobinet Secretory to prevent
the cross-border tronsfer of rights must
be revised.

Prociicolly, if personol doto is to be
processed in Kenyo, the security ond
integrity of the doto moy be of risk
ond moy not be oble to be ossured o
high level of technicol ond network
security integrity.

lf Kenyo is to be on inlernotionol
ployer in the technology sector, it
connot impose ienitoriol limits on the
processing of certoin types of doto
ond this connot be of the discretion
of the Cobinet Secretory. This

concern hos been roised on severol
occosions during previous public
porticipotion forums.

At the minimum, oll derogotions or
revisions to the Bill must be ot oll times
exercised in occordonce with the
Constitution of Kenyo 2010 ond with
the doto protection principles
contoined in the Bill, regordless of
whether such requirement is

introduced for the purposes of
notionol security, public interest or ony
other strotegic inleresls of lhe stote,
protection of revenue ond so on.

Moreover, ony such proposed
exercise of rights must be offorded o
level of public ond porliomentory
scrutiny.

Dolo reloling lo deceosed ond elderly persons

4. This comment ond query wos roised
by lhe Hon. Gothoni Womuchombo,
HSC regording proteclion,
preservotion ond sofeguording of
doto belonging to the deceosed,
elderly or vulneroble.

Reseorch into internotionol doto
proteclion legislotion reveoled the
following:

(i) While the GDPR expressly stotes
thot it does not opply lo doto
reloting to o deceosed person, in
other jurisdictions such os Fronce,
from the yeor 2016 individuols
could regulote the processing of
their oersonol doto ofter their

-4-
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Yours foithfully,

Lld-Jt *=
Coulson Hornev [[P

0( Per:John Syekei.

Encl: Letter doted l6m JUV 2019 ( lnitiol Submissions)

deoth.

(ii)lndividuols con give lo doto
controllers generol or specific
indicotions obout the retenlion,
erosure, ond communicotion of
their personol doto ofter their
deceose.

(iii) ln July 2018, the Germon Federol
Court of
Juslice (the Bundesgerichlshof .

BGH)jumped to similor conclusions
in o cose involving Focebook.
According to the Germon judges,
heirs hove the right to occess lhe
Focebook occounts of lheir deod
relolives. A sociol medio profile is

inheriloble os physicol goods.

il

-:

i
I

t
i
it

i
l

*
I

5



{v
BOWMANS COULSON HARHEY LLP
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RivLI;ide Park, Chiromo Road
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r254 20 2S9 9000 +254 709 956 000

+254 20 444 86lr +254 73,{ 993 739
Pll.] Nc pO5r22996:P VAI r:o. Or9l639L

Our Reference
Direcl Line:
Emoil Address:

JNS/ATI
+254 20 289 9000
john.sye kei@bowmonslow.conr

Your Reference
Dote:

Ai,li 'j'

| 6.07 .2019

Ihe Clerk of the Notionol Assembly
The Office of the Clerk
Mqin Porliomenl Buildings
Noirobi

Senl vio emoil lo: clerk@porliomenl.go.ke

Deor Mr Michoel Sioloi, EBS

SUB,IAISSION OT MEMORANDA: THE DAIA PIOIBCI
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ln occordonc.e with the provisions of Article I l8(l)(b) of the Conslilution onci Stonding Order 127(3), we
hereby subnrit our represenlotions on the Dolo Protection Bill 2019 ("Blll") os published in lhe Kenyo
Gozelte Supplsrnsnl No. 93 (Notionol Assembly Biils No.44) os follows:

Ll

i'l

::,i

r{

G

r{{

Seclion Represenlollonr

Section 4(b)(ii) To be clorified to include the following underlined words:

'(ii) not estoblshed or ordinorily resident in Kenya, bul processing

personol doto of dofo subiecfs locoled rn Kenyo";

Section l8(2) The Bill should not stifle smoll ond medium enlerprises. ln our view

cerloin provisions of this Bill moy ploce unnecessory obligotions ond

odminislrotive burdens on smoll ond medium enlerprises. The

requirement to register with the Doto Commissiorrer should nof be

mondolory on oll dolo controllers ond dolo processors, ond in moking

such delerminolion, the Dolo Commissioner should olso consider the

number of employees employed by lhe dolo conlroller ond doto
processor (for exomple, the registrolion requirements should only opply

where on enlity enrploys 100 or more persons) ond/or should olso nreel

P.rltrrrl Ff St A i'irne! JSP Coulson J\.ir' (i'rnnja ilC t'i;qhir., i -rN Sye;iei AG i'r;.,lg C/. Kit,ta PV Si,.rh EN t,lcl.ri A tljo.Ju ;( t4ul.uh.qI'nmo.rll ;Av\'/r^^^raf,M^rhlni l!Ar^l: lMhlnOlnd^LhnmrVq<\:h ar Vt!i,at rr.!.!,.,i nr,..r^,.Qciar.i L,rrtr\,ih- <(u.,rh^\.,.
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o certoin turnover threshold requiremenl

ocross oll sectors.

Alternotively, whilst registrolion moy be mondotory for oll doto
conlrollers ond processors, o helpful exomple is lhot token lrom lhe

GDPR which opplies certoin exemptions tor smoll ond medium sized

enterprises. The GDPR requires smoll ond medium sized orgonisotions

with fewer thon 250 orgonisolions to document processing octivities in

specific limited circumslonces.

ln our view, certoin exemplions lo mondotory registrotion by dolo
conlrollers ond doio processors should be foken into considerotion to
protecl smoll ond medium sized enterprises.

This will creote certointy

28(2)(b) To be clorified to include the following underlined words;

"the doto subl'ecf hos deliberolely and monifesilv mode lhe dofo
pvblic"

28(21(cl

The norrow exceplions where perscnol doto con be collected indireclly

should be finite ond limiled. By ollowing for the indirec.l collecliorr of
personol doto where the doto subject hos consented to the collection

from onother source, limits ond conflicts with the doto subjects rights

under Section 25(g), 26, 35. 36, 38, 39 ohd 40 of the Bi[. The doto subjecl

loses conlrol of his/her personol doto which should not be ihe intention

of the Bill ond deprives the doto subject of his or her remedies under the

Bill.

'this seclion should be deleled.

a8(o) The Doto Commissioner should estoblish of the outset whot the

"oppropriote sofeguords" ore to be opplied in the context of ony cross-

border lronsfer. There is no clority os to whether or nol this requires thot

certoin technicol ond securily measures must be in ploce or whot lhe
minimum threshold should be prior lo tronsfer out of Kenyo.

48(o) To be omended to include the following underlined wording:

"the dofo conlroller or doto processor hos given proof to lhe Doto

Commissrbner on the op,propriole sofeguords wilh respect to lhe
securily ond protection of the personot dolo ond on condilion thot

enforceoble dqlq subiect dghts and eftective legol remedies for doto

subiects ore ov oilable"
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50ond7t(2)(sl This should be deleied

lf personol doto is lo be processed in Kenyo, the security ond integrity of

the dolo moy be ol risk ond inlernolionol doto controllers moy not be

oble to be ossured of the level of technicol ond network security

inlegrity. Kenyo moy nol olso be oble to guorontee on internolionol

stondord of systems infrostructure.

ll Kenyo is to be on inlernotionol ployer in the technology seclor, il

connot impose tenitoriol linrils on the processing of cerloin lypes of doto

which will be ol the discrelion of the Cobinel Secrelory. This concern

hos been loised on severol occosions during previous public

porlicipotion forums.

30(l ) (v).

sr (2)(b)

30(l l(vii) ond Ihere should be slrict limils on the ovoidonce of the opplicolion ol the

Bill for nolionol security reosons, by ony person in the public interesl,

notionol security or public order.

Any oltempl by ony person or public body to circumveni the Bill should

be o necessory oncl proporlionote meosure lo sofeguord nolionol

securily, defence ond public securily ond il should nol be on exenrplion

lhot is flogrontly ond eosily breoched. The rights of doto subjects should

hove priority os o first principle ond ony person or entily or public body

seeking lo ovoid the rights confened on doto subjecls under lhe Bill

should be subject to o higher slondord of proof ond should be required

indicote beyond reosonoble doubt why ihe righl of the doto subjecl

should not be protected.

63 The reference to "undertoking" in the conlexl of on odminislrotive tine

needs to be clorified.

ll should be clorified to include the following underlined words;

''...in the cose of an underloking estoblrshed in Kenyo. up lo lwo per

centum of ils onnuol tumover.. '

-ii

4
:1,]

You foith

Coulson Horney LLP

per: John Syekei.
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The Clerk National Assembly,

P. O. Box 41842-00100, Nairobi.

Dear Sir,

Re: SUPPLEMENTARY MEMORANDUM.

The Technology Service Association of Kenya welcomes the Data Protection Bill as a step
towards the realization of right to privacy in Kenya. TESPOK has reviewed the proposed law
and submitted supplementary comments of the bill following our engagement with the National
Assembly Committee on ICT on lTth September 2019.

Kindly find the attached supplementary memorandum on the Data Protection Bill for your
consideration.

TESPOK is greatly encouraged by the development of this legislative and regulatory framework.

Yours Faithfully,tu lr,tl.,/h
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KENYA PRIVATE SEC|OR AtTiAAC.

DYY
'l'he Voice o.f Priucrte Sector irt Kenryn

Reft 173107-PPD/2019

July 15, 2019

Hon. William Kisang, MP,
Chairperson,
Departmental Committee on Communication, Information and Innovation,

Kenya National Assembly,
Parliament Buildings,
P.O. Box 41842-00L0,
Nairobi, Kenya.

Through:

Mr. Michael Sialai, EBS,

The Clerk,
Kenya National Assembly,
Parliament Buildings,
P.C. Box 4L942-0010,
Nairobi, Kenya.

EGIg IVE

o

\1 r trr

1 , JUL 2019

CLERK'S OFFICE

Dear Hon. Kisang,

RE: REQUEST FORA MEETING WITH THE PARLIAMENTARY DEPARTMENTAL
COMMITTEE ON COMMUNICATION INFORMATION AND INNOVATION

Receive warm greetings from The Kenya Private Sector Alliance IKEPSAJ.

We wish to register our deep appreciation for the great support and partnership that the

National Assembly has continuously accorded KEPSA. We consider Parliament is a pace setter

in economic development, a role which it fulfils by coming up with laws that improve the

business environment and the economy whilst protecting and advancing devolution of

Government.

In furtherance of this ongoing legislative and policy partnershiP, we write to cordially request

for a meeting with the KEPSA ICT Sector Board Members and the Parliamentary Departmental

Committee of Communication, Information and Innovation to discuss the follow'ing:

1. Proposed Data Protection Bill 2019
2. Pending legislative issues including but not limited to Critical Infrastructure Protection

Bill, Amendments to the Computer and Cyberclimes legislation among others.

D

5th Floor, ShelterAfrique Building, Mamlaka Road I P. O. Box 3556 - 00100, Nairobi, Kenya I lel: +254 20273037112127279361 Fax: +254 202730374
Cell: +254 7ZO 340949 /735 999979 | Email: info@kepsa.or.ke I Web: www.kepsa.or.ke
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We propose that the meeting is held on Thursday, 25ft luly 2019, 10:00 am at Parliament
Buildings.

Kindly advise on your concurrence with the date and time or propose an alternative date that is
convenient for you.

; We thankyou for your continued support and cooperation.

Sin

Carole Kariuki, MBS, HSC
Chief Executive Officer

5th floor, Shelter Afrique Building, Mamlaka Road I P. O. Box 3556 - 00100, Nairobi, Kenya I Tel: +754 20 27303711212727936 | Fax; +254 20 7730374
Cell: +254 720340949/735999979lEmail: info@kepsa.or.ke lweb: www.kepsa.or.ke
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Data has been considered the commodity driving the fourth industrial revolution and has

changed much of how we live and function. Due to more connectivity using Internet of

Things, increased use of social media and digitization of traditional businesses, big data

which involves the processing of large volumes of data has become more popular leading

to new field of data analytics. Reliance on these data to inform marketing and people's

choices even in election has brought positive reports for companies and electoral

aspirants but negatively impact the rights and dignity of persons to whom these data

belongs to. Such example is use of personal Facebook posts by Cambridge Analytica

during 2013 and 2077 General Elections in Kenya to send emotive messages to

electorates and influence their choice and vote1.

To this end we welcome the Government initiative to enact a sound data Protection Act

via the Data Protection Bill 201.9,whose main aim is to protect the right to privacy under

article 31 (c) and (d), establish office of the Data protection commission, regulate

processing of personal data and establish rights and obligations of citizens, data

controllers and data processors. The bill introduced in the National Assembly has made

substantial improvements as compared to the earlier 2018 Data Protection Bill by:

requiring informed consent to the processing of personal data, properly establishing the

data protection commission as an independent office, providing higher penalties in case

of breach, including the right to withdraw consent and right to data portability which is

able to promote financial inclusion.

Noting that Kenya has a Iarge unbanked population, portability enables one to transfer

their credit history from one financial institution to another. An example is Safaricom a

Mobile Network Operator, providing mobile financial services through its M-pesa

platform and has developed its own credit score system to be used by other fintech

companies and improve access to credit. This is because currently data held by Safaricom

was under its control and the consumer was bound to sharing agreements entered into

by Safaricom. One fintech company reports use of this credit score has increased

accuracy of predicting payment. With the right of data portability, the consumer is able

1il:i,,:, 
..1 .'t'l .r' "r ,:itl,1, .l ' ' '. -.-. 

j' : .l i.]-,f '-lll'r1!,,,t i!]i':
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to control their own data and leverage it to access more financial servicesz. To sum up the
"201.9 bill performs significantly well when compared against international standard and

other legislations such as GDPR and is bound to increase Kenya's compliance to GDPR.

Though we largely commend these and much of the amendments and provisions

introduced by the 2019 Bill, we at the Lawyers Hub strongly propose further

recommendations that improve the proposed data protection laws.

ApFr ,-,r:',.)1' ,1- i,-,: l'l
Section 4 of the Bill states, This Act opplies to the processing of personal Dota

b) by a doto processor or controller who

(l) is estoblished or ordinarily resident in Kenyo and process personal dato while in Kenya

The Bill is not very clear whether application is for the processing of personal data for data

subject's resident in Kenya only or whether it would still apply to personal data processed in

Kenya for a person not resident in Kenya. The bill needs to clarify this to avoid situations

where data processors and controlle/s resident in Kenya would be exempt from the

application of the bill.

r)fi,r'.,'iii,. . .,::. ..,..,i :,. rri-i:,,,;i'

;ti i.|iriEgi4\1 rltr'','..t'

We greatly applaud efforts to constitute an independent office of the data protection

commissioner to oversee the implementation and enforcement of the Act However,

section 6 (3) of the Act gives the cabinet secretary the power to appoint the data

protection commissioner. It states

The public service commission shall within twenty-one days of receipt of applications

(a) Consider the application the applications received to determine their compliance

within the act

(b) Shortlist qualified candidates

(c) Publish and publicize the names of applicants and shortlisted applicants

(d) Conduct interviews of shortlisted persons in an open and transparent process

2 httos ://s3-eu-r.en tral-1. attt,r zonarvs.c orn/fsrl-r ircle/wo-conf ent/rrlrIoarlsi20 13/07
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(e) Nominate three qualified applicants in order of merit for the position of data

Commissioner and

(f) Submit the names of persons nominated under paragraph (e) to the cabinet

secretary

6 (a) The cabinet secretary shall within fourteen days of receipt of the names of

nominated candidates appoint one of the data commissioner

Given the increased use of data and place of data protection in the growing age it is

paramount that we continue enhancing the independence of the commission by

having the appointment done by the president and approved by the National

Assembly. Moreover section 11 of the bill states that a vacancy shall arise in the office

of data protection commissionerif he resigns with a notice in writingaddressed to

the presidenf Therefore, in order to reconcile these two provisions and enhance

independence the above recommendation should be enacted.

Subsequently under section 68, the data protection commissioner prepares the

annual budget estimates which are submitted to the national assembly by the cabinet

secretary. To promote independence of the commission the data commissioner ought

to table the budget estimates himself to the national assembly.

Section 5 states the office of the data protection commission shall contprise of the data

protectiort officer as its head and accounting offrcer and other staff appointed by the data

pro tecti o n commiss i on.

As proposed by the Bill, the commission shall be comprised of only one commissioner

and staff. Recognizing the commission shall exercise a quasi-judicial function, the need to

ensure independence and proper function of the commission it's our recommendation

that the composition be expanded to a board chaired by the data protection

commissioner the members who are designated by law and borrow from various

expertise in diverse fields.

Rigi.,it -rtior', ' i ,l .rl,: i;f'or.?ti\i)t i aitii -1.1ia: r';;-f :11 ]ri',

Section 1B states no person shall act as a data controllers and data processors unless

registered with the data commissioner. This implies a mandatory registration

requirement however section 1B (2) states the data commissioner shall prescribe the
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threshold required for mandatory registration based on nature of the industry, volumes

ofdata processed, sensitivity ofdata being processed.

It's evident from the above provisions that the bill ought to do away with mandatory

registration for every data controller or processor and only require registration from

those who meet the criteria of regisffation espoused by the commissioner.

Realizing that if threshold is required other persons such as operators of cybercaf6 in

Kenya would be exempted. However, for the purpose of privacy we must recognize that

they still come across rich information from data subjects due to the unique nature of

their service and are already bound by the data protection bill and principles of data

processing. The same is said of individuals who obtain private information from other

persons and thus would still be bound by the constitution and the bill with the aim to

respect privacy although not registered.

..;,i r :; I ::

The main object of the bill according to the long title is to establish the office of the Data

Protection Commissioner as an independent state office to oversee the implementation

of the act. The act further through use of the word shall mandates the commission to

promote self-regulation among all data controllers and data processors. We recognize

this obligation is unnecessary as a statutory body established to regulate cannot then be

charged with the duty to promote self-regulation. To begin with, without a current

regulator, there is adequate room for self-regulation however, significant privacy

breaches ensue with little incentive to regulate against it. A study investigating Biometric

technology, elections and privacy found that, "there is need for an escrow institution

empowered to keep the industry accountable in their data management practices. lt is evident that

public bodies, corporates, social media platforms have had the means but little incentive to self-

regulate.3"

Secondly, noting that the law should be clear and objective, it would be wiser if the Bill

itself in a separate provision encouraged self-regulation as an internal function of data

controllers and data processors. However, the extent to which they are allowed to self-

regulate and matters to which they can deal with in the course of self- regulation should

also be clearly defined. Data processors and controllers cannot be allowed to form self-



!

Regulating Organizations whose mandate and Jurisdiction for example to conduct

investigations of an alleged preach or impose administrative fines. This vrould expose a

person liable under the act to double penalty. There is thus need to for the bill to clearly

state on which matters self- regulation is permissible and to what extent

Section 25 states no data shall be transferred outside Kenya unless there is proof of

adequate data protection safeguards arconsent from the data subject.

To ensure the safeguarding of data and to comply with data protection principles we

recommend the use if the word and in place of or. There is always need to ensure consent

is obtained in plain, readable and easily accessible language especially on any terms and

conditions to which transfer of data outside Kenya is subjecL Moreover, to keep in line

with section 4 which expands application of these act to data controllers and processors

who though not resident ln Kenya process data of data subiect's resident in Kenya.

Alternatively, pursuant to section 4B and 49 the data subject could waive the requirement

of having adequate data protection safeguard to transfer their data only where this has

been vividly communicated to them and they consequences thereto brought to their

attention.

Though the bill through section 28 requires the data controller and processor to collect

data from the data subject directly, they are exempted from this provision where the

collection from another source would not prejudice the interest of the data subject.

The provision gives an extremely wide discretion to data controllers and processors to

interpret what amounts to prejudice and what can be open to abuse and thus should be

deleted altogether.

Secondly data processors and controllers may obtain data from other sources instead of

the data subject where collection is necessary for the prevention, investigation,

prosecution and punishment of a crime. While we welcome this provision as necessary in

the preservation of law and order and dispensation of justice, we seek that these should

only be done within the confines of the law. This statement is demonstrated in Civil

Appeal 109 of 2016, DPP V Tom Ojienda t/a Prof Tom Ojienda & Associates advocates



1201,914 where the petitioner argued that the director of public prosecutions violated his

right to privacy and that of nis clients by obtaining information of his advocate- client

account without his consent or any legal basis. The court however determined that the

issue of privacy in question belonged to the clients who were the data subjects and proper

plaintiffs of the suit. lt is thus paramount that any collection of evidence still adheres to

the data protection principles and the determination of these appeal will further

influence the limit of this provision.

1

Section 43 (6) states the communication of breach to a data subiect may not be required

where the data controller or data processor had implemented appropriate security

safeguards which may include encryption of affected personal data.

The duty to notifu a data subiect of beach of their data should ensue despite having

appropriate security measures. In fact, the data subjects ought to be notified of the breach

in addition to the necessary security measures that have protected the data. The clause

may be relied on by data processors and controllers to avoid informing the data subject

of any security breach in order to avoid any liability. It is especially important where it

involves the processing of sensitive personal data. Data subjects similarly have a right to

be duly informed of any occurrence with their data as security measures can also be

overridden.

Alternatively, such breaches must be logged and presented to the data protection

commission in the annual audit report.

i)l'at,,,..,ilir, ,iit -i )l't 'i ti.,

Section 45 ought to expressly include the government and other public authorities

which will collect biometric data pursuant to the Registration of Persons Act.

Ll"L-illrt, fari 'I;tl tir,'ai ,- 'rt il ,i,r il;::;ll'
We welcome section 65 that enables data subjects to claim compensation for damage

resulting from a contravention of the bill by data processors and data controllers. In light

of the case of Benedict Kabugi Ndungt v Safaricom PLG for breach of privacy of 11.5

million subscribers by exposing their sport betting history and bio data. The
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investigations led to the arrest of 2 Safaricom employees and the petitioner who brought

suit under article 22 of the constitution would like the subscribers'to receive

compensation.

The deposit of personal data with a data controller or processor is likened to depositing

a valuable in a safety deposit box. If the employees orchestrate the theft of the valuable,

they would be criminally liable however the bank would still have to repay you for loss.

Therefore, a positive outcome of the above case would improve privarysafeguards within

institutions making them adopt more security design features of unauthorized access

even from their own employees.
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Hon. Michael Sialai, EBS.

Clerk of the National Assembly,
Twelve Parliament-Third Session
Main Parliament Building
P.O Box 4L842-0OLOO,
Nairobi, Kenya

Via E-Mail: clerk@parliament.go.ke

EGI-gI]V
1 6 .!UL 2019

CLERK'S OFFICE
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Dear Hon. Michael Sialai, EBS.

Submission of Comments on the Kenya Privacy and Data Protection Bill,2078

We thank you for the opportunity to provide comments on the Kenya Data Protection bill 2019. We

commend Kenya for ensuring strong protections for user privacy in this bill and believe that
Kenya's law can be a model for other African nations.

We have focused our comments on the areas where we feel protections are missing and where your
proposals and recommendations can be strengthened based on our experience and expertise
advocating for individual security and privacy all over the world.

We appreciate the bill's aspiration to elaborate Article 31(c) and (dJ of the Constitution of Kenya,

2O7O.We note that the Data Protection Bill sets out principles of data protection that are consistent
with international standards and commend the approach to place users' rights at the center of the
digitaleconomy.

Mozilla is a global community of technologists, thinkers, and builders working together to keep the

internet open, accessible, and secure. We are the creators of Firefox, an open source browser that
hundreds of millions of people around the world use as their window to the web, as well as other
products including Pocket, Rocket, and Focus. To fulfill the mission of keeping the web open and

accessible to all, we are constantly investing in the security of our products and the privacy of our
users.

Our commitment to user security and privacy can be seen both in the open source code of our
products as well as in our policies. Consider, for example, Mozilla's Data Privacy Principles which
guide the development of our products and services:

While we take action to protect our users'privacy and security every day, relying on these
principles and other policies for guidance, we also believe in the importance of data protection law
to ensure data controllers and processors are protecting the rights and interests ofinternet users.

As we will elaborate on in this submission, we believe a strong data protection law requires;

1
-1n

moz=lla
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1,. The enshrinement of a robust framework of rights of individuals with meaningful user

consent at its core;
2. Strong obligations on data controllers reflecting the significant responsibilities associated

with collecting, storing, using, analyzing, and processing user data; and

:J. Effective enfoicement mechanisms including an empowered, independent, and well-

resourced Data Protection Authority [DPAJ'

We look forward to continuing to engage with you and other stakeholders in the Kenyan

government as work progresses to craft Kenya's historic first data protection law.

If you have any questions about our submission or if we can provide any additional information

that would be helpful, please do not hesitate to contact Mozilla Policy Advisor Alice Munyua

(am unyua@mozill a.com).

Executive Summary

Kenya is among the continent's most connected countries as well as a regional hub for digital start-

ups and entrepieneurship. Mobile network coverage penetration rate is atBB.To/0, with more than

4b million mobile subscriptions. Over 99% of internet subscribers access the internet via mobile

phones. Kenya has also seen significant growth in online government services, and processing of

personal aatl Uy the government is needed in order to access most of these services. Indeed, the

Government of Kenyi is likely the.largest data controller in the country. Kenya has a significant data

economy spanning toth pubiic and private sector. All of these p.ublic and private services have

accelerated the collection and analysis ofpersonal data.

While some of this collection and processing is a function of an advancing digital economy, the lack

of comprehensive personal data protection legislation exposes Kenyan citizens to risks of misuse of

their personal data.

We commend the government for setting out a clear framework based on international good

practice, and our comments are intended to support and improve this strong draft'

Independence and powers of the Data Protection commissioner

To ensure effective enforcement mechanisms of the new Privacy and Data Protection legislation, we

strongly support the bill's intention to have an independent Data Protection Commissioner [DPC).

Unforitunately, several sections of the bill undermine this provision by subjugating the DPC to the

Cabinet Secretary, Ministry of Information and Communication Technology. We recommend that

authority to set the qualifications of and nominate the DPC should rest with parliament and

appointment should be made by the President. We propose additional powers and responsibilities

to te assigned to the DPC, which include issuing regulatory guidance, codes of practice to data

controlleis and processors, investigatory, adjudicatory, levying penalties and punitive measures, as

well as providing redress and compensation to users when their rights have been violated. The DPC

should ilso be empowered to promote public awareness and engage in capacity development

activities.

h
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Missing protections on users' rights and data controller/processor obligations

We applaud the comprehensive provisions of rights of access, correction, right to seek confirmation,

upaai", rectify, and oblect to proiessing, as well as data portability. We further welcome the

restriciions irnposed on data iontrollers and processors around purpose limitation, collection

limitation, and data retention limitation.

We however, note that while the policy framework includes the principle of data minimization, the

bill does not contain this obligation. We believe this obligation should be added to the legislation

and that language should Ue aaaea to clarify that where information is longer necessary for the

purposes foiwhich it was collected, it should be deleted'

We appreciate the importance placed on obtaining user consent in this bill. However, consent must

be meaningful. We reier to guidance issued by Article 29 Working Party of the European Union Data

Protection Authorities on the elements of valid consent, which must be free, informed,

unambiguous, clear, specific, and capable of being withdrawn. This sets a high bar for data

controllirs and proceisors seeking io p.o..st personal data on the basis ofconsent' "Explicit

consent" must be a requirement for processing of sensitive data. we recommend that the DPC

issues guidelines on how requirements around consent in this bill should be interpreted'

principles and obligations of Personal Data Protection

We support strong obligations placed on data controllers and processors reflecting the significant

.".poniibitities associaLd'with collecting, storing, using, analyzing, and processing user data' We

also propose stiffer penalties that will provide better incentives to data controllers and processors

to abide by the provisions of this law. Strong penalties and a strong, independent regulator are

critical to the effectiveness of data protection law'

All public and private sector data controllers and processors must be bound by a general duty to

p.o."r, data in a manner that respects the privacy of an individual and that provides security

against data breaches.

Data protection officers

We note that the bill requires all controllers and processors to register with the DPC and designate

a data protection officei. This obligation would place an undue burden on small and medium

enterpiises (SMEsJ and startupr, -hi.h play an important role in the Kenya's digital

transiormation. While *" ...orn-end grealer regulatory oversight for data controllers and

processors who process large volumes of data, particularly sensitive data, or otherwise pose an

elevated risk to the privacy-rights of users, *e do not believe mandatory registration of all data

controllers and processors is wise or worthwhile'

Security safeguards

Data controllers and processors should take appropriate and reasonable measures to safeguard the

data that they have blen entrusted with. The bill appears to obligate controllers and processors to



moz=lla
use pseudonymization as a security tool. We respectfully caution against over reliance on only this

technique as a safeguard as it may not be feasible in many use cases. We would instead recommend

that all data controllers and processors be obligated to take appropriate and reasonable measures

to safeguard the data that they have been entrusted with, whether via encryption,
pseudonymization, or other means. Additionally, we recommend an obligation that all data

controllers and processors encrypt sensitive personal data.

Data breaches

The bill proposes attribution of breaches that lead to the unauthorized disclosure of personal data,

howevei, thls is often very difficult and time consuming, even for the most well-resourced data

controllers and processors. Furthermore, notification of an unauthorized disclosure to affected data

subjects should not wait for attribution. We propose clarifying this provision to require attribution
information to be included "where available." This will go a long way to ensuring that notification

occurs in a timely manner and will provide greater legal clarity to data controllers and processors.

Protecting Children Personal Data

We are pleased to note that the bill contains a provision protecting the right to privacy of children

as provided under article 19 of the Children Act. We would encourage the Government of Kenya to

reioncile this bill with the Children Act, 2001 to ensure legal clarity on the data protection rights of
children and the obligations on data controllers and processors who process the personal data of
children. We recommend ciariffing the Ianguage of this section to speciff that data controllers and

processors should notknowingly market, track, or profile children without the consent of their
parental guardian.

The "parental consent" requirement in the bill raises practical questions regarding its

implementation. We propose further reflection on parental permission and recommend that the

DPC be mandated to provide guidelines on the impact of data protection law on children and

explore these proposed approaches, particularly those relating to age verification mechanisms.

We recommend deletion of the provision that mandates the DPC to appoint data controllers and

processors as guardians. This provision creates substantial legal confusion and places additional
primary and secondary liability on data controllers and processors who will be designated as

guardians.

Protecting Personal Sensitive Data

We note with concern the discrepancy between the definition of sensitive personal data in the

policy and in the text of the bill. While we believe the policy, language includes a progressive list of
whaishould be considered sensitive personal data, there are several critical omissions. The list
contained in the policy should replace the definition of sensitive personal data in the bill and should

be further amended to include: official or national IDs, passwords, financial data, and location

information. We also recommend that the DPC is empowered to assess and add to the definition

and categories ofsensitive data in an open consultation process.I
!
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Exemptions

We are concerned that some of the exemptions provided in the Bill do not appear to satisfy Article

24 of the Constitution, which provides for the right to privacy. While, we recognize that there may

be legitimate reasons for various parts of the government to share information with each other on a

"rrri to know basis,"this provision is quite broadly worded. Furthermore, while the obligation to

seek consent may not apply in these scenarios, public authorities should still always be bound by

the other principles of data protection including purpose limitation, collection limitation, security

safeguards, etc.

In addition, exemptions for the purposes of investigating crimes, or for any other purposes related

to maintaining public safety and national security must be understood as exemptions from seeking

user consent, not from all data protection requirements. Law Enforcement Agencies must also be

bound by requirements around data security, purpose limitation, collection limitation, the right to

rectify, t-he right to erasure, etc. Data processing for public safety, national security and law

enforcement must be "necessary and proportionate", and authorized by law.

The provision to exempt for the purposes of history, research, and statistics could be subject to

abuse by data controllers and processors. We recommend clear definitions and limiting scope for

research purposes that is aimed at or culminate in commercial exploitation.

Data localization

We note with concern provisions contained in the bill obligating data controllers to "ensure the

storage, on a server or data center locate.d in Kenya ofat least one serving copy ofpersonal data"

and other prohibitions on the transfer of sensitive data outside Kenya.

Requiring data to be localized not only creates a security risk, with a central point of attack or single

point of failure, but undermines efficiency and integrity of internet traffic. The requirement to store

iata or a copy of data locally, introduces potentially higher costs and actual limitations on

technology innovation, development, and use, and introduces a conflict of laws situation for

multinational companies.

We acknowledge that certain categories of personal data may need to be mandatorily stored within

the country, with restricted data flows, due to the strategic and security interests at play. However,

the bill leaves the definition of critical personal data entirely open to Government discretion and

does not elucidate what such categories might be, nor any parameters to circumscribe this

discretion. Since mandating data storage in Kenya generally amplifies the concerns of routing

inefficiencies, increased costs, and security risks, this wide discretion is concerning.We recommend

that categories ofcritical personal data that are currently localized in Kenya for strategic or security

reasons be clearly stated. The open-ended mandate to the government to notify further categories

should be removed.

ln additiol, we recognize the needs and compelling interests of both private and public data

controllers and processors to process sensitive personal data outside of Kenya. For exatnple,

financial institutions [whether banks or pubiic authorities) transfer financial information to check

for fraud and terrorist financing, for errample This pror.ision as currently written coulo be read to
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preclude Kenya's participation in the SWIFT network, which would be gravely detrimental to
Kenya's financial sector and economic standing in the world.

We respectfully recommend that the Government of Kenya is concerned about law enforcement
access to data, a legal framework for surveillance with appropriate protections for users is
developed, providing a lawful basis for the government to access data necessary for legal
proceedings.

Reconciling the Data Protection Act with other laws

Kenya has statutes dating as far back as pre-independence. Some of these statues contain
provisions that override this proposed bill, thereby threatening the good intentions of this
framework. Such laws include: Preseryation of Public Security Act, Official Secrets Act Cap 187,
National Intelligence Service Act,2012 and The Prevention of Terrorism Act No 30 of 2012 just to
name a few. These laws have provisions authorizing the government to collect process, and share
data without consent in circumstances that are not well defined and therefore subject to misuse.

In order to give full effect to the strong protections contained in this legislation, we respectfully
recommend a package of amendments be offered to revise the provisions in previous legislation.

Conclusion

In Kenya's new constitution 2010, the government took important action to recognize and protect
the right to privacy in Article 31. The data protection legislation under discussion today represents
an historic next step in the cause of protecting Kenyans, especially in the face of new technological
developments. We commend the Government of Kenya for the thoughtful and thorough framework,
which we believe with some amendments has the potential to be a model to all African nations.

We look forward to continuing to work with the Parliamentary Committee as you further develop
Kenya's first data protection bill.

Thank you for your consideration of our submission.

For any further questions please consult Mozilla Policy Advisor AIice Munyua
(amunyua@ mozilla.com).

Respectfully submitted by:

Alice Munyua
Policy Advisor
Mozilla Corporation



moz;lla
preclude Kenya's participation in the SWIFT network, which would be gravely detrimental to

k"nyr's financial sector and economic standing in the world.

We respectfully recommend that the Government of Kenya is concerned about law enforcement

access to data, a legal framework for surveillance with appropriate protections for users is

developed, providing a lawful basis for the government to access data necessary for legal

proceedings.

Reconciling the Data Protection Act with other laws

Kenya has statutes dating as far back as pre-independence. Some of these statues contain

p.ouirion, that overrid" ihis proposed bill, thereby threatening the good intentions of this

iramework. Such laws include: Preservation of Public Security Act, Official Secrets Act Cap 187,

National Intelligence Service Act,2012 and The Prevention of Terrorism Act No 30 of 2072 just to

name a few. These laws have provisions authorizing the government to collect, process, and share

data without consent in circumstances that are not well defined and therefore subject to misuse.

In order to give full effect to the strong protections contained in this legislation, we respectfully

.".o*."nd-a package of amendments be offered to revise the provisions in previous legislation.

Conclusion

In Kenya's new constitution 2010, the government took i4portant action to recognize and protect

the rig-ht to privacy in Article 31. The data protection Iegislation under discussion today represents

an hisloric next step in the cause of protecting Kenyans,.especially in the face of new technological

developments. We iommend the Government of Kenya for the thoughtful and thorough frameworh

which we believe with some amendments has the potential to be a model to all African nations.

We look forward to continuing to work with the Parliamentary Committee as you further develop

Kenya's first data protection bill.

Thank you for your consideration of our submission.

For any further questions please consult Mozilla Policy Advisor Alice Munyua

[amunyua@ mozilla.com).

Respectfully submitted bY:

Alice Munyua
Policy Advisor
Mozilla Corporation
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fuly 15th, 2019

Mr. Michael Sialai, EBS

Clerk of the National Assembly,
Parliamentary Service Commission,
P.0 Box 47842-00100,
NAIROBI

Dear Mr. Sialai,
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RE: 'SUBMISSIONS ON THE DATA PROTECTION BILL,20t9

We the Telecommunications Service Providers association of Kenya ITESPOK) would
like to respond to your call for comments in the Daily Nation dated lgttt July 2079.
Considering the short period provided we have attempted to reach to our 60+
membership of Mobile Network Operators, Internet Service Providers, Carriers, Data

Centre Operators and Technology Service Providers for input. We are still receiving
input and hope that we can be given a chance to share our consolidated position.

In this regard, please see attached our current submissions on the proposed Data
Protection Bill, 2019 for your kind consideration.

We are happy to meet and make oral presentations on the same.

Yours Sincerely,

Fiona Asonga
Chief Executive Officer

Cc:

Hon William Kisang, MP
Chairperson,
Departmental Committee on Communication, Information and Innovation,
Kenya National Assembly,
Parliament Buildings,
P.O. Box 4!842-OOLO,
Nairobi, Kenya.
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1 Scope/application

Under both Bills, the Data Protection Act would apply to data controllers/processors
established in Kenya, foreign data controllers/processors processing personal data of
a Kenyan resident and to automated processing. lt applies to non-automated
processing forming part of a flling system.

The draft Bill seem to extend the reach of Kenyan law to foreign jurisdictions in a way
that create regulatory uncertainty for global data-intensive businesses. The
envisioned Data Protection Law would apply to organisations not established in
Kenya but which process personal data of data subjects resident in Kenya. Such a

broad application is unjustifiable in an open and democratic society as well as an

extreme departure from international norms.

Recommendation:

The exclusion of processing of personal data outside of Kenya from the scope of the
Data Protection law. However, should Parliament decide to include it, it is

recommended that the limitation of the scope of application to processing of the
personal data of Kenyan residents in other jurisdictions only in clear, specific and

limited circumstances so as to clarify the basis the provision of extra-territorial
jurisdiction. The clear, specific and limited circumstances could include processing

the data Kenya residents for the purpose of engaging in commercial transactions with
them. The broad provisions in the draft bills will make it difficult and is some cases
impossible for organisations to determine whether their processing is subject to
Kenya's privacy law.

Many businesses outside of Kenya, including small- and medium-sized enterprises
that are not focused on the Kenya market would have no reason to suspect that
Kenya's privacy law may apply to their data processing. At the very least, the
definition should be narrowed and clarified to enable appropriate compliance and
enforcement.

2. Registration of data controllers and processors

The Bill require the registration of data controllers and processors with the Data
Protection Authority (DPA).

Recommendation:

Deletion of this requirement: A similar registration framework promulgated under the
E.U. Privacy Directive, in force between 1995 and 2018, was dropped after the
concept proved unworkable. Such a comprehensive and broad requirement for
registration will unnecessarily burden all parties involved with no business or
consumer advantage. Currently, all businesses are required to register under the
various commercial laws and provide contact details where they can be reached by
the relevant Registrar and business customers. The requirement for registration of
data controllers and processors would present a further barrier to ease of doing
business in Kenya and discourage particularly the small- and medium-sized
enterprises, from engaging in the digital economy in Kenya. lt may also cause

,
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3.

corporations in multiple states to decrease their Kenyan economical activities and
investments due to uncertainty of enforcing such a framework.

Principles and Obligations of Personal Data Protection

The Bill prohibits cross- border data transfers and require that where such transfers
are to occur, the data controller/processor must satisfy the DPA that the laws of the
country to which data is being transferred offer adequate protection of data that is
comparable to that offered under Kenyan law. The Bill as drafted do not offer clarity
on how the DPA would perform its adequacy determination and, the DPA's
interpretation of adequacy may decrease, stifle, interfere with or hinder competition in
the digital economy.

Recommendation:

The bills be aligned with international best practice by expressly acknowledging that
there are many alternative private frameworks that may provide adequate
safeguards, such as the self-regulatory frameworks.

Duty to notify data subject of intended recipients of their data before collection
of data

The Bill require data controllers and processors to inform data subjects about all
persons (natural/legal) who will receive the data subject's data prior to collecting the
personal data. The draft bill fail to recognize the potential complexities of subh notice
requirements. ln most cases, it is not always practical for a controller/processor to
knpw all persons who may receive data collected. lf implemented as is, this section
may limit the ability of companies to alter business relationships, suppliers, vendors
and partners.

Recommendation:

Re-drafting of the clauses sections to provide for notice of the categories/classes of
persons who would/may receive data.

Right to data portability

The Bill establishes a data subjects' right to data portability such that they have "the

right to receive personal data concerning them, which the data subject has provided
to a data controller or data processor, in a structured, commonly used and machine-
readable format." Data portability is expensive and difficult for certain organisations,
but many businesses are already seeking to provide this service in response to
consumer demand.

Recommendation

It is proposed that Parliament refine this clause with industry input to adhere to what
is technically feasible.

The bill requires that portability requests be honoured within 7 days of receipt. Stating
a specific timeline for responding to requests for data portability may not adequately
provide for the realities on the ground at time of portability request.

4.

5
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6.

8.

Right to deletion of personal data records

The Bill provides for the right of the data subject to request erasure or destruction of
personal data by the data controller or data processor often dubbed the 'right to be
forgotten'. This right raises serious concerns regarding freedom of expression and is
inconsistent with the design and workings of the lnternet. While individuals should be
able to withdraw their consent to data processing, within clear and reasonable limits,
implementation of a right to be 'forgotten' creates room for online content
censorship. Publicly available information is often available across multiple sites on
the lnternet, making the proposed notification requirement very difficult and even
impossible to implement. Due to the international nature of the internet, such
provision also interferes with the preservation of data protected or required under
foreign law.

Recommendation:
We recommend modification of this right for information available on the internet.

Further only a court of competent jurisdiction (not a data subjecUcontroller or
processor) should be determining what is/ has become 'irrelevanVexcessive or
illegally obtained' data in need of deletion.

Development of further categories of sensitive/special data

The Bill authorizes the respective DPA to create additional categories for sensitive
/special personal data beyond those defined in Section 2. This approach recognizes
that as technology and society evolve, data protection framework would have to
evolve to meet arising feed.s.

Recommendation

We recommend that the Bill defines a multi-stakeholder approach to
reforms/expansion of the scope of the Act via Guidelines or subsidiary legislation in
order to ensure all reforms continue to spur business growth for both local and
foreign companies active in the Kenyan market.

Cross-border data transfers

The Bill generally prohibits cross-border data transfers save for outlined exempted
circumstances. The National Assembly Bill further specifically provides that the
Cabinet Secretary can designate categories of critical personal data that can only be
processed in Kenya on grounds of "strategic interests of the state or on protection of
revenue." Such a broad and ambiguous drafting significantly hinders growth of
businesses that need a predictable business environment for investment and growth.

Recommendation:

It is proposed that Parliament eliminate this requirement or, at the very least, to
provide clarifications about the "strategic interests and protection of revenue"
provision, to alleviate uncertainty for private sector investments and operation in
Kenya.

7
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9. Conditions for transfer outside Kenya

The bill outline conditions that must be met in order for cross-border data to be
permissible. Clause 48 Bill creates a challenge for industry and regulators, as proving
"appropriate safeguards" on a case by case basis is burdensome and legally
challenging. lt is unclear what exactly "appropriate safeguards," and "adequate
measures" means. The uncertainty of the interpretation of this 2 phrases presents
challenges to growth of the digital economy in Kenya without producing any clear or
substantial wins for privacy. lt also limits companies' use of contractual obligations or
internal processes which ensure appropriate levels of protection for data transferred
out of Kenya.

Recommendation:

It is encouraged that Parliament recognizes as an appropriate internationally
accepted safeguard certifications and codes of conduct for companies such as the
Asia Pacific Economic Cooperation Cross-Border Privacy Rules and Privacy
Recognition for Processors. These best practice standards need to be recognized as
they offer enforceable mechanisms for companies to demonstrate compliance with
privacy laws. This approach would ensure companies protect data subjects' rights
throughout the lifecycle of the data when exported from Kenya while providing the
stability needed for the growth of the Kenyan digital economy.

10. Offences and Miscellaneous Provisions: General Penalty

Clause 58 of the Bill provides for fines, imprisonment, and other penalties associated
with violations of the privacy law. lmprisonment as a criminal penalty is a departure
from international norms and unjustifiable in an open and democratic society as it is
potentially disproportionate penalty for a violation of obligations. Most privacy
frameworks around the world depend on civil penalties to address violations, which
generally impact the business/organisation rather than the employees charged with
executing compliance obligations. Holding individuals criminally accountable for
violations that may be as a result of the direction of their employer may prevent
highly qualified and competent individuals from accepting employment in support of
the data protection practices of companies operating in Kenya.

Recommendation:
That Parliament limits penalties to fines and a demonstrated intention to cause harm

12 lPage
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Deor Sirs
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PROPOSED DATA PROTECTION BI[T.2OI 9

Thonk you for inviting feedbock on the proposed Doto Protection Bill, 2019 (the Bill)

We, Bronch lnternolionol Limited (Bronch), identify slrongly with the objectives of lhe Bill. We o

sociolly conscious finonciol services compony lhol uses technology to enhonce occess to finonciol

services in emerging morkets. Kenyo is o key morket for Bronch ond we hqve over one million customers

regislered on our lending mobile phone opplicotion.

Technology hos enobled us to offer credil lo o lorge number of people who were previously locked oul

of the formol finonciol credit system due 1o lock of lrodilionol proof of income such os poy slips.

Through innovolion, Bronch hos been oble to use doto given by our cuslomers to ossess their

creditworlhiness ond ovoil funds to them. We recognize the instrumentol role thot dolo ploys in our

business ond hove olwoys strived to odhere to globol best proctice in protecting our cuslomer's dotq.

lndeed, doto privocy is key lo our business.

Through this letier we would like to shore the benefit of our experience os we believe lhot through

working wilh yourselves ond olher slokeholders we con ensure thot the proposed legislotion ochieves its

intended objeclives.

Pleose find otloched our comments on the Bill. We ore ovoiloble io meet with the Toskforce lo discuss

lhe submissions.

Pleose do not hesitote to conloct the undersigned should you require clorificolion or further

informotion.

Yours foithfully,

q

,@"".71rf
Doniel Szlopok
Heod of Globol Operotions
Bronch lnternotionol
dszlopok@bronch.co
0733-333302

Don Korugo
Generol Monoger
Bronch lnlernolionol
don.korugo@bronch.co
0792-6513€'4
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Bronch lnlemolionol Umiled

Registrolion Number: CPR/201 5/l 83658
Relioble Towers, Fourth Floor, Mogolio Rd, Westlonds

P.O. Box 52689- 00100, Noirobi, Kenyo
kenyo@bronch.co

Seclion 50-

Soteguords pilor to
closs boorder
honsler.

Provision

The Section ollow the Cobinet Secrelory to restrict certoin dolo
processing lo Kenyo on the grounds of slrolegic inlerests of the stole

or proteclion of revenue.

Concem

The Cobinel Secrelory hos been given unfellered rights to prohibit the
processing of doto oulside Kenyo to protecl revenue.

This creoles on opportunily for improper exercise of discrelion which is

further exocerboted by the lock of o mechonism in lhe Bill to
chollenge o delerminolion by the Cobinet Secretory.

Proposol

We propose lhol thls Secllon should be olpended lo introduce o

requirement lhot where dolo processlng is reslrlcled lo prolecl

revenue, lhe cosl ol processing dolo ln Kenyo os well os lhe
opplicoble copocity should be comporqble lo whot is ovoiloble
cross-order.

The Cobinel Secrelory should olso be required lo issue o nolice lo ony
offecled dolo controller or dolo processor before exercising his

powers.

Furlher, ony dolo conlroller oI processor likely lo be oflected by the

exercise ol lhe obove powers should be glven odequole opportunity
lo be heord ond lo toke ony meosures lo comply or miligole ony
qdverse eflecls on ih operolions.

The seclion should be omended lo inlroduce checks qnd meosures lo
ensure thst the powels ore exercised reqsonobly ond nol obused.

The seclion provides lhol the dolo subject hos lhe righl to requke lhot
the decision bosed on outomoted doto processing be reconsidered

ProvisionSecllon 35(3) ond (4)
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Bronch lnternqllonql llmited
Registrotion Number: CPR/20 1 5/l 83558

Relioble Towers, Fourth Floor, Mogotio Rd, Westlonds
P.O. Box 52689- 00}O0, Noirobi, Kenyo

.cobronoh
or thot o new decision lhol is nol bosed solely on outomoted
processing be token.

Proposol

we propose thol thls Seclion should be omcnded to provlde lhot lhe

obove rights ol dolo subjecl does not opply to circumslonces where

lhe doto sublecl hos given prior consenl lo decisions belng mode

solely bosed on oulomoled dolo processing.

Declslon moking
bosed on oulomoled
dolo processing

1
1
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I
i
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COULSON HARNEY LLP
5th Floor, West Win9. ICEA Lion Centre

Riverside Park, Chiromo Road
PO Box 10643-00IOO, Nairobi, Kenya

+254 20 289 9OOO I +254 7O9 956 ooo
+254 20 444 8614 ) +254 734 993 739

PIN No. PO5'1229962P : VAT No. O191639L
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Our Reference:
Direct Line:
Emoil Address:

Your Reference:
Dote:

Syekei; AG Njase
VS Shah ' CL Kuyo

16.o7.2019
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L;\9'---

JNS/ATI
+25420289 9000

iohn.syekei@bowmonslow.com ulUl c1

6 U
The Clerk of the Nolionol Assembly
Ihe Office of the Clerk
Moin Porliomenl Buildings
Noirobi

Partners RT St A Hdrney i JSP Coulson I JW Karania , KC Michira JN
SM Omondi i TA Mwango I AN Mathlni I M Runji t .J Mbui i DO lndokhomi

\ILO,,*r m.

')<\v\tl
Sent vio emoil to: clerk@porliomenl.go.ke

i":-l:r::: Deor Mr Michoel Sioloi, EBS

SUBMISSION OF MEMORANDA: THE DATA PROTECIION BItt 20I9

ln occordonce with the provisions of Article I l8(l )(b) of the Constitution ond Stonding Order 127l3l, we
hereby submit our representotions on the Doto Protection Bill 2019 ("BIll") os published in the Kenyo
Gozette Supplement No.93 (NotionolAssembly Bills No.44) os follows:
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Seclion Represenlolions

Section 4(b)(ii) To be clorified to include the following underlined words:

"(ii) nof esfoblished or ordinorily residenl in Kenyo, buf processing

persono/ doto of dofo subjecfs locoled in Kenyo";

Section l8(2) The Bill should not stifle smoll ond medium enterprises. ln our view

certoin provisions of this Bill moy ploce unnecessory obligotions ond

odministrotive burdens on smoll ond medium enterprises. The

requirement to register with the Doto Commissioner should not be

mondotory on oll doto controllers ond doto processors, ond in moking

such determinotion, the Doto Commissioner should olso consider the

number of employees employed by the doto conlroller ond doto

processor (for exomple, the registrotion requirements should only opply

where on entity employs 100 or more persons) ond/or should olso meet

( EN Y A SOUTH AFRICA TANZANIA UGANDA

CK Kigera i PV Shah i EN Monari i A Njogu i N Mukuha i

'AA Tharani I Directors R Field I KO Evans I SJ Matthews
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ocross oll sectors.

Alternolively, whilst registrotion moy be mondotory for oll doto

controllers ond processors, o helpful exomple is thot token from the

GDPR which opplies cerloin exemptions for smoll ond medium sized

enterprises. The GDPR requires smoll ond medium sized orgonisotions

with fewer thon 250 orgonisotions to document processing octivities in

specifi c limited circumstonces.

ln our view, certoin exemptions to mondotory registrotion by doto

controllers ond doto processors should be token into considerotion to

protect smoll ond medium sized enterprises.

This will creote certointYo certoin turnover threshold requirement

To be clorifled to include the following underlined words;

',thedotosubiecthosdeliberotelyondmonifestlvmodethedoto
public"

28(2)lbl

This section should be deleted.

The norrow exceptions where personol doto con be collected indirectly

should be finite ond limited. By ollowing for the indirect collection of

personol doto where the doto subject hos consented to lhe collection

from onother source, limits ond conflicts with the doto subjects rights

under Section 25191,26,35, 36, 38, 39 ond 40 of the Bill. The doto subjecl

loses control of his/her personol doto which should not be the intention

of the Bill ond deprives the doto subject of his or her remedies under the

Bill.

28(2],pl

The Doto commissioner should estoblish of the outset whot the

,,oppropriote sofeguords" ore to be opplied in the context of ony cross-

border tronsfer. There is no clority os to whether or not this requires thot

certoin lechnicol ond security meosures must be in ploce or whot the

minimum threshold should be prior to tronsfer out of Kenyo'

48(o)

To be omended to include the following underlined wording:

"the doto controller or doto processor hos given proof to lhe Dofo

Commission er on the appropriote sofeguords wifh respect to the

security ond protection of lhe personol doto ond on condition thot

enforceoble cloto subiect iohts oncl effective leaol remedies for dato

subjecls ore ovoiloble"

48(o):i

ii
8:.l

::
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This should be deleted.

lf personol doto is lo be processed in Kenyo, the security ond integrity of

lhe doto moy be of risk ond internotionol doto controllers moy not be

oble to be ossured of the level of technicol ond network security

integrity. Kenyo moy not olso be oble to guorontee on internotionol

stondord of syslems infrostructure.

lf Kenyo is to be on internotionol ployer in the technology sector, it

connot impose tenitoriollimits on the processing of certoin types of doto

which will be of the discretion of the cobinet Secretory. This concern

hos been roised on severol occosions during previous public

porticipotion forums.

50 ond 7l (2)(gl

There should be slrict limits on the ovoidonce of the opplicotion of the

Bill for notionol security reosons. by ony person in the public interest,

notionol security or public order.

AnyottemptbyonypersonorpublicbodytocircumventtheBillshould

be o necessory ond proportionote meosure to sofeguord notionol

security, defence ond public security ond it should not be on exemption

thor is flogronlly ond eosily breoched. The rights of doto subjects should

hove priority os o first principle ond ony person or entity or public body

seeking to ovoid the rights confened on doto subjects under the Bill

should be subject to o higher stondord of proof ond should be required

indicote beyond reosonoble doubl why the right of the doto subject

should not be Protected.

30(l )(vii) ond30(l )(v),

5r (2)(b)

The reference to "undertoking" in the context of on odministrotive fine

needs to be clorified.

It should be clorified to include the following underlined words:

"...in the cose of on undeiokihg estoblished in Kenvo' up to two per

cenfum of ils onnuo/ turnover..."

63

:f

Coulson HorneY LLP

per: John Syekei.
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July 16, 2O19

The Clerk of the NationalAssemblY

P.O. Box 41842-0O1O0

Nairobi

Dear Sir,

Re: Memorandum of views on the Data Protection Bill, 2019

I refer to the notice to members of the public to submit comments on the Data Protection

Bill, 2019, which was published in the local dailies on July 10,2019.

First, I wish to thank the National Assembly for the opportunity to contribute to the

formulation of a legalframework for privacy and data protection in Kenya'

we have set out in this memorandum changes that we propose to certain segments of the

bill, the rationale and the comparative provisions from Europe's General Data Protection

Regulations (GDPR) of 2018.

We would be pleased to provide any further clarifications that would be required.

Most sincere ly,

MichaelM. Murungi

Government Affairs & Public Policy Lead, East Africa

+254722 366 900

michaelmu rungi@google.com
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lssue 1. Registration of Data Controllers and Data Processors Part18-24:

o lssue: The proposed legislation requires registration of data processors and controllers in

Kenya with the Data Protection Officer including the requirement to document and keep up

to date a record of processing activities. The bill contemplates the potentialrequirement of
fees for processors to register with the state and penalties for failure to register.

r Recommendation: Strike out entirely requirement for data processors and controllers to

register with the Data Protection Office
o Rationale: Data Processing and Data Controlling are not business models in the strict sense.

They are activities that entities may incidentally engage in during the course of business. The

requirement to have all processors and controllers would create an immense implementation

burden for the Data Protection Office that would threaten to bog down the office with

bureaucratic recordkeeping rather than allowing them to focus on the most serious

enforcement issues. Similarly, for processors and controllers, the requirement to update

external records of processing each time a change to processing occurs shifts the focus

from improving privacy in areas that present the most risk to a bureaucratic exercise. The

requirement for fees also raises issues as this would disproportionately affect smaller data

processors and controllers-
o GDPR Equivalent Language: N/A no parallel requirement for registration in GDPR

lssue 2: Part lV - Principles and Obligations of Personal Data Protection - Erasure - Section 40

o lssue: Does not clarify that the right to erasure is based on areas where the processing is

based on consent and such consent has been revoked

o Recommendation: Clarify that erasure rights are associated with where processing is

occurring on the basis of consent
o Rationale: In cases where the processing is not based on consent the legitimate interest may

persist even after consent of the individual has been revoked if that interest persists and

continues to justify processing
' . GDPR Equivalent Language: Article 17 - Right to erasure ('right to be forgotten') The data

subject shall have the right to obtain from the controller the erasure of personal data

concerning him or her without undue delay and the controller shall have the obligation to

erase personal data without undue delay where one of the following grounds applies:

" (a) the personal data are no longer necessary in relation to the purposes for which

they were collected or otherwise processed;

" (b) the data subject withdraws consent on which the processing is based according

to point (a) of Article 6(1), or point (a) of Article 9(2), and where there is no other

legal ground for the Processing;
o (c) the data subject objects to the processing pursuant to Article 21(1) and there are

no overriding legitimate grounds for the processing, or the data subject objects to

the processing pursuant to Article 21(2);

o (d) the personal data have been unlawfully processed;

o (e) the personal data have to be erased for compliance with a legal obligation in

Union or Member State law to which the controller is subject;

o (f) the personal data have been collected in relation to the offer of information

society services referred to in Article 8(1)'

lssue 3: Part Vl - Transfer of Personal Data Outside Kenya - sections 48-50
o lssue: This part bars transfer of data to another country where there is no decision by the

Data Commissioner that adequate safeguards have been made for the protection of that

data (adequacy decision). The omission of the word'or'at the end of the conditions listed in

this part gives the interpretation that all of those conditions listed have to be met before
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data can be transferred across borders. lT appears that this may not have been the intention

and that allthe conditions Iisted are mutually exclusive'

Recommendation:
o Permit transfers to third country where, accounting for the transfer, all of the other

requirements set forth in the legislation will continue to be met.

o Clarify that the conditions listed in part Vl are mutually exclusive. Do this by using the

term "...may transfer personal data to another country where any of the following
conditions is fulfitled" or separate the conditions with the term'or'.

Rationale: Requirement for adequacy decision will have undesirable impact on restricting

free-flow of data. Concerns may be addressed through alternatives like binding corporate

rules, codes of conduct, and certifications.
GDPR Equivalent: Article 49 - Derogations for specific situations 1. ln the absence of an

adequacy decision pursuant to Article 45(3), or of appropriate safeguards pursuant to Article

46, including binding corporate rules, a transfer or a set of transfers of personal data to a

third country or an international organisation shall take place only on one of the following

conditions:
o (a) the data subject has explicitly consented to the proposed transfer, after having

been informed of the possible risks of such transfers for the data subject due to the

absence of an adequacy decision and appropriate safeguards;

o (b) the transfer is necessary for the performance of a contract between the data

subject and the controller or the implementation of pre-contractual measures taken

at the data subject's request;
o (c) the transfer is necessary for the conclusion or performance of a contract

concluded in the interest of the data subject between the controller and another

natural or legal person;

" (d) the transfer is necessary for important reasons of public interest;

o (e) the transfer is necessary for the establishment, exercise or defence of legal

claims;
o (f) the transfer is necessary in order to protect the vital interests of the data subject

or of other persons, where the data subject is physically or legally incapable of giving

consent;
o (g) the transfer is made from a register which according to Union or Member State

law is intended to provide information to the public and which is open to

consultation either by the public in general or by any person who can demonstrate a

legitimate interest, but only to the extent that the conditions laid down by Union or

Member State law for consultation are fulfilled in the particular case.

Where a transfer could not be based on a provision in Article 45 or 46, including the

provisions on binding corporate rules, and none of the derogations for a specific situation

referred to in the first subparagraph of this paragraph is applicable, a transfer to a third

country or an international organisation may take place only if the transfer is not repetitive,

concerns only a limited number of data subjects, is necessary for the purposes of

compelling legitimate interests pursued by the controller which are not overridden by the

interests or rights and freedoms of the data sub.iect, and the controller has assessed all the

circumstances surrounding the data transfer and has on the basis of that assessment

provided suitable safeguards with regard to the protection of personal data. The controller

shall inform the supervisory authority of the transfer. The controller shall, in addition to

providing the information referred to in Articles 13 and 14, inform the data subject of the

transfer and on the compelling legitimate interests pursued.

a

a
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lssue 4: Notification of breach - section 43
o lssue: The proposed legislation requires notification to the Data Protection Officer for all
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instances of breach and not just those that are likely to have an impact on the rights of the
data subject.
Recommendation: Revise to require notification only where breach is likely to result in a risk

to the rights and freedoms of natural persons

Rationale: As currently drafted this could risk inundating the Data Protection Office with
notices for risks that are trivial in terms of impact on rights of individuals. A more efficient
and effective means to enforcement would come from narrowing notification to those
breaches likely to have an impact on individual rights and freedoms
GDPR Equivalent: Article 33 - Notification of a personal data breach to the supervisory
authority: ln the case of a personal data breach, the controller shall without undue delay and,

where feasible, not later than 72 hours after having become aware of it, notify the personal

data breach to the supervisory authority competent in accordance with Article 55, unless

the personal data breach is unlikely to result in a risk to the rights and freedoms of natural

persons. Where the notification to the supervisory authority is not made within 72 hours, it
shall be accompanied by reasons for the delay.

lssue 5: Penalties
o lssue: The fines set forth in the proposed legislation are not clearly mapped to the likelihood

or severity of the breach.
o Recommendation: Affirm that the penalties accorded for violations of data protection rules

should be consummate to the nature, gravity, and extent of the infringement
o Recommendation: Lack of clarity on how fines will be applied creates significant ambiguity

for processors about how penalties will be assessed and could have a chilling effect
considering the steep penalties contemplated.

o GDPR Equivalent: Article 84 - Penalties: Member States shall lay down the rules on other
penalties applicable to infringements of this Regulation in particular for infringements which

are not subject to administrative fines pursuant to Article 83, and shall take all measures

necessary to ensure that they are implemented. Such penalties shall be effective,
proportionate and dissuasive .

lssue 6: Part V - Grounds for Processing of Sensitive Personal Data Sections 44-47
o lssue: Special personal data may not be processed according to all legitimate bases and

exceptions provided are very narrow (e.9. religious and political institutions for their
membership) even where other parties may have legitimate interests

o Recommendation: Allow processing according to all of the Iawful/legitimate bases provided,

provided that the unique sensitivity of the data must be accounted for in assessing the
processing and necessary safeguards

o Rationale: There may be strong legitimate interests in processing of sensitive data categories

that are not provided for by the close-ended list of exceptions. Where data controllers are

accounting for the nature of the data in assessing whether the interests are legitimate and in

determining what safeguards are required processing may still be considered lawful.

o GDPR Equivalent Language: 1. Processing of personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, or trade union membership, and the
processing of genetic data, biometric data for the purpose of uniquely identifying a natural

person, data concerning health or data concerning a natural person's sex life or sexual

orientation shall be prohibited.
o 2. Paragraph 1 shall not apply if one of the following applies:

o (a) the data subject has given explicit consent to the processing of those personal

data for one or more specified purposes, except where Union or Member State law

provide that the prohibition referred to in paragraph 1 may not be lifted by the data

subject;

a
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o (b) processing is necessary for the purposes of carrying out the obligations and

exercising specific rights of the controller or of the data subject in the field of
employment and social security and social protection law in so far as it is authorised
by Union or Member State law or a collective agreement pursuant to Member State

law providing for appropriate safeguards for the fundamental rights and the
interests of the data subject;

o (c) processing is necessary to protect the vital interests of the data subject or of
another natural person where the data subject is physically or legally incapable of
giving consent;

o (d) processing is carried out in the course of its legitimate activities with appropriate
safeguards by a foundation, association or any other not-for-profit body with a

political, philosophical, religious or trade union aim and on condition that the
processing relates solely to the members or to former members of the body or to
persons who have regular contact with it in connection with its purposes and that
the personal data are not disclosed outside that body without the consent of the
data sub.iects;

o (e) processing relates to personal data which are manifestly made public by the data

subject;
o (f) processing is necessary for the establishment, exercise or defence of legal claims

or whenever courts are acting in their judicial capacity;
o (O) processing is necessary for reasons of substantial public interest, on the basis of

Union or Member State law which shall be proportionate to the aim pursued, respect

the essence of the right to data protection and provide for suitable and specific
measures to safeguard the fundamental rights and the interests of the data subject;

o (h) processing is necessary for the purposes of preventive or occupational
medicine, for the assessment of the working capacity of the employee, medical

diagnosis, the provision of health or social care or treatment or the management of
health or social care systems and services on the basis of Union or Member State

law or pursuant to contract with a health professional and subject to the conditions

and safeguards referred to in paragraph 3;

o (i) processing is necessary for reasons of public interest in the area of public health,

such as protecting against serious cross-border threats to health or ensuring high

standards of quality and safety of health care and of medicinal products or medical

devices, on the basis of Union or Member State law which provides for suitable and

specific measures to safeguard the rights and freedoms of the data subject, in
particular professional secrecy;

o (j) processing is necessary for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes in accordance with Article 89(1)

based on Union or Member State law which shall be proportionate. to the aim

pursued, respect the essence of the right to data protection and provide for suitable

and specific measures to safeguard the fundamental rights and the interests of the
data subject.
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I refer to your recent public notice inviting members of the public to submit representations

they mayhave on the above bill' Please find below my representations'

Before I give my representations, I should like to strongly object to the very short time

provioeoior members of the public to give their views to their matter.

It is scandalous and, almost certainly unconstitutional, as well as against the National

Assembly,s pwn guio;nce, to only give 3 working days (1 1th - 1 6th July 2019) for

contributions on what is, without any doubt, a very important piece of legislation that seeks to

give further effect to the constitutional right to privacy' lt is further regrettable that' despite

request for additional time for public represeniatives, you have chosen to stick to the original

deadline.

ltissincerelyhopedthatyouwillconsidertheissueforthefutureandallowenoughtimefor
membersofthepublicachancetoexercisetheirconstitutionalrightofpublicparticipation.

It is welcome that parliament has finally decided to enact data protection legislation for

Kenya.Therehasbeenalacunainourlaws,especiallysincetheadoptionofthenew
Constitution almost 10 Years ago'

Having had a chance to read through the bill, I have the following observations' points to be

clarified and suggestions to make. kinOty bring them to the attention of the relevant

departmental committee on my behalf'

1. The bill creates a new state office: the Data Protection commission (DPC)' Unlike

similar constitutional commissions, for example, the commission on Administrative

Justice(CAJ)andtheKenyaNationalHumanRightsCommission(KNHRC)thereis
no public vetting or any form of public participattn in the appointment of the DPC'

lnstead, this rolJ is left io the Public Service Commission (PSC)' Given the importance

that is being given to this new office (state office, security of tenure' under the

jurisdiction i iire satary and Remun"ruiion commission (sRC), Parliament should

consider adopting the same recruitment process for the DPC as currently applies to

constitutional commissions and inoup"no"nt office holders such as the Director of

PublicProsecution,theAuditorGeneralandthemembersoftheCommissionon
RevenueAllocation.Thesameprincipleappliestotheprocessofremovalfromoffice
of the DPC. Parliament should 

"on"iA"t 
piescribing the removal process set out in

Article 251, constitution of xenya (coK) 2010 to be applicable to the- removal of the

DPC.ThiswouldbeinkeepingwiththeietterandthespiritoftheCoK;
2. The bill allows nomination of three people, listed in the order of merit, to be fon,varded

to the respo".iui" c"ui"et Secretary (cs) from .whilfr;the cs 
Y,:ouo"" 

one person'
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This provision allows for considerations other than merit to be used by the cs to makethe appointment' This cannot be right as it allows tne cs to consider extraneousfactors' not provided for in the law or clearly known to either the candidates or lhegeneral public' in making the appointment. 
'partiament 

snouto provide that only thecandidate who meets the recruitment criteria set by tne psc is recommended for andappointed by the CS;

3' while the bill provides a time-frame for the filing of any vacancy in the office of theDPC' it does not provide how soon after such u"r"""n"y"rises that the recruitmentprocess shourd commence. This contrasts to how vacancies in most of theindependent commissions or offices are filled: within 14 days of a vacancy arising. Tosafeguard the effectiveness of the office of the Dpc,-iarliament should expliciilyrequire the cS to notify the PSC of a vacancy in the office of the Dpc within 14 daysof such a vacancy arising;

4' Parliament has a duty to be prudent about the use of public resources. ln the respect,it is not clear why role of the DPC cannot be fulfilled by cAJ. The cAJ if already upand running' there are current moves to require it to have offices in each county. lnaddition' the cAJ already has mandate to enforce the Access to lnformation Act,2016,inctuding the rights underArt.3s(2), coK,20.r0. Th.;;;;yforsetring up new Dpcwould be better spent increasing capacity of an existing siale agency that seems to bemaking a difference in people's lives. This would also u-aoi""" some of the governanceand structural weaknesses of the new DpC as set out uOoru;

5' ls the definition of "personal data" in the bill the same as the one parliament has givento "personar information" in the Access to rnformation, Act,2016, which imprementsArt. 35, CoK,2010?

6' How will the bill, if enacted without changes, affect the abitity of a deceased person,srelatives/executors/administrators deal with the deceased person,s personal data in

ll"u,Trtun"u 
of an explicit and verifiable authorisation rrom ihu d"""r.uo oerore ineir

7 ' The bill's provision regarding processing of personal data for children seems verydraconian and could well be in'breach or the iights or cnitiien. since, under the tawsof Kenya, a chird is anyone under, the ag6 0r ra vears, the requirement forparentar/guardian consent, which may be.appropriate ror, say a chird of 5 years, wourdbe totaily inappropriatg fora chird of say, 13 - 17 y"ur"-ini."eeds to be reconsideredto ensure that, while the right of childien is protected, it is also recognised that theymay want to access services that require them the girl1n"i, personal details ininstances they may not want to involve.their parents aio guaroians. Related to this,the duty of data processers and controllers to be able to ,iriry the age of their usersneeds to be thought through. As it currenfly stands, the bilr may end up making it arequirement of data processers to verifu ih" ug" of all-their users as the defaultposition' This would then defeat the whole ooleJt of the uiti wnicn is to control howpersonal data is used, based on the principle of only requiring disclosure of the leastamount of information needed for a particui"r prrpo."; ,B' The removal of a duty of a data pro."".ol. or controller to inform data subjects of theftor unauthorised access of personal data where such data hal ueen encrypted shouldbe revised and removed. People should be told wnen tneir oata has been hacked,even if the same is said to have been encrypted. They can then be on the rook_out in

T
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case such data is decrypted by the hackers or, if they so wish, make informed decisions

whether they still wish to deal with organisations who have suffered data breaches- ln

addition, a duty to report data breaches, even when this was encrypted, will provide

additional reason for data processors and controllers to take their legal duty to protect

personal data seriously;

9. lt is inconceivable how Section 51(2Xb) of the bill can be constitutional as it effectively

repeals Art.31(cXd), CoK,2010. Matters of national security and public order are

adequately covered by 51(2)(c). lt is instructive that there was an attempt to insert a

similar provision in the draft CoK. The same constitutional bar may apply to the power

given to the DPC under sec. 54. Same had been sneaked into draft coK, 2010;

10. lt seems to me the penalties provided for in the bill for breaches are totally inadequate'

Many of data processors and controllers who will be bound by the Act are international

corporations whose business model is based on their exploitation of personal

information - Facebook, uBER, Google, Amazon, Netflix, etc. For these organisations,

a maximum fine of Ksh 5M will not have any effect whatsoever to act either as a

deterrent or a punishment for failure to comply. The DPC should have the power to

levy unlimited fines for administrative breach, or at the very least, up to a maximum of

Ksh 20M. lt is also not explicit the basis of the 2o/o flne on turn-over for breaching an

undertaking applies to a company's global annual turnover or just for their operations

in Kenya. li is imperative for Parliament to clarify this and close what seems to be a

loophole and, just like the European Union's General Data Protection Regulations

(GDPR),the2%isbasedontheorganisation'sglobalturnover'

I would be most grateful if you could kindly confirm receipt of my submissions. Please further

advise.me regarding the progress of the billthrough the legislativcprocess'

Yours sincerely,

Karanja Matindi

1610712019
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Choirperson: Hon. Florence Kojuju, MBS

Vice-Choirperson: Mr.Woshington Soti

Commissioner: Mrs. Lucy Ndung'U,EBS,HSC

Mr. Michoel Sioloi, EBS

Clerk of the Notionol Assembly
First Floor, Porlioment Buildings
P. O. Box 41842 - 00.l00
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Further to our letter doted 23,o September 20ig submitting the
Commission's views on the Doto Protection Bill, 2019.

Kindly receive wormest compliments from
Administrotive Justlce (Office of ihe Ombudsmon).

N. FLORENCE KAJUJU, MBS

CHAIRPERSON OF THE COMMISSION

the Commlssion on

the
ond

We hereby fonarord odditionol comments CIs directed by
Deportmentol committee on communicotion, lnformotion
lnnovotion during the meeting held on Monday,23'd September 2019

We thonk you for your continued support ond ossure you of our highest
regords.

Yours sincerely, .ilVI,J
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THE COMM\ I SSION ON ADMINISTRATIVE JUSTICE

":ffice of lhe Ombudsmon"

REWz r EW OF TEGISLATIVEIBOPoSAII

t
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f ter the "Commissio
rtn .,, entol Cornmittee n Communicotion, lnformotion ond lnnovotion on
ef,rtember, 2019 of Win sor Hotel, Noirobi
o\'',mi.sion 

tobled its r-=--_remorondum ond orising from the presentotion, the

i'ltt." directe<l the Co r---nmission to submit odditionol informotion on mottersISssd 
during tt.re meet r r-----rg.

t^'tFs, the Comrnission f r--------rrther submits os hereunder:

l) =tttotive 
Gruoronte- of tndependent Oversighl in the lmptemenlolion of o'U rrdomenlot Right

tlS right to protectio F=---- of personol dotq provided for under the proviso of
- | vocy stipuloted in zArticle 3l of lhe Constitulion is o fundomentol right

+- =ognized u nder th--_ bill of rights in Chopter 4 of the Constilulion. The foct

:l\t this right is ther:=- fore socrosonct ond must be highly sofeguorded'\ nnot be gqinsoid.

I i ts eorlier r-nemorcr r----L dum, the Commission guided by internotionol best
rf\ctic e hod subst ntiolly enumeroted why the oversight of thern blementotion of thi 

-
right ought to be given to on independent institution.

the Office of the Dqto Commissioner is independent,
rnportontly not subservient to the Executive, the

\rder to en sure tho t-
bortiol on

\ mmission hod gon further to emphosize thot the institution tosked with

L

Assemb y ir-r

d most

'----zited the Commission on Administrotive Justice

r--------r") to moke orol submissions on the obove bill to the

n
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enforcementofthisrightmustbeindependentinstitutionestoblishedu
Article 59 of the Constilution'

Followingextensiveconsultotionsondofterossessmentofthemondo
thedifferentconstitutionolcommissionsestoblishedunderArticle59,
defunct commission on lmplementolion of the constitution

recommendedthotthemosteffectivemechonismtooverseeonde.
effective reotizotion of the rignt ; privocy (Article 3l ) ond the rig '

occesstoinformotion(Article35)istheCommissiononAdminist
Justice(CAJ).AttochedistheClCletter,ouditreportondproposed
ProtectionBillof20i2nrcirkedosAnnexfurel,2and3respectively.

ltthereforeComeosnosurprisewhenCAJ,beingthemostsuitobleA
5gCommission,wosgiventhemondoteofoversightondenforcem
the right to informotiln under the Access to lnformotion Act' 20]6'

then,theCAJhosbeenpromotingoccesstoinformotionosfundor
pillortosociol,economiconddemocroticgovernoncegiventhot<
to informotion focilitotes ond oids tronsporency ond occountobility'

lnthedischorgeofitsmondoteundertheAccesstolnformotion(A'
2o16,the CAJ hos been hondling issues reloting to personol doto

following woYS:

i) The CAJ hos hod to deny requests for informotion to

unworronted invosion of privocy os stipuloted under section

of the Access to lnformotion Act'

ii) The CAI while invoking Article 35(2) of the Constitution ond

13oftheATlAct,hosolsobeenredressingConcernsrelo
wrongtul copture of personol doto through hondling request

correction of personol informotion such os informotion on l'

identity cords, birth certificotes etc'

ln these ways, the CAJ hos therefore been promoting the prote-

n:: : *;}j,n:* [ tttttttttttttttti; 

" 

il"- c o n s ti t u t i o n o n d s e cti o n 2 I ( 1 x s'

lnlightoftheoboveondbeingthottherighttodotoprotectionon
toinformqtionoreComplementoryrightsrelotedtoinformotion,
protection function should ideolly be Lndertoken by the CAJ'

I
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2. Leveroge on Existing lmplemenlotion Fromework

With the enoctment of the Access to lnformotion (ATl) Act in 2016 ond the
subsequent oppointment of the current commissioners in August 2018, the
Commissioners set out the structures towords the operotionolizotion of the
ATI Act by:

i. designoting one of its commissioners os on "Access to lnformotion
Commissioner". This Commissioner, os provided under section 20(3)

of the ATI Act is specificolly responsible for performing the functions
ossigned to the CAJ under the (ATl) Act.

ii. designoting officers to specificolly hondle requests on occess to
informotion who hove further been troined on the some.

iii. Equipping regionol offices ond its officers to hondle ATI requests,

reviews ond redress such thot Kenyons do not hove to physicolly

come to the Commission's heod office in Noirobi.

iv. The Commission in the proposed Strotegic Plon (2019-2023) is

introducing o strotegic objective on occess to informotion which
wos not there in the previous strotegic plon ond which creotes
structures of.implementing the ATI function from the notionol to the
grossroots level. With the lounch of this new strotegic plon, the CAJ

will opprooch the Notionol Treosury for odditionol budgetory
ollocotion through the supplementory budget os odvised by the
lotter. ln od.dition, the CAJ hos been directed by the Notionol
Assembly Justice ond Legol Affoirs Committee to strotegize on the
octuolizotion of the ATI Act.

v. As required under the ATI Act, the CAJ hos ensured thot oll public
institutions of both levels of government hove oppointed lnformotion
Access Officers ond furnished CAJ with their contocts for eose of
coordinqtion ond colloborotion. These Officers hove been sensitized

ond troined on their obligotions under the ATI Act.
vi. troined journolists on occess to informotion ond prooctive disclosure

ond how it oids in investigotive journolism while focusing on their role

in ensuring the respect for the right to informotion ond the protection
of personol doto.

vii. octively sensitizing ond educoting members of the public ond its
other stqkeholders on its sociol medio plotforms.

l
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viii. developed ond published informotion, communicotion ond
educotion (lEC) moteriols to guide public officers on prooctive
disclosure ond oid in public educotion nomely:

Access to lnformotion in Kenyo, 2018

Notionol ond County Government Level in Kenyo, 2018

ln order to moinstreom ATI within public institutions, CAJ chompioned for

the inclusion of on indicotor on implementotion of the Act under
Performonce Controcting guidelines. As o result, Ministries, Deportments
ond Agencies (MDAs) submit quorterly reports to the Commission on their

complionce with the ATI Act. CAJ is then stotutorily required to toble on
onnuol report on the some to Porlioment os well os the Cobinet Secretory

ond hos been doing so diligently.

To operotionolize the ATI Act qt the county level, the County Governments
Acl,20l2 in section 96(3) requires county governments to domesticote the
ATI Act. Ihe Commission therefore conied out o survey ossessing public
institutions on the level of complionce with the requirements of the ATI Act.

The findings of the survey were wonting which prompted the CAJ to issue o

circulor (CAJ Circulor No. I of 20.l9 signed by CAJ Choirperson) to oll public

entities listing the informotion thot should be prooctively disclosed os

identified by the ATI Act.

The need for regulotions propelled the CAJ commissioners to speorheod
the development of regulotions under section 25 of the ATI Act by
constituting o multi-ogency toskforce choired by the CAJ Access to
lnformotion Commissioner ond with representotion from the Ministry of lCT,

Kenyo Low Reform Commission, Notionol Council of Persons Living with
Disobility ond other Commission stoff. The Commission is plonning to hold o
series of stokeholder engogement ond public porticipotion on the droft
regulotions before the some is presented to porlioment. Notobly, the CAJ is

currenily in consultotion with the relevont porliomentory committees in o
bid to fost trock the possoge of these regulotions.

t
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Given thot the right to occess to informotion is o focilitotive right, the
Commission's mondote on oversight ond enforcement of the ATI Act is

cruciol not only to the reolizotion of the President's "Big FoUr" Agendo ond
Kenyo's Vision 2030 but olso implementotion of Kenyo's internotionol
obligotions under SDG l6 on peoce, justice ond sirong institutions. ln order
to ensure the country's complionce with its internotionol treoty obligotions
reloting to the right of occess to informotion ond protection of personol

doto, the CAJ hos estoblished mutuol cooperotion ond strotegic
portnerships with locol ond internotionol bodies. Notobly, the Commission

is on occredited member of the lnternotionol Conference of lnformotion

Commissioners (lclC). The Commissioner in chorge of ATI of the Commission

is o Co-convener ond o member of the OGP Steering Committeer.

It is worthy note thot the Commission olso hos funds olbeit minimol, some of
which hos been seporotely ollocoted for the dischorge of functions which
hos enobled CAJ ochieve the obove highlighted ochievements.

With these concrete ond firm structures os highlighted obove, CAJ hos

mode remorkoble progress on implementotion of occess to informotion

ond prooctive disclosure by public entilies in porticulor. And indeed the
recommendotion by CIC to onchor ATI within CAJ wos well informed ond
therefore the Commission proposes thot the enforcement of doto
protection be onchored within the CAJ. ln light of this, the Commission
proposes the ottoched structure for the Office of the Doto Commissioner,

herein morked os onnexf ure 4.

Consequentiol Amendments lo Existing Legislolion

ln the event Porlioment in its wisdom, gives the doto protection function to
the CAJ, some consequentiol omendments will follow os o motter of foct.

i. This is in respect to the quorum of the commissioners os well os the
quolificotions for oppointment os o commissioner of CAJ in seclion 9

ond l0 of the CAJ Act,201 1 respectively. Section 9 of the CAJ Act

l Open Governonce Portnership (OGP) is on initiotive thot brings together government reformers

ond civil society leoders to creote oction plons thot moke governments more inclusive, responsive
ond occountoble.I

5
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should be qmended to moke provision for the Office of the Doto
Commissioner by increosing the number of the commissioners which
must olso not be even in number for eose in voting ond declsion

moking.
Given thot doto protection is o technicol function, section 10 on the
quolificotions should be omended to moke provision for knowledge
in doto science ond informotion technology os proposed under
clquse 7 of the Doto Protection Bill. A coveot must olso be introduced
to the effect thot the selection ponel must ensure lhot one of the
commissioners is well versed ond possesses expertise in doto science
ond informotion technology.
ln oddition, the selection ponel responsible for ihe recruitment of CAJ

commissioners in section I I (2) needs to include representotion of the
Ministry responsible for motters reloting to ICT given thot doto
protection qnd Access to informotion hove o close relotionship with

the overoll function of the Ministry.

HON. ENCE KAJUJU, MBS

CHAIRPERSON OF THE COMMISSION

il

I
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commission for the lmplementation
of the Constitution

. Utekelezaji wa katiba' jukumu la rryote

mwxtgt{os zLAza, ufinauo LAt{78,

wq,sttn*{os
P.O. BOX 48041- OO100, NAIROBI

Tel. No: 0.20.24623 74,070,832640'4,

cickenYa .org, chairPe rson@cickenya-org, Website: www.cickenYa.o

20n September 2012Email

Ref No: CIC 3 /32 /Vol" I

Mr. Otiende Amollo
Chairperson
Cornmission on Administrative |ustice
Prinre Minister's Office Building

Harambee Avenue
NAIROBI

Dear ,l.\.tLr

RE: R,OUNDTAELE MEETING CN TIIE FREEDOM OF INFORT{ATION BItt
TOIZ AND TTiE DAT/I PROTECTION BII,L 2OL2

Reference is made to the above subject matter'

This is to forward copies of the above draft Bills on Articles 35 [on right to

access informationl ana 31 [right to privacy) fgr your consideration.'r'ire r-lills

rtrrere forwarded to the commission for the Imprernentation of the coitstitution

tclc] in July zotL and have been processed in consultation with varior,-s

stakeholders including your office'

The biijs r,vere finally consirlered by the clc at plenary held on- September 4t''' -^

Sth 2012 which resolved to give the mandate of monitoring the provisiotts.of

these laws to the commission on Administrative fustice' As you are aware' the

constitutional responsibility for monitoring the implementation of human

righB lies, in the long run on the Article 5! Commissions' We have coilsidered

the stare responsibiliw in respect of Article 35 and 3L and are persuaced that

the best institution to oversee these laws is the CA) i ather than a sraflttor'1'

body as suggested by the Minisfy of Information and Cotamuuication'
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we have schedubd a roundtabb meeting with the Attorney creneral (AGJ, KenyaLaw Reform commission (KLRCJ, the nairrirty of Information andcommunication and your office to finalize on the bills, to be rruu o, a Monday1st - Tuesday 2"d october 2o12 at cIC boardroom from g:00 am each day.

we wouH like to invite you to participate in the roundtable discussions whereyou may wish to make your comments on the additionai;;6;;ibilities adedto the CA|.

ft}Iffi}rf,,l."ur anendance with chrisrine Njeru at sni@

l

I

/l
Yours il

\ L/.

tt-_
tu( )- rl

J
Charles Nyachae
CHAIRPERSON
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Commission for the Implementation
of the Constitution

Utekelezaji wa katiba, jukumu la wote

CIC AUDIT REPORT ON THE FREEDOM OF INFORMATION BILL 2012 AND
DATA PROTECTION BILL 2012.

The Commission on the Implementation of the Constitution (CIC) received the Freedom

of Information Bill and Data Protection Bill in July 201 1. The Bills as received had been

consolidated prior to the promulgation of the Constitution and therefore required to be

realigned to the provisions of the Constitution of Kenya2010. CIC appointed to focus on

the bills in tandem as the two bills arc greatly dependant on each other and further opted

to prioritize the bills given their impact. This was undertaken bearing in mind that the

bills are among those scheduled for enactment within five years.

cIC held an internal audit of the bills before engaging the services of a consultant in

August 2011 to work with CIC in auditing the bills to ensure compliance with the letter

anJspirit of the Constitution as well as the provisions of international instruments which

sub.ject to article 2 of the Constitution form part of the laws of Kenya. CIC also held a

,o..ting with the Ministry of Information and Communication to discuss some of the

concerns arising from the'initial audit.

CIC held a number of stakeholder consultations which brought together representatives

from Government Ministries and Departments, Non-Governmental Organizations and

academia to cleliberate upon the proviiions of the Bills. In one of the consultations the

stakeholders were advised that the Freedom of Information network had worked on a

separate Freedom of Information Bill and the meeting resolved that the two bills should

be consolidated, which was subsequently undertaken. In addition, the stakeholders noted

the need for further consultations on the Data Protection Bill due to the complexity of the

content, and as a resolve the Ministry of Information and Communication developed an

explanatory memo to guide stakeholders.

The stakeholder consultations were followed by a plenary held on 4& and 5ft September

zolz to review the Bills to ensure compliance with the letter and spirit of the

Constitution.

Page I of3
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KEY ISSUES ARISING FROM THE FREEDOM OF INFORMATION AIID
DATA PROTECTION BILLS:

1. Oversight Mechanism under the Freedom of Information and the Data
Protection Bills 2012:

Following extensive consultations as to the most effective mechanism to oversee and

ensure effective realization of the right to privacy (article 31) and the right of access to

information (article 35), CIC plenary resolved that that articles 3l and 35 relate to the

rights under the Bill of Rights whose oversight mechanism is as provided under article 59

of the Constitution. After assessment of the mandates of the different Constitutional
Cormnissions established under article 59 the plenary concluded that the Commission on

Administrative Justice (hereinafter 'Commission'), being a constitutional commission,

was the most suitable entity to carry out these functions. The plenary noted that not only

is there a constitutional duty to enforce these rights, but also that the Commission on

Administrative Justice is also assured of funding and infrastructural accommodations to

easily and readily enforce the provisions of the two laws.

It was also noted that the membership of the Commission is subject to the most

penetrating scrutiny by the National Assembly. The Commission was also established for
among other reasons to guarantee the constifutional rights of citizens to fair
administrative action as provided in articl e 47 of the Constitution and equally, concerns

raised aS to the oversight mechanism being a specializbd entity can always be catered for
under the mandate of the Commission wherein the Commission has constitutional powers

to get this specialized expertise within its own internal mechanisms.

Moreover, under comparative and international practice, the constitution's supremacy in

article 2 (5) and (6) provides that "the general rules of international law" and "any treaty

or convention ratified by Kenya shall form part of the law of Kenya". As such,

international best practice relating to FOI oversight indicates that there are four main

types of oversight bodies:

(a) Office of the Information Commissioner (as in the UK, Ireland, Slovenia, Serbia and

Hungary). In Hungary, both the FOI and Data Protection functions are combined in one

offi ce-Data Protection and lnformation commissioner
(b) Commission or lnstitute (Mexico, Portugal)
(c) Ombudsman is given the right of oversight (Sweden, Norway, Bosnia, New Zealand)

(d) Other body given the oversight of the right (South Africa, Turkey)

It is pertinent to note that international law does not oblige states to create an oversight

body for freedom of information but there are collateral obligations that implicitly
suggest the need for such a bodY.

(i) The Human Rights committee in General Comment no 34 on article 19 imposes

an affirmative obligation to enact the necessary procedures whereby one may gain

access to information. 
page 2 of 3
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(ii) This obligation was further enunciated by the Inter American Court on Human

Rights in Claude Reyes et al vs. Chile where it was found that the obligation

"includes establishing an appropriate administrative procedure for processing and

deciding requests for information.

(iii)The Council of Europe in a 2002 recommendation on access to official
documents stated an applicant should have access to a review procedure before a

court of law or another independent and impartial body established by law.

(iv) Under the2002 Declaration of Principles on Freedom of Expression in Africa,
a refusal to disclose information shall be subject to appeal to an independent body

andlor the Courts.

Further in providing for the Commission as the suitable mechanism to receive and redress

complaints in cases where the right is violated, the Bill further provides for appeal of the

decision of the Commission to the High Court of Kenya.

2. Enhancing Access to Information

The Freedom of Information Bill 2012 was duly redrafted to ensure that emphasis on the

bill is on the right of access to information as opposed to the oversight mechanism as was

initially drafted.

In addition the Bill was reviewed to ensure that access to information relates not only to
information held by public entities but also private individuals.

3. Limitation to the right to privacy and the duty to notify.

The Data Protection Bill 2012 further limits the right to privacy under article 31to

information that is in the public domain.

The Bill further emphasizes upon the need for an agency collecting personal information
to duly notiff the data subject of among other issues the purpose of its collection and the

intendeci recipients.

Concluding Remarks:

As mentioned above, in review of the bills, CIC ensured that the Bills complied with the

letter and spirit of the Constitution. ln addition, CIC also ensured that the Bills were not
in conflict with other existing legislation including the recently enacted National
Intelligence Service Act 2012.

Page 3 of3
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The Data Protection Bill,20l2

ARRANGEMENT OF CLAUSES

Clause

PART I - PRELIMINARY

1- Short tifle.

2- Interpretation.

PART II _ PERSONAL INT'ORMATION PROTECTION PRINCIPLES

3- Objects of this Act.

4- Principles of data protection.

5- Right to protection of privacy.

6- Limitation.

7-Data processing.

8-{ollection of personal infonnation.

9- Exemption.

lG- Duty to notiff.
I l- Protection and security of personal information.

12- Access to information.

1 3-Correction of information.

14- Use of information.

15- Storage of information.'

I 6- Misuse of information.

17- Commercial use of data

18-Use of unique identifiers.

I9- Interference with personal information

PART III _ CONT'ERMENT ON TITF'. COMNIISSION OF OVERSIGIIT ANI)
ENT'ORCEMENT X'I]NCTIONS AND POWERS

I
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The Data Protection Bill,20l2

20- Role of the Commission on Administrative Justice.

2l- Functions of the Commission.

PART IV- COMPLAINTS, PROCEEDINGS AND SETTLEMENTS

22- lllLqrtry into complaints.

23- Proceedings on complaints

24- Settlement of complaints.

PART V- POWERS ATID REMEDIES

25- Powers and Remedies of the Board on the complaint
2G-Damages.

PART VI - MISCELLAIYEOUS PROVISIONS
27 - Protection against certain actions.

28- Offences.

29- Regulations.
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The Data Protection Bill,20l2

TmPERSoNALDATAPROTECTIoNBILL'2012

A Bill for

Alt ACT of parliament to give effect to Article 31(c) and (d) of the Constitution;

to regulate the collection, retrieval, processing, storing, use and disclosure of

personal data and for connected purposes

PART I- PRELIMINARY

Shorttitte. l. This Act may be cited as the Personal Data Protection Act,

2012.

Intcrpretation. 2.(1) In this Act, unless the context otherwise requires -

"agency''includes pubtic entities and private bodies;

"cabinet secretary" means the cabinet Secretary responsible for

information and communications;

,,commission,, means the commission on Administrative

Justice established by section 3 of the commission on

Administrative Justice Act, 201 I ;

No....of 2012.

" Court" means the High Court or any other court with
jurisdiction under any law to adjudicate over matters relating to

data protection;

"data" means information which-

(a) is being processed by means of equipment operating'- 
automatically in response to instructions given for that

pu{pose;

(b) is recorded with the intention that it should be processed by

means of such equipment;

(c) is recorded as part of a relevant filing system or with the

intention that it should form part of a relevant filing system;

(d) where it does not fall under paragraph (a), (b) or (c), forms

I
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The Data Protection BiIl,2012

part ofan accessible record;

(e) is recorded information held by public entity and does not
fall within any of paragraphs (a) to (d);

"data controller" means a person who, either alone or with
others, controls the contents and use of personal information;

"data equipment" means equipment for processing data;

"data processor" means a person who processes personal
information on behalf of a data controller but does not include an
employee of a data controller who processes such information in the
course of his or her employment;

"data subject" means an individual who is the subject of
personal information;

"disclosure", in relation to personal information, includes the
disclosure of information extracted from such data and the transfer
of such data but does not include a disclosure made directly or
indirectly by a data controller or a data processor to an employee or
agent of his for the purpose of enabling the employee or agent to
carry out his duties; and, where the identification of a data subject
depends partly on the data and partly on other information in the
possession of the data controller, the data shall not be regarded as
disclosed unless the other information is also disclosed;

'operson" has the meaning assigned to it in Article 260 of the
Constitution;

"personal information" means information about a person,
including, but not limited to -

(a) information relating to the race, gender, sex, pregnancy,
marital stafus. national, etlnic or social origin, colour, a1a,
physical or mental health, well-being, disability, religion,
conscience, belief culture, language and birth of the
individual;

(b) inforrnation relating to the education or the medical,
criminal or employment history of the individual or
information relating to financial transactions in which the

4



The Data Protection Bill,2012

I.
i
{

No.-..of-....

individual has been involved;

(c) any identifring number, symbol or other particular assigned

to the individual;

(d) the fingerprints, blood type or contact details including
telephone numbers of the individual;

(e) correspondence sent by the individual that is implicitly or
explicitly of a private or confidential nature or further
correspondence that would reveal the contents of the

original correspondence to a third party;

(f) a person's views or opinions about another person ; and

(g) any information given in support or relation to a grant,

award or prizb proposed to be made to an individual;

"processing" means perforrning automatically logical or
arithmetical operations on data and includes-

(a) extracting any information constituting the data; and

(b) in relation to a data processor, the use by a data controller of
data equipment in the possession of the data processor and

any other services provided by him for a data controller, but

does not include an operation performed solely for the
purpose of preparing the text of documents;

"public entity" means- -
(a) any public office, as defined in Article 260 of the

Constitution; or

(b) any entrty perforrring a function within a commission,

offrce, agency or other body established under the Constitution;

"record" in relation to an agency, means a document or any other
source of information compiled, recorded or stored in written fonn,
on film, by electonic process or in any other manner or a record
made or kept by a person acting under the authority of law or
exercising other official function;

'r
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The Data Protection BiIl,2012

"secretar5r" has the meaning assigned to it by section 2 of the
Commission on Administrative Justice Ac! 2011;

PART II - OBJECTS AI\[D PERSONAL INT'ORMATION
PROTECTION PRINCIPLES

objects of this Act. 3. The objects of this Act include to -
(a) grve effect to the right of every person to privacy as provided

under Article 3l (c) and (d) of the Constitution;

(b) protect a person's right to privacy for their personal data with
regard to their private and family life subject to this Act; and

(c) safeguard personal data from use or disclosure which is not in
the interest of the data subject except in terms of this Act.

Principles ofdata
protection.

a.(1) The principles of data protection include that 
-

(a) infomration is collected or stored if it is necessary for or
directly related to a lawful, explicitly defined purpose
and does not intrude upon the privacy of the data
subject to an unreasonable extent;

(b) inforrration is collected directly from and with the
consent ofthe data subject;

(c) data subject is informed of the pu{pose of any
collection of infonnation and of the intended recipients
of the inforrnation, at the time of collection;

(d) information is not kept for any longer than is necessary
for achieving the purpose for which it was collected;

(e) information is not dishibuted in a way incompatible
with the purpose for which is was collected that is with
direct consent and subject to any notification that would
athact objection;

(f) reasonable steps are taken to ensure that the information

I
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The Data Protection Bill,2012

Right to protection of
privacy.

Limitation.

Data processing.

Collection of personal
information.

processed is accurate, up to date and complete;

(g) appropriate technical and organizational measures are

taken to safeguard the data subject against the risk of
loss, damage, destruction of or unauthorized access to
personal inforrnation; and

(h) data subjects are allowed a right of access to their
personal information and a right to demand correction if
such information turns out to be inaccurate.

5. Every person has a right to privacy with respect to their personal
data relating to their private and family life.

6. (l) The right to privacy may be limited in order to safeguard
overriding legitimate interests of another person and the limitation
must be carried out using the method that is least intrusive to the
data subject.

(2) The right to privacy is presumed to be lost due to the general

availability of the data being in the public domain

7. Where personal data conceming adata subject is destined for
automated or manual processing the data subject shall have the
right on request to the following- 

-(i) information on the person processing data
concerning him or her;

(iD

(iiD

(iv)

place of origin of the data;

use of the data collected;

any other person to whom the data is
hansmitted;

(v) rectification of incorrect datz and the right to
erasure of illegally processed data.

8. (1) Personal information shall not be collected, stored or used
by a person-

(a) by unlawful means; or

(b) by means that, in the circumstances, intrude to an
unreasonable extent, upon the personal aflairs of the

7
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The Data Protection Bill,2012

data subject except in terms of this Act or any other
written law.

(2) A data controller shall, with respect to personal
information kept by him or her, comply with the following
limitations -(a) the information is collected for a lawful purpose

connected with a function or activity of the agency;
and

(b) the collection of the information is necessary for that
purpose.

(3) An agency which collects personal inforrnation may collect the
information directly or indirectly from the data subject concerned.

9. Notwithstanding the provisions of section 8 (2), , an agency
shall not be held to have collected the infonnation unnecessarily
where it can demonstrate on reasonable grounds that -

(a) the information is publicly available information;

(b) the data subject authorised collection of the
inforrnation from someone else;

(c) non-compliance would not prejudice the interests of
the data subject;

(d) non-compliance is necessary -
(i) to avoid prejudice to the maintenance of law

and order by any public sector agency,
including the prevention, detection,
investigation, prosecution, and punishment of
offences;

(ii) or the enforcement of a law imposing a
pecuniary penalty;

(iii) for the protection of the public revenue and
property;

(iv) for the conduct of proceedings before any
Court or the Cornmission, being proceedings
that have been commenced or are reasonably

I
I

Exemptions.
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The Data Protection Bill,20l2

Duty to notiff.

in contemplation; or

(v) for purposes of exemptions set out in the
Freedom of Infomration Act;

(e) compliance would prejudice the pu{poses of the

collection;

(0 compliance is not reasonably practicable in the

circumstances of the particular case;

G) the information -(i) will not be used in a form in which the data

subject is identified; or

(ii) will be used for statistical or research purposes

and will not be published in a form that could
reasonably be expected to identiff the data

subject; or

(h) the collection of the inforrration is in accordance with
an authority granted under this Act or any other
written law.

10. (1) Where an agency collects personal information directly
from a data subject, the agency shall take such steps as are in the
circumstances reasonable to ensure that the data subject is aware of

(a) the fact that the information is being collected;

(b) the purpose for which the information is being
collected;

(c) the intended recipients of the information;

(d) the name and address of the agency that is collecting
the infomration and the agency that will hold the
information and whether or not any other agency will
receive the information;

9
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The Data Protection Bill,2012

(e) where the collection of the information is authorised
or required by or under law -
(1) the particular law by or under which the

collection of the infomration is so authorised or
required; and

(ii) whether or not the supply of the information by
that data subject is voluntary or mandatory;

(iii) protocols to comply with the law

(0 th" consequences ifany, for that data subject ifall or
any part of the requested information is not provided;
and

(g) the rights of access to, and correction of personal
information provided under this Act.

(2) The steps referred to in subsection (1) shall be taken before
the information is collected.

(3) Where-

(a) it is not practicable to comply with subsection (1) before
collection of information; or

(b) the whereabouts of the data subject are not known,

the person collecting information shall, as soon as practicable after
the information is collected, comply with subsection (l).

(4) An agency shall not be required to take the steps referred to
in subsection (t) if the agency has taken those steps on a recent
previous occasion when collecting the same information or
information of the same kind from that data subject:

Provided that the agency shall notiff the data subject where
information is to be used for a different purpose from the one for
which the information was collected previously.

(5) An agency shall noti& a datasubject that a waiver ofrights
under this Act will be construed as consent and authorisation
for collection of information.

10



The Data Protection Bill,20t2

Protection and security
ofpersonal
information,

Access to information.

ActNo.... of

Act No....of...

Corection of
information.

ll.An agency that holds personal information shall ensure that

(a) the information is protected, by such security
safeguards as are reasonable in the circumstances
against -
(i) loss;

(ii) access and use by an unauthorised person,
modification, or negligent disclosure or use,
except with the authority of the agency that
holds the information; and

(iii) negligence; and

O) if it is necessary for the information to be given to a
person in connection with the provision of a service to
the agency, everything reasonably within the power of
the agency is done to prevent unauthorised use or
unauthorised disclosure of the infomration.

72. (l) Where an agency holds personal information or where an

individual believes that an agency is holding personal information
regarding him or her, in such a way that it can readily be retrieved,
the data subject shall be entitled -

(a) to obtain from the agency confirmation of whether or
not the agency holds such personal information; and

(b) to have access to that information.

(2) Subsection (l) does not apply to information that is exempted
from access under the Freedom of Information Act.

(3) The procedure for a request for access to information under
subsection (l) shall be as provided under the Freedom of
Information Act.

13. (1) Pursuant to Article 35 (2) of the Constitution, where a
person holds personal information, the data subject shall be entitled
to request correction or deletion of untrue or misleading
information.

I
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The Data Protection Bill,2012

(2) A person who holds personal infonnation shall, if so

requested by the data subject or on his or her own initiative, take
steps to correct, or delete untrue or misleading information.

(3) A denial of a request made under subsection (1) shall be
in writing disclosing the grounds for the denial of the
request.

(4) A request for correction may be denied on the basis that
the request does not amount to'a correction.

(5) Where an agency that holds personal information
denies a request by the data subject to correct, or delete untrue or
misleading, information, the agency shall, if so requested by the
data subject, attach to the information that it holds, in such a

manner that it will be read with the information that it holds, a

statement provided by the data subject making the request.

(6) Where the agency has taken steps under subsection
(5), the agency shall, if reasonably practicable, inform each person
or body or agency to whom the personal information has been
disclosed of those steps.

(7) Where an agency receives a request made pursuant to
subsection (1), the agency shall inform the data subject of the action
taken as a result of the request.

14. An agency that holds personal information shall not use the
information without taking reasonable steps to enstue that, having
regard to the pu{pose for which the information is proposed to be

used, the information is accurate, up to date, complete, relevant, and
not misleading.

15. An agency that holds personal information shall not keep the
information for longer than is required for the purposes for which
the information may lawfully be used.

16. An agency that holds personal information that was obtained
in connection with one purpose shall not use the information for any
other purpose.

I
t
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Commercial use of
data.

Use of unique
identifiers.

*

Chapter 470

Interference with
personal information.

Role of the
Commission.

'11. A person shall not use for commercial purposes personal

information obtained pursuant to the provisions of this Act unless-

(a) given express consent by data subject; or

(b) authorised to do so under any other written law

1S. (1) An agency shall not assign a unique identifier to an

individual unless the assignment of that identifier is necessary to
enable the agency to carry out any one or more of its functions
efficiently.

(2) An agency shall not assign to an individual a unique
identifier that, to that agency's knowledge, has been assigned

to that individual by another agency, unless those two
agencies are associated persons within the meaning of the
Income Tax Act.

(3) An agency that assigns unique identifiers to individuals shall
take all reasonable steps to ensure that unique identifiers are

assigned only to individuals whose identity is clearly
established.

(4) An agency shall not require an individual to disclose any
unique identifier assigned to that individual unless the

disclosure is for one of the purposes in connection with
which that unique identifier was assigned or for a purpose
that is directly related to one of those

n 9. For the purposes of this Act, a person who interferes with
personal information of a data subject or practices breaches in
rolation to personal information that relates to the data subject
commits an offence and is liable, on conviction, to a fine not
exceeding Kshs. 100,000 and to a term of imprisonment not
exceeding two years, or to both .

PART TII - CONT'ERMENT ON THE COMMISSION OF
OVERSIGHT AIID ENFORCEMENT FTJNCTIONS AI[I)

POWERS

20. (l) The Commission on Administative Justice is hereby
granted the powers of oversight and enforcement of this Act.

(2) In the performance of its functions under this Act, the
Commission shall be guided by the national values and principles of

l3
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Functions ofthe
Commission.

Inquiry into
complaints.

the Constitution.

21. (l) The functions of the Commission include- -

(a) investigating any complaint relating to a
violation of any person's rights under this Act;

(b) providing a framework or mechanisms for
effective conflict management or dispute
resolution on matters relating to this Act; and

(c) taking such frrther action as is contemplated
by this Part.

(2) The Commission shall, in perfonning its functions -

(a) have regard to all applicable intemational
information management and dissemination
standards relating to data protection; and

(b) ensure that public authorities provide adequate
safeguards for protection of personal
information.

(2) The Commission shall have all the powers necessary for the
perforrnance of its functions under this Act.

PART IV. COMPLAINTS, PROCEEDINGS AI\D
SETTLEMENT

22. (l) A data subject who is aggrieved by any decision of any
person under this Act may make a complaint to the Commission in
accordance with the procedure provided in the Freedom of
Infomration Act.

(2) A person wishing to lodge a complaint under this Act shall
do so orally or in writing addressed to the secretary or any other
person as may be duly authorised by the Commission for that
purpose.

l4
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(3) The Commission shall develop mechanisms and procedures
to deal with oral complaints and recording of oral complaints.

(4) A complaint trnder subsection (l) shall contain such
particulars as the Commission may prescribe.

(5) The Commission D&y, notwithstanding subsection (l),
commence an investigation on its own initiative.

(6) Upon receipt of a complaint under subsection (1), the
Commission may -

(a) call for information or a report regarding such complaint
from the agency within such reasonable time as may be
specified by the Commission:

Provided that -
(i) if the information or report is not received

within the time stipulated by the
Commission, the Commission may proceed
to inquire into the complaint without the
inforrnation or report;

(iD if, on receipt of the information or report,
the Commission is satisfied either that no
further action is required or that the
required action has been initiated by the
agency, the Commission shall, in writing,

' inform the complainant accordingly and
take no further action;

(b) without prejudice to paragraph (a), initiate such inquiry
as it considers necessary, having regard to the nature of
the complaint.

23. On the receipt of a complaint in terms of section 22,the
Commission may take no action or, as the case may require, take no
firther action on any complaint if in the opinion of the
Commission-

(a) the length of time that has elapsed between the date when
the subject-matter of the complaint arose and the date
when the complaint was made is such that an investigation
of the complaint is no longer practicable or desirable;

plsgssdings on
complaints.

t
:.

(b) the subject-maffer of the complaint is trivial;
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(c) the complaint is frivolous or vexatious or is not made in
good faith;

(d) the individual alleged to be aggrieved does not desire that
action be taken or, as the case may be, continued;

(e) the complainant does not have suffrcient personal interest
in the subject-matter of the complaint;

(f) where -(i) the complaint relates to a matter in respect of which
a code of practice issued under this Act is in force;
and

(i1) the code of practice makes provision for complaints
procedure and the complainant has failed to pursue,

or to pursue fully, an avenue of redress available
under that complaints procedure that it would be

reasonable for the complainant to pursue; or give the
person aplace ofreferral; or

(g) there is in all the circumstances an adequate remedy, or
other right of appeal other than to the Commission, ttrat it
would be reasonable for the individual alleged to be
aggrieved to exercise.

(2) Notwithstanding anything in subsection (l), the Commission
may in its discretion decide not to take any further action on a
complaint if, in the course of the investigation of the complaint, it
appears to the Commission that, having regard to all the
circumstances of the case, any further action is unnecessary.

(3) In any case where the Commission decides to take no action,
or no further action, on a complaint, the Cornmission shall inforrt
the complainant of that decision and the reasons for it

{'.
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Settlement of
complaints.

Powers and remedies
ofthe Commission on
the complaint.

24. Where it appears from a complaint, or any written response

made in relation to a complaint under section 23, that it may be

possible to secure a settlement between any of the parties concerned
and, if appropriate, a satisfactory assurance against the repetition of
any action that is the subject-matter of the complaint or the doing of
further actions of a similar kind by the person concemed, the

Commission may, without investigating the complaint or, as the

case may be, investigating the complaint further, to secure such a
settlement and assurance.

PART V - POWERS AND REMEDIES

25. (1) If in any proceedings under section 23 or section 24, the
Commission is satisfied on a balance of probabilities that any action
of the defendant is an interference with the data protection under

this Act, it may grant one or more of the following remedies- -

(a) a declaration that the action of the defendant is
an interference with the data protection in
relation to the individual;

(b) an order restraining the defendant from
continuing or repeating the interference, or from
engaging in, or causing or permitting others to
engage in, conduct of the same kind as that
constifuting the interference, or conduct of any
similar kind specified in the order;

(c) an order that the defendant perform any acts

specified in the order with a view to remedying
the interference; or

(d) such other relief as the Commission thinks fit.

(2) In any proceedings under section 23 or 24, the Commission
may award such costs against the defendant as the Commission
thinks fit, whether or not the Commission makes any other order,

or may award costs against the plaintifl or miy'decline to award

costs against either party.

(3) It shall not be a defence to proceedings under section 23 ot 24

7
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Damages.

Protection against
certain actions.

that the interference was unintentional or without negligence on the
part of the defendant, but the Commission shall take the conduct of
the defendant into account in deciding what remedy to grant.

26.In any proceedings under section 23 or 24 ,the Commission
may advise the complainant to seek damages in Court against the
defendant for an interference with the data protection of a data
subject in respect of any one or more of the following- 

-
(a) pecuniary loss suffered as a result oe and expenses

reasonably incurred by the aggrieved individual for the
purpose of the tansaction or activity out of which the
interference arose;

(b) loss of any benefit, whether or not of a monetary kind,
which the aggrieved individual might reasonably have
been expected to obtain but for the interference;

(c) humiliation, loss of dignity, and injury to the feelings of
the aggrieved individual.

PART V _ MISCELLANEOUS PROVISIONS

27. (l) Where any personal information is made available
in good faith pursuant to of this Act -

(a) no proceedings, civil or criminal, shall lie against the
agency in respect of the making available of that
inforrnation, or for any consequences that follow from
the making available of that information; and

(b) no proceedings, civil or criminal, in respect of any
publication involved in, or resulting from, the making
available of that information shall lie against the
author of the infonnation or any other person by
reason of that author or other person having supplied
the information to an agency.

(2) The making available of, or the giving of access to, any
personal information in consequence of a request made
under section 12 shall not be taken, for the purposes of the
law relating to defamation or breach of confrdence or
infringement of copyright, to constitute an authorisation or
approval of the publication of the document or of its
contents by the individual to whom the information is made

I
I
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available or the access is given.

28. (1) A person who -
(a) without reasonable excuse, obstructs, hinders, or resists

the Commission or any other person in the exercise of
their powers under this Act;

(b) makes any statement or gives any information to the
Commission or any other person exercising powers under
this Act, knowing that the statement or infonnation is
false or misleading;

(c) represents directly or indirectly that he or she holds any
authority under this Act when he or she does not hold that
authority;

commits an offence and is liable, on conviction, to a fine not
exceeding Kshs 100,000 and to a term of imprisonment not
exceeding two years, or to both.

29. (l) The Cabinet Secretary may, after consultation with the
Commission, make regulations prescribing anything required by
this Act to be prescribed or generally for the better carrying out of
the provisions of this Act.

(2) Without prejudice to the generality of subsection (1), the
regulations may provide for -

(a) the manner in which applications under this Act are to be
made;

(b) the form in which information requested under this Act
is to be supplied;

(c) the procedure for the service of notices and documents
under this Act: or

(d) providing for such matters as are contemplated by or
necessary for giving full effect to this Act and for its due
administration.

i.l

Offences.

Regulations.
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MEMORANDUM OF OBJECTS AND REASONS

The Ministry of Information and Communications has formulated the Bill herein with a
view to protecting personal information that is collected by persons and processed
automatically. The Bill recognizes that data protection in relation to personal information
is a corollary to expectation of privacy, a human right that is in keeping with best
intemational practice. It also spells out the mechanisms for enhancing data protection.
The Bill is borne of the realization that data protection is crucial for the prombtion of e-
transactions in the global digital economy where a lot of information is processed
automatically.

Part I of the Bill contains preliminary provisions.

Part II contains provisions on principles of personal information protection. Clause 8
provides for collection of personal information, clause 8 provides for exemptions, Clause
10 provides for notice to persons on idormation collection,, Clause 1l provides that
information should be protected, Clauses 12 and 13 provides for access to information
and correction of information,' Clause 14 provides for the parameters on use of
information, Clause 15 provides f6r-storage of information, Clause 16 provides for
protection against misuse of information, Clause 17 prohibits a person from using
personal data without the express consent of the data subject, Clause 18 provides for
protection against use and disclosure of unique identifiers and Clause 19 provides for
protection against interference with the personal information .

Part I[ contains provisions, under clauses 20 and 21, conferring on the Commission on
Administrative Justice oversight functions and powers.

Part IV contains provisions on data protection, clause 22 pertans to inquiry into
complaints, Clause 23 govems conduct of proceedings and Clause 24 is on settlement of
complaints.

Part V contains powers and remedies of the Commission in relation to violation of data
protection principles. It provides at Clause 26 for damages that may be awarded.

Part YI contains miscellaneous provisions

The enactment of this Bill will not occasion additional expenditure of public funds.

Dated the . .2012.

SAMUEL POGHISIO,
Minister of Information and, Communications.

20
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AMNESTY

MEMORANDUM ON DATA PROTECTION BILL PRESENTED TO THE NATIONAL ASSEMBLY
OF KENYA DEPARTMENTAL COMMITTEE ON COMMUNICATION, INFORMATION AND

INNOVATION.
17 September 2019

Amnesty lnternational Kenya welcomes the Data Protection Bill as a step towards the right
direction in the realization of the right to privacy in Kenya. We appreciate that the principal
object of the Bill is to give effect to Article 3l(c) and (d). We also acknowledge that the Bill
sets out requirements for the protection of personal data processed by both private and public
bodies.

fheZlu century has been characterized asthe digital age or information age that has seen our
social, economic and political activities dependent on the information and communication
technologies. With this widespread use of digital technologies, protection of data processed,
shared, stored and transmitted through thesb technologies is very important.

Amnesty lnternational Kenya calls upon the Committee on Communication, lnformation and
lnnovation to make the following changes: -

1. Ensure that the Office of the Data Protection Commissioner is financially
and functional ly independent.
2. Ensure that the exemptions contemplated in the Bill are in accordance with
the limitations to the right to privacy contemplated under Article 24 of the
Constitution of Kenya.
3. Review thg lenient penalties contemplated in the Bill and provide for more
deterrent penalties for breach of the Data Protection Act.
4. Ensure that all data collected, processed, shared or stored by operation of
any other Act of Parliament be in accordance with the Data Protection Act.

ESTABLISHMENT OF THE OFFICE OF DATA PROTECTION COMMTSSIONER
Clause 5 of the Bill proposes the establishment of the Office of the Data Protection
Commissioner. Amnesty strongly supports the intentions of the Bill to have an independent
Data Protection Commissioner to ensure enforcement and implementation of the Act. Several
clausesof the Billdo not promotethe independence of the Data Protection Commissioner such
as placing the Office directly under the Cabinet Secretary of lnformation and Communication
Technology.

INTERNATIt)NAL
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Appointment of Data Protection Commissioner
Clause 6 elaL;orates on the process of appointment of a Data Prrtection Commissioner through

the Public Servlce Commission (PSC), it further provides that the PSC considers, shortlists,

interviews and nominates three qualified persons for appointment by the Cabinet Secretary'

This process of appointment connotes that the Data Protection Commissioner reports to the

Cabinet Secretary which negates the independence of the office. This subjugation to the

Cabinet Secretary is further evidenced under Part lX of the Bill, Clause 68 provides that the

Data Commissioner shall submit annual financial estimates to the Cabinet Secretary who then

tables in the National Assembly. Clause 70 similarly provides that the Data Commissioner shall

submit annual reports to the Cabinet Secretary who shall within three months submit the

annual report to the National Assembly.

Amnesty lnternational proposes that the Data Commissioner reports to the National Assembly.

The Clause 6 on appointment of the Data Commissioner be amended to provide that the

Pi.esident gazettes the vacancy in the office of the Data Comrnissioner and constitutes a

selection panel for the purposes of appointment. We propose that Clause 6 provides for a
selection panel that is comprised of a chairperson selected by the President and one

representative from each of the following; Ministry responsible for lnformation, Communication

and Technology; Kenya National Commission on Human Rights; one data science professional

of at least fifteen years' experience; one information technology professional of at least fifteen
years' experience; the Association of Professional Societies of East Africa; and the Law Society

of Kenya.

The selection panel shall hold its proceedings in public and submit a report to the National

Assembly a report of the interview proceedings, which should include the scores of each

candidate interviewed together with the criteria for selection. The selection panel should

forward three names to the President for nomination, the President then nominates one person

for National Assembly approval.

Commissioner should report to National Assembly instead of Cabinet Secretary

We further propose an amendment to Clause 68 to provide that the Data Protection

Commissioner prepares and tables before the National Assembly their annual financial

estimates. Further, Clause 70 be amended to provide that the Data protection Commissioner

to gazette and forward the annual report to the Clerk of the National Assembly for debate and

adoption. These proposals allow for financial and functional independence of the Data

Protection Commissioner.

Security of office is also key to the independence of the office; Clause 12 provides for the

removal of the Data Protection Commissioner through the Public Service Commissron. We

propose that the removal of the Data Protection Commissioner be in accordance with Article

251 of the Constitution. The office established as a state office under Article 260, requires

that the removal process reflects the removal process of a state officer. We propose that the

removal of the Data Protection Commissioner be commenced through a petition to the National

Assembly, which if satisfied. will send the petition to the President for the formation of a

)
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tribunal to investigate the conduct of the Commissioner and recommend to the President
action.

Arnnest! lnternational reiterates that the independence of the Data Protection Commissioner
is pivotal to the implementation and enforcement of the Act.

Exemptions to Data Protection Requirements
Amnesty lnternational is also concerned with the exemption clauses contained in the Bill. We

acknowledge that it is international practice for a law to contemplate exemptions to the data
protection laws, however, these limitations must meet the criteria laid down under Ariicle24
of the Constitution of Kenya. Article 24 provides for the limitation of rights and fundamental
freedoms in Kenya. Article 24 of the Constitution requires that any limitation to fundamental
rights and freedoms must be reasonable and justifiable in an open and democratic society
based on human dignity, equality and freedom, taking into account all relevant factors. Article
31 is expressly limited for persons serving in the Kenya Defence Forces or the National Police
Service. This therefore connotes that for the right to privacy to be limited, it must satisfy the
criteria laid down in the Constitution.

The exemption for the purposes of national security or public order from the provisions of the
Bill is of serious concern to us due to over broad nature of national security and public order.
The blanket exemption from data protection will be prone to abuse by the State if left in the
ambiguous wording it has currently. This ambiguity does not satisfy the principle of legality.
The courts have severally determined that laws, especially those that limit fundamental rights
and freedoms, must be clear enough to be understood and must be precise enough to cover
only the activities connected to the law's purpose. Moreover, the extent of national security or
public order is not well defined, as such risks invalidity as the Bill does not specifically express
the intention to limit Article 3T as required by Article 24 of the Constitution.

We propose that State agencies responsible for national security and public order be bound by

the general rules of data protection such as security of data, collection limitation, purpose

limitation among other rules. lt must be clearly provided in law the nature and extent of data

that may be collected for the purposes of national security and public order. We propose the
only allowable exemption be limited to seeking consent of data subject's access, analyze,
process and store data. We hence propose an amendment to Clause 51(2Xb). We also propose

an amendment to Clause 51(2Xc) that gives a blanket exemption to all disclosures required by

law and orders of the court. This Clause provides an opportunity for the State to circumvent
the Data Protection Act by enacting laws that allow for disclosures. This Clause equally does

not meet the criteria set under Article 24.

Clause 54 provides that the Data Protection Commissioner may provide instances where certain
provisions of the Act may be exempted. ln our view, these exemptions should be set out clearly
in the law and the Commissioner in the exercise of this function should be bound by the rules
of limitations laid down under Article 24 namely, that any limitation to a fundamental right
must be clearly and concisely provided in law; must be necessary and proportionate in an open
and democratic society; ?rd, must pursue a legitimate aim.



I
Penalties
Clause 58 provides for enforcement notices where non-compliance attracts upon conviction a

fine not exceeding five million shillings or to imprisonment for a term not exceeding two years

or both. Clause 61 provides for the offence of obstruction of the Data Protection Commissioner
where upon conviction, a fine not exceeding five million shillings or to imprisonment for a term
not exceeding two years or both.

Clause 63 also provides for administrative fines for infringement of the Act by setting out the
maximum sentence of up to five million shillings or two per centum of the annual turnover,
whichever is higher. Further, Clause 73 provides for the general penalty set to a maximum of
three million shillings or to an imprisonment term not exceeding two years or both.

Amnesty lnternational Kenya is concerned that these penalties proposed are lenient to the
extent that they may not serve the deterrence effect they are intended to have - especially
where big corporations with high financial muscle are concerned. Penalties should be designed

to make non-compliance costly for persons or companies that infringe. The European Union
General Data Protection Rules (GDPR) provides for penalties that make large and small
corporations weigh cost of compliance against business costs.

Data Protection Bill and other laws
While the Bill provides for consequential amendments in the Second Schedule, the pieces of
legislation listed are not exhaustive as there are other Acts of Parliament that have provisions

that negate the data protection provisions of the Bill. The existence of other laws allowingthe
government agencies to collect, process, share and store data without regard to any data
protection safeguards is a point of concern.

We propose the inclusion of a clause to provide that all data collected, processed, stored or
shared in Kenya shall be subject to the provisions of the Data Protection Act.

END
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PROPOSED AMENDMENTS THE DATA PROTECTION BILL NO.

440F 2019

SU BM ITTED

ro
THE NATIONAL ASSEMBLY DEPARTMENTAL COMMITTEE ON
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L. INTRODUCTION

The Kenya Medical Association (KMA) is a membership organization representing medical

and dentalpractitioners registered to practice in Kenya with a twin mission of championing

the welfare of doctors and advocating for the provision of quality healthcare for all. Kenya

Med ica I Association.

(KMA) is a voluntary membership organization open to all medical and dental practitioners

registered in the Republic of Kenya.

Despite short notice on submission of memoranda, the Kenya Medical association has gone

through the draft bill and noted a gap which we propose for amendment.
Given more time, the Kenya Medical Association would like to engage the committee on

communication, information and innovation on matters regarding this bill.

2. PROPOSED AMMENDMENT

CLAUSE l: Establishment of the Office.

LEADERSHIP/COMPOSITION OF DATA PRIVACY COMMISSION.

KMA proposes that the act be amended to include a data privacy commission /committee
who will provide diversity and technical expertise on health data protection.

JUSTIFICATION

"health data" means data related to the state of physical or mental health of the data subject
and includes records regarding the past, present or future state of the health, data collected in
the course of registration for, or provision of health services, or data which associates the data
subject to the provision of specific health services;

The establishment of office has direct impact on the execution of the mandate of articl e 46 of
the proposed bill.
Due to the nature and sensitivity of personal data and specifically health data, the proposal of
the Kenya Medical association is to have a Data privacy committee with representation from
the legal and medical professional societies giving guidance on the unique nature of medical
data both personal and aggregate data
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Kenya: The Data Protection Bill, 2019 July 2019

Executive Su m mary

The Data Protection Bill currently being considered by the National Assembly of Kenya needs
significant revisions to ensure that its protections are in harmony with those of fundamental rights of
freedom of expression and the right to information as recognized by the Constitution of Kenya and in

international law.

The current draft has only limited provisions on the processing of personal data by the media which are

not adequate to protect freedom of expression and no provisions on ensuring that the law is consistent
with the Access to lnformation Act and the Constitution.

Recamntendations:

1. Article 52 of the Data Protection Bill should be revised to broaden the journalistic exemption to
processing that is intended to communicating information to the public, ideas, or opinions of
general interest including for journalistic purposes and the purposes of academic, artistic or
literary expression.

2. The exemptions for freedom of expression, literature, and artistic purposes should be separated
from other exemptions in Article 8. The Draft Law should ensure that provisions protecting
freedom of expression apply to all sections of the law, not just relating to principles of
processing personal data.

3. The journalistic exemption should also apply to the section on transborder data flows to ensure
that materials created for the purpose of journalism, including radio and television and other
media published on the internet or otherwise transferred across borders are not restricted.

4. The definition of personal information in Article 2 should be synchronized with the Access to
lnformation Act and should specifically exempt information about the public activities and
functions of public officials and those exercising public functions;

5. Public registers and other information not of a personal nature about activities of government
including procurement, services and subsidies, should remain public.

6. The Data Protection Bill should specifically recognise the public interest provisions in the
Access to lnformation Act held by public bodies and ensure that the public interest is
considered ln any request which relates to personal information.

ARTICLE 19 EASTERN AFRICA. ACS Plaza.2nd floor. Lenana Road - www.articlel9.org - +254727 862230
Page 2 of 12
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About the Article 19 Transparency Programme

The ARTICLE 19 Transparency Programme advocates for the development of progressive standards on
access to informatibn at the international and regional levels, and their implementation in domestic
legal systems. The Transparency Programme has produced a number of standard-setting publications,
which outline international and comparative law and best practice in areas such as national security
and privacy.

On the basis of these publications and ARTICLE I9's overall legal expertise, the Transparency
Programme publishes a number of legal analyses, guides, and other materials each year, commenting
on legislative proposals, as well as existing laws that affect the right to information, whistleblowing and
related rights. This analytical work frequently leads to substantial improvements in proposed or existing
domestic legislation. All of our materials are available online at http://www.articlel9.org/

lf you would like to discuss this analysis further, please contact the Kenya Office at
kenya@article I 9.ore or +2547 27 862230.
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l. lntroduction

The rights of privacy and data protection and freedom of expression and information are co-equal
human rights. ARTICLE 19 believes that privacy and freedom of expression and information are
complimentary rights designed to empower the citizen to protect their rights and to improve the
transparency of public and private bodies that hold and wield power in society. ARfICLE 19 supports
the adoption of well-designed data protection acts, which protect individuals' rights to personal privacy
while ensuring government transparency and freedom of expression.

The right of data protection has been growing rapidly in Africa over the last few years. To date, twenty
four countries in Africa have adopted comprehensive laws protecting personal data while l4 countries
are currently undertaking initiatives to adopt data protection legislation. ln 2014, the African Union
adopted the Convention on Cyber Security and Personal Data Protection, which sets standards on
protecting personal data.

African countries are also increasingly participating in initiatives from outside the continent, most
notably the Council of Europe's Convention i08 for the Protection of lndividuals with regard to
Automatic Processing of Personal Data. The Convention is the world's only legally binding treaty on
privacy and data protection. Mauritius, Senegal and Tunisia are party to Convention while Burkina Faso,

Cabo Verde and Morocco are in undertaking the process for accession. Accession has considerable
advantages for acceding countries and also provides strong assistance to countries wishrng to obtain an
EU adequacy finding under the General Data Protection Regulation (GDPR). ln 2017, the European
Commission stated "the Commission encourages accession by third countries to Council of Europe
Convention l08 and its additional Protocol", because this will "contribute to the convergence towards
a set of high data protection standards".

The rules on international transfers under the GDPR set high requirements for third countries to be
deemed as offering sufficient protection of personal data, so that companies and public bodies in those
countries will be able to receive such data from EU entities. The free flow of data between European
and African countries will therefore be conditional upon development of good practices in the latter,
oriented towards the offering of an "adequate level" of data protection that is a level equivalent to the
one set by GDPR.

ln this analysis, ARTICLE 19 sets out its concerns about the Data Protection Bill and its compatibility
with Kenya's international obligations under international human rights law to protect freedom of
expression and information. lt also analyses various other aspects of the Data Protection Bill and
proposes changes to make it stronger and more consistent with international standards.

ARTICLE 19 EASTERN AFRICA. ACS Plaza.2nd floor. Lenana Road - www.articlel9.org- +254727 862230
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ll. Analysis of the Draft Law

Ju ly 20 19

A. Freedom of Expression Problems

1. Media and Journalism

lnternational law requires that freedom of expression concerns need to be harmonized with privacy

protections. The key international data protection instruments include specific exemptions for
journalistic, academic, artistic, literary and other cultural purposes which allows for the rules limiting
processing to be waived for those purposes. These exemptions have been widely adopted in national

data protection laws.

At a minimum, there must be exemptions from the application of, and/or limitations embedded in, data
protection laws for the protection of journalistic, literary, academic, and artistic purposes and for the

discharge of any legal obligation to make information publicly available, such as the maintenance of

archives for historical or other public interest purposes, or under rrght to information laws. Moreover,

such exemptions or limitations must be interpreted broadly so as to give meaningful effect to the rights

to freedom of expression and to information.

The Data Protection Bill fails to take these concerns into account fully and raises additional problems

around the publication of information.

lnternational law

Most of the key international instruments on data protection have specifically included provisions

requiring that freedom of expression and data protection be reconciled through exemptions for
journalism, literary purposes and other reasons. Nearly all countries around the world that have adopted

data protection acts have specifically included a clear exemption for journalistic, artistic, literary, and

other cultural purposes which allows for the rules limiting processing to be waived for those purposes.

The African Union Convention on Cyber Security and Personal Data Protection also provides that
processing for journalism and other F0E purposes should be exempt from limits on processing. Article
14 states:

Personal data processing for journalistic purposes or for the purpose of research or artistic or literary

expression shall be acceptable where the processing is solely for literary and artistic expression or for

professional exercise of iournalistic or research activity, in accordance with the code of conduct of these
professions.

ln the updated Council of Europe Convention 1OB, Article 11 requires that signatories ensure that the

rights are balanced in practice for freedom of expression,

No exception to the provisions set out in this Chapter shall be allowed except to the provisions of Article

5, paragraph 4, Article T,garagraph 2, Article 8, paragraph l, and Article 9, when such an exception is

provided for by law, respects the essence of the fundamental rights and freedoms and constitutes a

necessary and proportionate measure in a democratic society for... (b) the protection of the data subiect
or the rights and fundamental freedoms of others, notably freedom of expression'

The Explanatory Memorandum to the Convention clearly sets out the needs to protect iournalism:

96. Littera b. concerns the rights and fundamental freedoms of private parties, such as those of the data

subject himself or herself (for example when a data subject's vital interests are threatened because he or

she is missing) or of third parties, such as freedom of expression, including freedom of journalistic,

academic, artistic or literaryexpression, and the right to receive and impart information, confidentialityof
correspondence and communicatlons, or business or commercial secrecy and other legally protected

ARTICLE 19 EASTERN AFRICA. ACS Plaza.2nd floor. Lenana Road -www.articlel9.org -+254727 862230
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secrets. This should apply in particular to processing of personal data in the audio-visual field and in news

archives and press libraries. ln order to take account of the importance of the right to freedom of
expression in every democratic society, it is necessary to interpret notions relating to that freedom, such
as journalism, broadly.

Under the previous European Union Directive on Data Protection 95146, Article 9 on "Processing of
personal data and freedom of expression", required that all EU Member States adopt exemptions to
data protection rules in cases of all persons who are engaged in journalistic, literary or creative
pursuits. The European Court of lustice in evaluating this provision ruled that states must develop a

"fair balance" between the two rrghts based on the principle of proportionality. I

The breadth of protected freedom of expression-related activities has been extended in the revised data
protection framework of the European Union. Under the new EU GDPR, Recital 153 states:

Member States law should reconcile the rules governing freedom of expression and information,
including journalistic, academic, artistic and or literary expression with the right to the
protection of personal data pursuant to this Regulation. The processing of personal data solely
for journalistic purposes, or for the purposes of academic, artistic or literary expression should
be subject to derogations or exemptions from certain provisions of this Regulation if necessary

to reconcile the right to the protection of personal data with the right to freedom of expression
and information, as enshrined in Article 11 of the Charter. This should apply in particular to
the processing of personal data in the audiovisual field and in news archives and press

libraries. Therefore, Member States should adopt legislative measures which lay down the
exemptions and derogations necessary for the purpose of balancing those fundamental rtghts.

Member States should adopt such exemptions and derogations on general principles, the rights
of the data subject, the controller and the processor, the transfer of personal data to third
countries or international organisations, the independent supervisory authorities, cooperation
and consistency, and specific data-processing situations. Where such exemptions or
derogations drffer from one Member State to another, the law of the Member State to which the
controller is subject should apply. ln order to take account of the importance of the right to
freedom of expression in every democratic society, it is necessary to interpret notions relating
to that freedom, such as journalism, broadly.

Data Protection Bill provisions

The Data Protection Bill does not adequately reconcrle the two fundamental rights. ln the Bill, there are
two applicable provisions, neither of which fully address the issue, and in fact, further restrict freedom
of expression in violation of the Kenyan Constitution and international law.

Article 30 states the processing of personal data without consent is allowed in several circumstances.
Among them, the processing for the purpose of historical, statistical, journalistic, literature and art or

scientific purpose in included. Article 52 further holds that an exemption for journalistic, literary and
artistic purposes applres whenever "the data controller reasonably believes that publication would be in

the public interest".

The provisions in Article 52 are overly narrow to fully protect freedom of expression. ARTICLE 19

believes that this exemption should be expanded to reflect a broader recognition of freedom of
expression interests. The provision should encompass the processing done for any "journalistic
purposes", not just an ill-defined "public interest".

Article 52 also only exempts journalistic purposes from the principles of processing personal data in
Section lV of the bill. Consequently, all other sections apply when personal data are processed for
journalistic purposes, including the requirements of registration of data processing, the processing of

rCase C-101/Ol, Bodil Lindqvist, 6 November 2003, p.87 90.
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sensitive data, the limits on the transfer of personal data outside Kenya and the application of criminal
offences.

The failure to include the other substantive and administrative provisions in the exemption has serious
consequences. The iournalistic exemption would not apply when the processing involves sensitive
personal data such as for example financial information, which relates to corruption and abuse of
power, or health information particularly when this data is related the grave illness of a leader.

Further, by not being exempted from the registration requirements, iournalists and media will have the
obligation to inform the Data Commissioner about, among other things, the personal data being
processed, for which purpose and the category of data sublects. Such obligation poses serious risks of

informing targets when .journalists are conducting investigations.

Lastly, the application of criminal offences when data are processed for iournalistic purpose can have a

serious chilling effect on freedom of expression, as the disclosure of personal data in an article
published in good faith and later found not to be in the public interest might bring the iournalist and

the media under proceedings. Penalties under the Data Protection Bill include a fine not exceeding

three million shillings and/or imprisonment for up to two years. The imposition of all of these other
obligations would seriously undermine the right of freedom of expression as protected under the
Constitution and international law.

Other regional data protection laws have much more clearly and effectively ensured that freedom of

expression is protected. ln comparison, the South African Protection of Personal lnformation Act,
states:

This Act does not apply to the processing of personal information solely for the purpose of
journalistic, literary or artistic expression to the extent that such an exclusion
is necessary to reconcile, as a matter of public interest, the right to privacy with the right
to freedom of expression

Recommendations

Article 52 of the Data Protection Billshould be revised to broaden the lournalistic exemption to

processing that is intended to communicating information to the public, ideas, or opinions of
general interest including for journalistic purposes and the purposes of academic, artistic or

literary expression.

The exemptions for freedom of expression, literature, and art purposes should be separated
from other exemptions in Article 8. The Draft Law should ensure that provisions protecting
these activities apply to all sections of the law, not just relating to principles of processing
personal data in Section lV

I

o

2. Transborder Data Flows

The meaningful exercise of the right to freedom of expression requires that the right to privacy and
personal data protection be strongly protected, including in legal agreements for data flows. ln order to
ensure a consistent level of protection of personal data, the Data Protection Bill also applies to personal

data transferred outside Kenya.

ln data transfer agreements, States should ensure that the applicable law is the one providing the
highest protection for personal data. The level of data protection applicable to an individual's personal

data must not be lowered because of the data being transferred.

2 Act No.4 of 2013, Protection of Personal lnformation Act,2013, $7
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Article 48 of the Data Protection Act provides that a data controller or processor may transfer personal

data to another country only where the data controller or processor has given proof of respect to the
Data Commissioner on the appropriate safeguards with respect to the security and protection of the
personal data, the data subject has given consent or the transfer is necessary for any matter of public
i nterest.

Again, because Article 52 only applies the exemption to a limited section of the Bill, journalists could
be violating the provisions on transborder data flows when they publish any materials, including
articles, audio, video, or images on the lnternet or through other networks, and could be subject to civil
and criminal penalties, even if the publication was legal in the country. The Data Protection Bill must
apply the journalistic exemption to transborder data flows.

Recommendation

The journalistic exemption should also apply to the section on transborder data flows to ensure
that materials created for the purpose of journalism, including radio and television and other
media published on the internet or otherwise transferred across borders are not restricted.

B. Conflicts with the Right of Access to lnformation

The right of access to information and data protection often play complementary roles. They both are

focused on ensuing accountability of powerful institutions to individuals in information age. lt is also a
fundamental human right recognised under international law and under the African Charter on Human
R ights.

ln 2016, Kenya adopted the Access to lnformation Act. The law was intended to implement Article 35
of the Constitution guaranteeing the right to information.

Unfortunately, the Data Protection Bill threatens to seriously undermine this achievement and reduce
the availability of information. ln fact, it appears to be a step backwards and undermines the rights
given to all persons under the Access to lnformation Act and protected by the Constitution.

I nternational law obl igations

lnternational law clearly requires that the right of access to information is reconciled with the right of
privacy. The Declaration of Principles on Freedom of Expression in Africa states that "Privacy laws shall
not inhibit the dissemination of information of public interest."

Public bodies, as well as private bodies carrying out public functions, delivering public services,
managing public resources or utilising public funds are required to apply the principle of maximum
disclosure when dealing with right to information requests or proactively publishing information about
their activities. The scope of exceptions to the right to information, including the right to privacy and
protection of personal data, must be limited and subject to strict "harm" and "public interest" tests.

Public bodies must also proactively disclose government data, including through the use of accessible
formats and anonymised datasets ("open data"), sublect to safeguards for the protection of the right to
privacy, of the right to personal data protection, and of confidential sources.

The Council of Europe stated in a 1986 Resolution that the right to information and privacy are "not
mutually distinct but form part of the overall information policy in society."3 The revised Council of
Europe Convention 108, includes a specific reference to public access to information in its recitals:

Considering that this Convention permits account to be taken, in the implementation of the rules laid
down therein, of the principle of the right of access to official documents;

3 Council of Europe Recommendation 1037 On Data Protection and FreOedom of lnformation (1986).
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The explanatory note to the revised convention states

Furthermore, the Convention confirms that the exercise of the right to data protection, which is not

absolute, should notably not be used as a general means to prevent public access to offrcial documents

The EU GDPR further extends this recognition. Article 86 states

Personal data in official documents held by a public authority or a public body or a private body for the

performance of a task carried out in the public interest may be disclosed by the authority or body in

accordance with Union or Member State law to which the public authority or body is sublect in order to

reconcile public access to official documents with the right to the protection of personal data pursuant to

this Regulation.

Definition of personal data

Article 2 of the Bill sets out a broad definition of personal data to apply to "any information relating to

an identified or identifiable natural person". However, the Access to lnformation Act provides in Article

3 a more detailed definition by including and therefore, mentioning

(a) information relating to the race, gender, sex, pregnancy, marital status, national, ethnic or

social origin, colour, age, physical, psychological or mental health, well-being, disability,
religion, conscience, belief , culture, language and birth of the individual;

(b) information relating to the education or the medical, criminal or employment history of the

individual or information relating to financial transactions in which the individual has been

involved;

(c) any identifying number, symbol or other particular assigned to the individual;

(d) the fingerprints, blood type, address, telephone or other contact details of the individual;

(e) a person's opinion or views over another person;

(f) correspondence sent by the individual that is implicitly or explicitly of a private or confidential

nature or further correspondence that would reveal the contents of the original correspondence;

(g) any information given in support or in relation to an award or grant proposed to be given to

another person;

(h) contact details of an individual.

Further, the Data Protection Bill rncludes some of the information mentioned in the Access to

lnformation Act in the definition of "sensitive personal data".

The two definitions should be synchronized to make sure that the same categories of data follow the

same regime and guarantees as established under the Data Protection Bill in relation to sensitive

personal data.

We further recommend that the Bill be amended to include an explicit exemption for personal

information relating to public activities of public officials or others acting under public authority or

spending public money. This exemption is currently found in the 20l6 Access to information Act in
Article 6 and should be expanded to reflect the constitution right of information and the public interest

In obtaining information about the official activities of public officials.

This approach has been adopted in both data protection and right to information laws around the world.

By way of example, in South Africa the Promotion of Access to lnformation Act requires that disclosure

ARTICLEIgEASTERNAFRlCA. ACSPlaza.2ndfloor.LenanaRoad-www.articlel9.org-+254727A62230
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of information must be declined if it "would involve the unreasonable disclosure of personal

information about a third party, including a deceased individual." However, the information can be

disclosed if it is:

about an individual who is or was an official of a public body and which relates to the
position or functions of the individual, including, but not limited to-

(i) the fact that the individual is or was an official of that public body;
(ii)the title, work address, work phone number and other similar particulars of the

individ ua l;
(iii) the classification, salary scale or remuneration and responsibilities of the

position held or services performed by the individual; and
(iv)the name of the individual on a record prepared by the individual in the course

of employment.a

Public Records and Databases

Governments also hold a considerable information which contains personal data about private citizens.
While it is an obvious point that some of this information is sensitive and should not be made public,
such as that relating to health conditions, there is a considerable amount of information which should
be public. These records can be quite crucial to ensuing accountability, including information about
public procurement, public registers of company owners and boards, information on company officials
meeting with public officials to influence their decisions, recipients of subsidies, and more.

It is important to ensure that public registers and other information relating to the operation of
government or in the public interest also remain public, and are not unnecessarily restricted in the
name of data protection.

These registers can be public under the Billwhen they meet the principles under Article 4 but it should
be revised to ensure that this point is clear.

For information that is not in public registers, is also necessary that the Data Protection Bill fully
recognise the public interest test in Access to lnformation Act as a legal condition for release of
personal information and ensure that there is a consideration of the public interest when there is a

request to access records which contain personal information of any kind about private individuals.

The Access to lnformation Act allows for the withholding of information relating to privacy or personal

data when it would harm the person's interest. The exemptions are not considered absolute as "a
public entity or private body may be required to disclose information where the publtc interest in
disclosure outweighs the harm to protected interests as shall be determined by a Court."

The exemption also includes a public interest test which allows for the release of personal information
which would otherwise be exempt when relating:

(a) promote accountability of public entities to the public;

(b) ensure that the expenditure of public funds is subject to effective
oversight;

(c) promote informed debate on issues of public interest;

(d) keep the public adequately informed about the existence of any

danger to public health or safety or to the environment; and

4 Promotion of Access to lnformation Act , $34.
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(e) ensure that any statutory authority with regulatory responsibilities is

adequately discharging its functions.

Recommendations

The definition of personal information in Article 2 should be synchronized with the Access to

lnformation Act and should specifically exempt information about the public activities and

functions of public officials and those exercising public functions;

Public registers and other information not of a personal nature about activities of government

including procurement, seryices and subsidies, should be public.

The Data Protection Bill should specifically recognise the public interest provisions in the

Access to lnformation Act held by public bodies and ensure that the public interest is

considered in any request.

lV. Conclusion

The existing Data Protection Bill is in clear need of improvements to ensure that Kenya is compliant
with its international obligations on data protection and privacy, as well as !o ensure compliance with

the GDPR and other laws to facilitate the transborder flow of personal information.

However, the Data Protection Bill is insufficient to provide those protections, and further endangering

free expression and right of access to information under the Kenyan constitution.
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MEMORANDUM OF VIEWS ON THE DATA PROTECTION BILL, 2019

Reference is made to above Notice inviring members of the public to submit represertations on the Data Protection Bi11,2019. We

thank the Deparunental Committee on Communication Information and Innovation for inviting privary and data protection

Technology Rights Defenders to provide input. We appreciate being consulted on the cunent law before the House.

Article 31 (c) and (d) of the Constitution requires the unwarranted intusion into privacy with minimal requirement for information

relating to iamily or private affairs unnecessarily or it disdosure which this Bill sets out to effect. Generally, it our considered

view that this Sections 8-10 establish Data Protection Commissioners to whom largely confers the constitutional mandate' The

Commissioner is thereafter legally empowered to singly and independently define the ruIes and application of this Act. This may

later be problematic on Delegated Legislation disputes. Further, applying the old test of fullest applicatiou of the law against

ownself - if owned a small online enterprise collecfing personal data raises deep concerns.

Therefore, whereas envisaged to be a person of high integrity and well-intended, and if permitted - analogous to establishing a
.Morality Commissiones'- guaranteeing unpredictable enforcement consequences. Besides plausible arbitrariness, the additional

bureauciatic registation, certification, Iicense fees requirements, and fines hamper ease of doing business in Kenya when "Ease of

Doing Business" is a stated government commitrnent.

Hereby submit our Memorandum of Views for your consideration and pray that it deserves your due attention and consideration.

Respectfully submitted,

Alex Gakuru
Executive Director,
CODE-IPTiust
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Part I - Preliminary

2 Interpretation Add definition of "data" at the beginning as:-

'data" means the factual input processed into
information by means of equipment operating
automatically in response to instructions given for
that purpose, recorded with the intention that it
should be processed by means of such equipment,
or is recorded as part of a relevant filing system or
with the intention that it shor:Id form part of a
relevant filing system. It need not be held on a
computer.

Fundamental definition to guide subsequent interpretations
and to expand the scope of data protection to indude data
on manual records as well as in digital systems, processing
and control.

2 Interpretation Add definition of "metadata" at the beginning as:-

"metadata" means data about data and for the
purposes of this Act qualifies as data wberever
consolidated metadata reveals private data or
personally identifiable information

Cure indiscriminate metadata collection, retention,
processing and disdosure to third parties

See video 'Metadata Explained I Privacy International'
https://www.youtube.com/watch?v=xP e56DsymA

2 Interpreution Add definition of "Data Collector" after "Data
Commissioner as:-

"Data Collector'' means a natural or legal person,
public authority, agency or other body which alone
orjointly with others, collects public data.

1. To expand the scope of privacy protection to include
foreign entities collecting private data of Kenyans for
inclusion in alien data systems.

2. This category of data handlers is otherwise exempted
from provisions of this Bill.

3. Effect Article 31(c) information relating to their family
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or private affairs unnecessarily requircd or revealed;

2 Interpretation Add definition of "Data Ownef' after "Daa
Subject''as ;-

"Data Owner" 6gens [1g srme:xi "Data Subjed'

Balancing out normadve contexhral interpretations over
private dau 'owner'vs. private data 'subjecf

2 Interpretation Change definition of'profiling" to rtad as;-

'ProfiIing" me:ns any form of automated
processing of persoual daa consisting of the use of
personal dau evaluate certain personal aspects

relating to a na$rd person, in panicular to aualyse

or predict aspects, such as, concerning that narural
person's race, sex, pregnancy, marial status, health

status, ethnic social origin, colour, age, disability,
rdigion, conscience, belief, culture, dress,

language or bir&, personal preferences, interests,

behaviour, location of movement, family or private

affain, among others;"

Effea Ardcle 31(c) 'information relating to their family or
private affairs unnecessarily required or revealed;'

30) Object and Purpose of
this ACT

Consider adding dre purpose;

"(e) to esablish a framework to protect against ttre

unnecessary collection of information relating to

dreir family or private affairs"'

1. Whereas ".....minimisation of collection...." is a sated
purpose, nowhere on the Act is the unnecessarily collected
personal data given force of law and complies wittt
Sections 25 (c) and (d).

2. Effea Article 31(c) 'inforoation rtlating to their family
or private affairs unnecessarily reguired or revealed;'

4 (b) Application Change to read;-

"@) by a daa collector, data conroller or data

processor who -

To expand the scope of privacy protection to indude
foreign entities collecting private data of Kenyans for
indusion in alien data systems.
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MEMORANDUM OF VIEWS ON THE DATA PROTECTION BILL,2019

(i) is esublished or ordinarily resident in Kenya
and processes personal data while in Kenya; or

(ii) not established or ordinarily resident in Kenya,
but processing personal data of dau subjects in
Kenya.

Part III - Registration of Data Controllers and Data Processors

Part III -

sections

t8-24

Regisration with DPO Delete requirement for data processors and

controllers to register with the Data Protection

Office 
r,

The proposed legislation requires regisuation of data
processors and controllers in Kenya with the Data
Protection Officer including the requirement to document
and keep up to date a record of processing activities. The
bill contemplates the potentid requirement of fees for
processors to register with the state and penalties for failure
to register.

Data Processing and Data Controlling are not business
models in the strict sense. They are activities that entities
may incidentally engage in during the course of business.

The requirement to have all processors and controllers
would create an immense implementation burden for &e
Daa Protection Office that would threaten to bog down the
office with bureaucratic recordkeeping radrer 0ran allowing
them to focus on the most serious enforcement issues.

Similarly, for processors and controllers, the requirement to
update extemal records of processing each time a change to
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l

l
I

I

processtlg occurs shifu the focus from improving privacy

in areas that present the most risk to a bureaucratic exercise-

The requirement for fees also raises issues as this would
disproportionately affect smdler data processors and

controllers.

Even the GDPR does not contain any parallel requirement

for regisration

Section 25 Principles of Daa

Protecion

Add new Sub-section after (d) and before (e):-

"(d.1) A valid explanatiou must be provided

whenever information rdating to family or private

affairs is necessarily to be collected"

Artide 31(c) information relating to their family or private

affairs unnecessarily required or reveded;

Section 33 Processing of Personal

Data rclating to a child

Add new Sub-section after (c);-

"(c) aII personal data rdating to a child collected,

processed and or archived subject to subsection (b)

must be deleted upou the child becoming an adult."

This will prevent ovenealous law enforcement officers

labeling children siminals for life (see Annex I -DCI

Criminal Chilil Data Archiing Notice) .

And also criminalise archived pmfiles of child's you&firl

indiscretions.

Section 43 Notification of data

Breach

Revise to require notification only where breach is

likely to result in a risk to the righs and freedoms

of naturd persons

The proposed le$slation requires notification to the Data

Protection Officer for all instances of breach and not just

those that are likely to have an impact on the righs of the

data subject.

1
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As currendy drafted could have risk of inundating Data

Protection Office with notices for risk that are rivial in

terms of impact on rights of individuals. A more efficient

and effective means to enforcement would come from

narrowing notification to those breaches likely to have an

impact on individual rights and freedoms

Sections

48-50

Cross-Border

Tlansfer of Data

Permit ransfers to third country where, accounting

for the uansfer, all of the other requirements set

fonh in the legislation will continue to be met.

Clarify that the conditions listed in part VI are

mutually exdusive. Do ftis by using the term

"...may ransfer personal data to another country

where any of the following conditions is

fulfilled" or separate the conditions with the term

'or'-

The proposed legislation bars transfer of data to a third

country where there is no decision by the Data

Commissioner that adequate safeguards have been made for

the protection of that data (adequacy decision).

The omission of the word 'or' at the end of the conditions

Iisted in this part gives the interpretation that all of those

conditions listed have to be met before data can be

transferred across borders. IT appears that this may not

have been the intention and that all the conditions listed are

murually exdusive.

Requirement for adequacy ddcision will have undesirable
impact on restricting free-flow of data. Concems may be

addressed through alternatives like binding corporate rules,
codes of conduct, and certifications.

I

I

i
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Annex I DCI Criminal Child Data Archiving Notice
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I
I

I



Dq
$
st

\)
.:

r{

o,
oo
(o
o-

-.
J
..!
I

tri
F

i\r{.--'l

,r.l
+l
\l

':i
IJ

{i
l(l

- -ti\tr,-\t
I

>hz
;)
o
U

.J

,)

.r \"
J

3
7
{
Q1
@

-.,.1

aI
z
U)

\2$
/a)H

t
(})

sr

T

Jrl

')
ri

_T
rl

is-)r-
c
s
Y

{

rl
\:i
a.
H

\ b-
bs
ic

h

F

o

*i

t')

I
/)

\

f
c.tg
rt-
C)

fxlz
lr Bl
|.1colrt ri
FIz
klp?z

Ib
U

d

I

I

.1

:J

Ir-
l'.-

I

I

H
T
d
:
+r.\--

Z

F
N
z
()
&
o

D
I
-)c

I\.
\\3-,\j
\
E
\N

I

,C

)
('
5.J

n

)

,]
^t

)
I

g
al
al

Uz
rdp
F
F
v)z
U

:J..1
4
E<---

1tq
\

')c
_t

-T-

N-
N
h',

t))
-d

-e_\,-\^
s5

il
rd
Fq
=ap
z
a

F
<€t

.{
\c

\J.)
c.o ss.

*')
S\
.r\

\-s
E..---c
+

Eo
F{)Kq

<_s

.a
a\

->
5-$
€5o-2

f

p
.g
s
$
T

,-.J

)
:*i

:-/1,

;

-(
F
7
d->-2

)/
4<
=

FT
t=ia
z

J
J
.P
a
d

q-
(r'- @v trl \oc.l a.)

oz

o\
(O
3cl
\- rl

t'\\J

t-r
z
o
Z

t-i

Fi
U
F
&
Or

U
rI
ce

0i

z
o
r-l

lEl
F
F
te
z
o
U
Fl

3z
rd
Fa
F

rI1
a
H

F

o\

(\I

z
o
a
V)
frl(n

a
&

ti
I

F{zti
l=.(a

.l
/,

F
I
rri
B
t-i

rl
Fq\rfa
H
V)a
-l
Z

F
z
t-l

F

z
F1
\.,.

U
FJ

D
Frriil

ffi
-l

I



GI

(U
oo
(o
o-

I

,,,&, i,
l:.:'/'

\,:

.-J

t--'ar

(

t, )

\ (\
.)

!-

;:)'
r5
9

€.

1S

I

\i
\:

(
Ur)

.\

\
.i

t.li;

i:-

d
-v.(</
"_-4

\-_D

R
CL
\

GT,

a. a)
()
:l_
[ ]:;,'

t-\

.J)

rf

'.t,

TF
-.-)

\)

\J)

.J
\q

,-\
'\--*

l-t\

,../iJ-

.L

IUl-
c4
.i,
\t)-)

ii

l
''1.

It
\lz

\)
l\/

i
Y){N\

\N
!-

.)<
!."()

,)

()
..>

3y'z
,-
.--/\'^)

" 
_-r/

G--'

\)
6$

i/'
;---
..-L.-

l/.\/

x
Fr:)

Z-

(.!^

L'
I.t

)

:_-

4
l-,1
'7

Y
\
\J

a.
-,:,
-!
rJ-c/,

<_

re
J./\
a1-

A'-

I(-
,-:YJ

:\
<-

(:',

i:-'
,- l-.

lv,
a\r.

qfr
C-
c,l

r\<
_!
-)I
l)
r-
)
r{

H

$
I

:l
(-'

.!.
)t

'$

.J

^aO\d

3)s
,/2

C(
--7

>,/L

.J/

-,/d-t)

-
J
\j

:/
,') ,.-. ..

'=2r'il

,t
.)
\a
1
U ;:

E4\

-)
V)

.H-
<i_'

\\)

tl;
t.l a

I
t-.\o$cne.l

Ol
O



m

(u
oo
(o

Ptu t

(\

,\ Ui
_t

N), tl'i
,4i

\'l
'.rl

(;

1"

,$T'=.
?'.;
j+

.*"ir 'i5
i2) r'\

"., J
>g,\

1>..4
,Z\
.>-

./..

r:))
:' j

Jtc
,.r !\

.ll
-4.I

.: '..i
Jl

.at

ar.u

\J

\

't-'

:

-.J

'J

+

c
I:
s
5
.l
.tfl

Fr)

\-=a
'<,/)

"{)
't.J

r--
-\

t-'.--u\ =\
t')-

:,.r'
(:\

.O

[$'

I
irJ

Ir\
n--

\r

\a
\-
af

J
.J
M

+
"{f-
rD

(:.'!

.lj-
.:)

..4
'.-f

\.., '=/

'.i)

,}
l.\-.

\,.\L

F
ra\-N-..\r-Yr'.'-i{

1,(
(:
]5(:_
\,/
i.l
-l

\l

I

I

I

:
--l-

-|')
:

r-f

!-

I

\_J
(i.
\J
C-

\-
=:.--
,*-

t(
G
f

I
.T
&

p
L
o
.J

:.'f-

-,1'i)
iv

-*-
,-t-

Y_t

)'f
E

tr
d
s

I

-.l\
'\L
:)
r>l

-.J
a..--

r:-

\\
5
3

.J

(:
(

I

-Ds
..1

s
.l
cn

e!
r..Cr

V)
r

,$

\
^l
iv1
C\4
CY-is
\-\(\--

'r.9
S,
\.,

-.)\'J

'{
q.1

i{\
\r$

{

,F
\n
.o

tJ

cn,

/1

i,

i .,

\i
l.!
r!
_t

'-$
.C

\j

(:-:

fl:
J

,1,:

lil
Y
+G
z

(i.
cc

$g
{
&-
):\j

i

a+
,8.

(\

\n
c\l

\r
e.l

ca
o.l

o.lc\o
c.l c.l@ o\

::

;

I
I



N

0.,
uo
(o
o-

\-
-tJ
\l

.:
.)

r.- \'-F

N
\)

B\-iR\tst

^J
€

Ir'l
.-.'\*
L+"

I c,3

IP q$

-IFt\i
J-\
J

-5r:
ns+ti\ (:)

\
)\]
:d
\
r)

-A
9/

G

u)\i<J
.<\-:

E\\,

t-.
-t- -:J

\-f)i S

$ L.'A

dQl 
"

q
-\' }.n r-l

!- '!J

'1-\ -3
s3 X-

={i/a
t:'..-

i;r
,F ;+
I ^.'i:J

.i-
(-/3

\
r\

r{

f ti,

v\
(-l
:
r_l-
t----L)

/ao
q.3
sJ-Jr
,\cq
il-\

N.\\
\Y-\ri\
\\\-*
C'\
C\-
rt\

S4
n
(\
-1

L$l
N
\,a

.$
/f,
s-
h-
C

dJ-
h
tA
tr-
.}."

\)
-a\

.$.
-t$,\i-
L;
-9-d--s

t---

"t.,.\.,,

r.--
r't

(.^ -:

e

+
<"

-aAJ

2

t
=ci
/

\--\_

a<

),
>s-
.'l
d-

r'. )
r\-

E(-

Dl

A4
tr

€
\*
s
e-
-

4.,
J

3C
(-,t

.3

r-

I
>
{w
a

J

5
ii
.A

)

*)
a
&J
Lrt

q.i
.-i '\

s
L

\
..J

5
\)

'-2

,$

t-l.
{r\

l

;,i:,
I

(-{

'{\J
.f,
hq
r\
M

*
'Q\[
.c-\v
C<

\Ylfi-

c.f,
l)
<.{

:
6--
\D
\f)\o
*-
c.n,

\9
.-o
D4
c.0a,
-

|1-,

,iL,

\..K'

D'd,
IL,

Vr

'JJ(n
'-J

$
.)
{j
rJ

.\
:J

'.-

:>

)

;Fq
1\

{llr m

a
.s9

q>J

s
-t-

i{
\-
J-

Y\
JJJ\Jt

=Sd
Y

t)
\)

.=
ho

.i
('
0-
$.;

tr(

I

I;€l'=l
\.D
<.(h
Dt
..(
\\

s

c-\olat$caN
Oi

a



l.

$

OJ
uo

o-

ll
l-

l.'r

I"

I

I

.:: j.

l$

H

l+

I

},

$

t

rJ)
'.i
t\j\'(-\

.t

\

\\

.3 i''..?

.:V-'
1a:\ )

,ir clt

qf
._rJ -v

.-/** '3
J: 

=
-.i *
Ji"\-,j J-(d

V

,1)
i\
ar].=
rsr

J
.,

,'/)a?

=.J
f*
Rr-
\.{)

G
t}'.
ir. ,.<) \\.a
€ \[i
it q{
O

g
$N$-
-N(-\ \)
i)

b.il.
'; \o
t\)(,
cJ*..
\)

L\Ail
t:,
v1
l"n
r'{
r-
'\-)

I
u
Ll
a{
O
\,P
O

^
C

/ (--
l:

-q 'J

€il
t:i (5
i i :--.1

,) ..>
v.)

-:7 bu -,-
.J ;1,

-> ,"/

6
.c
oU

rV
r'3Cvl- 2d

Ee* _]

tr
i
)
n

C\

ta
&

\U)
t-
tA

J
'r--J.l

sIL
\
cJ
)
G
V

ft

-a
t

.i)

)-)

_s)
I

C

iu
j
._)

)(

."r(s
I

-?

\ i>
NI
\

\

\.\
ft't
$
.\

&
)I
{
tr(
\

--{

(\

-\-)
.J

.-_l

$4
{

s(
)

j

S

€f
s-

:
._)

'..J
lit
t^,
I
|-
tli
f4

a\-
t.J
-l
<i/t

o./r-t
o
\J

ft
T
\q
-t
+

'\Dq
5-
$.It
C.\
,-'.i

F.i
(.)t-

tN
:
(f-
\

l..\
\{.
if\
\D

SA

G-
a
ct
G'
o
A

rq

3
\o
4
!

5-"e'
'v

,{,Q!

J
"')

L)
).fj -'-2.J?

\J
::(-]

Y'J

-3F
S
U

7-
g
_3d

{i
N?ilL

|d
\'1J

)T.r

biu)'\ $,

:{
1z

$
.tJ

rl
\

i.'J.4 "J.ii -e

+-J5

I
_I

a

d,U
C/

A

+4!*
(
lct

)
4
D

-O

\o
c\ r-

c.l
oo(\ o\

C\
O
ca co

(-.l
co

c.)
co



I

{

i
I

I

I

I

I

I

I

I

I
I
I
I
I
I
I
t
I
I

rn

(U
bo
(!
o-



rl

0)
uo
(I,

o_

'\\'

z
a

^d

fi /l-.i r
, t\
\<

\Ji
'.r\

{:t
.E

\

sl"\
i

,.1

!
i
4

\,

.!

,t
r)L\

r)

iL
I

->)
_+

+
SN

.J

,- -\

aW.

d
:i
.=

Fl

r3a
H

t-
di?
t.\/

'5 I
5,,

J
V
9)

1l

\,

'.+
.-L

.l)
:'-f:

,i:t:

t>H
$
+
-o
a
r-
G

6-
!/0
^J
..i)

,.3
t\l

t'j

,'i}-

N\'{:.
c-\
I,N
r\\,\{

tiz

*rn
)2
rdD?z

3.v
,i
LA
\u
o/
c^
cJ.

L{,
0

'{.)

.\.F

r:\
fi.
Ll

.J'
a.l
.J

€l

\'il-

-J

$)

;J
c.-
. ..\

.J
il
.J
,.b

l-
,}

;

lb
N

'\J

INIS
\*

)

CJ
O
e{ti
I.,?

z
F
N
z
o
/,

l!
G
D't

-tJ
.l

(9

s:/
?

o
\r)

.rJ

'f-

ii-\
'1.-
JJ

-i
tr

\--
I

-:l

\-)

:i-
i:

tt

l.-.\
$
t)
JrI
b
o
!

{t.i
.<-

\-d
':')

)

tli
5
.l
\f
.)

._t

i...t I.1,
:."
;--

\!

\
N
\.\r$
t_

t\-J

U
z
td
D
F.

F
U)
z
U

J

3I
J

GCt

.:\

'\)

?.

f)1'
!i-,1

.)

()

-.- {

,.rl
i.3'

-:F_

.-l

r
3
J:

yl
l,a
t\a)

i-

:

N
C\-

^.\
N]

s-
l!
r1
\,4('/
i,.l)

ir

&
r4
FA

zp
z

,lo
0

r.J\
,{-
r\
..]
i{

lrts

..\
lf,
'.a(-
1.
(-t

.t

:t
+
il(r

J
fr,
a'\r\
Or\
.\1,

r.\

b

.l

1
rL
r.j

r
C*

:J

E
.(-)

ct
){

.N'

'\a\-+,

.\j

{!

s
II

,J

Y

x.J
'tf'tl
"\
(H

=e
z

qi
'F

^t-\_)

\-i.

.\

./.

) ,i

.:2

U

(l
./--:-(

Y
Itl
tL

\.!
Z

.d. rn \o F- co

z
c.l c.)

,:.
r: ll

r'l
.,.. J''-i=1

c.h

Q(

ti

^3i
.-5s;
<:-i

iFz
D
o
U

o\

N

I
Fl
tr

1
iJ

i_
\J

r'J

rJ

..Lil
\J

z
o
Z
o
F
Or

U
F
&
Or

U
F]
tr

z
r-l

r{
t-r
F
t3at3a
U
rl
Fz
trl\aa
F
&
or
ri
trl

h

o\
e
N

zo
aa
r{
cn

eil

F
I

Fz
H
a

-]d

l-r

-lr{
t-<

t:'

rlq
r3a
H
C,)a
-]
z
o
Fr

Z
tq

F

z
rn
V
tro
U
Fl
Fq

f.1il

ffi

't
I
I

t
t
.l

I



N

o,
oo
6
o-h

fij

1\

{)

i

\

\ J

I

a?

:/-)

J $ s s
t
.:\.1

Jd
tr) r,t

rt)i

Pri
tJ ,n

f,*)

OJ

*.lhqF

*s\.'<-

1}:- . rJ
alv

-n .E_-3 ;-C. s-(*)
C (.(
c<!)

E
c.

rs-(q

\ -\.\irt4.
ilr
iltc

zl J
(t
5)?
5-.
-J5.TE

-l , ..-i ",\=S

3
:t
'i\5 i-
:., ,1li :'
\!'

UI.*i,
.S
\,
{,t
.{
N
&
a

E
M
N
H
rR
b

+
c]
C\
ir
{.^

0,
C\
i^\
rJ

\D
,n

.{l
U

C\
r-F
;l

c __1

,v.1

&
)r
O r-l

7 0'),DM

t-\'on
tA
F.
c{N
-c)

,=r

\;
o
.r)
s"
I-
O

"-lF{(.{\

4
.qo

Ed
+

')
rj
-l
S'\/]

.l
,/)

\-)
Z
N
;

,J

2
\
r'0V

..\
s
r-')
U

r)
.'.\

l!&

s1.

$$
B
M

'.4,
i)
o

.J
4\,

d(r
d
r*

=

I

$
E
s

d)
fit

(y

n
Qt.l

I
-A^

{

*:-\

;!5

4
d
ff

d
?_

&
d
"1

J

gr
L
(t-

J
)
)

cf)
tr
-J-

d.
J

--t

&
,

d
f

J
3J

\i,
TT
cr
fr
o-
r-

U\:
t,i\
.J,

d
cb
i

Lv\

itl
A
._0

tr
.)
M
*

\t
$rt{

d
Ir
$-

!
\)
c\

r
ilD.1
T.\
C{

a-
a0
o
l!
c\rl-I

f\
o
\a
\4
f--
;\c

c')

t-
'{)
c-
l-l,.D
.J

r(

.<

c$

dt,
JL
?J
{).-q<--

-Z

*#, +.-- l\u)w?
,r$ s
ZHr,:
Ft. T

q;

rr \/-2:
.-{- {H,t\J ,J
,'.1 2l'! <-
l'l

)r-2'i ')
Ci!(r)?+4r)

{
:;
)
)

,)
2
,)
l
Y('I-

st
4
Ja
-]&
E

Es
'/)
4_

z
\

e<

a
JJ

-L

+f,
>(

o\
o c..l co $ t.l \o c-

li

Ir



rn

o,
uo
(I,
o-.N,

ffi
-\
\ $

\q
'1)
,s2

*1_

ffi &
j-
\.)J
i-

u - a
-. 

-'u c.Y-
Jt.\J

\ :r - - \r) U-1J
B6J-

--3_2 s_
I,J

M

i{3
Bq

tF-
D
J
to
t--
--ls
l\
o

--D
-!
i)

o
,*-
r)

-9
'o
J
/D
N
t

(_)

l-e\.S.4
trli

\
*r\-
c]

\,J
$
5
M
lf-
S(
Fi-{3

('-
It\

-o
1fv-1 A
6-( a(
?tu

il*
d

\,
\1,

<)
s-
A

ru

?
I
vl

"J

t
6,
C)

6
(

&
J
It

-?\\s

\],
d
d
2
:7'rx.s

-r?
3_!-r+
4's

r:(
a
e
d
t--2

-)*=S\\
- '-ar

d\)

\D

d
tu
1
&
NJ
U

LC
C

<-
.)
:)
-L

a

3
_1

\5
c.\

\-
I\J

5
{

&
E
aI-

J
)
J

a0

.t-
J
3
J

(^
)
,+

4
?j

b4
S
-sY
.<

J

";

2^

cJ

).J

F
--o
^{\o
rt
rn

.lr
0

V
J
(j

C-l\

'".\

N
,-F
\0
o

C{

-jl
d-\
:l:}

.(

f-
0a,-$
o

r--
\*'

t lxl
a\,tl

K

B
t/

U,
-Lf

..

1N

-s)
J

'--lt
r-.f
1O

T

=

{.
,.4d')

bL4
U
7

p
{)
1di

Oi
oD

---/ 7,<. vi

\\
R
\
i--
I-

I.,
\\
J

N
.o
\s

$Jl
JJ rt;7
Zta
n

E.\)

\.)

t\J
LJ

DJ
\r

d'

C,

\
C)
I
4
01

-s
€
3
)

c_-.

A-\.

.S
,sa

s:
.\L
+
J

"0 IyL
z

,s
V.
(*..l

@ o\ a
e.l (\ N

c'l
ca(\ $N

I

I
i
I

l
,t
t

,t

I

i
I
'1

I
:

l

l.



I
o,
oo
(l

CL

It

T

#
-.4

r,, r\ i\,

\ l,

\cr

,b

d-
s
c\I

/'J

.j.

,.r) tJ 
.-|

.jd)
'*?,-.-.+zta

L,F'5

b

%7,
1
d
v
v-

0

il(
LL

c\
.J
,)
Sa

S

!-..
S

t-
S
\S
\.n"-/a

<-'6

r\
U
\(J
i\,\o
\$
r-
a
i-*
.':)

.a
r

|--
e,s's{
c{
c{
\)ra

,(

$
\)

(i
J

-t
N

,J

t
0tr1)

?
e)

E

.s
h
h)
s.)
\-"

/,

.<
..,:
7

,r1
)?

d
1--+l'*J

) Gl\)
lrJ'a ,3
3in
.0 /s
r)

gV/-v'-c

"(.\)
.-\r.$

B, .$
/t'..

$i

B)
,.])

/\\ d\
()

).
vll

;
C
Rs
>- "a

r'i, J
.l'
-t-
-lJ
\-*
!.

E.

il;
:-

t'

-
r-'J

)

-A

q
qt
)
J

I
24
Di-
,,>

(>.(
\ti
_(\v

)

J)(
1-

l(-t
c

1

..,

s--
o
d.\\o
oa
(-,)

t,o
"Szy'

/
'{

pl.

-i(-a

.-?{
..u
r--..1

\lr
\4
\
C,

s
a
(17

J
o
$
c\

's
\s\5i
a
M

sl
;r\'0,

.J
$l
$

ct
;
d
da
.-\

a
5'))

5--\
CJD

:i
CL
\u

V --tr) \\

E3.(n
-J

"\r-Z
aI

Ll
)t
-i a_.,

c,-

)\).\)

-?

-:-r

t.-_l

{+A}sl :l

?fi
cs

ii).E
a-
7'

Ls
1,
&j

.a\
.1

L
{

c

,lni
lq )

\o
c..l

r-
o.l

oo
c.l

o\
c.l

O
co ce

N
co

c.t
co



d

c,
b0
(I,
o-

N,
VI

W(,.}'

€r
=\nsSl.

,,M A
Px<Z
$ I+.
ryo:

U
3

s- t\l

s
5
IV\

NO

u
.J)
f..\
S^
\k
Ir.L

I

'-,
c.)

-,
.qF-

cj $,tl ,Alj*"
o

b
-?
v\,,(l
,{i-

Yrr'
o

F,F
tr-
p
0p
<

\)k
o

\4c{
Ms-
d\il(\
o

d
lU

a{
st

d-

#

-4I
,rl

p
,tr ..-J

e\. \
,9d
i,J

3
aaI
qj-

a
C\,'

At
P

.J.
:/

P
P

s
\

)̂
a

("
r -/l'9\-
(-'
{

)

ci(
/2
(
-)

\

-L

{
.t-

g

l

-r:
s.j
€
er
sl
_1

-g
E
L)

3
5
D

s
:a
i-Y''5
CJ

\.-('fl
i-
\o
}r-
.O
l.al

s-\-_
-e

(r
rlr
ry

II\7
fI-.

+

i$
ro
At

s-o
brr
\ray
S/
c0

)
A\is
N^
f,

\.+-l

B
$

,-7 .--\- ./)-.- s-.Xs.
(-.-- (--[J .tr
.-) --!)

:) vl(;r

4
I'i
1^{
1
N\

1
'.v

L
.J

LTrt ,$

,I ,I

c
t?
6)
U
J.\/{,:/
I.V

d-p
._o, r3l
6.1 J

B.J
co
c.la.l

coO
aa cao\

e.l
F-(\ oo

e.l
\o
c-.1

l

I
ri

l



z
a

&.},
F
1I

U
$ )

as
(-\

t.

F]

13a

ls
?

5
J
5.I
ta1

tJ\,

t,

!
'.)
'ti

5rj.)^
o.+l
._+ g

-3 ()

-) 15

t)
i,:'l-I'

\-l

L

rr]z
H t-l

JA
HPl-Z

\
b{

FN
/.$
/t..
V)

o.]
Jr
rr
5
-tts
t-

-t'o
C^r

i/rft
N
\

/<'.1U
V
s
\\s.
c\/
n'\2,

t:JrV
I

N
!.-
q-l
N
O

Lb
St-
!

J
C.\
N-
\)

L"--
N/'
.]

LV
.0
o?f,J

z
F
N
z

&

d
Yt)

F

1
?
\*
1(
&
c.t
l?

7

i)
\5*L
)

<t,

t
l-
.J

-f

al-

\\
*\
\r)

J
t\l
e

d

4
ul

)

(,)
z
H

F-(

F-la
Z
U

Yb'J

1.,
(-

-J

.J

.1
l-
'.?.
\JI,J

L
\4

>t

(
-.>

e)J
\t
5

---z
.!J
\-)

z-.>

D
\--

s
L

Y

'is

c

(4
)

&
H
Fq

Dz
a

t-
f

[f
d
-L

1-
o4

\J-

+
i4
rt
t,

T1
ct

-L\tc
\7
cl
CX)
$
=)\
oil

c{}
D
N()
\9w
v\

D

s\'
.+'
--\
J

\
r'j
N1

9s
1\-
o\

L\-

a
d
lv)
o-
u
N

rc
z
z

-
J
Ut
U

*
O

'(,5
,\-
4J
rrl
'5
C3

':)((
C'

;
B
\

\J

n
E

-4,^
g,rJ

1--.-
,,J
eo
tr

.Jc
-c\
\rr\s

-o

U
Qcltl
\.)

-]\-sA-

c2
E

*
+
s
'l-/
<

\)

oz
c.,.l ca \t \o r- oo

t
r'{

OJ
bo
(E
o-

I
U

C

I

T
riF

t-,(z
D

U

I
I

or

:J

a
z
o
t{
Frl
F
F
13a\3a
U
Fl

Fz
14
tsta
F

A
frl
a
rI]

F<

Flz
F]
13a

-l
il,

F
frrI
rr]

B
F

Z

z
o
3
A
U
F
&
Or

U
,l
FAp

o\

ari

Z
o
a(r)
F]a
Q
/.,

F
I

"lca\3a
rrlaa
rl

z
F
z

F

ffi

z
rd
V
9
o
U
F.l
FA

Att/,



N

o
bo
(o
o-

a.N

'\H

tr

,-/i{
3-t

{,ffi v
l,$

s
.1
/,

"/.--)/'\_-)

IJt
Ac2

s
$e
,'dj g
o-
ts
". \)
,t0

\t
=!\,x\.U

t

.)

')

s'r
Iof
T

"JI
ol

)
$lti s\rxlLx h

{'d {

si-
) .;)-J\!

\r_\ :5Jv

C-QJ

,J

IJ,2
-!t> .)

l5

'k -.*ih .,
7? -j)

-.)
ij

;
CJilq

\---.
,l

S

x
t

L\r-
\A\lo.+-

o'
O

.( 
J

N
\J

\\
\r.r
N,
<'.s

$
RC\t

w
Mo
c-i
l-a

s
o

\P

r
\n
r.-

$

t^i
4',
ry
rF,
t1\
i).t
r\
-t-
?.,

tl,

n
rJ.+
'5

YV
,c
/j
tf

I

::
la-
\J

J
b

-0
R
r'(
c-
r>

o
-J

'u
TJ

L

.N'-s
\\{

L{

{
\^l
G
N
\.{

N).
\tJ
a\
\

c'J
trl

l
,J

i
fJ
ril
i-!

i-)
-l

I \l

a,/
,J)

2
.)
tri

I

\J-l
,a
'\rl....- I

:\t
\-
$
Ri
$-
.:
s

Etr
U'J

=E
tf.=
s

:L
Oo

..i
J

J
\ c/'\-{\l\

{)si (^\

s&
t('t

+
tt
q,)

U

-T

-d-) r-

') '2
!- \)}

WJ

.J
,j

:)
vl

*T

I

t
2'-

J: '.].l

\.i

I
)tJ

5t,a>
.i \. rl
1 .'..J

+
CJ

?
e
J
E
t'.4

=J
c{
t--

E
t-.

^*
$

\YJ
(A
c4
al'.-
a
€)

r,o.
\-l

Oo

$
0o

s

o
r-.J
$o
CI
o
cr)
CJ

1\o
\n
t-
,)o
(-?

{O

l4
rv

x'\>
^l
A

tu
rlj-

7
ar

.t--

\.0
+'{-,
rl

J

t-
s-
u-.
s.,5
t0

_e
C)

-=\)-r.\
r-'
E
\J

\J

'\:
e

-.s

r
f,\

-L

\
\\\ \)t.\VAr0{,s \ BEU-v

Vo

j

- \'l
1\l .-
.J '-
-r-,J <l:9

/')
J.
cJiJt->

rJt-)
=$n
^l 

Ig'=: -.?

(-)

/*
rJ, 7-
il:2
t.J

t-'
'2 A-:)

- --- 
:L!

'-r-=J

t

u /--l'.J,E
(-? -\

S-{

3
o_J
J

1
L
5

d*
)a

o\
O (\ co $ la) \o r*

:

l



cn

c,
uo
(o
L

U
n-.,fl

el)J
xs

t-lltn

W

T'l(

ffi\l
2

,,{
Q.EIt
fCI

'v_.)--:r -/av
t+1
') t--tia

$i
(1.-<

) r-rItr
.i 6=

Ia
B

$t
<,

.onl 5
.rrk(

FY, 7

;.
z E.
?r\ 3l\9

(
a
g

.E

(v
-J-:
^l.l
N
o

.(r
:J.l-*:,)hi(\
/)

i'r-
{)
U
r4

"u
o
f,-
Bts

C

S
CY

N-t-
cF-
w
r)
F'
t)

tr
g(,
\ll
UP
..)

wo
C./

toI
or.r

m

\\-
\9t-
.$
rrA
\-h
Gl

B-

IL-
'.f)'\i\
cqI
E

N
b

t;.1+
SJ

!
st,

\-
.!

,Jrl-,a

ci
r.U

n
:
i$

d
,J
A
.-I
\u

d
O.

d

^JU
A
ri--
l'14,

,L
i&l

,6
(x

2. i=-$
t.-5'2.
i+3
qs.'{
X\,
.*Y
C'). '{q
t\?

+
ts

l)
b
d{

J:"
l{
\\r
'I

E
!
:1

.J

.1,r|\':

3
a
E)
i,
V

.J

d\:
2
.J

d
:,
::)(rt
g

J
'.), /.
/si
')?
vl q
A0iV\J

Y
1 ,\,

its

^f,<U
On

.-r'
,rjqx

!(Y1 i,1 U!'J

+
..1

6.J

z

-J

O-, '

\0
6--
A-
s-
\

:t-
;
s.
:F

CJ

J-r)
J

\c
v)

rn

o-
LNr
c.{
o-if,
(t)

Mp
Yr
\^t
\,
cl
U
J

<fra
(Y
..}

J

+
ri
M

t)p
ix)
tp

=d
C\

15

s
Tt)
\)(\tll

\.--

(+.sI
J,
/)
'a
,)
t:
^l

,

o
E.\

6
O

I
i:

d
-r--)d
cl

<
";
J
IJ

q
o)
L-A,LJ

{tu/( Y-,s6

eJ

\,t
t^ L.
)f.4 ,r
'_hJo

ei\
v --->
i- -<l/-.

A )>-
\x,c\_:,

r)
.c
__lo
'z
t
"z

@ o\ o
c.l c.l

C.l(\ c.)(\ $
N

tr)
c.l

!
I



<t

(U
bo
(I,
o-

l
!

l.

I
.i 

ili
\]L

tv
.: li't

_/,--**--
.)

,, *-Ca\$?

.-<''/
3

70t'-

,
I ,l\t,

W-

J
s
JD

#
$

J-.p;.rs
-*c
\2-

-Y€

.-i
-> .c

6.d
J-'-
? ry--
a/Jl

.-. )r13
--g'5-

!r):- i)
.rJ-tP!P

_9i-{}
J I\,. \)

.j '-\
i: +.- -\/

\\

\'t I
_t-z-:

jJl
-_.) -...*-.

.7i .!
-{ 

v

l'

Y

t'4

sr:\
$.'9)r).)J
i) i?
Cnl

d)
CJ

'r'fd
g1
/i f)
gd,

I

N\o
Nlt5-

r^\n
t=( ,>i

c-_l

\-l

i:--s
J

\\\'\)

+-r

.-.:i

l^>;
a''
-)

^lf-
tJa!.\r--
(7\
-9

;r
C.l
r1--
{)

F*
,g
'\l
}iJ
n(\
l71

fl-.i)

,5
()
+.
i.,_{

r.J

s
r-.
*
F"
c(
(^{

F
D

{--;a)s
$<

-?\
a'\

\

'+-\
't--\
\,\.-r

\-

'\{-

1,

-<

*..!

lv

+
{-\

[]
)

)t
rI

\
c{
d,
.g

U

,)'t-:
-JI\
-)- J)Jt-a 

-'rJJ

\l
J

\4

,r
,)

.f
\. -..1.

)
/
J

a-
'/a

U\
')c

t
C

G
{7

'-i

\:
,B
e/
g
u)

V

.-Dq
:r\
t!
c5-c(

,:.
*J
{-
-t5
\tr

J

\X
1'..\i.

a.n
..J i

:\4.
_./(
i,_;

r-.a-'

'\.)-

$
^it\q

N
N

h)

.D
c$
Ai-
ie

.L
C"

F
t-
\l
a\

/)
o
"0
6
s-

e)
:I IJ

oLa )<-s
-sL,;Z
tL-

J(;
,r'tf,

rA)r .'n
!- tJ .'
:F-i*
711 \_L \-_

r\ -{
L

}
\t,
'.1

/)

.D
: --_--:../- )

\\-l-,
:.
rl I

-s

x.J\ z,
.J\€
t)>r( )-->-P .{

-l- .-

U!4

Jf
\J
v'
5

,'7
O*

{rt
NA.\- y
!\

j'7
L

ra
a'#
a
r'

-/-
\o
C\

r-
c.l

c..l
c')

ooc\ o\
C\

o
C.) rn

ca
c.l

ii

'l

l

'.'

I

il

I
-{
i_t

E

{
i

I
t

I

T
{

I-t

;'



ut

C)
ho
6
o-

\o

+
l}
f--(.4

s
cr.
a)

P\tl
oJu

N
2
il)
r.)

T
(/)

>/

il
ol
b..l
UJs
{

u

\3

I



rl

(U
ho
(o

CLz
(J
o

,;J'i:{
,.;{, $

>:

,+
€i

:-#=i

4i d

sI

B

r']

r3a
trl

',)
JJ
=Ji'

3i 
'-CU

i/1-!-

o:tF
ind
n4
,{E
Ed

'a
:)a

- 
,. t)
,r _l

l-i
il

--i r.r)

U;

f,-_

\r

-1

:r
a'
1
J

,
at)

tiz
Fr{
ttEJaEt)t-Z

li{
t.\r
,N
fa)
rra

=
'-)

v
(-
0
N
a
tn
o
r
c\

,')

a1
.f'\;
!. --

'J
L-
O

u

\!,
^4
U
L

4
OO

v
9r
rFT
o \./,

.x

^r)fo
0o
:,".

}
-tL-S

il--
S

c--
e
s.
Uo

r-
c1
o-r-
O

t4
.9
.!
J
t-xt
r1
a
r-
o

z
F
N
z
rl

.Z
i--

.-. a.;

C! (-i

z':

zu0
QF(
a.9d&
Fg(n r-L

1L9-I

t\
- .)

T:
>-..-r
^t)

::5
-/ l-r-

Ll

4
z
)j

"0

=3\)
-Jt_g

c
N

,
J
e1

-c
Utj

Y
E
3
U

--_slt
J
12

i
u)

r
I

,]

L
,l

-\4
J

Uz
tc
D
F
Faz
U

1

^*nt.>.)

c;
,.)

J
$
V
Z
\!
L
f,
t)
:1)

.I
i:
.)
z-

=
'?.-

-.air
\;
-,

\/)

d
xfl
J

1
,r{

:J

SJ
v

&Jt_

-.q\-l

E
S
t4

a

o
i)

9-
a)J
tr_

:,
2.\/

I
L
J
')

)
,)

U]j

&
14
Fq

z
z

i|f
r---

.n

..f)
rD

fn

i
rl(,

co

l<1

rC
.S
l:-
rO
ca.

r
\r

\.
.,
.o

c,
.2,

JqJ
.5
C6
co

Co
0-
0-

\rl
M)
JT.

q
v)
"r)

2
FO

-0
a

t
*
c{)

{)

H\3a
z

g
7\
}---r
L
lr)
c5

'-)
:)'a
{C

I
fr
Yg
x
r\r.|

/a

3u,
Z

t!,.)
-- , I

;>
T*()

E

3-v
cJo

+(Adg

d7q
e)

C

ir
dq

rU
c\
2\)

Y
l.!l

$c

5
o

{
x
g
t,
d
a
$
a

J

oz
C'l ca $ la) c-. oo

rJ

-.)

.J

trl
F
a

\)

t
t-,(z

U

o\

(\I

rlJ
E

I
i
I
I
I
I
I
I
I
I
I
I
I
t
I
I

E]

F
z
z
3
Fr

U
F

0.r

U
I
0r

z
F]
ti
F
F
e
z
U
Fl

Fz
td
l-a
F

rd
a
r4

F

o\
o
6l

i
U)

=E
'.4 A

E3IEI =a=o!<F
.l

<l Fz4
->
?sz)
H?

3lr
-]

F

Z
FIV
I
o
U
rl

pr
f.t
il

ffi

I



I

I

l,
L

I

I

I

/r-l

il
i_t

i"i

I

ii

,1

I
.ll

tl
I

l
'l
tr,

,l

l
Ilr

N

o,
bo
.\,L

-{/-fr
I
I
J $ 4

\

s
5

fl
t
d

$t
4

J

@^ u-

^(a9"q,6
6

dz

{T{
*dv
*s
xto<

s,r\
S*,t
3 .;!s
IT+ s_.)

r
00
0
.{
o
r
f\
(4
,-
0

boI
s
\0r\r-

C\-
o

M
rFv(n
q,

u
^6rt-

a

Nd
N

r'-
I\4

N
f-\

L

{t
;J
A)
&

=J<
E
:l

dq
.€
cgI
:r.
=

$,> 1-,3r

*J

N
J

)s
_.t

s

s
\
\\
)

>.
2-

c
d
tJ
a
s

t
d

-/

J
s
6

I\,
v

I(
d
t-
7.

t9

t{,Jl

{

\(.
L

,s

\

14

"t
t
o
6-
F

r*-
o
cf
$
o
rO

v
V
(0
*
+
,-9
r)0

rl

5
G{

r-
-)

q

t
d

?
3
A

rtJ

FtAE
"t
h\l
c\1

'<J

r+e,d
H4
i$+
t-j
o

t
o$
{t
t!s

s
\\t\-

o\ 6l co sf rr) \o c-o



r.{

rd
dp
F
z()
(r)

'I
e---tt

t$i'\-\(\t,\\'*J
$p

F
U

tzo
U

.F\

I'n
'.i.-

.J
In
\
N\
t...
\

',/

TA.'N\)
-(i\
)G rts
D

e-lfr',Fx,

h
I
.-(

tr:
vJ

MI'(i
o
nq
ol
nl
I-o

)-l
,l
tu
z
z
o
F
z(,
a
frl
a

.::
5

.,J

"-)
-J,,\ +.2 r.-

-.J

- \-_/
J

-).+- --,.]
\. l,\ /5X-

'\ '\J\v /\_) /_

N
\:l]
\)t{\
':,

\.

$
l.
-J

l

Î
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