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CHAIRPERSON'S FOREWORD

Mr. Speaker,

On Thursday l5th February, 201 8 a petition was conveyed to the House pursuant to Article 1 19

(l) of the Constitution of Kenya 2010 and Standing Order 225 (2) (b) by Hon. Justin Muturi.

Speaker of the National Assembly on behalf of Mr. Michael Ouma Omuga and Mr. Julius

Njiraini.

Pursuant to Standing Order 227, the petition was referred to the Departmental Committee on

Communication. Information and Innovation fbr consideration and thereafter report to the

House.

The petitioners prayed that the National Assembly-

l. Enacts legislation to provide lbr the registration, regulation and licensing of digital

security and forensics professionals in Kenya and sets guidelines on qualification and

authorized professionals to practice the same in line with the Computer and Cyber Crime

Act, Cyber security and protection and any other related legislation: and

2. Enact legislation to provide the Cabinet Secretary, Information and Communication with

powers to maintain database of qualified digital fbrensic experts in Kenya.

In considering the Petition, the Committee held meetings with the petitioners and the Ministry of

Information, Communication and Technology to consider the prayers sought. The minutes of the

meetings are annexed to this Report.

Based on the submissions and oral presentations made by the Petitioners and the Ministry. the

Committee therefore recommends that;-

The Committee shall lbrmulate and sponsor a Bill for enactment to regulate the practice of all

professionals in the ICT sector.
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1.0 PREFACE

1.1 Committee Mandate

The Departmental Committee on Communications, Information and Innovation is established

under Standing Order 216 and mandated under Standing Order 216 (5) to-

a. Investigate, inquire into. and report on all matters relating to the mandate, management.

activities, administration. operations and estimates of the assigned Ministries and

departments:

b. Study the programme and policy objectives of Ministries and departments and the

eff'ectiveness of the implementation ;

c. Study and review all legislation referred to it;

d. Study. assess and analyze the relative success of the Ministries and departments as

measured by the results obtained as compared with their stated objectives:

e. Investigate and inquire into all matters relating to the assigned Ministries and

departments as they may deem necessary. and as may be ref-erred to them by the House;

f. To vet and report on all appointments where the Constitution or any law requires the

National Assembly to approve. except those under Standing Order 204 (Comntittee on

Appointments);

(ta) examine treaties. agreements and conventions;

g. make reports and recommendations to the House as often as possible. incltrding

recommendation of proposed legislation;

h. make reports and recommendations to the House as often as possible, including

recommendation of proposed legislation;

i. consider reports of Commissions and Independent Offices submitted to the House

pursuant to the provisions of Article 254 of the Constitution; and

j. Examine any questions raised by Members on a matter within its mandate.

In accordance with the Second Schedule of the Standing Orders, the Committee oversights the

Ministry of Information, Communication and Technology and tnatters Communication.
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Information. media and broadcasting (except for broadcast of parliamentary proceedings).

lnformation Communications Technulogl' (lClT) development and advancement of technology

and modemization of production strategies.

1.2 Committee Membership

1. The Hon. Kisang William Kipkemoi, M.P - Chairperson

2. The Ilon. George Macharia Kariuki, M.P - Vice Chairperson

3. The Hon. Liza Chelule Chepkorir, M.P.

4. The Hon. Alfah O. Miruka, M.P.

5. The Hon. Annie Wanjiku Kibeh, M.P.

6. The Hon. Joshua Kimilu Kivinda, M.P.

7. The Hon. Marwa Kitayama Maisori, M.P.

8. The Hon. Mwambu Mabongah, M.P.

9. The Hon. Maritim Sylvanus, M.P.

10. The Hon. MwangazaKawira. M.P.

I l. The Hon. Jonah Mburu, M.P.

12. The Hon. Gertrude Mbeyu Mwanyanje, M.P.

13. The Hon. Wamuchomba Gathoni. M.P.

14. The Hon. (Eng.) Mark Nyamita Ogola, M.P

15. The Hon. John Kiarie Waweru, M.P.

16. The Hon. Erastus Nzioka Kivasu, M.P.

17. The Hon. Innocent Momanyi Obiri, Ivl.P.

18. The Hon. Godfrey Osotsi Atieno. M.P.

19. The Hon. Anthony Tom Oluoch, M.P.
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1.3 Committee Secretariat

1. Mr. Nicholas Emejen

2. Ms. Ella Kendi

3. Mr. Ronald Walala

4. Ms. Lorna Okatch

5. Ms. Catherine Gati

6. Ms. Deborah Mepusi

7. Mr. Wilson Angatangoria

Deputy Director Committee Services (Lead Clerk)

Third Clerk Assistant

Legal Counsel II

Research Officer III

Fiscal Analyst III

Media Relations Officer

Serjeant At arms
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2.0 INTRODUCTION

Article 37 of the Constitution provides that every person has the right. peaceably and unarmed.

to assemble, to demonstrate, to picket. arrd to present petitions to public authorities. Article

119(1) of the Constitution provides that everl, person has a right to petition Parliament to

consitler any matter within its authority. including to enact. amend or repeal any legislation.

Upon presentation of a petition to the House, the Speaker ref-ers it to the relevant Committee fbr

consideration, and reporting. After referral the Committee invites the Petitioner (s) to appear

befbre it and prosecute the petition; and the authority responsible for matters relating to the

subject matter of the Petition to respond in writing or through oral representations.

The National Assembly Standing Orders require that a Committee, to which a petition is

committed, responds to a Petitioner rvithin sixty days (601 days through a report tabled in the

House.

The Petitioners. Mr. Michael Ouma and Mr. Julius Niiraini are digitial fbrensics professionals. ln

their petition, they seek the enactment or amendment of laws to govern the registration.

regulation and licensing of digital lbrensics professionals in Kenya and establish guidelines fbr

the practice of the profession in line with the Computer Misuse and Cybercrinre Act.20l8 and

any other related legislation. The Petition is submitted pursuant to Article 37 and ll9 of the

Constitution, the Petition to Parliament (Procedure) Act and Part Xxtll of the National

Assembly Standing Orders.

The petitioners therefore pray that the National Assembly

(a) Enacts legislation to provide for the registration. regulation and liccnsing of digital

security and fbrensics professionals in Kenya and sets guidelines on qualification and

authorized professionals to practice the same in line with the Computer and Cyber Crimc

Act. Cyber security and protection and any other related legislation; and

(b) Enact legislation to provide for the Cabinet Secretary', Information and Communication

with powers to maintain database of qualified digital florensic experts in Kenya.

10 | r.' ., 
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3.0 CONSIDERATION OF THE PETITION

3.1 Meeting with the Petitioners

On l5th May, 2018 the Committee met with the petitioners. Mr. Michael Ouma and Mr. Julius

Njiraini who submitted that-

(i) Digital security and forensic professionals have a legally registered association called

Kenya Cyber Security and Forensics Association (KCSFA) which has a total

membership of three hundred registered professionals;

(ii) In the year 2016, African countries are reported to have lost at least USD 2 billion in

cyber-attacks due to increase in the use of financial technology;

(iii)Several factors affect the investigation and prosecution of cybercrimes including the

failure to maintain a proper chain of custody and preservation of the evidence

collected;

(iv)Cyber-criminals are deliberately targeting the Kenyan digital economy with the

intention of wreaking havoc and making away with millions. The targets of these

cyber-attacks are the government, telecommunications. mobile money services,

savings and credit cooperative societies, microfinance, e-commerce and online

markets;

(v) During an investigation of a computer security incident, an untrained system

administrator, law enforcement officer or computer security expert may accidentally

destroy valuable evidence or fail to discover critical clues of unlawful or unauthorized

activity. The Petitioners noted that they have witnessed lack of education curtail

efforts to apprehend external and internal cyber attackers;

(vi)The threshold for admissibility of digital eviderrce is high as it is volatile evidence.

There is therefore need for computer frlrensic expertise in digital crime investigations;

(vii) Digital forensics involves the investigatiorr of the theft of source code or

proprietary information, theft of password files or credit information, spam, e-mail

harassment and threats, unauthorized or unlawful intrusions into computer systems,

denial-of-service attacks, forensic support of criminal, fraud, intelligence, and

security investigations, fake online accounts. A digital forensics professional may

11 lPagc
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also act as the focal point fbr computer incident and computer forensic matters.

provide on-site assistance for computer search and seizures and help in ensuring an

organization adheres to regulations, standards, and statutes that promote incident

response capability;

(viii) A digital forensics prof-essional is trained on how to create reports that accurately

describe the details of an incident which are understandable to decision makers. can

withstand the barrage of legal scrutiny, and that are produced in a timely manner.

When working with law firms, a digital forensics professional is usually requested to

offer an opinion, which qualifies him or her as an expert witness who will appear in

court;

(ix)There is need for qualified digital forensics professionals who can work well with

other fbrensic science experts. Currently there are no mechanisms where evidence

collected at a crime scene can be shared among different forensic experts. 'fhis has

made most digital evidence susceptible to tampering at crime scenes, compronrised

the chain of custody of digital evidence thus rendering it inadmissible in court;

(x) Digital evidence may require evaluation in a lbrensic lab which can only be done by a

qualified forensic expert. During an investigation of a computer security incident. the

untrained system administrator, law enforcement offlcer, or computer security expert

may accidentally destroy valuable evidence or fail to discover critical clues of

unlawful or unauthorized activity;

(xi)non-regulation of computer security and forensics professionals may pose danger to

the country's cyber eco-system as computer forensic experts are trained in handling of

evidence from a crime scene and maintaining the confidentialitl'. integrity.

authenticity, availability and non-repudiation of data;

(xii) Forensic and Computer security professionals can help the Govemment in setting

the required standards for management of digital evidence and its production on court

during prosecution of cybercrimes;

(xiii) The Computer and Cybercrime Bill,2018 (now the Computer Misuse and

Cybercrime Act, 2018) only contemplates "authorized persons" assisting in the

1
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investigation of cybercrime's but does not state the qualifications such an authorized

person ought to have. Various institutions of higher learning are producing computer

security and tbrensics prol.ess;ionals who arc well versed with evidence seizure,

gathering. preservation and presentation in a manner admissible in legal proceedings.

Evidence of cybercrime should be handled by trained digital forensics experts. fhis is

evidenced by the growing sophistication of cyber criminals where there is even

development of service based criminal industry which specializes in virtual

underground economy to develop products for use by other criminals. According to

Internet Organized Crime Threat Assessment (IOCTA). barriers to fighting

cybercrime are hampercd by lack of technical expertise needed to investigate it.

IOC'IA further calls fbr legislation. awareness raising and international and cross

border cooperation;

The petitioners therefore prayed that the National Assembly-

(a) Enacts legislation to provide for the registration, regulation and licensing of digital

security and forensics professionals in Kenya and sets guidelines on qualification

and authorized profbssionals to practice the same in line with the Computer and

Cyber Crime Act, Cyber security and protection and any other related legislation:

and

(b) Enact legislation to provide the Cabinet Secretary, Information and Communication

with powers to maintain database of qualified digital lbrensic experts in Kenya.

I
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3.2 Meeting with the Principal Secretarl', Ministry of Information Communications and
Technology

(i) The Committee met with the Principal Secretary in the Ministry of ICT, Mr.Jerome

Ochieng who made oral and written submissions on the Petition. The Principal Secretary

noted that the Computer Misuse and Cyber Crimes Act,2018 does not fully define

"authorized persons" as "an officer in a law enforcement agency or a cyber-security

expert designated by the Cabinet Secretary responsible for matters relating to national

security by notice in the Gazette for the purposes of Part III of this Act" while the petition

seems to seek limitation of the definition to only digital security and forensic

professionals;

(ii) The Act stipulates that the process of collecting the evidence of cybercrime should be

carried out by a police officer or authorized person. how'ever that can only be done by a

digital forensic expert;

(iii)The Petition therefore proposes enactment of legislation on the profession of digital

security and forensics to draw expertise from this sector to assist in cyber security issues.

The Ministry was of the opinion that-

a) Legislation to regulate the afTairs of digital security and forensic professionals may

assist in the gazettement of such professionals under the Computer Misuse and

Cybercrime Act, 201 8 as "authorized persons":

b) If enacted by the House, such Legislation should provide for self-regulation of

digital security and fbrensics akin to other professional bodies in the country: and

c) Any deliberations on the enactment of the proposed legislation should be

undertaken with the Ministry responsible fbr matters relating to national security

who are also charged with enforcing the provisions of the Computer Misuse and

Cybercrime Act, 2018.
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4.0 COMMITTEE OBSERVAT I ON S AND RECOIVI I\I T] N I-)ATIONS

4.1 Observations

Having held meetings to consider the petition. the Committee observed that-

1. Digital security and forensic professionals have a legally registered association called

Kenya Cyber Security and Forensics Association (KCSFA) which has a total

membership of three hundred registered prof'essionals;

2. The Computer Misuse and Cybercrimes Act,2018 does not limit the definition of an

"authorized person" who may be gazetted to assist law enfbrcement agencies in

investigations under the Act with reference to academic or professional qualifications;

3. Enacting a legislation solely covering the area of Digital Security and forensics

professionals would lead to similar petitions for the enactment of legislation covering

other professionals in the broader ICT sector;

4. 'I'he l,eader of the Majority Party. the Hon. Aden Duale had sponsored the lnlormation

Communication Technology Practitioners Bill. 2016 (National Assembly Bills No. 18 of

2016) seeking to regulate practitioners in the broader IC'f sector. The Bill however lapsed

in the 1 ltl' Parliament and is yet to be reintroduced;

5. As submitted by the two Petitioners" the Kenyan economy is largely leveraged on ICT

and there is need to regulate professionals in the ICT sector 10 prevent the ICT skills

being used to assist in the commission of crimes. This can be done through an umbrella

legislation instead of piecemeal legislation covering each ICT specialization.

4.2 Recommendations

l'he Committee therefbre recommends that--

The Committee shall formulate and sponsor a Bill lbr enactment to regulate the practice of all

professionals in the ICT sector.
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J.,IITITION TO .{.I.itr I.{A.fiONA.I, ASSEh{BI,Y FOiI TI{E
trNACT]UE}.IT AIVD OIi AM]IND]\{IINT OF LA\,VS TO GOI/ERN
'TI.IE ITJ'GIST'ITATION, IIiIGUI,ATION AND I,ICENSING OF

DIGI]'AI, SECURiTY tIOi?.IiNSICS PROFtrSSIONALS IN

\J
,-)

.N

AUTI{ORTZtrD PROITBSSIONALS TO PRACTICE OI,.I TI{]1
SAN{I] IN LINtr WITI{ COi\,IPUTtrR AND CYBtrR.CRIN{tr ACT
AND CYBER SIICUR.IT}' AND PROTtrCTION ACT AND ANY
OTI.ItrR I1IILATtrD LE,GISLATION, PURSUANT TO ARTICLE
37 AND 1i9 OI' T}.II.I CONS'TITU'rION, TIIE PETITION 1'O

PAIILIAMENT (PRocItDURll) ACT AND STANDING oRDDR
PART XXIII OF TI{E NATIONAL ASSI'N{I]LY STANDING
ORDtrRS

TO: T[Il] CLtrIlI( OF TI{tr NA'|IONAL ASSE,I\{BLY

I]ARLIAMtrNT B UILD INGS,

P.O 8OX.41842-00100,

NAIROBI.

I/we the r:*dersig'ed petitioners bei.g a citizen of l(e,1,a

/')
1z Cl,r'

,-u kt) C\ \
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pLlrs to'

and 119 of the Constitirtion of l(en1,2, the petition to parlian.rent (pLocech:re)

4cL2012 and Standing Order PaLt XXIII oI National Asseurbly Stancling

Order,s:-

DRA\^/ the attention of the house ro the folloiving:

TI-[AT, accot'ding to Serieuu-r's C1,[er securitl, Rellort 2016 Afi.ican corurtries

lost at least $2 billion itt c1,bst'.11acl<s in 2016 clure to iucrease in the use of
financial technology. Sevet'al factors includiilg lacl< of proper praiptenance of
the c:hain o.f ctt,s'toc{y il,ltich reqttires'l.liat evicte trce collected ar.e stor.ecl in a

tat1]per-1lroo1'uratltter. r,vhere it cannot be erccessecl by unautliorizecl inclividLtals.

Chain of cr-rstodl' also t'eqr-rires that the ctigital [oreusics investigators to tr.acc

ihe locatiorr of tltc evicleuce [i'our lhr: nrol]rcut it r.r,as colleclecl to the rnourcuL it

\,vas prcselrl-ecl iLr a.1r-rclicial ltlclcceciinq. rriuist "chec[<-out,, tlrc eviclence



PIITITION TO 'TI-IE, NATIONAL ASSI'N'IBI,Y FOR TIIE

trNACTMENT AND OR AI\{]INDMEN'| OF LAWS TO GO\iERN

TI.IE RtrGISTRATION, REGT]LATION AND LICtrNSING OT

DIGITAL StrCURITY FORBNSICS PROFtrSSIONALS IN

AUTI.IORIZDD PROFIISSIONALS TO I'RACTIC]] ON TI.IB

SAN{I' IN LINB \4iITI.I CON{PUTER AND CYBE,R-CRIN{tr ACT

AND CYBEII SECURITY AND PIIOTtrCTION ACT AND ANY

OTI.II]R I1ELATED LtrGISLA'IION, PURSUANT TO ARTICLE

37 AND 119 OF TI.IE CONSTITUTION, TI.IE P]ITITION TO

PARLIAMBNT (PROCEDURII) ACT AND STANDING ORDtrR

PART XXIII OF TI.Itr NATIONAL ASStrIVIBLY STANDING

OR.DI}ITS

whenevel they, 11s.ci to review it, ancl then "check-in" the evidence each time it

is leturned to storage.

Anothel challenge is to enslu'e that the data collected is iclenticai to the data that

is presented in courrt. It is not Llncorllmoll for sevelal years to pass between the

collection of evidence ancl the proclr-rction of evidence at a.iLrclicial proceeding.

But most attackers 1:rotect their source code. These require a sound scientific

allproach to performing tool anal-vsis.

1.TI-IAT, cyber'-orimiuals are clelibelatell, targeting thc l(enyan digital econoiuy

witli tire intention o1 wreaking havoc aud making awa), r.r,ith milliorrs. 'i.'!ie

targets of these c),ber'-attzrcks are the gorreulneut, telecommurnications, i:'roi,ile

luotley sel'r,ices, Saccos. microfinartce atrcl co-operatir,at. 
"-a91111i1r:ir;t 
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ouline markets. 'l'here are upto 3000



PE,TITION 'IO TIII, NA'|IONAL ASSIIVIBLY TOR TI.IE

trNACTMEN'T AND OR AN{II}.IDN{EN1' OF LA\4/S 'fO GOV}IRN

THE RtrGISTILATION, IIEGUI,A'IION AND LICENSING OF

DIGITAL StrCU]].ITY FORT'NSICS PROFtrSSIONALS IN

?

AUTI{ORIZtrD PROFIDSSIONALS TO PRACTICtr ON TI{E

SAMtr IN LINtr WITI{ COMPUTtrR AN]) CYBtrR-CRIN{tr ACT

AND CYBER SI'CUIIITY AND PROTtrCTTON ACT AND ANY

OTI.ItrR RtrLATtrD LI]GISLA'TION, PURSUANT TO ARTICLE

37 AND 119 OF TI{tr CONSTITUf]ION, TIItr PETITION TO

PARLIAMtrNT (pROCriDUriU) AClt AND S'TANDING ORDITR

PART XXIII OF TiITi NATIONAL ASSE,N{BLY STANDING

ORDtrITS

lnontltly iucideuces according to the Infomration Technology, Securitl,, and

Assurauce (ISACA). Cotnpr-tters and net\l,olks ale involved in virtr-ralli, all

activities today. We use theur to courmunicate, to cleate intellectualpLolterty. to

shop, to pelfortn business transactions. to plan tlips, ancl much more. Netq,orks

afforcl uset's the opportr"urity to continuously use colrpLlters thror-rgir cell phones,

pet'sonal digital assistants (PDAs), il,ireless connectivitl,, aud the Lrbiqr-ritous

Iuternet. Any computer cau be used 1'or many plrrposes. The pervasive naftn'e of

computers and networks uteans that they are increasingll, q6ri,'rected to incidents

arrd crimes. Dr-rring an inrrestigation of a cornputer secr-rrit1, iucident, the

r-iutraiued systeur adt'uinistt'zrtor', lzirv enfoL'cement officer. or cornputer securitl,

expert may accidentally destroy, vair.rable evidence. or fail to cliscover critical

clues of r-rirlawfurl or itnautliorizecl activity. We harre witnessed lack of edr-rcation

ctrrtaiI too niatry efforts to a1>prehend erterrral ancl intenral attackers.

TI-IAT there is a hi-gh ctegree requirenrent oIthieshoIcl to adrlissibilitv of

ctigital evicleuce esltecra[[1, volatile ei,iclelce. -l-here is peecl [br c6utputer

lbrensic experttse iu cli5tital criure invcstigatiorrs. Lzrr.i, eulorcers aud leiizrl

przlctitiouers re[1, ou cotr.tltr-tLcr' [brensics to caLch clirnirrals arrcl 1:r'eseut
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PITTI'trION TO I'I{E NATIONAI, ASStri\{BLY FOR ]'IIE
trNACl.MtrN]. AND OR A'\{ENDN{BNT OF LA\\/S To GOVtrRN

THtr RtrGISTII.ATION, REGULATION AND I,ICENSING OT

DIGITAL SE,CURITY FORE,NSICS PROFDSSIONAI-S IN

AUTI.IORIZED PROFESSIONALS TO PRACTICtr ON TI{E
SAMtr IN LINtr WITI.I CON,IPUTER AND CYBtrIl-CRIN{tr ACT

AND CYBtrII. StrCURITY AND PROTECTION ACT AND ANY

OTIItrIl RIILATtrD LIIGISLATION, PIJIISUANT TO ARTICLtr
37 AND 119 OF 'I'I{Ii CONSTITU'I'ION, 'TIItr PIITI'TION TO

I'ARLIAI\{trN'r (PROCEDURTT) ACT AND STANDING ORDER

I'AIIT XXIII OF TI.IB NATIONAL ASSIIT,IBLY STANDING

oRDrllls

admissible eviclence to court. Coml>uter forensics is qLricl<I1, becorning used in

l]lally different areas of climittal investigations and thele is an internatiopalll,

accepted standard methodology that is r-rsed. This is ver1, irlltor-tarrt in horv tlre

evideuce is tuaintaiued and collected and it has become qurite a precise process

in law enforceuletrt hetrce iucleasing deurancl for expertise in conrputer

forensics. Digital forensics hrvestigate the theft of source cocle or proprietary

inlorruation, peL'lbrt'tis investigation of the theft of 1:assu,orcl files or cLedit

inforruatiorl, span') ot' email lrarassnrent aud threats, unaLrtlro;ized or unlarvfirl

itttrusious iuto contpt-ttet'systeurs, denial-oI'-service attacks. fcrrensic sultltort

of criminal, fi'aLtcl, intelligence, ancl secr-rrity investigations, fzrl<e onlipe

accottuts, ll'lzl}/ acts as the Ibcal point l'or go\/entnteut/organization's courltuter

inciclent ettrcl cottrputer foreusic nrattets, Plorricles on-site assistance {br

comllLtter seat'clt eLttd seizttres aud hcllls in ziclhering to regr-rlati<lns. stanclarcls.

artd stzitr-rtes that 1:r'omotc an incident resPotlse ca1:abiliti,. Reslloncling ro

cotnplttet'secltt'it;, inciclenLs cattt involve intense pt'essLite. tintc. aucl l.esoLrroe

couslraitrls. Tlrere is neccl to acldless lelevarncl, of iulorutation lre obtarnecl

Irortt conrltuters to sr-r1t1tort ci'iuriual" civil. or clisciltlinary;1c1ia,t. {.lrc 1:crson
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P]'TTTION TO TIJI! NA'|IONAL /,SSEN,IBLY IIOlI 'I'T-IE

],NACTN,I]]N1'AND OR AI\,T]TNDJ\,{IIN'I' OF LA\\/S TO GOV]IRN

TI.IE, RIIGI,STRA'TION, ITtrGULATION AND LICENSING OF

DIGITAL SIICURIT}' F'O]IENSICS PIIOFI'SSIONAL.q IN

AUTHOI1IZIID PROFtrSSIONALS TO PRACTICE ON TI{tr
SAN{E IN LINII \4/ITI-I COMPUT'trR AND CYI]trR-CRIME ACT

AT..ID CYBtrIl SE,CUR.ITY AND PROTtrCTION ACT AND ANY

OTHI}R RtrLATE,D LIIGISLA]IION, PURSUANT TO ARTICLE

37 AND 119 OF TI{tr CONSTIT'UTION, TIItr PETITION TO
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respollsible for obtaining this infounation and the roles of law enforcemeut,

system adu-riliistrators. legal counsel. and business tltauagers.

The cligital lbrensics investigatiou lrhase shourld invoh,es detelmining the r,i,ho.

rvhat, tl,hett, wltere, how, and rvh',, 5u1'r'gurding an incident by conducting

inrrestigatiou, revieu,ing host-based eviclence, netwoLk-based evidelce, a6d

evideuce gatliered rria traditional, nontechnicai investigative steps audthe

relation vvith the "othei et,ideuce" category involvir-rg testinrouy and other

information obtirined l.rom people. Tirese are the collection oi'erricleuce

foliou,ing tttore tiaditional investigative techniqr,res. It's imperatirre to builcl on

the legal stauclarcls cau regulette tlie achnissibility of expert testimony, The [J.S.

Supreure Cor-trt pLrblishecl au opiuion that u,rote the standards necessary foL the

adrnissibilitl, o1'scientific eviclence in fedeLal cases. Daubert v 1\t[syrsll p.r.,

Plmrmacetrticals', 509 [/.5.579 (1993), shifting the ibcus fi'om a test lor geperal

accelltziuce to a test [or "reIiabilitl, n,',.1 relevernce. These tretped in cleveloping a

meLhodologl, that llrontotes coorclinatecl, cohesive tesl)onse aud acfiieved t[e

foilou,ing: Pret,eutecl a disjointecl, nou-colicsive response (which coulcl be

clisastroLr.s). Cott[-Lt'nrs or clisllcls u,hei[rer arr incident occulrecl. I)rourotcs

accututltlation oIaccLrtate itiIortnation. Bsta[rlisires coutrgls tbr l-rrol)clretric.:r,al



Ptr'I'ITION 1'O TI.IE NA'I'IONAL ASSEN{BI,\i FOR ]'IIE'
IINAC'I'MENT AND OI1 AN,ItrNDI\{IINT OF I,AWS TO GOVIIRN

TI{E RtrGISTIIAI'ION, R]IGULA'IION AND LICtrNSING OF

DIGITAL STCCURITY FORENSICS PROFESSIONALS IN

AUTI{ORTZE,D I]I].OFtrSSIONAI,S TO PRACTICE, ON TIiE

SAN{E IN LINE WITI.I CON/IPUTIIR AND CYBER-CRIN{tr ACT

AND CYBtrR SII,CUIIITY AND PROTBCI'ION ACT AND ANl'

OTIIEII RELATtrD LEGIST,A'IION, PURSUANT 'fO ARTICI,B

37 AND 1]"9 OF TI.IE CONSTITUTION, TI.IE, Ptr]'ITION TO

PARLIAI\{I'NT (PROCEDURIT) ACT AND STANDING ORDtrR

PART XXIU OF TI.Itr NATIONAL ASSEMBLY S'I'ANDING

ORDE,llS

and handling of evidence, Protects ltrivacy rights established b), larry ancl policy,

Minimizes disrurption to business ancl tretwork operations, Allorvs fol clirlinal

or civil action against perpetratols, Provides accurate reports and r-rse[ul

recotllrendatior-rs, Provides rapid detectiou ancl containment, N4ininrizes

exposllre and complor-nise of llroplietary data. Protects govenlutent aud

organization's reltutation and assets, helps in education , Proruotes rapid

detection aird/or preveution of sr-rch iucidents in the fi:ture (via lessons lealned,

policy chauges, and so on). Users are lrecomir]g more adeltt at nsing enclylltion.

stegauography, anorrl/n1ous enrail accounts. fake r:iail, spoofecl sor-rrce IP

acldresses, spoofecl N4AC acldresses, mascluerading as other inditridr,rals, and

other meaus to mask their true identity in "c1,[s1'51)ace." In fact, establishing the

identity of art attacl<er tvho blought doivn rveb site can be time consnuring that

rurost companies nra1, elcct not to eveu try uraking lltan)/ organizatiou

cottceutrate otr the things ltarurecl or clamatged than focirsing solely on il,hat

t,r,as damagecl, horv it r'i,as clanragecl, arrcl hor.r,to fir it.

"[he digital foleusics is trainecl on lior,r,to creatc repol'ts that accr-rralglv dcscr"be

tlie details ol'an irtciclertt. t,t,liich;rre understanclable to dccision nrzrl<ers. thar cau

r,r,ilhs[aucl the barragc o1'legal scluIiLr-r,. anci ihat are ploctr-rceci iir a tirrr.cll
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nlarlner. According to U.S. Federal Rules of Evidence (FRE) S\1002,an item or

information presented in court must be tlie original. With ctigital fblensics Llsage

iir investigation , the follor,i,ing for-rr factors can be appiied to deteimine tire

reliabilitl, of scientific evidence namell, rvhether tlie scientific theoryor

technique have been empilically tested, r,r,hetirer the scientific theoryor

tecirniqr-re been sr-rbjected to peel revievv and 1:urblication. vvhether there a

Iolovtu or poteiitial error rate, w'hether tlrere erists stanclards controlthe

teclurique's operatiou arid general acceptance of the methodology oLtechniqure

in the relevant scientific coururuuitl,. The cligitai evideuce ancl clocuments

obtairied ale likeli, to be i-rsed as exhibits in the trial. Special rules exist to ensLre

that the exhibits are genuine aucl exactly w,hat they purport [o be. Therefore,

during adverse civil ol criminaI prooeeclings, collection, lianctling, and storage

of electi'ouic media, pal)er clocuurertts, equipurent, and arry other ph-vsical

evideuce cau l:e challenged b), a,, ach,et'sary. Accordipg to t[e I-i.S. Federa]

Rr-rles of Evicleuce (FllE), relevant evidence is cle{lned as al1}/ iulbLuration

"harving a tencleucY to ma[<e tlte existence of arry fact that is o1'conseqlletlce to

the cletennination oIthe zictiorr nrorc plobable or ls.5-s probable than itvvor-rlcl be

u,ilhoLrt ihe iLr[oruration." (]rRIr 401)
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Eviderrce is ar4, inforntatiotz of probatite value. meaning it ploves sonrething or'

helps prove sornetliiug lelevant to the case. It is safest to treat ar-ry inlbrnration

of probatirre value that is obtained during an investigation as eviclence.

Theleibre, any docuurent, electronic media, electr:onic files, 1:rintouts, or other

objects obtained during an investigation that may assist in proving yolrr case

shor.rld be treatecl as evidence and handled accordirtg to evidence-liandling

plocedr-rles. Documents ancl recorded rnaterial must be aLrthenticatec[ befole. they

nray be irrtroduced into evidence. Aulhenticcrtiot't, clefined in Irl{E 901(a),

basically mearls that u,hourerrer collectecl the evidence shourld testity dr-rr:ing

clirect exanrination that tlte inforntation is wltat tlte 1:roponent clainrs. Iu other'

words, tlre most comlnorl way to authenticate evidence is to have ar witness r,i,ho

has personal knowleclge as to the origins of tirat piece of evidence provicle

testimony. I{'eviclence cannot be autheuticatecl, it is usLral[1, cousidelecl

inaclnrissible, ancl that iulbluration cannot be 1:rcseuted lo the jLrdging body. Your

r"ncet the cteurancls clf aLrthenticatiou [r\, a,',r,-',''ng tlrat u,lroever collccted the

erridencc is a uratlcr ol'record. IL is inrlrortarrt l-o develop soure solt ol'iutc:r'nal

clocuuient that recolcls 1[re ruanuer in i.i,hiclr evicleuce is collcctccl.
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A forensic reltort should docuurent facts and/or offer opinions r.r,ith a styl" o,
courutuLrication tirat provides decision-rnalcers with usefurl. \\/lien woLking with

Iavr' firtrts, corporate/prirrate sector exaurinels are usually lequesteci to offer au

oiritriou, vi4rich slrggests that the examiner i,r,r'iting the report vvill eventurally

quralil'y as alt expert and offel this opiniou in court (herice, be an expert witless)

3. TFIAT, tltere is need fot'qLralified digital forensics professionals rvhocan rvork

ivell u'ith other forettsic scietrce expelts. Currently tliere are no ruecltanisurs

wiret'e erridence coliected zrt a crime scene oan be shared arllong cliffeLent

forensic exlterts: this lias ruade urost digital eviclence to be tamperedu,ith at the

criure scetle, improl>er use of chain of custody thus uiaking it harcl to pr.esent

that ei,ideuce in the court. Digital evidence niay be furrt-lter reqr-rired to be

et'alltatecl in a {breusic lab rvhich can only be done by forensic tool kit ancl being

handlecl by a qlralified tbreLrsic expert. Dr-u'ing an ini,estigation of a conputer.

securitf irrciclerrt, the r-rutt'ained s1'stem adurinistratoL, lau, enforceurerrL o.[ficer.

ol'cottlpLILet'securitl, erltert rlay accidenta[1, deslrov valuable eviclence or fail

to ctiscovet'criticaI clr-res o1 unlar,r,ful ol unaruthorized acti1,ii1,- \\/g lin1,g

t't'ittresscd lack of eclr-Lcatiotr r:Lrrtail toc'l Llzlulr ellbrt.s to appleliencl exteruzrl arrcl

iLitcrnal attacl<els.
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4. TI{AT, non-regr:lation of computer securitl, and foretrsics professionals

lllay Pose dauger to the countrlr'5 c}'ber eco systetl' Tlte courputer

folensic experts are trained in handiing of evidence frotu zr criute scetle

apcl rlaiutaining the conficlentiality, iutegritl,, ar-rthenticity. availability

and non-repudiation. ICT on its orvtr is broad comprising of IT/BIT

lrrofessionals, corrrputer scieuce/ engineering. This ltLofession uiay not

be eqr,ripped in some of the skills that a digitat folensic prolessional has.

inclLrcling cyber-crime investigatious. aualysis, docutuetttatiott of

evideuce act

5. TI-IA'I', llie Forensic ancl Compr-rter secr-trity profession can help the

Governurent in settin*e the lequired stauciards Ibr cligital evicletrce

lul?utagerltent aitcl apply it as erlrell. rvittress itt a court oI lau'to allou'

best adjudication of cybercrir.ue t'elated cases.

6. 1'l'lA1' the lai,r, ainiccl at legislarion ancl investigatiott ot' c-t'bct'-cLiutcs

r,r,ith technologic.al arrcl lirrv iools 1'or tangible ei,icleuce [oL ptoseclrtion is

irILcacli, LabIed in parliatneltt ltrr ettacttlletlL.
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10.

AUTIIOITTZtrD PROI?ESSIONALS 'I'O PRACTICE ON 'fl.Itr
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TI{r\T there is neecl for ar:. expert 1>roI'essional in collection, maintaining

proper llrocesses, 1;reserviug, analyzing , aud ltlesenting corlputer-

leiatecl evidence in support of vuluerability miti"ation and/or crinrinal.

fraud, counterintelligence, or aiding lau, enforcelnent ini,estigations in

court processes,

TI{AT tliele is need for arl experl plofessional for recoveLing digital

erridence to be lrsed in court o1'laiv against cli'fenders.

'fl-lAT there is ueed for an expert professional foL Ideittifying .

Preservirrg , ItecoveriLrg , Ar-rall,zing and Plesenting digital eviclence in

court 1:roceeding.

1'l-lA1 these pro{'essionals shoLrlcl be krrorvled-teable in tecirnolog)/, laws,

investigation and cor.rrt 1:rooess irrclircling being an experl. u,ilness.

Section 48 of the l:r,iderrce Aci., Cap 80 of the I-arvs of I(enyastates thar

(l) ll/ltert tlte cor.t.r'l hts to.f'ortn ort ttlsiniott Ltp0tl u ltoin.l o.f.foreign

lo11t,0t'o-f sciatt.ce 0r 0rl, ot'cts lo itlctrlily or genuittettess o.f

Irtrtrltvt'itittg or.finger rtr olltcr ititltras:;iotts, opittiotls t.tpon Lhnt poittt

trc urlrni.rs'ihlr: i.f tttorlc b_y ttet'sott.s' .s1tccinll.y, sliillcrl in sttclt.foraign lttt,,

.scicttc:e ot'tt t'i, ot' itt c1 rtc.sliotts u.s ltt irlattlil.y, ot' o.ctlttittctra-t.s of-
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hanrlw.iting ot'fingerprint or other impressiorzs.. "['he petitioners are

graduate of Computer Secr-rrity aucl Iroreusics ltetrce fits to serl,e itl these

petition prayel's.

I 1' TFIAT the Compr'ttet' and Cybercrirne Bill onll' 1611tt of autholized

persorl but does not state the qualificatiou and plol'ession of the saicl

ar-rthorized pel'so11.

12. TI-IAT various institr,rtions of higheL learnirrg etre 1>roduciug cotttlluter

securitl, a6d forepsics ltrofessionals u,lto are r,r,e[[ r,ersetl rvitlt eviclertce

seizure, gathering. preservation aud pl'esentatiotr itr a nlatlltet aclmissible

in legal proceedings. Currerrtl)'there is uo ofl=rcial qrrali{ication on the

sal1le.

13. TI{AT there is need for professionals r,r,lto celn work with ttolice

investigators arrd criute scette first t'espottcters.

CONCIiRNIiI)
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14. TI{I\T althourgh the Gorrernrnent did introdr-rce The Computer and

Cyber-crimes Bill, 2076, Part 3 section 21 explains the process of searclr

and seizure of stored data as follorvs:

l4/lrere n poli.ce ofJicer or on oulltorisad person ltos reusortubla

grounrls to beliet,e that lhere moy lss irt t specifierl compular systern or

pnrl o.f it, cotnputer cloto sloroge merlittnt, pt'ogrnnt, rlota, thul-

(o) is retsonabllt requirec[ .for the purpose oJ'a crintinn.l invesligatiort

ot' crintinrtl proceedirt.gs which moy bs nmte rinl os evidettce;or

(b) ha.s bcan ocquirerl by o pers'otl os a rcsull o,f the conrmis.siott 0.f fin

o.ffence, tlte police offi.cer or tlte tulltorised person may nppl-1t to tlte

cot.tt't.fot'issue of ru tporranl to ctt.ler tttlt ltrent.is'as lo ilccass,sefl.rclt ontl

simiIot'l.yt saize su.ch rlotct,

i5. 'fl-lA-f in subsection 3 the Bill explaiLrs the process of mal<ing

application in the colrrt of lar,i, as follou,s:

l'l/lrcn ntokittg ott npplicrtliott urrrlar srtltsccliott (l), tltc policc o.f/icar

ot' tlt(: t trllr ot'iserl pcrson slt o ll :

(o) e.rltloirt llrc rcnsott lltc_yl balicvc llrnl llre ntrrlcriol .soughl tttrtlt bg

fotrrrrl ort iltt. ltrcntisas lo bc scutcltcrl;
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(b) state thtl the setrclt nto.1t bs frustrtlerl or scriottsly pre.jurlicarl

urtless an invesligoting of/icer mfl)) ill lhe -first irtslottce on orrivul at

tlre premi.ses sccure inttnerliole ettlrlt ls tlre prentises;

(c) idertifl, artrl exploirt,llte f.ype of eviden.ce suspected lo be.ftturtrl on

the prentises; ortd

(rl) exltloirt tlte nteosures lltnl sho[[ be lrtken lo 1tt'cpnre unrl ensura tlttl
(ltc seorclt ond sei.zttt'e is currierl oul lltrouglt leclrtticul nratns suclt us

itnn.ging, ntirrrtritt.g or cop.ytitlg of ralevnnl daln attrl tnt tlrrouglt

ltlt.ltsisrl ctrslorly o.f contpulct' s)tslcm, progronl, dolo, or contltular tlrLlrr

storagc marliunt.

I6.1'l-IA1' tlie Bill goes on to explain other processes. -l'he 
Lrili zrlso

enrrrrrerates the lole of aLrthorizecl persorr in seclion 2J (2) (3) anci (4)in

proccss nncl access to seizecl clata,.s'eciion 2rl (l) cutcl (2) on ltLoclr"rclion

olcler, seciion 25 exlllairrs o11 expedited. pleservation ancl partial

disclosurc oI tra{'lic dala..yection 26 lirrtlrer erplains on [ieal-tinre

colleciion ot' tral'fic clata, .s'cclion 27 irrterceptiou ol' conr.cr;t,:leia aircl

sec:lion ?<! on obstrLrctioir aucl urisuse



PIITI.TION 1'O .ITIE i\A.TIONAI, ASSTti\{I}I,Y IIOR 1.IIE,

IINACTMTENT AND OR. ANiI'NDN{trN.I' OT' I,A\4iS 1.0 GOVERN

TIItr I}trGISTRA'I'ION, IIEGULATION r\ND LICENSING OIr

DIGITAL StrCURII'Y FORIINSICS PRO}TESSIONALS IN

(

AUTI.IORT.ZTID PROtrE,SSIONAI,S 'fO I)RAC'I'ICE ON ]'IItr
SAN{tr IN LiNtr \\/I'III COMI'IJ'I'EII AND CYI]trR-CIUN4tr ACT

AND CYBtrII SECURITY AND I'ROTECTION ACT AND ANY

OTIItrR RtrLATtr,D LEGISLATION, PURSUANT 'TO ARTICI,E

37 AND 119 OF 'I'I.IE CONS'|ITUTION, 'I'I{tr PE'I'II'ION 'I'O

PARLIAN/iI'NT (PI{OCUDIJRI') AC'I' AND S'I'ANDING ORDtrR

[,AI].T XXIII OF 'I'I.IIj-, NA'I'IONAI, ASSI'T{BL\/ S'TANDING

O]lDtrRS

17. THAT tlte Bill only inclicates that the foregoiug [)i'ocess is caLried out b1,

a police officer or authorized person u,hereas this 1:rocess can only be

done by traiued digital folensic investigator to rtraintain the integlitv of

evideuce tluougli tnaiutaiuir"rg the chain of cr-rstod5, which is crurcial {br

the admissibility of the collectecl evidence during tlie legal process.

Some of the evidence ura1, be voiatile.

18. TI-lA'f these sections o1'ttre Biil can arrd shoLrld onlv be handled b1,

trainecl digital tbi'ensics exlterts. This is evidenced b1, the grcwing

sophisticatiou ol' c),|:er ct'iminals where there is erren clevelo1:mcnt o1'

set'vice L'rased cL'iLliual indusIr'y r,r,hich specializes in viltuzrl unclerglound

ecoltotlty to clevelop proclr-rcts for use by other criminals (crin'Le as a

sen,ice busitress moclel). According to intenret Orgauised Criure thleat

assesslnent (iOCTA) [:an'iers to tighting cvbeL'crime ale hanrlterecl Lr1,

lack oi technical expertise needec[ to investigate it. iOCTA firrthel called

tbr ltrrtLrel legislation. it\\,al'erress raising and iuleL'nzrtioual aricl closs

borctel cooperatiorr.
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PEI.ITION TO 'f T.tE NA.I.tONAT, ASSIiN,I]]I,Y IIOR .I.IIE,

trNAC'fN{trNT AND OII r\N{lINDi\{liN'I' OF LA\A1S 't'O GOVITRN

TI{E I{IiGISTRATION, REGiJLAI'iON AND I,ICIINSING O}-

DIGITAL StrCURITY FORDNSICS PROFESSI ONT\I,S IN

AUTI.IORTZDD PROFE,SSIONALS 'I'O PRAC'I'ICE ON '|IIE

SAN{E IN LINE, WITTI COMPTI.I.ITIT Ai\D CYBIiR-CI{TMtr AC,f

AND CYBE,R S['CURI'I'Y AND PITO'I'EC1'TON AC'I' AND ANY

OTIItrR RtrLA'TIJD LI}GISI,A]'ION, PUITSUANT 'I'O ARTICLI

37 AND 119 OF 'TI.IE CONSTI'I'UTION, TIItr PETI'|ION TO

PARI,IAMtrNT (PROCtrDURE,) AC'T AND STANDING ORDER

PART X,Y[I OF 'I'IIE NA'f IONAI, ASSE,N{I]LY STANDING

ORDI}RS

IIURTI{I}R C O N C E,IlNtrI)

19.'I'I{AT Part I of the Evidence r\ct Ca1:80 of the [",avvs of l(enya talks on

condition of general admissibilitl', vrrhere Part V provicles tbL statetnents

in documents procluced in civil proceedirrgs, Part [\/ provicies statelnents

ruuder special circuurstances, aud Part IX provides lbr Opinions. The

Evidence Act is inadeqr"rate as it also needs to 1:rovide iupLrt of digital

forensics.

20. TI-IAT digital folensics is trainecl to u,oll( r,i,ith across clifl'ei'ent

professions including IC'l' pracLitioners, digital security, experLs, legal

practitioners. crirninal experts artd othel blanches o[' lorcnsics science

hence being part of first responder in crirne scene.

TI-ItrREFOI1lI 1'o ur h utu b le ll cti tio n cr'(s) P ral, thn t l'} a rl izt tn cn t-

(/) Ilnacts arrd or anrencls cxistirrg lar,r,s to qo\1cl'lt thc registration.

rcgulaiion ancl licerrsiu-q o['digital securit-r, and [brcnsics 1>Lotbssional in

I(ertva arrd sets qLriclelines orr qLralillecl arrd aLrthori:/-ecl llro(cssiouals to

v
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PIITITION TO ]'I'IIi NA'I'IOI\AL ASSIIN,IBI,Y I?OR TflE

ENACTI\{trNT ANI) OR AI\{}INDIVIE,NT OF LAWS 'fO GO\/BRN

TFXE, ITtrGISTRATION. IUGULATION AND LICtrNSING OI?

DIGITAL SIICURITY FOREN-SICS PROF'I]SSIONAI,.q IN

AUTHORTZtrD I'ROFItrSSIONALS 'TO PR.ACTIC]] ON 'I'IItr

SAN{tr IN LINtr \ryITIi COT{I)TJ'I'trIR AND CYBBR-CRIJ\4E ACT

AND CYBtrR SI}CURI'TY AND I'ROTECTION AC'I' AND AN}'

OTI.ItrR RtrLATtrD LtrGISLA'IION, PURSUANT 1'O ARTICLE

37 AND 119 OF TIItr CONS'I'I'I'U'I'ION, 'I'IIE PIITITION 1'O

PARLIAM]INT (I"ROCtrDURIi,) AC'I' AND S'I'ANDING ORDEI{

I>AR'T XXIII OF TIIII NA'I'IONAL ASSI'MBLY S'I'ANDING

ORDtrRS

practice on the same in line u,ith the Coinputer and Cyber-crimeAct and

Cyber secr,rritl, aud Protection Act and auy other related legislation

(2) Enacts legislation llrovicliug the cabinet secretarl, ICT rvith the pou,ers to

ruraintain tlie database of quialified digital forensic ex1>erts professionals

in I(euya and methodologies of process of i'egistLation, licensing and

regulations of digitat security and forensics professional in l(en1,a

A n rl 1,6 11,' L'> EIIII'I O NIIIf (S ) u' i ll o' c t' I: t'a )'

Name ol Petitioner(s) Fr-rll Address S iguature/ f [rurnb

Implession

{:lri ri'I;-i
l)i*iili

,'i.ti. i:(.1.i. ..iti'.i'i.:.*+. - i;i) i: ;:i,

- ,.\
-,t: -.t "
li:t.,.'1-' ., )
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Ptr'TI'I'ION 1'O 'TIIE NA'I'IONAI., ASSIIIVTRLY FOR 'I'IIB

ENACTI\{trN'I' AND OR AN{ENDMEN'I' OIT LA\A/S 'I'O GOVITRN

TI.IE REGISTIIATION, REGULATION AND LICtrNSING OF

DIGITAL StrCURITY FORENSICS PROFtrSSIONALS IN

AUTI.IORTZIID PROFE,SSIONAI,S 'TO PI{ACT'ICtr ON TI.IE

SAME IN LINtr WII'II COMPUI'I'II AND CYBIIIT-CRIME ACT

AND CYBtrR SECUIII'I'Y AND I'I{O'TEC'I'ION ACT AND ANY

OTI.TER RI1LATED LtrGISI,A'IION, PURSUANT TO ARTICLB

37 AND I19 OF THI' CONS'TITUTION, TI-IE PT''TITION TO

I'ARLIAMEN'I (PROCEDURE) ACT AND STANDING ORDIiR

I'AIIT XXIII OF TI.IE NA'TIONAL ASSItrMBLY S'I'ANDING

ORD]JRS
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]\{INUTES OF THE 38TH SITTtr.{G OF THE DEPARTI\IENTAL COI{MITTEE ON

COMMUMCATION, INFORI\{ATION AND INNOVATION HF'LD IN 5TH FLOOR

CONTTENTAI HOUSE ON 15TH MAY, 2018 AT lO.3OAM

PRESENT

L Hon. William Kipkemoi, M.P. -Chairperson

2. Hon. George Macharia Kariuki, M.P. -Vice' Chairperson

3. Hon. Annie Wanjiku Kibeb,M.P

4. Hon. Marwa Kitayama Maisori, M.P.

5. Hon. Godfrey Osotsi Atieno, M.P

6. Hon. Erastus Nzioka Kivasu, M.P.

7. Hon. Joshua Kimilu Kivinda, M.P.

8. Hon. Jonah Mburu, M.P.

9. Hon. Mwambu Mabongall M.P.

10. Hon. Mwangaza Kawira, M.P

11. Hon. (Eng.).MarkNyamit4 M.P

APOLOGIES

1. Hon. Wamuchomba Gathoni, M.P.

2. Hon. Liza Chelule Chepkorir,M.P

3. Hon. Maritim Sylvanus, M.P

4. Hon. John Kiarie Waweru, M.P

5. Hon. Gerhrrde Mbeyu Mwanyanje, M.P.

6. Hon. Alfah O, Miruka, M.P.

7. Hon. lnnocent Momanyi Obid, M.P

8. Hon. Anthony Tom Oluoch, M.P.

National Assemblv Secretariat

1. Ms. Ella Kendi ClerkAssistant III

2. Mr.Ronald Walala Legal Counsel II

3. h{r.Elijah Ichwara Audio Officer

4. Albert Atunga Serjeant at arms

MINUTE NO. 14112018: PRELIMINARIES

The meeting was called to order at thirfy minutes past ten o'clock followed with a word of

prayer and intoductions thereafter.

IVIINUTE NO.l42l2018:

1
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The Chairperson informed the Committee that the petition regarding enactnent of legislation

to govem the registration, regulation and licensing of digltat security and fore,trsic

professionals was committed to the Deparmental Committee on Commuuication,

Information and Innovation on 156 Febn:ary, 2018 for consideration and thereafter report to

the House.

The Petitioners prayed that the National Assembly;-

Enacts Legislation to provide for the registration, regulation and lice,nsing of digital

security and fore,nsics professionals in Kenl'ra and sets guidelines on qualification and

authorised professionals to practice the same in line with the Computer and Cyber

Crime Ac! Cyber Security and protection and any other related legislation and;

11. Euact legislation to provide for Cabinet Secretary, Information and Communication

with powers to maintain database of qualified digtal forensic experts in Kenya.

The Chairperson invited the petitioners, Mr Njiraini and Mr.Michae1 who made their

presentations as follows; that;

L Cyber- criminals are deliberately targeting the Kenyan digitat economy with the

intention of wreaking havoc and making away with milljens. The targets of these

cyber -attacks are the govenrment, telecommunications, mobile money services,

saccos, microfinance and cooperatives, e commerce and snling markets. There are up

to 3000 monthly incidences according to the Information Technology, Security and

Assurance.

2. There is high degree require,rrent of threshold to admissibility of digital evidence

especially volatile. There is need for computer fore,nsic expertise in digital crime

investigations. Law enforcers and legal practitioners rely on computer fore,nsics to

catch criminals and present admissible evidence to court.

3. There is need for qualified digital forensics professionals who can work well with

other forensic science experts. Currently there are no mechanisms where evidence

collected at a crime scene can be shared amoog different forensics experts and this has

made most digltal evidence to be tampered with at the crime scene, improper use of

shain qf sustody thus impossible to present the evidence in the court.

4. Non-regulation of computer security and fore,nsics professionals may pose danger to

the Country's cyber eco system. The computer forensic experts are trained in handling

1.
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of evidence form a crime scene 6d 6afuf6ining the confidentiality, intefrty,

authenticity, availability and non-reputation.

5. The Forensic and Cyter security profession can help the gover::ment in settling the

required standards for digital evidence management and apply it as expert witness in a

court of law to allow best adjudication of cybercrimes related cases.

6. The law is aimed at legislation and investigation of cybercrimes with technological

and a law tool for tangible evidence for prosecution is already tabied in pariiame,nt for

enacfuent.

7. There is need for an expert professional in collection, pafulaining proper processes,

preserving, analysing and presenting computer evidence in support of vutnerability

mitigation and or criminal, fraud counterintelligence, or aidi.g law e,nforcement

investigations in court processes.

8. There is need for an expert professional for recovering digrtat evidence to be used in

court oflaw against offenders.

9. There is need for an expert for identifying, preserving, recovering, analysing and

presenting digital evidence in court proceedings.

10. These professionals should be knowledgeable in technology laws, investigations and

court process including being an expert witress.

11. The computer and cyber Crime bill only talks of authorized person but does not state

the qualif,rcation and profession of the said authorized person.

12. Various institutions of higher learning are producing computer security and forensics

professionals who are well versed with evidence seizure, gathering, preservation and

presentation in a manner admissible in legal proceedings.

13. There is need for forensic professionals who can work with police investigators and

crime scene first responders.

14. That the Bill indicates that the foregoing process is carried out by a police officer or

authorized person whereas this process can only be carried out by a tained digltal

forensic investigator to maintain the integrity of evidence through maintaining the

chain of custody which is crucial for the admissibility of the collected evidence during

the legal process.

15. That some sections of the Bill can a:rd should be handled by trained digrtal fore,nsics

experts.this is evidenced by the growing sophistication of clber criminals where there

is development of service based criminal industy which specializes in virilal

underground economy to develop products for use by other criminals.

3
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Foilowing the presentations by the petitioners, the Committee observed that;

1. Digital security and forensic professionals have a legally registered association called

Kenya Cyber Security and Forensics Association (KCSFA) which ha-q a total

membership of three hundred registered professionals;

2. The computer Misuse and Cfercrimes Ac! 2018 does not limit the definition of an

.'authorized person" who may be gazetted to assist law enforceme,lrt agencies in

investigations under the Act with reference to academic or professional qualifications;

3. Enacting a legislation solely covering the area of Digital Security and forensics

professionals would lead to similar petitions for the e,nactue,lrt of legislation covering

other professionals in the broader ICT sector;

4. The Leader of the Majority Part)r, the Hon. Aden Duale had sponsored the

lnformation Communication Technology Practitioners Bill, 2016 (National Assembly

Bills No. 18 of 2016) seeking to regulate practitioners in the broader ICT sector. The

Bill however lapsed in the 116 Parliament and is yet to be reintroduc@

5. The Kenyan economy is largely leveraged on ICT and there is need to regulate

professionals in the ICT sector to preve,nt the ICT skills being used to as5isf in the

commissisa of crimes. This can be done through an umbrella legislation instead of

piecemeal legislation covering each ICT specialization.

MII\UTESNO.143/2018 ADJOURNMENT

There being no other business, the meeting was adjouned at 11.43a.m.
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MINUTES OF THE 46TH SITTING OF TEE DEPARTMENTAL COMMITTEE ON

COMMUNICATION, INFORMATION AND INNOVATION HELD AT

CONTINENTAL RESORT, MOMBASA ON THIIRSDAY z4rH MAY, 2018 AT 9.30

A.M.

PRESENT

1. Hon. William Kipkemoi, M.P. -Chairperson

2. Hon. George Macharia Kariuki, M.P. -Vice- Chairperson

3. Hon. JoshuaKimilu Kivinda, M.P.

4. Hon. Gertrude Mbeyu Mwanyanje, M.P.

5. Hon. Erastus Nzioka Kivasu, M.P.

6. Hon. Jonah Mburu, M.P.

7. Hon. Alfah O. Miruka, M.P.

8. Hon. Liza Chelule Chepkorir, M.P

9. Hon. Wamuchomba Gathoni, M.P.

10. Hon. Mwambu Mabongah, M.P.

11. Hon. Anthony Tom Oluoch, M.P.

12. Hon. (Eng.).MarkNyamit4 M.P

13. Hon. Maritim Sylvanus, M.P

14. Hon. lnnocent Momanyi Obiri, M.P

15. Hon. Mwangaza Kawira, M.P

16. Hon. Godfrey OsotsiAtieno, M,P

17. Hon. Marwa Kitayama Maisori, M.P.

APOLOGTES
1. Hon. John Kiarie Waweru, M.P

2. Hon. Annie Wanjiku Kibeh,M.P

National Assemblv Secretariat
1. Nicholas Emejen Deputy Director

2. Ms Ella Kendi ClerkAssistant

3. Mr.Ronald Walala Legal Counsel

4. Ms.Cattrerine Gati Fiscal Analyst

5. Ivlr.Elijah Ichwara Audio Officer

6. AlbertAtunga Serjeant at arms

7. Mr.stephen Omunzi OfficeAttendant

8. Itrfs.Linah Kimuge Secretary

Ministry of Information, Communication and Innovation

1. Mr.Joe Mucheru Cabinet Secretary

2. ffi.gammy Itemere Principal Secretary, Broadcastrng and Telecommunication

3. Mr.Jerome Ochieng Principal Secretary,ICT and Innovation

4. Ahmed Ibrahim Chairperson Media Council of Kenya

5. John Sergon Ag.CEO ICTA

6. Marwa Maguma Information Secretary

t
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7. Kennedy Ogola

8. Abdrahma Ondeng

9. PeterWakoki

10. Her:ryMungasia

11. David Jakaiti,EBs

12. Daniel Obam

13. Patrick Ngicuru

14. Paul Macharia

15. Gabriel Kaunda

16. Josphat Kimani

17. EdithNkanata

18. VioletKipken

19. Paul Jilani

20. Julie Nyawira

21. Hfuam Mucheke

22. Moreen Mwangi

MINUTE NO.164l2018:

Economist

Depufy Secretary

Finance

Director Admin i st ation

Senior Accountant

Ag. Communication Secretary

Finance

Senior Economist

Chief Economist

Hlman Resource

GAA

Head of Internal Audit

Ag.MD I(BC

KYEB

KIMC

KOTDA

PRELIMINARIES

:;.J

L

The meeting was called to order at thirfy minutes past nine o'clock followed with a word of
prayer.

MINUTE No. 165/ 2018: GoNSTDERATIoN oF Tffi 2018/19 BupGET
ESTIMATES FOR TITR MIMSTRY OF ICT

Mr'sammy Itemere, the Principal secretary appeared before the committee and informed
them that the allocation for the Fy 20lg/19 was as follows;

The State Department has been allocated a total of KShs 3,703.7 millisl for FY 2018/19(Recurrent
and Development)as indicated below
Area of
Expenditure

Recurrent

Development

Total

Approved
Estimates FY
2017/18

KSh Million

Resource

Requirements

FY 2018/19

KSh Million

Estrmates

FY 2018/19

KSh Million

3,363.3 8,852.0 3,0I5.7

380.4 8,532.0 688.0

3,743.7 r7,394.0 3,703.7
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otal

Resource Requirement Versus A-llocations for FY 20l8ll9 development BUDGET(KSH

Millions)

Rollout of

RECT]RRENT BTJDGE T BY E C ONOl\,trC CLASSINCATIONS

Project Name lmplementer Resource

Requirement

Estimates Variance Remarks

KBC A:ralogue

!o Digital TV
Migration.

KBC

600

310.0 290.0 Io enhance roll out of Digital TV
Broadcast in-frastnrcture in the underserved

regions Ke,nyans

KBC t44 54 ,0 Io operationalize newly established f,ve

studios and set up additional five studios to

promote youth employment through music

and creative arts

Modemization oI

KNANational
Desk and Press

Cente.

Department

rf
lnformation

286 74 212 To modemize the operations of Kenya

News Agency (KNA) to facilitate the

creation of content for socio-economic

development

Modenrization
of KIMC Fiim.

KIMC t97 186 11 fo set up 3 state of the art studios and

modenrize existing analogue fi'ainin g

tacilities to facilitate skill based training

405 Bd
Capacity Hostel

Annex -Phase III

KIMC )0 54 z6 Complete Phase Itr of the project in FY
2018/19

1,317 688 629

Budget Component Approved Estimates
FY 2017i18

Estimates
FY 2018/19

Remarks

Compensation to Employees 381.7 386.0
To cater for the existing Personnel
emoluments in line with the

expenditure tends

Use of goods and services 1,809.2 1,718.4 Operation and maintenance

CIIRRENT GRANT TO SAGAS

Kenya Broadcasting Corporation 574.0 435.6 To cater for public broadcasting

3lPage
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207.4 207.5 To support development of mass
media industry through training in
communication and cinematic-arts.

131.3 t29.3 Support media regulation in the
country

10.0 10.0 To cater for operations and
maintenance expenses.

r28.4 s9.3 Publication of Kenya Yearbook
detailing Kenya's social economic,
political and environmental

120.0 80 Offer advisory services to the
Ministry

1,171.1 92t.7
Total Vote 3362.0 3,015.7

Kenya Institute of Mass
Communications

Media Council of Kenya

Media Complaints Commission

Kenya Yearbook Editorial Board

National Communication
Secretariat

Total

KEI{YA VTSION 2030 PROJECTS under MTP m 2U8-2022

The following MTP III projects have bee,n funded in FY 2018/19

1. It was observed that due to inadequate provision in the FY 20l8ll9 budget estimates the

following seryices would be affected; Weekly publication of My Gov by GA,\ Public

,

Project Name Approved
Estimates Ef
20t8lt9

Estimates FY
2018fig

Remarks

KBC Analogue to Digital
TV Migration.

268.5 3r0 To facilitate rollout of Digital TV
transm i ssion infrastructure

KBC Rollout of Studio

Mashinani.

11.6 54 To facilitate establishment of 5 studio in
the FY 20l8ll9

Modemization of KNA
National Desk and Press

Centre.

18.3 74 To upgrade the KenyaNews Agency

Modemization of KIMC
Fihn.

28.0 186 To cater for the ongoing modemization of
the TV, radio and fihn taining studios

405 Bd CapacityHostel
Annex - Catering Unit

25.3 64 To facilitate completion of the catering

unit

Total 380.5 688.0
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broadcasting services by i(BC Remittance of staffpension sche,me for KIMC and

operationalization of already established 5 Mashinani studios delaying the expected

outcomes.

2. It was noted that the State Department required additional funding for j ob and wealth

creation through investnent in digital broadcasting and telecommunications and promotion

of knowledge based economy through collection, packaging and dissemination of real time

information to the citizens.

3. The Committee raised concerns operations and resfirrcturing the KBC as the organization was

not economically viable. It was resolved to invite the Acting Managing Director to provide a

report to the Committee on the following;

1. Status of the TV digital migration project;

2. Restructuring of the KBC

3. Status of the studio mashinani project;

4. The joint venture between KBC and Multi choice Kenya Ltd.

MINUTE NO.165/2018: CONSIDERATION OF THE PETITION

The Committee met with the Principal Secretary in the Ministry of ICT, Mr.Jerome Ochieng who

made oral and written submissions on the Petition. The Principal Secretary noted tbat the Computer

Mizuse and Cyber Crimes Act, 2018 does not fully define "authorized persons" as "an officer in a

law enforcement agency or a cyber-security expert designated by the Cabinet Secretary responsible

for matters relating to national security by notice in the Gazette for the purposes of Part Itr of this

Act" while the petition seems to seek limitation of the definition to only digital security and

forensic professionals;

(i) The Act stipulates that the process of collecting the evidence of cybercrime should be

carried out by a police offi.cer or authorized person, however that can only be done by

a digital forensic expert;

(ii) The Petition therefore proposes e,nachent of legislation on the profession of digital

security and forensics to draw expertise from this sector to assist in cSer security

issues. The Ministry was of the opinion that-

a) Legislation to regulate the affairs of digital security and forensic professionals

may assist in the gazettement of such professionals under the Computer Misuse

and Cybercrime Act, 2018 as "authorized persons";
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b) If eruct€d by the Horxe, zuch I"egislation should provide for self-regulation of

digtal socurity and forensics akin to other professional bodies in the count[f,

and

c) Any deliberations on the enactne,nt of the proposed legislation should be

undertake,n with the Ministy responsible for mattens relating to national secruity

who are also charged with e,nforcing the provisions of the Computer Misuse and

Cytercrime Act, 2018.

MINUTTNo.l66l2018: AEIEUB!@III

Therebeing no otherbusiness thcmeeting was adjourned at72.34pm.

Signed.
)=\

...Date.....\.. '. .s.., 7P
(Chairperson)
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I\{INUTES OF TIIE 74TH SMTING OF THE DEPARTMENTAL COMN{ITTEE ON

COMMUMCATION, INFORX{ATION AND INNOVATION IIELD IN 4TE FLOOR

CONTINENTAL HOUSE, PARLIAMENT BIIILDINGS ON TUESDAY I4Tfr

AUGUST, 2018 AT 11.30AM.

PRESENT

1. Hon. William Kipkemoi, M.P.

2. Hon. George Macharia Kariuki, M.P.

3. Hon. Annie Wanjiku Kibeh,M.P

4. Hon. Mwambu Mabongah, M.P.

5. Hon. Gertrude Mbeyu Mwanyanje, M.P

6. Hon. Erastus Nzioka Kivasu, M.P.

7. Hon. Marwa Kitayama Maisori, M.P

8. Hon.Innocent Momanyi Obiri, M.P

9. Hon. Godfrey OsotsiAtieno, M.P

i0. Hon. Maritim Sylvanus,MP

11. Hon. Mwangaza Kawira, M.P

12. Hon. Joshua Kimilu Kivinda, M.P.

APOLOGIES

-Chairperson

-Vice- Chairperson

a

i. Hon. @ng.). MarkNyamita, M.P

2. Hon. Jonah Mburu, M.P.

3. Hon. Wamuchomba Gathoni, M.P

4. Hon. Alfatr O. Miruka, M.P

5. Hon. John Kiarie Waweru, M.P

6. Hon. Anthony Oluoch, M.P.

7. Hon. Liza Chelule Chepkorir,M.P

National Assembly Secretariat

1. Ella Kendi ClerkAssistant III

2. Ronald Walala Legal Counsel II

3. Deboratr MUpusi Media Relations Officer

4. MaryAtieno OfficeAssistant
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MIN.NO"TNA/CIY2OI8I269 PRELIMINARIES

The meeting was called to order at thirry minutes past eleven o'clock followed with a word of

prayer.

MIN.NO/NA/CIIJ20L8|270: COMIRMATIONOFTffi,MINUTES

The agenda was deferred

MIN.NO/I{ NCUn0l8l27l: ADOPTION OF Tm REPORT ON PETITION

REGARDING ENACTMENT OF LEGISLATION TO

GOVERN THE REGISTRATIONAND LICENSING OF

DIGITAL SECT]RITY AND FORENSICS

PROFESSIONALS

The Committee considered and adopted the draft report with the following observations and

recommendation having been proposed by Hon.Godfrey Otsosi,MP and secondd by
Hon. Kawira Mwangaza,MP- ;

The Committee observed that-

1. Digital security and forensic professionals have a legally registered association called

Kenya Cyber Security and Forensics Association (KCSFA) which has a total

me,orbership of three hundred registered professionals;

2. The Computer Misuse and Cytercrimes Act 2018 does not limit the definition of an

"authorized person" who may be gazeffed to assist law enforcement agencies in
investigations under the Act with reference to academic or professional qualifications;

3. Enacri.g a legislation solely covering the area of Digital Security and fore,nsics

professionals would lead to similar petitions for the enactuent of legislation covering

other professionals in the broader ICT sector;

4. The Leader of the Majority Party, the Hon. Aden Duale had sponsored the

Information Communication Tecbnology Practitioners Bill, 2016 (National Assembly

Bills No. 18 of 2016) seeking to regulate practitioners in the broader ICT sector. The

Bill however lapsed in the 1lft Parliame,nt and is yet to be reintroduced

5. As zubmitted by the two Petitioners, the Kenyan economy is largely leveraged on ICT
and there is need to regulate professionals in the ICT sector to prevent the ICT skills
being used to assist in the commission of crimes. This can be done through an

umbrella legislation instead of piecemeal legislation covering each ICT specialization.

Recommendation

The Committee therefore r@omme,nds that-

ffos Qommittee shall formulate and sponsor a Bill for enactuent to regulate the practice of all
professionals in the ICT sector.

)

I

;
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MIN.NO/I.[A/ CIIIaOIS 1272 ADJOURNMENT

There being no other business, the meeting was adjor::ned at thify minutes past tweive

o'clock.

.....Date...J.'5-.
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(Chairperson)
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Annexture 4 Submission from the
Ministry of ICT
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REPUBLIC OF KENYA
MINISTRY OF INFORMATION, COMMUNICATIONS AND TECHNOLOGY

STATE DEPARTMENT OF ICT & INNOVATION

Office of the Principal Secretary

Telephone: 020-4920000 / 492tOO0

Email: info@information.go.ke

When replying please quote

Our Ref: Ml CTICONF / 1 I /21

Clerk of the National Assembly
Parliament Buildings
NAIROBI

i,E}1K'S OF.FICE

TELPOSTA TOWERS

P.O. Box 30025
NAIROBI

KENYA

Sfh June 2018
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ATTN: Mr. Jeremiah W. Ndombi

RE: PETITION REGARDING ENACTMENT OF LEGISLATION TO GOVERN THE
REGISTRATION, REGUIATION AND LICENCING OF DIGITAL SECURITY

AN D FORENSIC PROFESSIONALS

Reference is made to the matter above which anticipated the enactment of the
Computer and Cybercrimes Bill, 2017 (the Bill).

The Bill did not interpret the meaning of authorized persons and the petition went
into great detail to define such persons as digital security and forensic professionals.
To be able to effectively administer the Act, the petition posited that legislation on
the profession of digital security forensics should be enacted to draw expertise from
this sector to assist in the governance of the Bill once enacted.

The Bill was recently passed by H.E. the president as the Computer misuse and
Cybercrimes Act, 2018 ("the Act"). Authorized persons have been interpreted unde;
the Act to mean:

" an officer in a law enforcement agency or cyber security expert designated by the
Cabinet secretary respon:;ible for the matters relating to national security by notice
in the 1azette for the purpose of Part lll of the Acf' .

As to the proposal for the legislation under reterence, the Ministry is of the opinion

\;.'11 ,\
l'r:i -1 .'J l'+--.j, ASSL\iBI-,Y

1

that:
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t. Legislation to regulate the affairs of digital security and forensic professionals t
may assist in the gazettement of such professionals under the Act;

2. Such legislation should provide for self-regulation akin to other professional

bodies within the Republic of Kenya; and,

3. ln any event, deliberations on the proposed legislation for digital security and
forensic professionals to assist in the administration of the Act should chiefly
be undertaken with the Ministry in charge of national security who are
charged with carrying out the provisions of the Act.

We thank you for your continued support.

H*".
Henry Mung'asia
FOR: PRINCIPAL SECRETARY

CC Mr. Joe Mucheru, EGH
Cabinet Secretary
Ministry of lnformation, Communications & Technology
State Department of ICT & lnnovation
NAIROBI
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